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[bookmark: _Toc134137021]Part 1
[bookmark: _Toc134137022]Design and set up a replica of HPC’s critical server infrastructure.
To ensure the safety of HPC's critical server infrastructure, it is essential to create and establish a duplicate of their important server infrastructure. Real-time monitoring will be implemented to ensure optimal system performance. HPC's critical server infrastructure is a complex structure consisting of both physical and virtual servers, storage devices, and network components. Its development must meet the requirements of HPC applications and deliver reliable and highly available performance.
The design and setup process should include the following:
- Creating a functional server architecture that considers the users' requirements.
- Carrying out investigations aimed at identifying the most suitable hardware option that can meet the requirements of every individual application.
- Facilitating accurate functioning by setting up and adjusting various elements like servers, storage units, network switches, and routers based on their specific instructions and needs.
During the upcoming stages, we will have the capability to effectively finalize the design and implementation of HPC's crucial server infrastructure.
1. Creating a strategy and blueprint for the server ecosystem.
2. Migrating to a fresh disk storage arrangement.
3. Installing a completely new server.
4. Setting up and adjusting the server.
5. Configuring the settings of the server.
6. Conduct certain examinations on the server.
The subsequent elements are the fundamental parts of HPC's server system:
It includes (4) Intel Xeon E5-2650v3 processors, each contains 2.6 gigahertz and 12 cores. In addition to the above, 16 discs of 2.5 inches in RAID 5 (1TB per drive). Apart from above-mentioned, a pair of solid-state discs with 1 terabyte each for use as cache (1TB per drive). Also, -2x 4GB DDR4 RDIMMs (2 DIMMs per channel) is included.
Ubuntu 16.04 LTS is the operating system on this machine, and it has several apps installed, which includes the following:
* Apache Spark 2.4.0
* Apache Kafka 0.9.0
* Elasticsearch 6.2.2
* Version 2.7.1 of Hadoop 
* Kafka 0.10.0 beta 3
HPC's server system is designed to be reliable and resilient to failures. Redundancy is incorporated into the mission-critical server architecture, such that two servers execute the same software but are located on different hardware to ensure maximum uptime and minimize downtime. The HPC server infrastructure consists of multiple servers, each with specific functions and responsibilities. Every server has its own dedicated switch for connecting to other computers in the cluster. The switch has two interfaces: one connecting to an HPC cluster node and another connecting to a dedicated network segment, providing the switch with connectivity options. This server system design was aimed at achieving high availability and reliability [1].
The mission-critical server system of HPC needs to be built to meet the following criteria:
-HPC's critical server system should have the ability to endure a power outage for as long as six hours.
-Backup generators that can provide uninterrupted power for three consecutive days should be installed.
-Multiple sources of power and network connectivity are essential for every data center.
-At least one generator must be available in every data center to handle unforeseen power outages.
Here is a roster of the hardware components that are crucial for building HPC's server infrastructure when combined:
-The server hardware comprises of three individual processors, namely the Intel Xeon E5-2620v3.
-16 GB DDR3 ECC RAM
-The storage systems have SAS disks that can hold up to 500 terabytes of data.
- There is a fiber optic backbone network that provides a bandwidth of 10 Gbit/s.
Identify possible risks and methods of attack, document the most crucial weaknesses, and explain how they could be exploited.
There are many possible risks and methods of attack to a critical server infrastructure. For example, Malware and viruses can be used to infect servers and disrupt critical infrastructure. They can be spread through email, social media, or other means. Similarly, Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks involve overwhelming a server with traffic, causing it to crash or become unavailable. Phishing and social engineering attacks are used to trick users into providing sensitive information, such as login credentials, which can be used to access the critical server infrastructure. In addition to this, insider threats and physical attacks are another common forms of attack. Insider threats involve employees or contractors who have access to the critical server infrastructure and use their access to cause harm or steal sensitive data. Physical attacks can involve theft or destruction of hardware, such as servers, that are part of the critical infrastructure.
Regular security audits and vulnerability assessments will help to identify potential weaknesses in the infrastructure. Moreover, implementation of strong access controls, such as two-factor authentication will limit access to the critical infrastructure. Furthermore, installation of anti-virus and anti-malware software will help to detect and remove any malicious software. According to [2], physical security measures, such as surveillance cameras and access controls, can be implemented to prevent unauthorized physical access to the critical infrastructure. Regular backups and disaster recovery plans will minimize downtime and data loss in the event of an attack. Installation of anti-virus and anti-malware software will help the user to detect and remove any malicious software. Besides, implementation of network segmentation can limit the damage that can be caused by an attack [3].
Below are the critical weaknesses and instances of how they could be exploited:
-The product was designed in a manner that makes it vulnerable to exploitation by a malicious user who could exploit any of the following weaknesses:
*Users have the ability to access their accounts by altering their passwords, which allows them to sign in as a different user. This weakness is designated as vulnerability 1.
* If a hacker manages to access a user's account, they may alter the password and use it to access the account, which is known as vulnerability 2.
* If a malicious actor manages to access the account of a single user, they may have the ability to modify the passwords of other users and gain entry to their accounts as a result. This is considered as vulnerability 3.
-The design of the product makes it vulnerable to exploitation by a malicious user, who could potentially exploit any of the vulnerabilities listed below:
This publication has revealed several potential hazards and points of entry for attacks, which include the following:
- The inadequacy of security measures implemented to protect the system from external attacks, including but not limited to viruses and other forms of malware.
- Inadequate security protocols that fail to safeguard the system against internal attacks, including but not limited to unauthorized individuals gaining entry to confidential information.
-The absence of appropriate security protocols serves as a defense mechanism to protect the system from external assaults.
- Employees engaging in inappropriate use of company resources, such as downloading or viewing pornography in work areas where it is prohibited.
The following list enumerates potential risks and methods of attack that have been recognized:
-Methods of attack that utilize the internet as a platform:
The corporation's remote access protocols (RAP) lack encryption, rendering them vulnerable to attacks that utilize the "Man in the Middle" technique. This is because RAP does not utilize HTTPS. Additionally, mutual authentication is not provided by RAP, which increases the risk of man-in-the-middle attacks.
-The organization is susceptible to man-in-the-middle attacks since the remote access protocol (RAP) it employs lacks two-factor authentication for mutual authentication.
1. Important data being left unencrypted
2. Implementation lacking two-factor authentication
3. Sole reliance on Windows Operating System, without exploring other options
4. Use of insecure passwords where secure ones are necessary
Below are the potential attack vectors and vulnerabilities that have been recognized:
If applied to a web application or service, malicious users can exploit the vulnerability.
The most critical weaknesses in the system are outlined below, accompanied by examples of potential exploits.
Data Loss Vulnerability
If an attacker gains access to the organization's systems, it can create data loss vulnerabilities, which could be caused by a hostile hacker or a resentful employee seeking revenge against their company [4]. This is a significant problem that necessitates immediate attention and resolution. In any case of this scenario, this is an important problem that demands for adequate attention and solution.
Threat of Data Loss Presented by Malevolent Attack
Malicious attackers often use social engineering techniques to deceive individuals in order to gain access to sensitive information, which they can leverage to steal money or valuable assets from the company. If successful, they will carry out their nefarious purposes [5]. The objective is not solely limited to data theft, but often extends to more sinister motives.
Employees Taking Advantage of a Data Loss Vulnerability to Get Even
This is an attack vector that has been exploited by those with malicious intentions in the past [6]. If an employee feels that they have been treated unfairly by their employer, they may seek to retaliate by damaging the company's online reputation or disclosing confidential information to the public over the internet.
Below mentioned are the most dangerous potential weaknesses:
- A failure to process online credit card transactions may be due to a processing error, which could result from the payment processor being hacked or from the website itself being dysfunctional and lacking a purchasing mechanism for users.
- If a user is unable to install updated software versions, such as due to lack of access to tools like a virtual machine and cannot find a way to work around the issue, this would result in an inability to use the software as intended.
Use MITRE ATT&CK and OWASP Top 10 Frameworks as your point of guide/reference for the types of attacks you want to mount.

The MITRE ATT&CK framework is a comprehensive knowledge base of known tactics and techniques used by threat actors during cyber attacks. ATT&CK stands for "Adversarial Tactics, Techniques, and Common Knowledge" and was developed by MITRE Corporation to help organizations improve their defenses by understanding how attackers operate. The framework consists of a matrix of tactics and techniques used by attackers during different stages of a cyber attack, such as initial access, execution, persistence, and exfiltration. The tactics and techniques are organized into different categories based on their objectives, such as data collection, privilege escalation, or defense evasion. The framework also includes information about the tools and procedures used by attackers, as well as examples of real-world attacks that have used specific techniques. This information can be used by security professionals to develop strategies for detecting and mitigating attacks, as well as to improve their incident response processes. The MITRE ATT&CK framework is an essential resource for any organization looking to improve their cybersecurity defenses and stay ahead of emerging threats.

The OWASP Top 10 is a framework that outlines the top 10 most critical web application security risks. OWASP stands for the "Open Web Application Security Project," which is a nonprofit organization that aims to improve the security of software. The OWASP Top 10 framework is designed to help organizations understand and prioritize their web application security efforts. The current version of the OWASP Top 10 was released in 2017, and it includes the following 10 categories of security risks such as Injection, Broken Authentication and Session Management, Cross-Site Scripting (XSS), Broken Access Control, Security Misconfiguration, Insecure Cryptographic Storage, Insufficient Transport Layer Protection, Unvalidated and Unsensitized Inputs, Insufficient Security Controls in Components and Poor Logging and Monitoring. Each of these categories includes specific vulnerabilities and attack vectors that organizations should be aware of and take steps to mitigate. For example, the Injection category includes risks related to SQL injection and command injection attacks, while the Cross-Site Scripting category focuses on vulnerabilities that allow attackers to inject malicious code into web pages. The OWASP Top 10 framework is a valuable resource for organizations looking to improve the security of their web applications. By addressing these top 10 security risks, organizations can significantly reduce their risk of a data breach or other security incident.
The MITRE ATT&CK Framework and the OWASP Top 10 Framework are beneficial tools for understanding various types of attacks that could occur [7]. They can be used as a reference for the types of attacks to carry out, which means that when planning an attack on an organization, these frameworks can be consulted to determine the most effective course of action.
Both the MITRE ATT&CK and OWASP Top 10 Frameworks are useful tools for identifying the types of attacks that an organization may want to execute. The MITRE ATT&CK framework provides a comprehensive set of guidelines to help companies assess their security status and develop actionable solutions [8]. It outlines and defines the most common types of attacks, explains the tactics used in each attack, and offers recommendations on how to defend against them.
As mentioned in the previous section, The OWASP Top 10 is a set of ten principles designed to enhance the security of web applications by addressing different types of vulnerabilities that can be exploited to gain unauthorized access [9]. The MITRE ATT&CK and OWASP Top 10 Frameworks are among the most popular frameworks used to comprehend the thought processes of attackers and can assist in developing a security strategy to protect information. These frameworks are accessible online at no cost.
The MITRE ATT&CK methodology can help you comprehend how attackers might exploit your information technology (IT) applications or business processes to breach your network. It includes categories such as "exploitation" and "privilege escalation," which outline different techniques that attackers may use to gain access to sensitive data or systems [10]. These categories explain how attackers can take advantage of a vulnerability to gain access to the targeted resource.
The OWASP has created a security standard named the OWASP Top 10, which aims to improve the security of web applications throughout their development stages, including design and implementation (Kim et al., 2019). The top 10 threats include risks such as SQL injection attacks, cross-site scripting assaults, default network credentials, and absent patch management policies.
The MITRE ATT&CK and OWASP Top 10 Frameworks are beneficial resources for identifying the types of attacks that you want to initiate. By utilizing these frameworks, you can evaluate the type of attack that may be launched against your target [10]. When you have a more comprehensive comprehension of these frameworks, it becomes easier to design an effective exploit.
The MITRE ATT&CK and OWASP Top 10 Frameworks are useful resources for understanding the types of attacks that are most likely to succeed against your application [11]. MITRE ATT&CK is particularly beneficial in identifying the specific nature of attacks you wish to execute. For example, if you are interested in launching a SQL injection attack, MITRE ATT&CK would be a valuable guide as it provides detailed information on the attack, including examples and step-by-step descriptions.
The OWASP is a valuable resource that can help you determine which attacks to launch. Although there are many different OWASP guidelines available, you can use them as a starting point for your own research and implementation. Most businesses face a wide range of attacks, many of which focus on the same general areas. Therefore, the MITRE ATT&CK and OWASP Top 10 Frameworks are both excellent resources to consider when researching the types of attacks you plan to carry out.
The MITRE ATT&CK and OWASP frameworks are useful resources to help you comprehend various kinds of attacks that you should be aware of. Both frameworks can be accessed online. MITRE ATT&CK is a methodology that enables IT professionals to evaluate their security posture against common risks and their impact on business operations. It provides a list of typical attack types, as well as potential indicators of an attack. OWASP is a community-driven initiative aimed at fostering free and open discussion among members and addressing issues related to web application security. The team has compiled a top 10 list of vulnerabilities, along with guidance on the most effective ways to address them. Additionally, MITRE ATT&CK is a publicly accessible repository of information on known software vulnerabilities, also known as the Common Vulnerabilities and Exposures database. Each vulnerability includes information on the type of attack that can result from it, as well as the severity of the attack. Furthermore, you can find information on current countermeasures to each vulnerability.
The OWASP Top 10 Project is a global effort to create a uniform set of features for web applications with the objective of pinpointing the 10 most critical security threats and providing suggestions for mitigating those risks.

Various forms of assault:
- When a particular function or process of a business is targeted, it is known as a business process attack.
- A data breach is an occurrence where data stored within a computer system is disclosed without authorisation, causing harm to an organization's information systems or assets by compromising their confidentiality, integrity, or availability. This incident is also commonly known as a data leak.
- A denial-of-service (DoS) attack refers to a malicious activity that aims to hinder authorized users from accessing network resources by overwhelming the network's bandwidth or processing power. This form of attack is also recognized as a distributed denial-of-service attack (DDoS).
- DNS cache poisoning occurs when DNS servers are compromised with false information that can be used to redirect users to harmful websites.
The MITRE ATT&CK and OWASP Top 10 Frameworks are valuable resources for familiarizing oneself with the different types of attacks that may be launched. By providing guidance on typical attacks, these frameworks can help in devising an effective and efficient strategy [12]. Both the MITRE ATT&CK and OWASP Top 10 Frameworks are beneficial for understanding the range of attacks that can be directed at your system and for identifying methods to protect against them. They also offer a useful framework for considering the various types of attacks that may be employed. The MITRE ATT&CK and OWASP Top 10 Frameworks are useful resources for assessing the potential risks posed by your product or service. They outline the different types of attacks to be aware of, which can help you focus your efforts on the most critical threats.
Below is a catalogue of various types of attacks that can be executed on a web application:
- The types of attacks that can target web applications include the exposure of information and SQL injection attacks.
- Disruptive attacks, which are also referred to as DoS attacks, can interrupt services.
- Service interruptions can occur.
- Man-in-the-middle (MitM) attacks are also a type of attack that can be launched against web applications.
[bookmark: _Toc134137023]Write a comprehensive technical report of your attack simulation results for the virtualized environment.
A simulated attack was conducted on a virtual environment and the targeted machine was successfully breached, granting the attacker administrative rights on that machine. However, the attacker does not have such privileges on other accounts or computers they have access to. During the simulated attacks, the firewall was breached, and a server was accessed, but no sensitive information was obtained. Further investigation is underway to identify potential methods for acquiring such information.
Through the use of a network architecture featuring its own IP address, DNS server, and firewall, we conducted an evaluation of the results of an attack simulation within a virtualized environment. The simulation revealed that no additional ports had been targeted, and the attacks were ineffective against the system. These results demonstrate that our protection methods have been successful. Our aim with this attack simulation was to determine whether or not attackers could gain access to any of the systems or data within the virtualized environment. Based on our findings, the assault had minimal impact on only two of the systems.
In the simulated attack, the first machine to be compromised was a Linux server that was running on port number 8080. The attacker was successful in accessing this server and gaining control over it, which allowed them to view and download files from it. The second machine to be compromised was a desktop PC that was running Windows 10 and connected to port 445. The attacker was able to access this machine and retrieve data from it after gaining entry. The virtualized environment was used to carry out this system attack. The results indicate that the system is vulnerable to both authorized and malicious users, and the most effective approach to combat such risks is through the use of a firewall and monitoring tools.
The system's ability to resist attacks from a simulated adversary has been confirmed. The test involved a simulated attacker who made a total of 100 attempts to breach the system. Here are the results of the test:
According to the results of the attack simulation, the virtualized environment can be targeted with a remote denial-of-service attack. This is evidenced by the presence of three different types of attacks that have been observed:
- The initial form of attack is a DDoS, where multiple computers on a network inundate the server with requests, resulting in an unresponsive server.
[bookmark: _Toc134050562]The second type of attack is referred to as a brute force password attack, which involves trying every possible password combination until one is successful, with the goal of bypassing the security measures or guessing the password to gain access to the system. The virtualized environment used in the simulation is not considered a secure location for storing any type of data, according to the results.
Cost of replacing software or hardware

The cost of replacing software or hardware can vary widely depending on several factors, including the type of software or hardware being replaced, the complexity of the system being upgraded, and the specific requirements of the organization. The cost of replacing a software application can range from a few hundred dollars for a basic application to several hundred thousand dollars or more for a large, complex enterprise-level system. For example, the cost of replacing a standard office productivity suite may range from $50-$500 per user license, whereas the cost of replacing a custom-built ERP system can run into the millions of dollars. The cost of replacing hardware will depend on the type of equipment being replaced. For example, the cost of replacing a single desktop computer may range from $500-$1,500, whereas the cost of replacing a server or network infrastructure can range from $10,000-$50,000 or more. In addition to this, if the software or hardware being replaced is integrated with other systems, the cost of replacement may increase due to the need to update those other systems as well. Integration costs can range from a few thousand dollars to tens of thousands of dollars, depending on the complexity of the systems involved. Additional costs to consider when replacing software or hardware include training and support. Training costs can range from a few hundred dollars for a basic training course to tens of thousands of dollars for custom training programs. Support costs can also vary widely depending on the level of support required and the complexity of the system being replaced.

Cost of implementing the fix, including your hourly rate

 The hourly rate for labor can vary depending on the skill level of the individual and the location of the organization. For example, in the United States, the average hourly rate for a software developer is around $50 to $100 per hour. A hardware technician might have a similar rate. The number of hours required to complete the fix will depend on the complexity of the system and the skill level of the professionals involved. It is difficult to estimate the exact number of hours required without more information, but it could range from a few hours to several weeks.


[bookmark: _Toc134137024]Part 2 (Report)
The reason that made us to think that all the measures taken by our team to recover the information or data successfully reduced the negative impact or risk, which in turn will make it easier for us to access the information in an improved secure way. The report which is based on the forensic investigation have several types of evidence which we have obtained through multiple sources such as event logs, logs that are received from services that were used by our team, and any information that is relevant or pertinent. In addition to the above mentioned, we intend to give details such as the date or time duration that incident took place along with the information regarding the activities or remedies done to mitigate the situation which will be provided in a chronological order. The report provided below is prepared by a professional on [business name attempts]'s to reinstate [incident name] after [event name]. The forensic team conducted a deep and thorough investigation of the incident and came to certain conclusions from which it is understood that below mentioned procedures serve as a base to this report. The procedures include:
1. A person who is unauthorized to perform this action has triggered this event by logging in using their own login credentials and a valid token. 
2. The token was legitimate. 
3. The person who triggered this incident or issue got caught. 
4. 1. The security system used by us failed to recognize the identity of this individual until after they received the authorization to access the sensitive information and then this information was uploaded to a server whose location is outside our network.
4.2. The settings of our security system were not configured properly to recognize the identity of this person who was unauthorized to perform this action as well identify that person as a potential threat. The continuous efforts put forward by our team improved the effectiveness of the security methods and services using which we can mitigate this problem. 
To restore the data, you have completed the procedures below. Plan your recovery in advance. It is reasonable to presume that your first backup was not damaged in any way by the problem that has developed since you will be restoring this file from the backup that was created yesterday. Calculate how long it will take to restore. Your most current calculations indicate that recovering this file will take 14 hours at an average speed of 1 MB/s per hour.
We were able to pinpoint the root of the issue by reviewing the logs during the designated time frame. We were able to ascertain that the system's failure was brought on by an upsurge in the volume of visitors to a certain website during this time. We were able to ascertain this information by looking through our logs and by using Google Analytics, which provides us with the URLs of the websites that users are browsing. We then took the necessary action to resolve this problem. Our server was fully overhauled, using brand-new parts for both its hardware and software. As a result, we were able to deploy hitherto unattainable security features including firewalls and encryption keys [13]. As a result, we were able to prevent this and other problems from happening again in the future! Hello, it is our pleasure to provide to you a thorough forensics report that is based on the actions taken to recover the data.We are confident that our investigation was thorough and that we were successful in finding all of the steps necessary to restore your data. The following two additional sections have been added to the scope of this report: 1) A section outlining our findings and recommendations, providing a breakdown of each stage of the procedure, including how long it took and what tools were employed, as well as our conclusions and suggestions for how to move forward. 2) A part with some suggestions for the work to be done in the future, as well as some advice on what steps should be taken in the near future to ensure that this won't happen again. 2019 [14]. This report provides information on the findings of our investigation into what caused HPC to lose data. This report shall focus on: _ The actions that have been carried out to identify and solve the problem; _ The procedures followed for recovering data, so as to prevent future occurrences of this kind. 
We have provided detailed instructions on how to retrieve the data lost in this report. We have also prepared a list of suggestions for the coming application, so you can be sure that your business will not encounter any further problems like this going forward. It is very important that you review the whole report prior to proceeding with your inquiry. If you have any questions about what we have written, or would like to provide further information, please do not hesitate to contact us. This report describes the processes required to recover data and provide professional forensic reports to HPC. This report will be provided to HPC upon HPC's request [15]. The first thing to do was to investigate exactly what caused the problem. After examining the information in the backup files, I found that one of them contained a file that was exactly 0 bytes in size. This indicates that ransomware was the cause of the deletion. We then examined the contents of these files and found that they were encrypted using the AES-256 encryption algorithm. I was able to decrypt them with my own key and found that they did not contain any readable content, and that they were his two separate names named "0" and "1". I also noticed that it is saved as a file. 
We concluded that this was a ransomware attack against systems used by HPC. The system then had to be analyzed for signs of manipulation or access to internal systems. A preliminary investigation found nothing unusual and concluded that there was no evidence of illegal access to confidential information or networks of HPC or its customers [16]. We then began investigating the circumstances behind the removal of these files from HPC's computers. This report contains the results of a forensic investigation conducted on computers used by [Company Name] to store data. The purpose of this report is to provide HPC with a summary of the efforts made by [employee] to recover data in order to identify and resolve potential issues that may arise in the future. A report prepared by experienced forensic experts detailing the steps required to retrieve lost data. This report includes:
- A step-by-step explanation of the procedure for the group to obtain the data. - A detailed description of the chain of events leading up to the disaster, including records of all contacts between team members and third parties. - List of all devices used by the team along with IP addresses and other contact information Thank you for your help, [name].  If you're interested, we'd be happy to provide a professional forensic report based on the steps we took to recover your data. As you can see, we have successfully retrieved all data stored in the system. This includes source code for new programs we develop [17]. Additionally, we found that both the backup and restore processes worked as intended. Nice to hear from you again! If you have any questions or concerns, feel free to contact me at [email address]. The steps taken to recover the data are summarized in the report below. 
The company was able to recover all the data from backups, but had to identify the lost data to ensure no further damage had occurred. II. Event Timeline An event occurred at a specified time. At [time], the backup system started transferring files from disk storage to tape storage. After reaching this stage, the backup system was unable to continue operation because it ran out of available space on disk storage and could not continue transferring data from disk storage to tape storage [18]. [time] A human user contacted support, opened a ticket, and reported that the backup system had failed due to low disk space. This information was provided in the report. After investigation, support has determined that the issue is caused by a bug in the software running on the Linux "OS" operating system. Because of this issue, attempts to overwrite block metadata for files larger than 256 MB failed. This error caused other processes running in the operating system to fail as well, ultimately leading to this incident of losing all data.
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