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Abstract 

The fast integration of cloud computing, artificial intelligence (AI), IoT technologies, and 

outsourced IT operations has caused cyber security risks and governance challenges to increase 

considerably. This report will analyse the cybersecurity and governance risks faced by AeroLink 

Logistics (ALL), a multinational logistics company with data breaches and no coherent security 

governance framework. The report will provide an evaluation of some well-known security 

frameworks, namely the NIST Cybersecurity Framework (CSF) 2.0, ISO/IEC 27001 and 

ISO/IEC 27002, COBIT 2019, ITIL 4, Zero Trust Security Model, and Shared Responsibility 

Model for cloud computing. Leveraging the strengths of all these models, a holistic security 

governance model can be designed in order to improve risk management, regulatory compliance, 

vendor governance, access management, incident management, and business continuity. In 

addition to this, this report highlights the significance of continuous updating of security 

regulations and standards due to the emergence of new technologies and cyber threats. 
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1. Introduction 

1.1 Background 

The use of digital technologies, including cloud computing, artificial intelligence (AI), and the 

Internet of Things (IoT), has become essential for the current business processes that enable 

businesses to communicate, automate, predict, and connect worldwide. At the same time, the 

adoption of remote work systems and outsourcing of IT functions has made organizations more 

flexible but complicated the process of information security management.  

1.2 Problem Statement 

The multinational logistics and supply chain company such as AeroLink Logistics (ALL) is 

facing difficulties because of its strong dependence on cloud solutions, Internet of Things (IoT) 

tracking systems, AI analytics, as well as on external IaaS and SaaS providers. However, 

regardless of these developments in technology, ALL has experienced multiple data breaches 

related to customer PII and revealed serious deficiencies in such areas as governance, risk 

management, vendor management, and standard compliance such as GDPR and ISO/IEC 27001. 

 

Figure 1: AI in Logistics and Supply Chain Market Analysis 
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(Source: [24]) 

According to the report of the global AI in logistics and supply chain market, the market was 

estimated at £14.96 billion (USD 20.1 billion) in 2024. The forecast is that the CAGR of the 

market from 2025 to 2034 will be 25.9% [24]. The major drivers for such growth include 

growing demand for visibility, routing optimization, and warehouse automation. 

1.3 Aim 

The aim of this report is to create an integrated information security governance strategy which 

will solve the problems of security, governance, and compliance faced by AeroLink Logistics. 

1.4 Objectives 

●​ To critically evaluate established information security frameworks and governance 

models. 

●​ To assess the information security, governance, and compliance challenges. 

●​ To develop a holistic security governance model for the organisation to cater for its 

security, risk management, vendor management, and compliance needs. 

●​ To elaborate on the need for continually revising security policies and compliance rules. 

5 
 



 

1.5 Report Structure 

 

Figure 2: Digital Transformation and Expanding Cyber Attack Surface 

(Source: Self-developed) 

This research paper will critically analyze the existing security frameworks/models, the 

formulation of a proper security governance framework, and the need for the relevance of 

updating security policies/standards due to technological developments and new threats. 

2. Case Scenario Analysis and Assumptions 

2.1 Current Security Challenges 

AeroLink Logistics (ALL) exists within an interwoven digital ecosystem that relies significantly 

on the use of cloud computing, internet of things, artificial intelligence, and third-party vendors. 

While technological innovations have ensured that the operations of the organisation have 

become more efficient, it has also meant that cyber threats have grown for ALL [16]. This is due 

to the absence of a full-fledged cybersecurity governance structure, effective risk management 

practices, proper vendor management, and compliance with information security standards. 
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Current Problem Business Impact 

No unified security governance Lack of accountability and lack of consistency in 

decision-making 

Heavy cloud dependency Increase in third-party and vendor risk 

Remote workforce and unmanaged 

devices 

Increased risk to endpoints 

Lack of ISO/IEC 27001 

compliance 

More regulations and legal repercussions 

Weak incident response capability Delayed detection, containment, and recovery 

Customer PII breaches Non-compliance with GDPR 

No formal business continuity 

planning 

Increased disruptions during incidents 

Table 1: Current Security Challenges 

(Source: Self-developed) 

2.2 Assumptions 

Based on the assumptions made, AeroLink Logistics is an international company with more than 

65000 employees and relies on IT infrastructure through cloud-based services IaaS and SaaS, as 

well as 1350 logistic facilities [2]. The company deals with processing personal data of its 

customers who are from the UK and European Union countries. Therefore, AeroLink Logistics 

has to adhere to the following standards such as UK GDPR, EU GDPR, ISO/IEC 27001, NIS2, 

and Cyber Essentials Plus. It is also assumed that AeroLink Logistics has a medium to large 

corporate security budget and a low maturity level in information security governance [3]. 
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According to the case scenario, the current security maturity assessment of AeroLink Logistics 

shows several weaknesses in the above areas. 

 

Figure 3: Current Security Maturity Assessment 

(Source: Self-developed) 

3. Critical Review of Security Frameworks and Models 

With the increased adoption of cloud computing, IoT, and AI, and outsourcing IT solutions by 

businesses, there needs to be an information security framework to improve governance, solve 

information security and cybersecurity issues, and comply with legal requirements [45]. 

However, despite the existence of various internationally acclaimed information security 

frameworks, each of them caters to some aspect of information security and governance [33]. As 

a result, instead of using one framework, organisations with advanced digital technology 

infrastructure, such as AeroLink Logistics (ALL) that use a combined framework. 
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Figure 4: Integrated Security Governance Framework 

(Source: Self-developed) 
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3.1 NIST Cybersecurity Framework (CSF) 2.0 

 

Figure 5: NIST Cybersecurity Framework 

(Source: Self-developed) 

The NIST Cybersecurity Framework (CSF) 2.0 provides an adaptable and risk-based approach 

for the management of cybersecurity using six primary functions [42]. The elements include 

govern, identify, protect, detect, respond, and recover, and they help organizations to counter 

cyber threats. The element of govern is useful as it helps to increase the involvement of 

management in cybersecurity [36]. As opposed to compliance-oriented frameworks, the NIST 

framework is more flexible and more suitable for cloud-driven and technology-heavy 

organisations. It does not give any implementation controls but rather needs to be supplemented 

by other standards. 
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3.2 ISO/IEC 27001 and ISO/IEC 27002 

ISO/IEC 27001 provides an established ISMS approach based on risk management practices, 

while ISO/IEC 27002 describes guidelines for security practices implementation [17]. 

 

Figure 5: PDCA Cycle of ISO/IEC 27001 Information Security Management System 

(ISMS) 

(Source: Self-developed) 

This information security framework follows the principles of PDCA and focuses on continuous 

improvement and governance. The difference from NIST is that ISO 27001 has some 

certification procedures to demonstrate commitment to the legislation and information security 

[28]. However, the implementation of ISO 27001 requires much more effort and money than 

$70,000 (£52090.50) [43]. In the case of ALL, ISO 27001 will bring governance, better 

information security controls, and UK GDPR compliance. 

11 
 



 

3.3 COBIT 2019 

 

Figure 5: COBIT 2019 Governance System 

(Source: Self-developed) 

The COBIT 2019 framework has a broader scope than cybersecurity as it presents a governing 

system to maintain alignment of the organisation's information systems [36]. The governance 

and management goals outlined in the COBIT 2019 framework guarantee executives the 

necessary overview of governance and performance. Moreover, it helps in making optimal 

utilisation of resources as well as risk governance [46]. In contrast to ISO 27001, the COBIT 

2019 model creates business value, not information security [52]. It may be difficult to 

incorporate, as a wide range of the COBIT framework may produce adoption difficulties due to 

organisational governance maturity. 
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3.4 ITIL 4 

 

Figure 7: ITIL 4 Service Value Chain 

(Source: Self-developed) 

By replacing ITIL v3 and ITIL Practitioner, ITIL 4 provides digital change solutions due to an 

increased interest in digitalization [9]. ITSM also provides a system of continuous improvement 

by means of the Service Value Chain of ITIL 4, which is focused on the good design of service, 

incident management, problem management, change management, and operation management 

[26]. Hence, ITSM helps provide resiliency, availability, and continuous improvement, but ITIL 

cannot provide a cybersecurity solution [7]. Regarding AeroLink Logistics, ITIL will assist in 

improving incident management, reducing service disruptions, and managing changes in cloud 

logistics services. Hence, ITIL should act as a supplement to other security frameworks. 
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3.5 Zero Trust Security Model 

 

Figure 8: Zero Trust Security Model 

(Source: Self-developed) 

Zero Trust Security Model is becoming increasingly important for businesses where there are 

remote employees and cloud computing [27]. Zero Trust framework works on the principle of 

“never trust, always verify” and requires continuous authentication, least privilege access, 

identity verification, and micro-segmentation before giving access to the resources of an 

organization [10]. Unlike the perimeter-based security framework, Zero Trust knows that threats 

can come not only from the external environment but also from within [30]. Even though zero 

trust architecture requires investments in Identity and Access Management systems, it reduces 

the risks of any unauthorized access and lateral movements. Taking into account that ALL will 
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be using unmanaged remote devices and third-party access, the Zero Trust framework would be a 

safe architectural choice for ALL. 

3.6 Shared Responsibility Model (Cloud) 

Since AeroLink Logistics has its IT resources managed externally in terms of IaaS and SaaS, 

knowledge of the Shared Responsibility Model becomes vital. In essence, the cloud service 

provider has the responsibility of securing the cloud environment infrastructure, which includes 

physical locations, network, and hardware [23].In addition, the customer is responsible for 

securing the applications, identities of users, data, access management, and regulatory 

compliance. Also, a lack of knowledge of responsibilities often leads to cloud misconfiguration 

and data leaks [49]. It means that ALL has to define SLAs, perform vendor risk assessments, and 

maintain security monitoring practices. 

 

Figure 9: Shared Responsibility Model (Cloud) 

(Source: Self-developed) 
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3.7 Comparative Evaluation 

The mentioned frameworks target the unique needs of the organisations. The NIST CSF offers 

comprehensive risk management for cybersecurity. ISO/IEC 27001 is a framework for 

governance and certification of compliance, whereas COBIT adds to governance and executive 

oversight [8]. ITIL improves service management, whereas Zero Trust offers security for the 

distributed digital environment [14]. Finally, the Shared Responsibility Model is focused on 

cloud security governance. Therefore, all these frameworks are supplementary and not 

competing. 

Framewor

k 

Governanc

e 

Complianc

e 

Cloud 

Security 

Risk 

Managemen

t 

Vendor 

Managemen

t 

Suitabilit

y for 

ALL 

NIST CSF 

2.0 

High Medium High High Medium Excellent 

ISO/IEC 

27001 

High High High High Medium Excellent 

COBIT 

2019 

Excellent High Medium High High Excellent 

ITIL 4 Medium Medium Medium Low Medium Good 

Zero Trust Low Medium Excellen

t 

High High Excellent 

Table 2: Comparative Evaluation 

(Source: Self-developed) 

More importantly, none of the models alone is able to provide the comprehensive approach 

needed to deal with the highly intricate security environment within which AeroLink Logistics 

operates. This includes the use of cloud computing technology, remote work, IoT devices, AI, 
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outsourcing, and strict regulatory requirements. NIST performs well in cybersecurity operations, 

ISO/IEC 27001 offers a good governance and compliance framework, and COBIT boosts 

enterprise governance. Similarly, ITIL improves service operations, while Zero Trust brings 

improvements in access management. Thus, a security governance framework that integrates all 

these complementary models is the best solution. 

4. Proposed Integrated Security Governance Framework for AeroLink 

Logistics 

4.1 Proposed Integrated Security Governance Model 

 

Figure 10: Integrated Security Governance Framework 

(Source: Self-developed) 
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The Integrated Security Governance Framework proposes a governance framework that 

integrates the governance principles of ISO/IEC 27001, NIST Cybersecurity Framework (CSF 

2.0), COBIT 2019 and ITIL 4 into one model for AeroLink Logistics (ALL). 

Oversight responsibilities rest with the Board and Security Governance Committee. Chief 

Information Security Officer (CISO) helps to secure wider enterprise compliance [29] . 

Compliance Team, Business Units and Cloud Vendors are responsible in the Risk Management 

Office, Security Operations Centre (SOC) to get operational tasks. Across the IT environment of 

organisations, it helps to detect any threat and regulatory compliance to gain real-time visibility 

[15]. By continuous monitoring, constant improvement and organisational resilience are 

supported against the cyber threats. 

4.2 Governance Structure 

 

 

Figure 11: Organisation Structure 
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(Source: Self-developed) 

Accountability is ensured by the organizational setup which helps to gain information security 

throughout AeroLink Logistics (ALL). The Board of Directors supervises the investments made 

in cybersecurity [34]. Approves all the security policies in place. A CISO translates strategic 

objectives into the operational security programme, and coordinates the risk management 

activities in an organisation. A committee helps in decision-making on behalf of the entire 

organization across functions [32]. Relevant business managers take on risk ownership using a 

RACI (Responsible, Accountable, Consulted and Informed) model to clarify roles and 

responsibilities, which improves governance transparency, supports regulatory compliance and 

strengthens organisational accountability [refers to Appendix-A]. 

4.3 Risk Management Framework 

 

Figure 12: Integrated Risk Management Cycle for AeroLink Logistics 
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(Source: Self-developed) 

AeroLink Logistics should set up a structured Risk Management Framework as per ISO 31000 

and based on the NIST Risk Management Framework (RMF) for systematic identification, 

assessment and mitigation of cyber risks. ISO 31000 presents principles for governance of risk 

with the enterprise [39]. The NIST RMF has structured guidance as it is implementing security 

controls and managing risk [19]. The framework starts by identifying the assets, threats and 

vulnerabilities within the organisation, followed by the risk assessment of the likelihood and 

impact. After this, including necessary treatment measures to reduce risks. Ongoing monitoring 

and periodic assessment of the framework ensures compliance with prevailing laws and 

adaptability to the dynamic business [35]. 

4.4 Security Policies 

Policy Purpose Owner Review Frequency 

Acceptable Use System usage rules IT Manager Annual 

Password Policy Strong passwords & MFA CISO 6 Months 

Remote Working Secure remote access IT Security Annual 

BYOD Secure personal devices IT Security Annual 

Cloud Security Protect cloud services Cloud Manager 6 Months 

Data Classification Classify sensitive data Data Owner Annual 

Incident Response Manage security incidents SOC Manager Quarterly 
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Encryption Protect data at rest & transit CISO Annual 

Table 3: Security Policies 

(Source: Self-developed) 

AeroLink Logistics (ALL) should develop effective security policies to protect the organisation’s 

information assets and comply with regulations. An Acceptable Use Policy should describe what 

an acceptable use of organisational systems and devices looks like. A strong password and the 

use of multi-factor authentication (MFA) are defined through a Password Policy [37].   From 

unmanaged devices, Bring Your Own Device policies and remote working initiatives can help to 

ensure security access throughout the endpoint protection and Zero Trust principles [50]. Policies 

on cloud security and data classification should protect the cloud’s data and sensitive data. 

Policies on Incident Response and Encryption will ensure speedy management of incidents and 

maintain confidentiality, integrity and availability of data across the organisation [44]. 
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4.5 Protection Mechanisms 

 

Figure 13: Layered Defence (Defence in Depth) Model for AeroLink Logistics 

(Source: Self-developed) 

To reduce the cyber risk to AeroLink Logistics (ALL), the company has to implement a layered 

defence strategy based on Defence in Depth principle [18]. Strengthen identity security and 

restrict unauthorized access using Multi-Factor Authentication (MFA), Identity and Access 

Management (IAM), Role-Based Access Control (RBAC) and Privileged Access Management 

(PAM). Sensitive data should implement AES-256 encryption on data at rest and TLS 1.3 on data 

in transit [11]. Endpoint Detection and Response (EDR) systems, Security Information and Event 

Management (SIEM) systems and a Security Operations Centre (SOC) should ensure continuous 

threat monitoring while a Zero Trust architecture ensures that no one is trusted by default  [53].  
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4.6 Vendor Governance 

Evaluation Criteria Key Requirements 

Risk Assessment • Identify security risks 

• Risk rating 

ISO Certification • ISO/IEC 27001 certified 

• Compliance evidence 

Third-party Audit • Independent audit 

• Annual review 

SLA Compliance • Security targets 

• Incident response time 

KPIs • Availability 

• Patching 

• Performance 

Security Controls • MFA 

• Encryption 

• Access control 

Penalties • SLA breach 
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• Financial penalties 

Continuous Monitoring • Performance review 

• Security monitoring 

Table 4: Vendor Evaluation Matrix 

(Source: Self-developed) 

Essentially, vendor governance is required because AeroLink Logistics (ALL) outsources about 

88 per cent of its IT infrastructure. Before onboarding, a comprehensive vendor governance 

program should include risk assessments, regular security audits and compliance with different 

standards, such as ISO/IEC 27001 [22]. SLAs is helping in security responsibilities, incident 

reporting timelines and performance expectations [1]. To gain non-compliance and security 

breaches, the vendor performance should be monitored through key Performance Indicators 

(KPIs) and penalties [refer to Appendix B]. To keep pace with the latest security standards, 

mitigate supply chain risks, vendors are continuously monitored and routinely evaluated for 

supporting regulatory compliance across the service lifecycle [4]. 
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4.7 Compliance Framework 

 

Figure 14: Integrated Compliance Framework 

(Source: Self-developed) 

It is proposed that AeroLink Logistics (ALL) adopt a compliance framework that matches 

security controls with applicable legal and regulatory requirements. Failing to comply with a 

large number of rules and regulations can lead to serious consequences [25]. Being up to date 

with all the requirements is a must. The impact of legislation on organisations ensures 

compliance by conducting compliance audits, monitoring policies and procedures, reviewing 

legislation on a regular basis [13]. 
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4.8 Incident Response 

 

Figure 15: NIST Incident Response Process 

(Source: Self-developed) 

The NIST Incident Response Framework should be followed by AeroLink Logistics (ALL) 

which ensures a good response to cyber incidents. The Preparation process involves developing 

policies, response teams and communication plans [12]. Security tools such as SIEM and EDR 

help in detection by identifying and analysing potential threats. Devices are isolated to prevent 

further damage which highlight the reduction that ensures any affected systems [47]. Reviewing 

the incident by updating security controls highlights the Lessons Learned process helps to reduce 

cyber threats by improving response procedures. 
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4.9 Business Continuity 

 

Figure 16: Business Continuity Cycle 

(Source: Self-developed) 

To gain across the competitive market with the key logistics operations,  

AeroLink Logistics (ALL) needs to build a reliable business continuity plan (BCP) and disaster 

recovery plan (DRP) during a cyber-attack [6]. The BCP must allow essential functions as the 

DRP is going to ensure the restoration of the IT systems and data. Recovery Time Objectives 

(RTOs) and Recovery Point Objectives (RPOs) help to minimize disruption and the rate of data 

loss [20]. The organisational resilience after disruptive events highlight the data back-ups across 

the cloud redundancy spread over regions which highlight the scheduled disaster recovery testing 

must reinforce to ensure the quick restoration services [21]. 
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5. Critical Discussion: Why Continuous Updates to Regulations and 

Standards Matter 

ALL requires continuous updates to cybersecurity regulations in combination with the standards 

because its utilisations of the cloud computing, AI, IoT and ultimately the third-party services 

continuously change its cyber-risk exposure. Besides that, the company needs to update several 

things which includes security policies, compliance requirements as well as the controls to 

address the emerging threats while preventing the regulatory gaps. This can be achieved through 

the help of the periodic risk assessments, compliance audits, regulatory reviews and employee 

training, ensuring ALL remains resilient, compliant and responsive to evolving cybersecurity 

risks. 

 

 

Figure 17: Benefits and Implementation Challenges of Continuous Compliance 

(Source: Self-developed) 

To provide necessitating continuous updates, digital technologies have disrupted the 

cybersecurity landscape by regulations and security standards within organizations with 
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requirements  [51]. The airport may bounce back quicker by drawing more strength and staying 

connected with the global supply chain [31].  

The attack surface, ransomware campaigns can be reduced by the software supply chain as it is 

increasingly exploiting vulnerabilities with the third-party services as artificial intelligence (AI), 

Internet of Things (IoT) devices and cloud computing have expanded. Quantum computing 

endangers conventional algorithms across the organizations which start preparing for 

post-quantum cryptography to raise the effect [5].   

The event management with regular audits offers a number of strategic benefits which helps to 

identify constant monitoring. The organisation from time to time by improving regulatory 

compliance can also strengthen the resilience of mitigating security risks [38]. 

Ongoing compliance is ensuring resource-intensive and frequent regulatory updates which 

requires investment, expertise and continuous training of employees [40]. Along with multiple 

third-party vendors, new compliance requirements are implemented across complex cloud 

environments which can lead to increased operational complexity and compliance costs [48]. 

6. Conclusion and Recommendations 

Conclusion 

The NIST Cybersecurity Framework, ISO/IEC 27001, COBIT 2019, and ITIL were investigated 

through report writing in accordance with Oliver Wyman’s requirements. An Integrated Security 

Governance Framework (ISGF) integrates governance, risk management compliance and 

monitoring to enhance organisation resilience. Good governance and clearly defined roles, as 

well as proactive risk management, contribute to security maturity. Furthermore, ongoing 

compliance allows organizations to deal with emerging cyber and technology threats, as well as 

changing international regulatory requirements. 

Recommendations 

The implementation of an Information Security Management System that meets ISO/IEC 27001 

should be a priority for AeroLink Logistics, as should taking on a Zero Trust architecture and 
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conducting quarterly compliance audits [38]. IBM’s Cost of a Data Breach Report 2025 observes 

that using AI-driven security and automation to assist the detection optimise the data security 

[41]. 
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