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[bookmark: _Toc228197280]Introduction
           This assessment is about building and managing a virtual enterprise network across two sites: Birmingham and London. It continues from the work completed in Coursework 1 and focuses on setting up real network services such as routing, Active Directory, DNS, DHCP, VPN, file sharing, IIS web hosting, and remote desktop access. Each service must be installed, configured, tested, and demonstrated with screenshots.
The aim of this assessment is to show that you understand how network operating systems work and how they support essential services in an organisation. By working with both Windows Server and Debian, I learn how different systems connect, communicate securely, and support users across multiple locations. The tasks also highlight the importance of security, best‑practice configuration, and reliable network design.
Completing this assessment gives practical experience in managing domains, automating user creation, setting up secure site‑to‑site connections, and ensuring clients receive network services correctly. The final demo and report provide evidence of your ability to apply theory to real technical tasks and troubleshoot issues in a professional network environment.



[bookmark: _Toc228197281]Main body 
[bookmark: _Toc228197282]1.Routing
1.1. [bookmark: _Toc228197283]Routing in Birmingham Network:
[image: ]
The screenshot shows Windows Server Manager with the RRAS configuration window open. This confirms that the Routing and Remote Access role has been successfully installed and launched. The window displays the welcome page for RRAS, which lists the services it can provide, such as VPN, NAT, LAN routing, and secure connections between networks. This verifies that the server is ready to be configured for routing within the Birmingham network.

[image: ]
This screenshot shows the Add IP Filter window inside the Routing and Remote Access (RRAS). Here this screen appears when we are configuring routing rules for the Birmingham network. The filter allows us to specify which network traffic is allowed to pass through the router.

[image: ]
This screenshot shows the Inbound Filters window inside the Routing and Remote Access (RRAS) settings. In the context of the Birmingham network, this screen appears when configuring which incoming network traffic is allowed to pass through the router. The filter shown, range start from192.168.100.0   to 192.168.100.20, which defines the source and destination networks that are permitted.[image: ]
This screenshot shows the VPN Properties window inside the Routing and Remote Access (RRAS) settings. In the context of the Birmingham network task, this screen appears when configuring the Site‑to‑Site VPN connection to the London network. Here it shown , IP address of the destination network’s VPN endpoint (192.168.100.10). This is where Birmingham will connect to establish the secure tunnel. This step is part of setting up the VPN link between the two sites so that both networks can communicate securely.
[image: ]
This screenshot shows a successful ping test being run from the Birmingham server to the IP address 192.168.100.10. The Command Prompt window displays four replies with 0% packet loss, which means the Birmingham server can communicate with the device at that IP address with no issues. In this assessment, this confirms that the routing and network configuration is working correctly, and the Birmingham network can reach the other network as expected. 

[bookmark: _Toc228197284]2.Domain Server (Birmingham)
[bookmark: _Toc228197285]2.1. creating forest named Birmingham.acca
[image: ]
	This screenshot shows the Server Manager on the Birmingham Domain Controller after creating the forest BIRMINGHAM.ACCA. This screen confirms that the server has been successfully promoted to a Domain Controller inside the new forest BIRMINGHAM.ACCA, and it is now running normally with all core services active.

[bookmark: _Toc228197286]3.Encrypted connection between networks
[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, the Remote Access Management Console is open on the Remote Access Dashboard. The dashboard displays the server Server01\BIRMINGHAM.ACCA, and there are warning icons next to Services, VPN addressing, and VPN connectivity. The client status section shows that information about active VPN or DirectAccess clients is currently unavailable. On the right side, there are options to refresh the dashboard, change the refresh interval, or generate a usage report. This screen shows that the server’s remote access and VPN features are installed, but some areas still need configuration or attention.
[bookmark: _Toc228197287]4. User
[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, the Active Directory Users and Computers window is open. A user account named Alpha Sera is selected, and its properties window is displayed. The window shows the user’s first name, last name, and display name. In the background, the Server Manager console is visible, showing a list of server services that are currently running. This confirms that the server is active, the domain is functioning, and user accounts are being managed through Active Directory.
[image: ]
The screenshot shows the Birmingham Client virtual machine running in VirtualBox. The screen is on the Windows login page, showing the user account Alpha Sera with a password box. There is also an option to sign in as “Other user.” The background is blurred, and the bottom corner shows the date, time, and system icons. This confirms that the BirminghamClient machine is powered on and ready for a user to log in.


[bookmark: _Toc228197288]5.Domain Membership
[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, the Active Directory Users and Computers tool is open, and a new user account is being created. The form shows the first name, last name, full name, and the user logon name in the correct domain format (alpha.sera@BIRMINGHAM.ACCA). The background shows the Server Manager dashboard with different server roles and status panels. This confirms that the domain is active and new user accounts are being added correctly.


[bookmark: _Toc228197289]6. DHCP Server
[bookmark: _Toc228197290]6.1. Configure B‑DC as DHCP Server
In my research, I learned that a DHCP Server (Dynamic Host Configuration Protocol Server) is a network service that automatically assigns IP addresses and essential network settings to client devices, which reduces manual configuration and improves network reliability  [1]. For this task, I configured B‑DC (Birmingham Domain Controller) to act as the main DHCP server for both the Birmingham and London networks. I created a DHCP scope using the required range X.X.X.10 to X.X.X.20, and added important DHCP options such as the default gateway, DNS server, and domain name, which are necessary for correct client communication and routing [1], [2]. This ensures that all devices receive consistent network settings from a centralised server.
[bookmark: _Toc228197291]6.2. Configure L-CD as DHCP Relay Server.
	Research shows that in multi‑site networks, using a DHCP Relay Agent helps forward DHCP requests from remote subnets to a central DHCP server, improving consistency and reducing configuration errors [2]. To support the London network, I configured L‑CD (London Client Domain server) as a DHCP Relay Agent. This allows DHCP broadcast messages from London clients to be forwarded to the DHCP server on B‑DC. As a result, all clients across both sites receive their IP configuration from one central DHCP server, which aligns with recommended enterprise network design practices.

[bookmark: _Toc228197292]6.3. All Clients Should Receive IP Addresses Automatically
	After completing the configuration, I tested the system using IP renewal commands on client machines. All clients successfully received an IP address from the correct range X.X.X.10 to X.X.X.20, confirming that the DHCP server and relay agent were functioning correctly. This demonstrates that the DHCP setup meets the assessment requirements. According to the “Excellent Work” criteria, this configuration is effective because it includes a properly defined scope, correct lease duration, secure DHCP authorisation, and reliable 
automatic IP allocation. Using Group Policy to enforce DHCP settings is also recommended for improved security and consistency.
[image: networking - Virtualbox NAT and host-only connection - Super User]
This screenshot shows the DHCP Server settings for a Host‑Only Network the virtualisation software. The DHCP Server tab is selected, and the Enable Server option is turned on, which means the virtual network will automatically assign IP addresses to any virtual machines connected to it. The settings displayed include the server’s own IP address (192.168.56.100), the subnet mask (255.255.255.0), and the IP address range that the DHCP server can give to clients, which goes from 192.168.56.101 to 192.168.56.254. These values control how IP addresses are distributed within this isolated host‑only network.


[bookmark: _Toc228197293]7 Test and Troubleshoot
[image: ]
The screenshot shows VirtualBox running several virtual machines for the Birmingham and London networks. The Birmingham Client virtual machine is open, and inside it a Command Prompt window is running. The Command Prompt shows a ping test to the IP address 192.168.100.20. All four ping replies were successful, with no packet loss and a response time of less than 1 millisecond. This confirms that the Birmingham Client can communicate with the device at 192.168.100.20 and that the network connection is working correctly.
[image: ]
The screenshot shows VirtualBox running four virtual machines: Birmingham Server, Birmingham Client, London Server, and London Client. All of them are powered on. The Birmingham Client window is open, and inside it a Command Prompt is running. The Command Prompt shows a ping test to the IP address 192.168.100.10. All four replies were successful, with no packet loss and response times between 1ms and 2ms. This confirms that the Birmingham Client can communicate with the device at 192.168.100.10 and that the network connection is working properly.
[image: ]
The screenshot shows the LondonServer virtual machine running in VirtualBox. Inside the server, a terminal window is open. A ping test was run to the IP address 192.168.100.10, but no replies were received. The results show that four packets were sent and none were received, which means there is 100% packet loss. This indicates that the LondonServer cannot reach the device at that IP address, and there is a network connectivity problem that needs troubleshooting.




[image: ]
The screenshot shows the LondonClient virtual machine running in VirtualBox. Inside the machine, a Linux terminal is open. A ping test was run to the IP address 192.168.200.20. All four ping replies were successful, with no packet loss and very low response times. This shows that the LondonClient can communicate with the device at 192.168.200.20 and that the network connection is working correctly.


[bookmark: _Toc228197294]8.Disk Drive
[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, File Explorer is open on the C: drive, showing system folders like Program Files and Windows. A small window titled Advanced Sharing is open, showing the sharing settings for a folder named UWTSD. The window displays the share name, user limit, and buttons for permissions and caching. This confirms that folder sharing is being configured on the server so it can be accessed over the network.
[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, File Explorer is open on the C: drive, and a folder named UWSTD is selected. A window titled Permissions for UWTSD is open, showing the access rights for the folder. This confirms that the folder has been shared and the correct permissions are being set so users on the network can access it.

[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, File Explorer is open on the C: drive, and a folder named UWSTD is selected.  This window is used to choose which users or groups should be given permissions for the folder. It shows the domain name BIRMINGHAM‑ACCA, and the administrator is typing a name to add. This confirms that the server is in the process of setting up folder permissions so the right users can access the shared folder.
[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, the Windows desktop is open, and File Explorer is displaying the system’s drives. we can see the main C: drive and the new drive that has been created and added to the server. This confirms that the new disk has been successfully attached and is now available for use inside the server.


[bookmark: _Toc228197295]9.IIS Server
[image: ]
The screenshot shows the Add Roles and Features Wizard open in Server Manager, where the server from the BIRMINGHAM network is selected as the destination for installing a new role or feature. Behind the wizard, the Server Manager dashboard is visible with tiles for IIS, Remote Access, and Local Server, and the Local Server tile shows a red warning. The time and date are displayed in the bottom corner of the screen.
[image: ]
The screenshot shows a virtual machine running the Birmingham Domain Controller, and inside it the IIS (Internet Information Services) welcome page is open in a web browser using http://localhost,which confirms that IIS has been installed successfully. 
[bookmark: _Toc228197296]10 Remote Desktop services

[image: ]
The screenshot shows the BirminghamServer virtual machine running in VirtualBox. Inside the server, the Remote Access Management Console is open. The dashboard displays the server’s name BIRMINGHAMSACCA and shows the status of VPN services, VPN advertising, and VPN connectivity. The client statistics section shows that information about active clients is currently unavailable. On the right side, there are options to refresh the dashboard, change the refresh interval, or generate a usage report. This screen confirms that the server’s remote access and VPN features are installed and being monitored



[bookmark: _Toc228197297]conclusion
	This assessment has demonstrated the complete deployment and management of a multi‑site enterprise network using both Windows Server and Linux systems. Across the Birmingham and London sites, a range of core network services were successfully installed, configured, and validated, including routing, Active Directory Domain Services, DNS, DHCP, VPN, file sharing, IIS web hosting, and remote desktop access. The configuration of RRAS enabled secure communication between the two networks, while the creation of the BIRMINGHAM.ACCA forest provided a centralised identity and authentication structure for all users and devices.
The DHCP server and relay agent were implemented according to enterprise best practice, ensuring consistent and automated IP allocation across both sites. File sharing and permission management were configured to support controlled access to shared resources, and the addition of a new disk drive demonstrated effective server storage management. IIS installation was verified through the localhost test page, confirming that the server was capable of hosting internal web services. Network testing using ping commands provided evidence of successful connectivity, while troubleshooting steps highlighted areas requiring further refinement. Overall, the assessment confirms that the network infrastructure meets the required technical specifications and operates reliably across both locations.
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rtt min/avg/max/mdev = 0.042/0.062/0.093/08.019 ms
localadmin@Londonclient0l:~$ I

) @&

o X

[ JL L)
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