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Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
The following report has been developed as requested by CoffeeCapulus to provide both an understanding and detailed insight into their new network, with regards to meeting client and staff demands by implementing a network that supports BYOD (Bring Your Own Device). The report will outline crucial information with regards to the network, provide various recommendations regarding an updated security policy, outline any risks surrounding a BYOD network, and present a virtual example of the new network structure.
Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.
Implementing a network that supports BYOD into CoffeeCapulus will prove to be beneficial to both staff and clients by meeting the demands they have expressed with regards to bringing personal devices onto the companies’ property. Having a network structure in place that supports BYOD will allow for a better experience for clients and staff while also keeping important documents and data safe and secure. The importance of supporting BYOD is that it allows employees to work together more efficiently by enabling them to use a device that they are familiar with, while also supporting their work-life balance by providing them with the ability to work from home.
BYOD Networks
Policies
Establishing a BYOD network must start with the creation of policies that users are expected to follow while using the network. These policies not only provide a premise for the security of the network, but also aid in addressing a multitude of issues. The networks policy will provide a clearly explained security policy, user policy, a list of permitted hardware and software, an acceptable use policy, and will explain enrolment into the networks device management platform. Having a usage policy will also encourage risk analysis of the network while providing an important understanding for users of the acceptable usage of the network, its purpose, and the guidelines that need to be followed, as well as an explanation of the  disciplinary measures in place [1].
Access Restrictions
Although implementing a BYOD network is mostly beneficial to an enterprise, it also comes with its drawbacks. Removing distractions from user devices, such as restricting the ability to access social media, will contribute to the improvement of workplace productivity. Features like this can be easily incorporated into the enterprise’s BYOD framework through the introduction of a hierarchy of roles that come with restricted permissions and limited accessibility. Access to social media, personal email accounts, and potentially harmful websites can lead to data leakage and network vulnerability through employee carelessness, [2] so having restrictions in place will greatly reduce the risk of the network being compromised.
Protecting Intellectual Property
Access to information regarding intellectual property can be limited to very few users within the network. Although clients and staff will be able to use the network, they will not have access to sensitive information should it not be seen as a requirement by the network’s administrators or senior members of staff. In the case that someone has access to this information lawfully, a mandatory requirement should be put in place that requires all employees to have a password protected device and for that device to be locked if left unattended in order to stop anyone from attempting to steal or view the sensitive information. It is also important to be aware of the devices that employees are using for any work-related activity so that if a device was to get lost, stolen or sold, any assigned privileges can be removed. Protecting intellectual property within a BYOD network will inevitably prove to be one of the biggest challenges the company will face, so it is essential that all employees are trained to fully understand the importance of protecting intellectual property and reducing risk, as well as be made aware of their employers rights to remove company data from their personal devices [3]. 
Advantages
Implementing a BYOD policy comes with a range of advantages that will prove to be beneficial to both the company and its employees. One of the most important advantages to take into consideration is the cost savings that comes with the implementation of BYOD. As employees will be able to bring in their own devices the company will not require as many computers, laptops and tablets on-site for staff to rely on. Maintenance of the devices will also be primarily handed over to the employees as the devices and handling of the software will no longer be the responsibility of the company [4],  therefore allowing CoffeeCapulus to reduce its future technology expenditure. As previously discussed, implementing a BYOD policy also creates a more comfortable environment for employees by allowing them to work remotely on a device that they are familiar with from the comfort of their own home. CoffeeCapulus already utilises cloud storage, so giving employees the ability to access work via multiple platforms such as this also contributes to the comfort factor of the policy by providing a wider variety of facilities to work with, ultimately leading to better productivity.
Disadvantages
Although implementing a BYOD environment comes with many advantages, it isn’t without its drawbacks. The biggest disadvantage to consider before making the decision to go ahead with the implementation of the network is the security risks that are involved with BYOD. Allowing employees to bring their own devices onto the work premises and access private work documents, that may contain sensitive company information, will mean that these documents are very likely to be stored on the employee’s devices for long periods of time. It is difficult to guarantee that these devices will always be secure with up-to-date anti-virus software and updated operating systems especially if the workforce is larger in size. This is a very important factor to consider as the vulnerabilities within operating systems, if left un-patched and out-of-date, can be serious cause for concern when considering the potential loss of company data and trade secrets [5].  If just one of these devices was to get infected with a type of malware or ransom ware, this would not only result in the employee losing their work but could also result in company documents and important information being stolen by cyber criminals. Some employees may also feel uncomfortable using the BYOD infrastructure especially if the company sees it as an essential part of work after its implementation, making them feel like they are being forced to use it.  This presents a problem that may cause employees to feel like their own privacy is being invaded by the company, making them think that their personal data can be wiped or accessed at any time [6], which can be caused through a lack of understanding of how the network works.




Issues & Threat Mitigation
Data Retainment
When considering the implementation of a BYOD driven environment it is important to think about the retainment of user data. It is essential that users understand and have access to a Data Retention Policy that complies with the law and outlines how data is stored, what type of data will be retained, and how long that data will be kept for, while also outlining what is and what isn’t considered acceptable for users to do when using their own devices [7]. The type of data retained within the network could be things like access times and usage durations from various employees, employee account information, employee and possibly client data, such as their date of birth, email addresses, names and phone numbers, and even a log of the websites they have accessed while connected to the company network from their own device. It is crucial to also consider the security of this data and provide reassurance to the users that data protection is a top priority while using the network.
Data Leakage
One of the main concerns with a BYOD network is the potential leak of confidential company data that could evidently lead to financial loss or cause permanent damage to the business. The primary cause for this would be through an employee that’s either careless or disgruntled. As members of staff would be able to keep company documents on their own devices that they take home with them or possibly take to public places, the risk of data leakage is much greater than if a BYOD network was not in place. Data could also be leaked unknowingly through an employee’s device via third party applications, meaning that company data could be a mere click away from falling into the wrong hands. Computer and mobile applications can sometimes have vulnerabilities that can be exploited by malware or hackers, additionally these viruses could potentially be taken into the office network, severely increasing the risk of a data leak [8]. In order to mitigate this kind of threat, it is crucial for the company to develop and enforce centralised policies that offer granular control with regards to how data is used, accessed and shared. Providing employee training focussed on how to keep company data safe, and how to avoid certain types of applications can also be useful when getting employees to consider the importance of preventing data leakage and the potential damage it can cause.
Handling Different Device Brands & Operating Systems
As employees will have the ability to use their own devices, this means that multiple operating systems and various device brands will be in use across the network at any one time, with the majority using Windows, Mac, or Linux systems, it is very important that the company supports a variety of device brands and operating systems, while maintaining an expected level of service [9]. This can create compatibility problems if an essential piece of company software is only compatible with certain operating systems, which can lead to multiple employees having their ability to work hindered when using their own devices, therefore leading to collaboration issues. This could also cost employees money if they feel it is crucial for them to purchase a different system to use the software. One solution for this is to provide employees with a virtual machine subscription which will allow them to access a virtual windows desktop from their Mac and Linux system to work with Windows only applications, but this can of course prove to be costly for the company. Certain applications such as Office 365 will also offer cloud accessibility, but these kinds of applications are far and few between. In order to efficiently manage this segment of the BYOD network, increased IT support should also be made available to handle any problems and keep the BYOD environment accessible to everyone.

Handling Various Applications
At any one time, there could potentially be hundreds of different applications running through the BYOD network on various devices. This presents its own challenges but can be easily controlled if the company is proactive in controlling the security measures it has available. It is possible to block known harmful applications being used within the network, however it takes a lot of time and manpower to be able to keep on top of these types of applications. It is also important for the company to implement a protocol that can enforce a policy that determines what apps are deemed safe and secure when installed on a device that will be accessing company data. Most users are also naïve to the functions of some applications and disregard the fact that some collect and publish data without the users knowledge or permission [10]. There are some basic precautions that can be put in place, such as disallowing apple devices from accessing the app store, and disallowing Android devices from downloading apps outside of the Google Play store.
Staff Related Issues & Device Theft
Employees will be storing most, if not all their work data on their personal devices when a BYOD environment is available. These devices will be taken to multiple locations, at which point they could be stolen which could mean that all the stored data could be lost or compromised. As a precaution employees should routinely backup their data to multiple locations using an external hard drive and the companies cloud storage platform. The personal devices should always also be secured with a password and auto locked after a period of inactivity.
Mobile Device Management Software
Having a reliable, easy to use MDM software in place to manage the BYOD network is crucial and the network would not be efficient without it. One recommended piece of MDM software to incorporate into the network is the Cisco Meraki MDM software. This software is well structured, easy to use, flexible, and has been created with large enterprises in mind. It provides a range of features including device monitoring for multiple operating systems, the ability to monitor device usage and the safety of data, and even an option to enforce device security policies. The software also provides a hierarchy function that allows the assignment of user groups and permissions, and even enables the ability to deploy software, applications, and provide live troubleshooting support. The software also has a function to allow certain applications to run on an employee’s laptop, but not on their linked smartphone, greatly reducing the risk of data being lost through device theft. This software is perfect for keeping an eye on employees and ensuring the security of the companies’ data.
Network Design
[image: ]	Comment by Carlene Campbell: 
Number and name your diagram/figure. Also refer to it in your discussion.
This diagram has been created to provide CoffeeCapulus with an example of what their internal networks will look like at their various locations. Although not visible, the network displayed in this diagram is using SSH, which is a crucial aspect of network set-up. SSH allows data to be encrypted to helps to prevent attackers from accessing important user data and passwords. The network could instead have Telnet configurations in place, but this will evidently leave the network insecure compared to SSH, due to the security issues it presents.
Conclusion & Recommendations
Implementing a BYOD network will be beneficial for the company’s employees and customers, allowing customers to access the internet from their personal devices and providing a platform for collaboration between employees. The BYOD network will provide a range of benefits to make work easier for staff but will not be without its challenges over the course of its implementation. It is recommended that CoffeeCapulus implements the suggested MDM software into their network to effectively manage its users and the connected devices. This recommendation is also crucial to enhancing the long-term security of the data stored within the network and is essential in providing the company directors with confidence in knowing that they have control over the companies most protected trade secrets.
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                 MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Engagement with Literature Skills	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
You have used credible sources and demonstrated that you have engaged with the literature.  However, more current sources could have been used. (Grade mark: 66.67%)	15	10
		
2. Knowledge and Understanding Skills	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
You have demonstrated appropriate understanding. (Grade mark: 66.67%)	15	10
		
3. Cognitive and Intellectual Skills	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
You have done a written abstract. Your report discuss the relevant areas for this assignment; policy, DFD, network design, etc. and a written conclusion. Number, name and refer to your figures within the report. (Grade mark: 67.50%)	40	27
		
4. Practical Application Skills	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
A very simplistic design.  However you have implemented security measures on your core devices.  Your wireless router was not configured with any.  Communication is within LAN but not beyond when using the ping test. (Grade mark: 50.00%)	20	10
		
5. Transferable Skills for Life and Professional Practice	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
Your report written well. It could be justify align to make it looks very professional. See report for more feedback. (Grade mark: 65.00%)	10	6.5
		


Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	64%
	Up to four weeks late		
	First Attempt?		
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