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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
[bookmark: _GoBack]In the lecture, you learnt about Mobile Platform threats and risks, which is an essential factor in successfully protecting Internet access and the network environment. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:




1. Discuss and evaluate these OWASP risks:

[image: ]


2. Research these Android tools that are used to attack or compromise the system.  Give examples of attacks and outline how they work.

a. Droidsheep for Session Hijacking 
b. FaceNiff for Android-based Sniffer 
c. ZitMo 
d. Tramp.A
e. AndroidRat
f. Dendroid
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