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The Aim of the project is to create software or hardware resource support in the event of natural disaster. This project is developed for Driver and vehicle licencing agency (DVLA). Driver and vehicle licencing agency (DVLA) is UK government public body organisation. DVLA is responsible for issuing driving licence and replacing, issuing vehicle Logs books, issuing vehicle tax, issuing vehicle registration numbers and many other services. These services are provided online using internet. Networking Infrastructure is developed for DVLA to support and maintain these services error free during accidental or intentional disaster.
Security measure is to be taken to prevent any data loss and to keep DVLA’s networking Infrastructure and its services working fine during disaster. 
This report is about analysing what all the risk could be rise while developing this project or when developed. The precaution taken to minimize the rise or to make them completely risk free.
Analysing the sustainability issue on this project, sustainable issue regarding analysing environmental risk related with this project.
Analysing the ethical and legal issue on this project, ethical and legal issue is related with British Computer Society Code of Conduct (BCS) and Institute of Electrical and Electronic Engineers (IEEE) standards that need to be followed in creating a project.
This report includes legal issues related with this project with UK laws and what would get affect when there is change in law. Advantages and disadvantages when brexit take place.
Analysing the quality assurance issue, the quality of assurance is preventing any error or defects in developing this project. This project is analysed and monitored to minimise or to prevent from risks.
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The risk management is very important and part of any project. It is the process of identifying the risk on the project, until the project goal is accomplished.
The risk could be anything, natural disaster, intentional or accidental damages. The risk could rise due to timeline or budget. Mostly risk could go worse in management of project and organising team to perform task. It is always better to figure the risk before it occurs rather than find solution for a risk occurred. [1]
In Networking, the risk are categorised in two main type, which is internal and external risk. Internal risk are mostly are about software failures and malware threats and external are mostly about hardware failure or due to any disaster.
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· Implementing Internet Protocol Address (IP Address)
Implementing or assign IP address to the internal computer systems of DVLA. When on adding new or replacing the computer systems each time the IP address have to be implemented each time or upgrading to the new computer system for DVLA.
The prevention is to use Dynamic Configuration Protocol (DHCP) server. DHCP server assign IP address to computer system automatically. The computer doesn’t need a manual configurations. [2]

· System Configuration
System Configuration is to install all important software, application or security update to DVLA office computer systems. In case of computer system failure or software failure, the computer system replaced and need a software reinstallation, this could happen on upgrading computer system in office. The process of this computers take age to update the software.
To prevent this issue, there must be a centralised remote installation to all computer in the same network. This process install security updates or software update to all the computer at the same time to reduce time in manual update process.






· Software or Application Issue
The software could give run time error. This could result in delaying the work of DVLA to process it data or update its database.
To prevent this issue, the software backup is must to resolve this issue or by running application remote in server.

· Cyber Treats

Cyber treats are the most dangerous malware or virus attack to get in to network infrastructure or into computer system to steel data. When there is cyberattacks it affects the whole network infrastructure of DVLA. Due to this attack data loss, data theft or network failures occurs. This take while to put these problem back to normal.

To prevent this, network must be segmented using subnet. Implementing firewall to the network infrastructure and installing all security software and security updates.

· Cost

The cost of the device used in network infrastructure, the network applications and computer application is costly to replace in case of failure.

To prevent this, the good vendors device or software to be used in network infrastructure.
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· Network Infrastructure
The network implementation could be implemented in many ways. If the network infrastructure is not planned and implemented in a way of good working structure. The network may be slow or have security issue.
To prevent this issue, the network infrastructure design need to be planned with good implementation. The backup servers and firewall must be implemented.
· Disasters
The DVLA main office is situated in Swansea and the backup server is situated in Bristol. These are physical location where there server and backup server is implemented. If any natural disaster for example earth quake, floods, hurricanes and tsunamis. The disaster could also man made for example terrorism. The physical damage to building and network infrastructure could lead to big fall back.
To prevent this issue, the multiple different location backup server should be implemented in different location. Locating network infrastructure underground could also help in preventing from most of the natural disaster or human made disasters.
· Power Issue

Network infrastructure needs electricity to power the devices. In case of power failure DVLA will not able to function unless the power is back on.

To prevent this issue, Power backup plan need to be implemented to the network infrastructure.

· Cabling

The cabling system used in network infrastructure could fail in any situation likely in any disasters.
To prevent this issue, Backup network cabling should be used or wireless network should be implemented in the network infrastructure.

· Cost

The cost of the each equipment’s used in network infrastructure is costly. 
To prevent this issue, the equipment’s used must be bought from good vendors. 
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The scheduled risk that could occur if any of the planned work is not completed on time due to any circumstance like worker or engineers quit the job or change in major plan. [3]
DVLA network infrastructure planned task have been organised, as it planned the DVLA networking infrastructure is not able to carry out the process due to insufficient of time.
To prevent this situation, the precaution must be taken to employ more workers and engineers in required field.
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	Evaluation Matrix
Risks
	Likelihood (0-10)
	Impact (0-10)
	Risk Factor ( Likelihood X Impact)
	Strategies used to manage these risks

	Earthquake
	8
	7
	56
	Multiple servers and backup in different locations

	Flooding
	7
	4
	28
	Server could be implemented underground.

	Storms
	9
	5
	45
	Server could be implemented underground.

	Hurricane
	3
	6
	18
	Server could be implemented underground.

	Terrorism
	8
	7
	56
	Server could be implemented underground and with physical security.

	Cyber attack
	8
	9
	72
	Segment the network and implement firewall 

	Water leakage
	5
	7
	35
	Water monitor device fitted

	Router failure
	8
	5
	40
	Secondary router should be implemented.

	Power supply failure
	6
	4
	24
	To use generators and power bank.

	ISP failure
	6
	8
	48
	Two ISP is implemented or get connection using wireless from satellite. 
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Electronic Waste (e-waste) is electronic waste which is not in working condition. Each year the technology is getting advanced, the out of technology becomes unusable and thrown in trash.
Electronic waste are computer, Television, Monitors, printers, mouse, keyboards, DVD players and networking device like routers, switches and etc.
These technology are replaced every year and trashed into landfills. These electronic device contains harmful material mercury, cadmium, lead and beryllium which is harmful to environment.
United States of America is throwing unused computers in trashed about 100 million computer a year just 20% recycled properly. [4]
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The growing IT technology is power hunger, it need lots of energy to power the electronic devices all around the world. The small businesses or large businesses use IT technology to keep the work easy and to save time. IT technology uses electronic and software to perform task. These electronic device for example computer, routers, switch and etc. These device are used all around the world draining the power.
The networking infrastructure used to connect the world use lots of firewalls, routers and other equipment’s which use lots of energy to work.
The data centres are using lots of energy to work. To support these energy need the energy must be produced highly. These electronic device produce heat.
The way the energy is produced by harming the environment. The fossil fuel is used to produce energy which uses carbon fuel such as oil, gas or coal generate steam to rotate large turbines that produce electricity.
Nuclear power station which uses heat to produce nuclear fission to generate electricity. [5]
These energy are produced harming environment due to huge demand in energy because of IT technology.
DVLA use networking infrastructure and Computer system to provide their services. These infrastructures use switches, routers, firewall and other equipment’s which uses power and produce heated.
There are technology to minimise heat by installing cooling system to data centre and server room. The routers and switch could be bought with low power consumption at required functionality.
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The DVLA holds Drivers private information, Vehicle registration records and taxing information’s, these information are in digital record called database. These data’s are stored in data centres and must be protected from theft or cyber-attacks.
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The data protection act for United Kingdom 2018 is implementation of General Data Protection Regulation (GDPR).
The data act states everyone using the personal data, they must follow some strict rule. 
· The data must be used fairly and lawfully.
· Used in a way that is relevant and satisfactory and limited to what is necessary.
· The data must be kept up to date
· The data must be protected by appropriate security, unauthorised access to data.
The data protection have strong legal protection for more sensitive data information such as ethnic background, political opinions, genetics, biometrics, health and etc. [6]

DVLA database containing sensitive information, these need to be protected by with high network infrastructure security implementation.

· Computer misuse Act 1990 
This act created for misusing computer data by unauthorised access and interference with data.
· Communication Act 2003
This act is created for improper use of the public communication and obtaining electronic communication by dishonesty.
· Investigatory Powers Act 2016
This act interception of traffic on networks. The law states the police got power to investigate authorities to require networks to provide information network what it is used for. [7]




[bookmark: _Toc536055725]Brexit

The referendum has be taken 2016 to withdraw from European Union. In case of withdrawal from European Union the law of data protection act may change. The United Kingdom driving licences can be used in any part of Europe to drive the car and driver’s information database is shared. In case of brexit the policy of sharing sensitive data might be changed with new legal policies.
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Implementing network infrastructure and configuring each networking device to reduce the possibility of loss of data, degradation in performance or network outages.
Ensure that providing quality of service to DVLA to keep DVLA service running well. Checking all the networking equipment’s for example switch, router and firewall are working fine and error free function. 
Updating firewall policies, router configuration security and switch configuration security are up to date.
Analysing error logs, make sure the network Infrastructure functioning correctly. All the software security are up to date.
Internal and external security risk should be monitored regularly.
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The project management risk analysis, sustainability, ethical and legal issue and quality of assurance is researched in this project to implement the best network infrastructure for Driver and vehicle licensing agency (DVLA).
The possible risk and its prevention has been analysed in this project and maintained. There could be different risk which is not focused in this risk management. There could be legal laws change that could affected the network infrastructure or the use of sensitive data.
The possibility of future risk could be focused in deep to find solution and keep the network infrastructure running without failure. The networking infrastructure could be implemented using any possible design in different way. The way structure is implemented properly and configured properly gets quality of service.
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