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ration. The following three sections cover each in turn. The Mnal subsuunive section
tries to dislill lessons from the evidence. It addresses the oft-asked qucslion, W!iat Then
Must Fie Done'.'

il. What Do Linploycrs Do?

Observation of employees is nothing new. Supervisors have always monitored their
subordinates to make sure they worked steadily and well. All that has clutnged with the
advent ofthe computer are the tcchniqties and effectiveness ofthe observations. (1 am
[iriniarily etmcerned herein willi electronic monitoring; videt) and audio reeording rep-
resent older and less controversial technologies, ones whose major issues were long
ago resolved.) 7he new methods include iiionit<.>ring work performance by means of
software programs that record eomputer use. customer service contacts, and the like;
limiting and nmnitoring employees" use of e-mail systems; limiting and monitoring
employees' Internet use: and examining the stored eontents of employees" eomputers.
A recent survey by the American Management .Assoeiation (AMA, 2002) provides a
eonvenient look at the prevalence ol these modern practices.'

Averages aside, individual employers" policies on privacy and on use oleleetronie
teehnology resources vary widely in detail and theme. Some provide lengthy rules
that emphast/.e restrictions on employee aetivity (e.g.. Archdiocese of Baltiniore, 2002:
Florida State University. 2002), Florida Slate's Informaiion Teehnology policy, for
inslanee, prints out to nine pages, most of which are devoted to detailed lisls of require-
ments and prohibitions. The brief section on "Privacy and Security" tlrst states that
the University cannot guarantee that it will retain all eritieal dala. The only other para-
graph under thar heading paradoxically provides that "unauthorized access" lo eoni-
[Hiter files, "either by direct examination or by automated searching." will not be
permitted "unless there is reasonable cause and access is approved by the director"" of
the laeility supporting the system — unauthorized aeeess. in other words, is prohib-
ited unless it is authorizeil.

Other emplovers have briefer policies that give more weight to employees" privacy.
A good example is the University of Southern California (2002), which bluntly states
that It will not interfere with coinmunieations merely because they offend some viewers:

Sedion .V Kcsponsihiiilit's ami Privacy

.V! . . . T h e university caruKit and will nut at tcinpi (ii protccl individuals from nialc-

riitl Ihat may he offensive lo ilium. c.\ecpt in cases of violat ion o f t h e iaw. iiniversily

policy, or sUintiiii-ds, anti in ihesc cases only where technical ly feasible, h id iv iduals

m a k i n g use of e l ec t ron ic e o n i m u n i c a t i o n s arc w a r n e d thai they may wi l l ingly or

unwil l inuly lecc ivc or d i s c t n c r nialerial they Ihid offensive. 'I he universi ty will nol

cslahl ish addii ional s tandards , hcyond tliosc Ihat arc legally relevant, for d iscuss ion or

language in t lec t roi i ic commLiiiicalion. including all foriris a |,s;( | digila! media. . . .

The L'niversity of Miehigan"s poliey is similar: "Censorship is ineonipatible with
the goals of iin institution of higher education. Researeb and instruction take many
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forms. Therefoie. information accessible on the network may nol be restricteJ through

censorship"' (University of Michigan, 1997).

Still other employers. fi>r example my own University of South Car(.)!in;u s;iy lil-
lle one way or another. S(Uith Carolina's eompiilcr policies (L)niversity of Snulh Car-
olina, 1995. 2002} deal primarily with aeeess and security issues; while they warn
Ihat sending obseciie messages is illegal under sliile law. the foeus is on the pr()pcr pro-
cedure lor reacting when one receives sueh a message. They say nolhiiig about iiion-
ikning or eonteni restrielions.

Conipulerizt'd Mojilloriiii^ of Work Fcrfonudiuc. Use ol c(»nipiiters to monilor
employee performance is a natural extension of earlier methods for tracking employ-
ees' wiirk. Consider a simple assembly line. As far baek as I lenry Ford's lime and prob-
ably before, supervisors stayed near employees and waiehed their work. Piecework
systems made precise recording more important, so workers themselves oflen eoni-
pleied the necessary reeords or made appropriate noles on liekels aUaehed to work
orders. New machines enabled employers to scan such records inU> compuler dala
bases, lYoin there it is just a short step to having empk>yees enter the information Into
computers themselves, so thai their effort and results eiuiki be tracked auloniatically.
I he differenees between traditional monitoring by supervisors and modern monitor-
ing by ccimpiiters is thus (.)ne of style, not t)f kind. To be stire. computers don't TUHI as
often as supervisors do. but it would be hard to argtie that etnployees had a right to
inefllcient supcr\isii>n.

Relatively lew empk)yees today work on traditional assembly lines. Many more
work at eomputer terminals, handle telephone calls, make deliveries, or sell hamburg-
ers or televisicMi.s in retail operations. Cotitinuous monitoring in those eases Is simple.
Software programs ean recoid and analyze the number of keystrokes, the pereentage
of time the coniptiter is used, the number and duration of calls received, the time of
each delivery, and the value ot sales. Supervisors, who may not even be within sight,
can track employees' perforitiance by the minute. Software programs ean even alert
em|">l(n'ees about their performance compared to staled expectations or to their co-
workers" activities.

A deeade ago, this seemed vaguely Orwellian. Some writers even warnetl about
the developing "electronic sweatshop"' in which employers would eonstantly raise
demantis based on their ability to determine what the most efficient enipk>yees eould
L\O (B<Khmer. 1992; Lee. 1994). Today eomputer monitoring is standard practice in
many industries, including leleeommiinications. insurance, and marketing and ctistomer
care departments ol'retailers and service providers. According to the AMA sur\'ey. 43
pereent of employers record telephone stalistics (time spent and numbers called) while
nearly 19 pereent record ctimputer use (time logged on, keystroke et)unts and the like).
No doubt many employees work harder or more consistently today than they did
with less supervision, but theii' additional work has n()t yet produced the predicted
"sweatshop."'
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One new clcxcUipmenl, however, is that these iiicidern monitoritiLZ ]ir;ichccs even
touch pRife.ssicMials who have long been exempt (rom eUise scrutiny. MaiUiLied-care
providers, (or example, require detailed records ol"doctors" consultations with patieitK.
tests ordered, prescriptions written, and so on. Lawyers routinely and earcfully traek
time spent on the telephtine or on Wesilaw lor eaeh client, both for iiiteriuil purposes
and to provide aceiirate reeords for client hilling. All sueh reeords arc cither ontereLl
direetly into a eomputer or are promptly transei ibed. All can be analyzed by eomputer
for kiter review by employers or others. Comparable monitoring methods affect other
I^Hifessions as well. Not only is eomputeri/etl monitoring more effieicnt tban older
styles of sLipeivision, it is also more far-reaching.

Ijiiiiliiii; (fiid Moniioriiii^ I\-Maii K-mail is now a universal method o{ business
eonimiinieatitin. more eomnion in many workplaces th;in telephones were just a lew
years ago. Like telephones, e-mail systems are snhjeet to abuse by employees. Some-
one wbo IV:)i-merly called a friend or family meinber to cbat for a few minutes tluring
die work day mav now just exehange e-mails. And as witb telephones, employers have
tried to monitor and eonlrol e-mail use. E-mail monitoiing ranges from innocuous to
absurd, witb s(>nie rational activity in between.

Sophisticatctl e-mail systems automatiealiy store ineoming and outgoing mes-
sages, so mere reeording of transmissions is not a serious privaey issue. In faet, it ean
even be a convenient way tor senders and reeeivers alike to retrieve needed eommu-
nieations. Privaey eoneerns arise only if someone else reviews one's stored e-mail mes-
sages. Tbe AMA survey reports that nearly 47 pereent of employers LUCI SO in 2001.
mote tban doiible the I99S percentage. CSiven the enormous volume ol e-mail messages,
bowever. employer review must eitbcr be sporadie. narrowly targeted, or restrieted to
a small sampling.

As with telephones, employers have found personal use of e-mail alnK:ist impos-
sible to eontrol. Most have resigned themselves to allowing some personal e-mail use.
just as tbey permit sonic personal telepbone calls. Florida State LIniversity. Inr exain-
|ile, recognizes that "Oeeasional, incidental personal use of IT resourees is permitted"
snbjeet to cerumi limits. Some, lliougb. still try to prohibit all nonbnsiness use of tbe
employei's e-nuiil system. The Arebdiocese of Baltinmre limits "personal use oi' tbe
Internet Facilities and equipTnent to that whieb is Incidental to tbe Liser\ official assign-
ments and job re.>|:ionsibilities."^

When e-mail was new; an ahsokite pr'obibition on personal use migkt bave seemed
feasible; now it certainly does not. Separating business and personal messages is no
easy task. Wben eomnuinieating with eci-workers. suppliers, and eiistomers. employ-
ees olten mix personal topics witb professional ones; indeed, they may not |>ereeive
any bright line separating tbe eategories. Routine employer r'eview ol e-mails migbt
not disclose whieb is wbich. and anything more than routine review would require more
managerial time and effort tban tbe risks of lost work time would justify. Mor-eover. a
biunt prohibitory approaeb or widespread monitoring could easily ereate morale prob-
lems and would i:ertainly pose diffienit enforcement deeisions (Mieniri ct ak. 20021.
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Mor-e limiteil employer nse of stored e-mails — lor example, as part of an mvesti-
ization into alleged IVatid or harassment — makes more sense on botb sides. Foremploy-
.•rs, it is far less eostly tban routine review, and far more likely to produce nsefid results.
For employees, it means that few of their messages will ever be seen by a maiuiger.

As an alternative or as a supplement to active monitoring ol e-mail, some employ-
ers use fiUers that deteet and delete messages containing "improper"" words, or else
alert antl warn employees when siieb words are deteeted. Wben nsed simply as a eaii-
lion to employees, sueh eomputer "flags"" might make sense. An occasional alert might
deter employees from using insulting or oflensivc language. Deterrence is one major
reason wby many employers put '"splasb screens"" on ofHce computers that restate some
eutuputer polieies every time an employee boots up.

Some ol' tbesc prxigrams. hi>wever, are simply silly. One recent newspaper report
deseribed software used at a North Carolina bigh-teeh eompany. This '•eyber-eensor""
bkicks e-nuiils containing offensive words. "Instead ofthe wbole message, the sender
rceeives a list oi' tbe swear words it contains, along with an explanalion (e.g.. \\\i\y
word" or 'sexual discrimination') of wby tbey are offensive"" (bidependcul WecUw 2002,
p. 3). Like most oiber eomputer filter's, this one had some strange qnir-ks tbat caused
it to ignore some offensive language wbile flagging some perfectly barmless terms.'
Rosen (2000, pfi. 57-58) reports that George Washington University's law sehool. where
he ieaches. mistakenly installed an e-mail ecnsorsbip system on eomputers in the
library. "Students who typed the word "drugs" on their university e-nutil aecoimts . , .
were automatically logged off the network witb a stern warning.""

'Ihe inacenraey of e-mail and Internet screening programs is legendar). lAery
reader subject to screening eonid probably supply eoniparable exam|iles. One has to
wonder wbether the benefits are sufficient to outweigh the inconvenience cansed by
tbe errors, even leaving aside the barm to an employer's image caused by clumsy
sereeniiig.

liven wben employers tbemselves do not read employees" e-mail messages, oth-
ers might. In se\eral leeent instanees, journalists and litigants bave used state open-
records laws to gain iiceess to messages that senders never tlu)ngh( would go beyond
tbeir intended recipient. Alter a LJniversity of North Carolina at Wilmington profes-
sor, using his university eoTiiputer. eritiei/ed a stndent"s attacks on America"s loreign
poliey on tbe Middle East, tbe student aecused liim of defaming and intimidating
ber. She sought copies ofthe profcssor"s e-mail messages. University administrators
reviewed his correspondence to determine if any were "publie reeords."" Tbey decided
none was, so tbey released only a log rather than the eomplete messages. Even so, the
|ir(»lessor\ corivspondenee was viewed by unanticipated people, and the prying stu-
dent learned at least the addr-essees and times of tbe messages. A case in Tennessee was
even more intrusive. A loeal newspaper obtained and pnblisbed e-mail messages
between the University of Tennessee's formei- president and a subordinate with whom
he apparently bati an affair. Some of tbe messages were so intimate that one bliisbes
to read them, not that questions ol taste wciiild limit a modern newspaper-.
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Both of these eases arr deseribed in l-osler (2002). The title of her article, "Your
I*--Mail Message io a Colleague Could be Tomorrow"s Headline,"" aptly smiis up the
current situation for loeal g(.)verninent employees. Private sector workers are not so
exjiosed to ibe scrutiny of outsiders, bul c\en their eommunieations are reachable in
tbe eourse of litigatitm ov other investigations.

Liiiiiliiii; and Monitoring Inlenicl Usage. Widespread employee aeeess to tbe
internet is a newer pbenomenon. As a result, employer monitoring was late in arriv-
ing. By 2001, however, over 62 pereent of the AMA r'espondents monitored their
einployees" Internet use. up from 54 pereent tbe previous year. Tbe soltwarr programs
available for Internet monitoring ar'e simple and revealing. Tbey can bar access to eer-
lain sites, alert employees ibat the aeeessed site is probibited or questionable under
the employer's policy, or cr'eate a reeord for later investigation by tbe employer"s intor-
malion teehnology staff. One pri>gram inf(M'ms employees that their attempt io access
a eeitain site has been repor'ted to the eompany's computer help desk. An employee
with a legitimate explanation for tbe attempled aeeess eould tben eontact the belp desk
for permission. 'I liosc w ithout a legitiinate reason eould be warned or disciplined. Net
Tr-aeker, a program sold by Computer Age Co., provides daily leports identifying every
employee who accessed improper sites. If an employer wisbes to JTivestigatc further-.
i! can produce a detailed list of every site the employee visited and the time speni at
eaeh. With very little effort, tbe employer ean even print ont the very pages viewed hy
the employee. As evidence in litigation or arbitrati(>n. Ibe results can be devastating.

Tbe primary target of this monitoring, intentionally or otherwise, seems lo be tbe
employee wbo aeecsses pornographic web sites. Virtually all ofthe reported eourl and
arbitration cases invtilved such activities. Spending work time shopping, gambling, plan-
ning a personai tii|X playing solitaire, and reading lawyer jokes online is just as e(«tly
lo an employer â  \ iewing pornography, but tbe publisbed eases seldom show discipline
lor' ibose activities. Only sex sites, it seems, draw serious discipline. FVrhaps it is jirsl
easier for employers and monitoring software to identify sexually oriented web sites
as being distinctly unrelated to work. Their names alone tell a story. More likely, as
the next section suggests, employers" eoneerns extend heyoitd lost time to questions of
nioiality, and morality is far more often eoneernetl with sex than with shopping.

Internet filters are at least as probienialie as e-maii filters: b(Hb arr over-inclu-
sive and under-inclusive. A filter imposed by the Loudon County. Virginia puhlie librar-y
was so broad tbat it blocked access lo barmless sites run by Zero Population Growth
and the Ainericaii Association of liitiversity Women tRosen, 2000. p. 85). A Virginia
law rfstrictet.1 stiite empk)yees, even university professors. Irom accessing or storing
sexually explieit material on state-owned computers. Although a fetleral district court
struek down tbe ban as a violation of tbe I'irst Ainendmcnt, an appellate eouri ulti-
mately found tbe ban Constitutional {Urofsky v. Gilnion; 2000). Similar restrietions
bave been upheld elsewhere (e.g.. Loving v. Borcn. 1997). As even higb school students
bave demonstrated to their librarians, tecbnologieally skilled users bave little dilUcutty
evatling filters. Stilt, tbeir very existenee niay deter some misuse.
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ig Lniployecs' Compuler l-'iie\. t<e\ icw i n g e n i p t o \ e e s " e o m | i L i l e r t ' ites is
m u c h l e s s c o m m o n i t i an t t ie o t h e r t(M"ms ot s u r \ e i t t L i n c e . . lust o v e r a t t i i rd ot it ie A M A
r ' e s j i o n d e i n s r e p o r t e d d o i n g s o in 2 0 0 1 . a l l b o u g h t h e p r a c t i c e \VM\ ncLut ) d o u h i e d s i n c e
1 9 9 S . " fb is m a y b e s u i p r i s i n g , g i v e n Ibat i n t l i x i d u a l c o m p u t e r s a r e a l m o s i a s " s l i c k v "
a s e - m a i l s y s t e m s . M a i i v p e o p t e s t i t l b e l i e v e t h a t d e l e t i n g a t i t e m e a n s t h a i n o o n e w i t t
e v e r s e e it a g a i n . I 'hcy c a n h e u n | - i l e a s a n t t y s u r p r i s e d l o l e a r n it tal a l m o s i n o l h i n g s h o r l
o f r e t b r m a t l i i i g o n e ' s t i a rd d r i \ e v\ ill t r u l y e l i n u n a t e a t i l e . W i i t e h ' a\ a i t a h t e c o m | i i U e [ -
l o o t s e a n t o e a t e a n d r e s t o r e i i ios t s u | i p o s e d l v ' d e l e t e d t i t c s .

W i n ' t t i en is re\'iev\" n f s t o r e d t i l e s s o nu ie ! i l o s s e o n i n i o n t l ian o l t i e r t 'o rn is ol ' m o n -
i t i i r ing ' . ' 1 o r o n e t h i n g . r e v i c v \ ' i n g t i a rd d r i v e s is n i u c t i m o r e l a b o r i i i t c n s i w t h a n u s i n g
Lin a u t o m a t i c f i l t e r tin I n t e r n e t u s a g e , l ^ n j i l o y e e s m a y h a v e t hoL i sa iu l s o f t i l e s o n t h e i r
com[" )u t e r s . k ' i lc n a m e s m a y no t o b v i o u s l y i n d i c a t e e o n t e n t s . ani.1 t h e r e i i ic s i m p l e w a y s
t o h i d e f i les f r o m s u p e r t i c i a t m o n i t o r i n g . U n t e s s o n e h . i s a s p e c i f i e o t " i j ec t i \ e in m i i u t
a n d k n o w s h o w t o l l n d t h e t l e s i r c d i n l o r n i a t i o n . i h e e t i a n c e o f t i i u t i u g e v i d e n e e ol
i m p r o [ ) e i e o m | i u t c r u s e wcu i td s e t t t t i m tic g r e a t e n o u g h l o juslilX r h e e i t o r t - t t ie g a m e
s i m p l y v \ ( ) u l d i r t l ie w o r t h t h e eani . i l e . M n i e o v c r . e \ e n t h o u g h e m | ) l o \ c e s " s t o r e d t i t e s
o n t t ic c i n p t o y e r " s e t i m p u t e r a r e l e g a t t y no m o r e p r i v a t e t h a n t l i e i r e - n i a i t o r I n t e r n e t
r e c o r c t s . e m p l o y e e s a n d e n i j i t o y e r s a l i k e m i g h t w e l t r e g a r d t i a i d - d i i \ e s e a i c t i e s a s m o r e
i n i r u s i v c .

111. Why n<> I'hex Do It'.'

t ' .mptoyers ot ter — or writers ot ter im iheir hehatt" -• several reasons lor itiesc sorts

ol in\es t igat ions and iestrictions. In addition, itiere seem to be a teu plausible hut dubi-

ous o r e \ e n itiegat Linadmittcct explanations. Tbe ••puhlie" reasons center on protitahility

eoneerns . worries about toss of contkleniial inlormatiiMi oi- coinfironiising computer

security, aiut tear of tiahility tor en ip toyces ' misuse of eonijiuleis and c n m m u n i e a -

tions sys tems (Mignin el al. . 2002. p. 151. Ttie ••pri\ale"' reasons ineludc curiosity,

morality, ami union a\()idanee.

Profil(ihiii!\\ F .mpkners ' iiroiltability eoneerns i inolve the costs ot the equi | imenl

and systems usei.1 hy employees tor non-work |-)urp()ses anti the time they k)se tr-om

their duties, t 'quipment eosls arc inipossibie lo eslimate hut likely lo lie extremely sniall.

Once an employer bas purchased a compute r and necessary per ipherats tor an

empk iyee . empiovec mistise wili nol easily eontr ihute lo the c-L|uipnieiit"s ctepreeia-

tion, C^irs and triieks ra|iiilly Ltcteriorate with use: compniers normally don ' t . Otiso-

iescenee is a tar more eommon reason ttian overuse tor Inning lo reptaee electronic

equipmeiiL

System costs Irom emptttyee misuse arc surel\ greater ttian cciuipmcni eusts. I'.veii

so. the marginat eost of eacti additional e-mail message or Internet \ is i t is i r i \ iat . tar

less itian the eosl ot one [lersona! long-tlistanee lelephone catk Onlv it targe numheis

of employees frequently usect a tai'ge amount ot bandwiLttti woiiki ttic system eosls oi

c-maii oi- Internet misuse he subslanliat (Kesan. 21)112. |)p. . i t l- t .^i) .
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T h e real cost o f sueb misuse comes f r o m wasted t ime (Kesan . 2002 , p. 314) . W h i l e

there are no barti Mgures available, the loss of work time while employees send per-
sonal messages or ct)nduct personal business t)nline mnst far exeeed tbe minutes spent
in die pre-ct)mputer age around tbe proverbial water cooler. One reeent report indieated
that half of all tMiline sbt)pping takes piace at wt)rk (Mignin ct ak. 2002, p. 23). Another
snrvey found tbal nearly a quarter of tbe tmline ctmimunications at responding eom-
panies was not work related. The nK)st ctimmonly visited web sites were those deal-
ing witb news, sex, investments, entertainment, and sports (Kovach et ak. 2000. p. 293.
eitiiig Ciartifalt), 199S). It is Iberetbrc espeeially interesting ibal the rept)rled eases do
nt)t show discharge or seritius discipline simply for wasting time on nttn-work mes-
sages or sites, it may be tbal lesser aelions sueb as counseiings. wbieh are nt)t typi-
eally litigated t)r arbitrated, keep the prt)blem to toierable levels. Ctimbine wasting time
with sex, however, and employers reaet more strt)ngly.

Seeurily. An t)ft-cited justitlcation for monittiring and system resirictions is tbe
tear that empk)yees will intentit>nally t)r inadvertently disclose confidential inlbrma-
tion, dt)vvnk>ad or spread eomputer viruses, or t)therwise compromise ct)mpLiter secu-
rity, 'i be explan;itit)n is plausible, at ieast until one tries to match it up tt> Ibe means
Lisetl. Unless managers eonsistenlly, tht)rt)Lighly, and simuttanet)usty review tbeir
emptoyees' e-maits and internet usage. nu)nittiring etiuld not prevent security prt>b-
lenis. Sereening prxigrams do not tlistinguish between eontldential and ruinctinfiden-
lial iiiformatit>n. Viruses can and usually dt> arrive on any dt)wnknid. even thtise that
sound innoeuous. Virus seans are more elTeetive and less intrusive "inoetilations" than
are a supervisor's eyes. Carefully restricting access tt) an employer's tnvii ct)nlidential
tiles or ctimputei prtigranis wilt dt) far more gt)t)d than trying tt> read e-mails t)r block
specific web sites. To put it in tither wt)rds. ibe ebosen tool is nt>t likely lo ctimplete
tbe task.

Fear of Legal Liahility for Employee Miseonduet. Three types of empit)yee mis-
use of eieetronit C(Miinuuiicalit>ns systems and computers threaten emptoyers with
[lotential liability. First, empkiyces may use these systems ft)r Ibeir personal tinaneial
gain, fbe prtiblem is nuist ct)innn)ii in linancial services businesses like investment
eompanies and hanks. Second, employees might use the employer's facilities to vio-
late intellectual property laws by ctipying or distributing protected material sncb as
sofiware programs, movies, and nursic. Thir'd and [lerbaps most importantly, employee
miseonduet migkt eontribute to sex t)r race diserimination, particularly by fostering a
"bostile wtirk envirt)niiient." l"hese risks wouid exist even without ctimputers, hut the
tcebnt)l<)gicat w-orkptaee exacerbates ihe problems by making vit>lati(Mis st> easy. A
stoekhroker, tbr instanee, couttl shift a client's funds w ith a tew elieks: there is no neeti
even to forge a clieck. Ct)pying videt)s ov stMigs is now simpler Ihan pbt)toct»pying a
lext book used tti be. OITensive jtikes and eartot)ns that used to be passed hand lo hand
ean iitnv show u|) in a eompany-wide message.

Again, however, tbe literature of actual cases shows tew diseiptines tbr fmaneial
or etipyrigbt abuse. Ther-e have been no eases ct)riiparable lo the liligalion brtnight a
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few years ago by textbook publishers against a ntujor photocopying concent that helped
lirolessors create course materials withotit the htirJen of getting copyright permissions.
Hven within the hostile work environment category, sexually oriented e-mails and
tlownloadings prompt discipline and liligation far more often ihan, say. racist com-
niiiiiications. It is not clear why this should be so. Perhaps sexual activity, a primal
force, is more pt'rvasive than racism, or perhaps women are more likely than racial
minorities to |.ierccive and challenge a hostile work environment. Perhaps empk>yees
complain to empit>ye!s more readily abotit the former than ahout the lalter. More likely,
sexual materials, partieularly graphic materials, are of wider interest and thus are dis-
trihtited more widely; if so, they nattirally would draw more managerial attention.

Curiosily anil Morality. Hniployei's are not likely to admit to less "business-like""
explanatii>ns for monitoring or restricting employee e-mail and Internet use. After
reviewing the cases and the literature, however, it is hard to escape the c(Micltision that
some empk>yers arc simply curious, voyetiristic, oi' moi'alistic abotit their employees'
conduct. The monitoring methods they tise are st> ill-stiitcd to achieving other (ibjec-
tives that one has to be suspicious of their real motives.

The predominance of discipline for sex-rclatcd communications enhances that
suspicion. More people use employer-provided e-mail and Internet service f(M' other
sorts of persoTial purposes, yet only those whose usage somehow involves sex seem
t() get Ined. I ear of liahility for creating a hostile working environment docs not cont-
pleieiy explain that disproportion. Most of the reported discharge cases inv(.)lve cither
a single individtial's Internet usage or communicalions hetween consenting adults,
not complaints by unintended viewers. The chance that sensitive employees may inad-
vertently see such private communications may partially explain employers" concen-
tralion on these offenses htit. at least in light o! the minimal risks disctissed in the next
section, their responses look like overkill. Most ol the reported arbitration cases men-
tion vi(»lation of an Internet policy as the reason for discipline, not vicarious liahility.

Suppose instead that some employers simply want to know what employees are
tip to. I hat would explain routine monitoring even when there are few practical risks
of liability. In the same way, if some employers think that employees exchanging dirty
jokes and Uiokirsg at Penthouse Playmates is iinnioral, while keeping in touch with
old friends ov htiying DVDs is not. both (heir methods and their reactions to discov-
eries make sense. They may logically punish the one but not the other.

htit the seareh lor a single explanation is unfairly reductionist. No doubt most
empkiyets act otit of a host of motives, some real, some exaggerated, some qtiestion-
ahie, and sciine c|uite uneonsciotis. Curiosity and morality may simply he among the
qtiestionable or unconsei(.)us kinds. I'A'en so, they could enhance employers' eageiness
!o adopt and enforce policies dictated hy other, more legitimate considerations.

(Jiiion Avoitlance. No smart employer will ever admit to using its communications
|K>licies lo intetfere with employees" rights to tinioni/e. Nevertheless, as Malin and Pcr-
ritt (2()1)()) have shown, some do just tlutt. Restrictive policies can be overt (as by pro-
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hibiting messages abotit unions or working conditions) or more suhtle (for example,
hy [irohibiling all non-work messages with the specific intent of preventing union-
related ones). Monitoring for union-related messages or weh sites or for other com-
munications that W()uld tall under the National Labor Relations Act"s protection of
"concerted activities for . . . mutual aid or |.troteelion"" (Section 7) would also violate
the law.

The touchstones for NLRA Section 7 analysis are intent and tinequal treatment.
Any rules adopted specifically to inhihit collective aetivity would run afoul of that
section; so would facially neutral rtiles that are enforced tineqtially. While less clear,
it is at least arguahic that e-mail communications on the employee's non-work time are
entitled to the same protection as faee-to-face communications, at least unless the
employer ean demonstrate a valid business reason for restricting e-maii communica-
lions more strictly than other forms of speech. If so, that wcnild mean that under the
NLRA, the employer ct)uld not lawfully prohihit communications during employees'
Iree time, lieeause there is usually no measurable marginal cost lo an individtial mes-
sage sent and received on the employees' own time, aitieulating a legitimate justifiea-
tion foi' a total ban would he diffictilt.

I'luis an employer ccMicerned solely about costs and efficiency might lawfully per-
mit only business-related e-mail anil Internet use during working hotirs. Permitting
some nonhusiness uses iluring work time while prohibiting employee ct>mplaints ab(>tit
working condifions. in contrast, wotild certainly violate Section 7. Restricting c-niails
dtiring non-work hcuirs with no demonstrable eificieney reason niight also be illegal.

IV. Whal Does ihc Law Require, Forbid, and Fcriiiit Finployer.s to Do.'

Becatise employers primarily cite legal rules as the main jtistification for nioiiiti>riTig
and restrieting their empioyees" electronic communications, some discussion oi'the law
is essential. It is ntit necessary or desirahle here io parse all the statutes and eases.
Others, notably Finkin (1995, 2002), have already done so well and at great iength.
Rather, a hrief stimmary of the most signitlcant points should stifllcc. In general, the
law puts very fê ^ obligations on employers hut allows them wide freedom. Accord-
ingly, employers can largely cht)()se how iTuieh or how little stipervision ot employee
commtinications they will employ.

Lci^al Rciiiiircnu'iils. No law specitleally obliges employers to evaiuate employ-
ees" work by means ofa ctMiiptitcr, inspeet their files, m monitor their e-iiiaii or Inter-
net activities. Many iegal rules, however, place (iie employer at risk becatise of
employee misconduct. Ft)tnclcai examples inelude iiability for employees' tortiotis
aetivity, for their violati()ns of copyright, trademark, and trade seeret laws, for stiper-
\isory discrinunation, and for employee-ereated work environments that are hostile
to women, racial minorities, or other protected groups."^

( 1) I ' l i d c r lln; i l i i c l r i i i c of rcwpoinlca! siipericir, c i n p l n y c r N CLIII h e l i a b l e for l i i in i i s

c a u s e d hy a n I ' t n p l o y e f ' s vvro i igfu! a c t it t h e ac l n c c u r r e d u i t h i r i i h e c r i i p l i i y e e ' s

"sco|;)L- o f c i n i i l o y m e n t " ( a n un io rp lKi t i s t e r m to w h i c l i c o u r t s h a v e j i ivcn b r o a d m e a n -
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i n g i and it iUc e t i i p l o v c r k n e w ot" s l i nu t i t i u ivc k n o w n u\' i t if v\ ron j^ tn t a e l i I s l u n a n .

2IKKI. p . I 2 ^ | . If a h i o k c i a g e eniplovL' t . ' i i i a n i | n i k U e s s t u e k p r i e e s tiV' s [ i i v a d i n g l a l s e

r u m o r s a i u l t h e e m p l o y e r l i a s reiLson i u k n u u a t i u n l I h e a e l i \ i l \ . l l ie e i i q i l u y e r n i i g h l

tic l i a b l e t(i l l i u s e d e t r i i a d c J . a s M c i r i l l l .y t ie t i s e e m s l o tie lea i n i n g a s i t i i s is u r i u e n .

I t ' a l ia i ik e m p l o y e e i i i i s a p p i t i p r i a l e s a e l i e iH s l u n d s a n d t h e t iai ik s l i o u k i h a \ e k i i u w n

a b o n t l l ie t h e f t s , t l ie h a n k i i s e l t iniszht be l i a b l e .

| 2 ] If e i n p l u y c e s i n tVinge e u p v r i g l i i s o r i r a d e m a r k s . t h e e m p l o \ e r e u u k l b e v i e a r i u i i s l v

iialTle e v e n v\ilti(Hil a e t u a l knovvleLl; je it ii t iad t h e r'igtit Iu s i i p e i \ ' i s e Itie e i i i p l o u ' e s

a iu t tiatt a J n e e l tmaiieiLLt i i i t e i e s ! in t h e in t r i i ig i i iL; a e U \ i l i e s . t tie t i ab i l i l x w o n t t t h e

e v e n e t ea r e i " i f i l knev \ ol ' . i n d u e e d . u r e o n l r i b u t e c t l o i l ie in l r inLi in i : e u n d i i e t i t t i i t t . . \i.

I 3 5 1 ,

( 3 ) t . ) i ree t v \ ' n r k p t a e e l i i s e r i m i n a t i o n d e e s iml re( . |n i iv a e o m p i i k ' i . S i i pe iA i s u i s e a i i

r e t u s e l o l u r e o r dei iv a p r o m u l i u n u t ' l en w Htiunt a u ( * r d : itiev ea i i t r a i l e t ie i ie l ' i t s l\>r

s c M i a t t ' a \ 'o rs w i i t i u u t a k e y b o a r d , N e v e r l t i e t e s s . e - i n a i t e o r r e s p o i u l e i i e e e a n p\\)\ k t e

l iot t i p ta i i i t i ffs a n d e m p t u y e r s v\ j th ev i ( t e n c e ot m i s e o i i d n e L M o n i l u i i n g e m a i l s i n i y lit

t h e r e f u r e b e o n e v \ ay l o r e m | i t n y e i " s l o d e l e e l a m i e u r e p r o b l e m s t x ' f u r e t h e v r i s e lo

t h e leve t o f a tavvsai t .

( 4 | t'jii|')tu_vei"s" g i v a l e s t x ' i e a r i ous t i ab i l iU ' w u r r y lot tav s i e i i i s I rui i i t h e p u s s i h i l i i \ iha i

e m p t { ) y e e s m a y e r e a i e a " t i o s i i t e v \u rk e n v i r o n m e n t " t h a i u u i i t J a m o i i n l l o a t o r m o f

s e \ o r r a e e d i s e n m i n a i i u n . T h e r e t eva i i l . s ta t i i les , m o s t mipoi"lantt_\ "fitle \ ' t t o f itie

C i v i l k i g t i t s A e t o f 1 9 6 4 . w e r e r e a e l i o n s i o e u n m i u i i i \ a i u i e r s i o o d l o r m s ol d i s -

e r i m i n a l i o n . s u e t i a s r e t u s a t l o l i t re u r p r u m o i e p e o p l e t t e e a n s e o f d i e i f s e \ aiul I 'aee.

T i i ev d i d n u i e \ p r e s s l \ a d d r e s s se \Liat [ l a r a s s m e i i t . tn Mcritai Siivin<.[\ Hunk. tS/i \:

\in.\/>ii l t ' J S 6 ) . itie S a p r e m e C o a r i firsi l i ek i t h a i s e x u a l t iara.ssinefi i e o i i k l a N o \ in-

t a t e ' f i i t e V t t , t l s c a i i o i i a t e v\'as i t iai s u n i e t i a r a s s n i e n t e r e a t e s a wnvV. e i n i r u n m e i H

ttial J i m i i s v v u t n e n ' s e m p t u y m e n i o i i p o r i i i n i t i e s just a s s e \ e r e t \ a s itie u t d e r t o r i i i s ol"

( t i s e r i m i n a i i o n . I tie C u u r i s u g g e s i c t t llial e i n p l u u ' r s co tdc t r e t l u e e i h e i r ex |>os i i r e b_\

e s l a b t i s h i n g p r o e e d a r e s l o r p i x ' v e n l i n ^ o r r e d r e s s i n g s u e h t i a r a s s i i i e n i . A i n u i i i i i h e

i y p e s ot o i i e e - i o k ' r a i e d e o n d u e i tha i e o i i t d e u n t r i b i i i e iu a t i o s u t e w o r k e i i v i i o i i n i e n i

a r e i i i iwan te t t | i l i \ s i e a t e u n t a e i . >exna t p r o p o s i l i u n s , i n n u e n d o , font t a n g i i a g e , g e n d e r

letated jukes, and the disptav' ot obseeiie maleriat.

Nol cvci'y offeiisive aci or woixl coiistitutcs actionable harassnieni. In ihe usiial
legal foriiuilation. the coiuluel musi he "suftleienily severe or pervasive to alter lhe con-
dilions of the vielim's eniptoymeni and ereaie an atiusive working env iron menl."" :\Jcr-
itor S(ivin[;s Hank, iSli r. Vinson. 4 7 7 I ' . S . ,^^7. 6 7 I t 9 S 6 ) : s e e a l s o llaryis v. inrklij!

Systems. Ine.. 5 1 0 L ' .S , 17. 21 ( 1 9 0 3 ) . Isola tect o r n i i n o r i n e i t t e n t s m a \ b e e o m e c \ i

i t e n e e ot a d i s e r i i n i n a t o r y e n v i r o n m e n t btit i isiiallv wi l t no l h\ l l i e m s e l v e s p r o v e iK

e x i s t e n c e ( L i n k i n . 2 0 0 2 . p . t 4 7 l . ' ' T t i e c o u r t s h a v e not vel l u r n e d t h e a n l i - t t i s c r i n i i n a -

t i o n l a w s in to a g e n e r a l i / e t l eo t l e o f w o i ' k p l a c e c iv i l i ty . N e v e r l h e l e s s , e - m a i l m e s s a g e s

a n d o t h e r f o r m s o f e o m m u n i e a t i o i i . e s | i e e i a l l v w hen e o m b i n e d vv ith o t l i e r ev iLlence.

c a n b e c o m e s u t t i e i e i i l t y seve i ' e a s lo e x p o s e tt ie e m p t o y e r lo l i a b d i l y . I 'or e x a m p l e , lii

Blakey v. Continental Airlines (N. .L. 2 0 0 0 ) , t h e c o u r t h e k l tha t an e n i p l o v e r e o u l d b e

h a b l e l o r a l i o s t i l e w o r k e n v n o i i m e u t a r i s i n g t r o m a t l ege i i l v d e t a m a i o i v s l a l e m e i i l s

on t h e e m | i l o y e r " s e l e e t r o n i c b t i l l e t in b o a r d .
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In two I99K cases. Biirlinf^toti Indnstries v. Ellerth and l''tinii;lier v. City of lioea
Raton, the Supreme Court icfined the law abotil an employer's potential responsibil-
ity for sexual barassnient. It held that an employer is automatically liable for a super-
visor's harassment that produces tangible job consequences, but that it iiiight escape
liability for harassment without sueh eonsequences if it promulgates iuid enforees a
suitable sexual barassnient policy and if the victim failed to use the [lolicy to correct
the errant behavior. Prudent einployers reacted to these eases by prohibiting and pini-
ishing eommunieations and eonduef that might olTend members of pioteeted groups.
That ohviously includes ovei'tly harassing commuiiieatioiis but some einployers iiow
bail eveii relatively harmless speech aiid activity. Soiiie (Rosen, 2()(K), p|:>. 81-82) woiild
say tbat they have even (Jverreacted \o the poiiit of "prohibiting iar iiiore speeeh thaii
the law aelually forbids.'"

These deveUipments in sex disci'imination law, along with extensions to the law
of raee discriniinatiuii. diiectly irlate to the pi'escnt topie. Employers lindcrstaiidably
teai' tbat offensi\e e-mails might later be evidenee o f a hostile work environment, or
iliat unintended employees inight inadvertently view offensive Intei'net sites accessed
by less sensitive employees. To picveiit stinie offenses and to establish their bona fides
Liiuler Ellerth aiid iara^her, inaiiy employers have adopted ox stirngthencd their pro-
hibitions agaiiisi sex-i'elated messages and liitei'net use. The sairie developments uiid
responses also help to explain why those foi'nis of coiiiputer abuse tli'aw iiiore stiin-
geiit punishiiieiUs than other forms that siinply waste work tiine.

In sum, risks of legal liability, partieularly for harassment by supervisors oi- eo-
woikcrs, give eiiiployei's a sti'ong iiicentive \o pi'e\ent, discover, and cori'ect eiiiployee
iiiiseonduct. whether oi" not that inisconduct involves eoiiiputers. As [ilausihle as ihis
expluiiation for siriet etintiiil of eominunieations systems inight seem at fiist glance,
the sohitioiis do iiot always iiiatch up to the aetual risks. Leaving harassment issues
aside lor a inoinent. the other poteiitial i'isks do not require genei'al screening programs.
Banks antl brtikerages might need to itionitor their clcctionie eoiiimunications with cus-
toiiiers just as tliey iaiidoiiily iiitiiiitor telephone eails to insure quality o\' serviee.
Implementing a sereening pi'tigram io detect arguably tiffensive wiirtis does not et)n-
tribute meastirul)!y to that objective, and customer protection has little oi" nothing io
i\o with the questioii of liiternet aeeess. Copyi'ight intringeinent and comparable
oftcnses aie a little diffci-eiit because they eotild invtilve both Internet aiid e-mail lise.
and also slored toinputer Hies.

Onee again, thougb. generali/ed sereening prt)grams seem more intiiisive tluni
neeessary. Raiidt)in monitoring or, in lhe ease of video and music dtwnloads. a nanov\
screening sysleni for those uses would address tbe plausible iisks while no\ t)therwise
enei-oaehing tiii eiiiployces' privacy. A better explaiiatitiii is needed to justify the side
cffeets that acctimpany ihe coiiiiiiunieations restrietions adopted by so inany einployers.

To return to the knotty issue t)f sexual and racial harassment, the cure here also
seems sti\>ngei' ihan necessai"y tti atltlress the disease. HarassmenI does not occur when
an individual acts aloiie, ftir example by dtiwnloading inforinatioii no one else sees.
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Nor docs il occur when consenting aJiills exchange such infornuilioii. in both situa-
tions, [he oflcnsc. if any. is of (he same magnitude as conducting one's shopping online
or spending loo much time in idle chatter — thai is lo say. ii involves a possible mis-
use of lime or facilities bu! not potentially serious fmaneial liabilil>.

The reason lor greater employer eoneern ovcc olTeiisive messages or files is ihal
Ihey mighl be seen by noncoiisenling others. An employee who passes by lhe desk of
someone looking at a pornographie pielure. another who bonows a eomputer anil ilnds
olTensivc doeuinenls, a third who aeeidenlally reeei\es a raeist e-mail intended Tor
stimeone else: These are the possible victims. To beeome victims wilh a real eatise of
aelion against the employer, the workplaee eonduet they llnd offensive must he more
than sporadie: only "severe or per\asive" coniinenls. pieltircs. or aetions wili ereate
a irul) hostile work environment, 'fhough sniall. the risk to employers is real. Oeea-
sional misdeeds of these sorls eould, cumnlalively, ereaie stiffieienl evidenee (o eon-
vinee a judge or jury Ihal lhe employer maintainetl a hostile work environment. For
employers, then, lhe unniislakable message ofthe law is that ihey should prohibit and
punish all eommunieations and eondtiet Ihat niight olTend other employees. One method
Ihcy use is to inoiiitor and limit e'leelronie eoniinuniealions on employer-provided
equipment and systems. As one reeent artiele (Adams et al., 2()()(). p. 33) put it.

The kict is thai hecai ise o! ' Ihese eonee rns and Ihc increas ing etTorls ot the pkiiii l i lfs '

h;ir ti> sue e m p l o y e r s based upon iLlIegalions ot enij i loyce rii isconduct oi one son iir

another , the < hligation o l ' e m p l o y e r s to " p o l i c e " (prohahiy not loo suxini! of a v\oi-d)

liie eondiici of e m p l o y e e s antl lite in the workp lace h;is never been grealer. T h e rok'

ol lhe e rnplnyer has hce imie more paiei i ia l is i ie than ever. In this con tex t , il is iiol

u i i reasonahle ti> e \ p e e ! ein|-)loyurs to use any and nil avaikihie leehnol i igies lo mon-

ilor employees" eondtiet .

To proteet themselves trom liahility. theu. employers need explieit and effeetivc
anli-haiassment rules. It is not so elear they need general bans on partieular wi>rds in
messages or on ajeess to parlieular Internet sites, let alone bans on all non-work ele'e-
tronie eommunieations or eontinuous or tVequent monitoring of employee eommuni-
eations. Fmployers eouid instead wait uniil they learn ofa possible offense and then
address the speei :ie ease to make sure it does not recur. Altenialivcly, and more safely,
they eould eniph;;si/.e prohibiticins againsi eoniptitcr misuse. Ihen engage in nune lim-
ited sereening or monitoring, and enforee Ihe prohibitions with progressive discipline.
Insteatl. employers are inereasingly adopting far hroader rtiles and enloieing those rules
by firing offendc "s.

Why do cmpkiyers do more than the minimum required to avoii) legal liahility,
even when thai "more" involves spying on al! employees or reslrieting otherwise lavv-
ttil activities? The answer lies in the relative expostire to liability. The eiuuiee of los-
ing a hostile work environmenl suit, or even of having to defend against a meritless
sint. is more- than niinimak As the next seetion shi)ws, the law docs not protee! employ-
ees' interests in Ihe privaey of their eleetronic eominunieations at work, so there is
almost no risk ol paying damages lo the employees subject to siriet employer moiii-
loring and ciniirol. Absent a legal eounteiweighl lo sexual or raeial harassment suits.
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ii is sater for en ip l tne r s to err on the sitie ot mirusion ami restrietioii than on ttie sule

of loleraiion: to do the former is almost costless: io tlo the latter eoniti he exjieiisixe. '

\\y prohihiling eertain worils altogether. em|i loyeis niighl prevent the rare ease where

those wmtls woultl reaeh anti offend a protecteti en i | ) lo \ee : hy jirohihiting employees

lri>ni aeeessing v\eh sites with sexual eoiitent, they might pre\ent lhe e \en rarer e.ise

in v\hieh inad\erteiit \ iewiiigs woukl poison the work en\ i ronmenl: b \ tlismissiiig an

employee who eoinniits one breaeh. they re i iunc a jiossihle repe.it of tenJer and niiglit

tieter olhers from siieh eontkiet.

Lcj^al I'rolnhitions tniil I'crmissions. The hasie legal re<juiremeiils are retati\'el_\
elear though a hit t i i /zy at the etlges. Determining what e m p U n e r s musi ih>! do is

more dilTieult. Several distinctions eomplieate this portion of the analysis, i irst. go\

erTunental employers are snlijeet to eonslittitional restraints while ]iri\ate eni]iloyers

(with the exeeplion of those in the few states whose eonsii tutions LIO not reiiiiire "state

aetion" U> trigger eonst it tit ioiial rights) are iioi. Seeoiul. tlie tiegree to whieh states \aitie

eiiiplt)\ee pri\'aey against empltwer interests \ar ies widely aeross juinsdietions. "riiirtl.

the souives of privaey proteetion (eonstittitions. statutes, and eommon law eatises ol

aetion) ;ilso differ in stime lespeets.

Notw ithstantling those eompl iea t ions . one element pervades almost all p i i \ a e \

proleet ions. This eonuuon tonehstone dates haek at ieast to Ac//," v. t 'iiiwd .S'/<//(S, a

1967 Supreme (^nnt opinion. In a eone tn rmg o|iinion- Jnstiee I iailan assertetl that |)ri-

\aey rights exist tinder the I'oiirth Amendment only when lal a jierson has a suhjee-

t i \e expeetatitm t)f privae) that (h) soeiety is [irepaied to aeeept as reasoiiahle. In the

phrase that is now universally usetl. a pkuiitilf ninst demonstrate a "reasonalile e \pee

tatitin of privaey." If a peison tloes not e\[)eet a partieidar inotle of eonmuinieat ion to

he private, or it soeiety tloes not regaixl that [lerson's suiijcelive expectation nl p r i \ ae \

as reasonahle. there is no eause of aetion. That is largeK u u e lor statutory' and eoni

uuiii law suits as well as for eonstiuit ional e la ims. ' i l ie eonee|)t has also infhieneed

the shape of legislative | iroteetions: i .egislatures tend not to proteet einplovees or oth-

ers in matters oxer whieh they do not expeet [irivaey or in niaiters over- whieh soeiety

does not helieve they shotiltl have privaey.

i he' primary a|iplieatioii oi the reasonable expeetatioii of [irivaev etmeept to work-

jilaee pr i \aey oeeurred twenty years later in another' Supreme Court tieeisiou. (>'( 'on

noi- r. ()rti'^.;a (19S7I. In I")K 1. olTieials al Nap.i State Hospital searelied the offiee of

Dr. Magno Ortega, a i^syeliialrist at the h()s|iital. as part of an investigation of allegetl

misetmduet (some of t l ie allegations involved sexual harassrueni). While eontlneting

the seareh. they tipenetl his loeketl desk tlrawt-is aiul went throtigh his piivate iHe eah

inets. seizing some elearly personal aiui irrelevant items as well as some public antl

relevant ones, i^r. Ortega suetl under letiL-ral antl state iaw. H\ a ^ to 4 vote, the Supreriie

Court allowed his case to |iroeeeti to trial, hokiing that the eonstitiitionality o f a work-

related tilTiee seareh tiepentletl on a starularti of reasonableness.

That mueh was a vietory for the plaiiitilf. bnt the Cour t ' s opinion, written by

.Ithstiee O 'Connor but representing the views of only loin jnstiees. shar|il\ hinitetl the
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ahility ol enifiloyees tt> prevail in sueh eases. While granting Ihal Dr. Ortega had a
reasonable expectation t>f privaey in his desk and f^\c eabinels and that publie employ-
ers had to aet reasonably in both the inception anil the set>pe of t)ffiee searehes. .Itis-
tiee O'Connor warned Ihal partieular tiffiee praetiees. prtieedtires, or legtiiations may
retitiee oihervvise legilinuUe privaey expeetatit)iis. for example, stiine t)ITiees are so
i>pen to Ihe publie ov eo-workers that no expeelalion of privaey wouid be reasonable.
Those deterniinaiions. siie wrt)le, must be made on a case-by-ease iiasis.

More imptirtantly. Justice O'Connor vvrtite that whether a given seareh was rea-
sonable, even v\heii the employee legitimately expeeteti the site to be private, ret|tiired
halaiieing lhe employee's expeeuttion againsi the employer's need for superv ision, eon-
trol, antl eftleienl operatit)n ofthe workplaee. If lht)se employer inteiests are strong
eiK)ugh, she iiulicatetl. no warrant would be r-equired eilher for investigatt)ry or v\()rk-
relaled bul noninvestigatory searehes of otherwise private spaces. Beeatise the taeis
ol this ease were not elear enough lo jusiify summary judgment, the Court remanded
the ease to tr'iai.

ill the end, nine long years after the Su[irenie Court's t)pinit)ii. Dr. Ortega won a
\ertliet t>f several litmdred thousand dt)liars when a Jury found that the hospilai's seareh
was unreasonable. On appeal {Orteiia w O'Connor. i998). the Ninth Cireuit Court of
Appeais emphasized the iniportauee of privaey even al work. Reibrriiig to the "stale
antl unsubslanlialcd eharges of sexnal harassment" made against Dr. Ortega, the ecnirt
wi'ote:

. . . w e rejeel lhe propiisilioii lhii( gdveriii i icnt emp loye r s arc alluvvcii to search likMr

e inp loyees" pr ivate oit ' iecs . . . and seize their puri'lv pci-sonnl b e l o n g i n g s tin tlu'

hasis ol lhe t \ p e ot charges involved here . . . . Nor. equally iniporuiiit . niav' sLieh a

senreli be eondue ted in the absence ol spceifie reason lo suspeel (hal par l ieular ev i-

dencL- of nnseondue t exists and wili he found as a result ot the search. . . . .A charge

that a person lias engaged m what may he offensive sexual conduc t on unc or nioic

iiecLisions docs not make his or her ent ire personal and tariiily ex is tence tair g a m e

liir indiscr iminate and nnrcsi ra ined governmenia ! intrusion and examina t ion . In any

event , anv search of [irivatc areas for ev idence <if srrch aetiv ilies niust at a m i n i m u m

he based on a spcei t ic reason to suspeet that par t ieu lar cviticiiee exists and thai it

will he kuind in the place ti> he searched: moreover , sueh a search musi he earelullv

liiTiited in s eopc . not only heeausc of an hisKiric r'csiictl for fundatnental privacy but

Ix-causc ol tht need to insure ihat the search will noi he "excess ively intrusive."

By then, however, lhe Stipreme Cour'l's pltirality opinion hail been w idely aeeepied
as establishing twii key points. Fh"st. publie-seetor einplt>yees have no eiaiiiis against
iheir employers for oftiee searehes if they had no reasimahle expeetatioii of privaey. As
lhe Supreme Court emphasized, parlieular ofllee pi'aetiees, prt>eedures, t)r regulations
may uudereut an employee's expeetation of privacy, i'erversely. perhaps, that hoiding
gave euipitiyers a strong ineentive to prevent or destroy expeetations of privaey — by
establishing rtiles denying privaey, by reqtiiring employees to eonsent lo searehes, and
by frequenily exereising their seareh rights. United States v. Simons (4th Cir., 2000).
lor example, hekl that a federai ageney's Internet poiiey reserved the right to inspeet
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and monilor employees' tise ofthe [tUernet. Even tbotigh the policy did not refer s|ieeif-
ieally to itispeetion of offtce computers, the Court of Appeals held tbat it v>as siiflicieiit
to deny the employee any reasonable expeclation of privacy in bis downloaded files.
"Tbis policy pKieed employees oti notice Ibat they could not reasotiably expect that
tbeir Internet aetivity wotjid be private. Therefore, regardless ofwhetber Simons sub-
jectively believed that tbe files be transferred lri)m tbe htternet were |irivate, sueb a
belief was not objeetively reasonable after FBIS nolified him tbat it would be over-
seeing bis Internet use.""^ A fortiori, il tbe employee has no reason to believe that his
or her e-mail messages or Internet records are private, the employer bas no liubilily
for exaiTiining them.

O'Connors seeond point was tbat even ifemployees bad a reasonable e\pee-
tation u{ privacy, tbe employer's business interests could oulweigb tbeir privaey
interests. These interests eotild inelude insuring employee perloiiiianee, preventing
violations ()f the law, or investigating suspeeled wrongdoing. Wbetber a given business
interest superseiies a given privacy interest nalurally has to be deeided on a case-by-
case basis.

Later deeisions extended tbose points from alleged constilutionul vicilalions
by government employers lo alleged statutory or eommon iaw viohitions by [irivale
employers, and from searebcs of desks to screening ol e-mail and exLiminations of com-
puter Hies. A tew examples illustrate tbe progression.

Several eotnts bave addressed tbe first part of the O'Connor approaeb. tbe ques-
tion ol whctbei- an employee has a reasonable expeelation of privacy wben using an
employer-provided eommunieations system. Almost unifoniily they have ruled against
the plaintiffs on tbal point. In Bohach v. Cily of Rctio (D. Nev., 19961, tor example, a
police department examined the eontenis of messages the plaintifts bad sent to one
another over the department's eomputeri/ed paging system, liased on tbe eontenis of
tbose messages, tbe department initialed an internal affairs investigation.

Tbe plaintiffs sued to stop the invesiigalion, alleging violation of their eonstitu-
tit)nal rights and of federal wiretapping laws. The court assumed tbat they had a sub-
jeehve expeetalion t)f privacy, if only beeause tbey would not otherwise bave sent tbe
damaging messages, but eoncluded Ibal tbeir belief was not reasonable. Wben the sys-
tem was installed, users were informeil that messages would be kigiied and tbat cer-
tain types of messages were probibiled. Moreover, anyone with aeeess to a department
eomputer could scan all tbe messages. As a resull. said the eourt, the plaintiffs coidd
not reasonably liave expceted full privacy tn their eoniinunieations. In leaehing itseon-
clusioti. the coiiit quoted one law review c(>iittnentator wbo generally tavored employee
privacy rights (L.ee, 1994, p. 148. n.2) to the effeet Ibat employees' interests in e-mail
pri\aey would probably '•fail the "expeetalion of privacy" test since ntost users prtiba-
bly reali/e that ;i system administrator eould bave access" to their e-mail.

Suits against private seetor employers for invasion of employees' elainied e-mail
privaey ba\e niei the sante fale. Decades age), employers who wanled to telain the right
to iiispeel eni|iioyees" ioekers learned tbat Ibey eould deteat any expeetatioti of pri-
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\acy simply by (eliiiig employees Ihal lockeis were piovided hy Ihc employer lor Iheir
htisiness-rclaled uses and were subjed to iiispeelion. The ciiriteniporaiy equivalcni i.s
an eleetronic ccMiimuniealion.s poliey telling employees iluii informaiion Iransniiited or
>lored on Ihe eiii|iloyers' syslems belongs to the employer and may be reviewed.

In Garritx v. .Jolin Hancock Miilual Life Insnrancc Co. (D. Mass . . 2002) . llie

employer's compuler policy seni a similar messijge. bUmily staling that the eompany
i-escrves the righl to aeeess all E-Mail Illes." The two pliiinlilTs sent and received sex-

ually explieii messages. When one t)f those messages reached a third employee who
was not amused, Hancock investigated, diseovered the offensive messages, and lired
itic |ilainlitfs. fhev sued for invasion of privacy, among olhei- ihirigs. alleging that the
company led them to believe that they could keep iheir messages private by using pass-
words and persona! e-mail folders. The lederal district cotnn rejected their elaini: sim-
ply by sending the messages to another peison. the eourt held, the phtintilTs lost any
expeetatioTi (hat the messages would remain piivale.'*

To the same eltcel are earlier eases relied on by the Garrity eourl. .V/;;\7// v. Pills-
hiiry Co- (E.D. P.i., 19%) C-IPIIainlilT voluntarily comnninieated the alleged impro-
tessiorial eommenis cner the eompany e-mail system. We llnd no pri\aey interests in
sueh eommunicalions."") and McLaren v. Microsofl Corp. (Tex. App.-Dallas, 1449)
(beeause message's slored in personal folders were first Iransmilled over a network
aceessihie by third persons, even the use ofa passwoid did not manitest a reasonable
expectation ol privaey). The ,V//n7// ease is partieularly instructive. Smyth asserted thai
Pillsbiiry -'repeatedly assured ils employees . . . ihat all e-mail eommunieaiions would
remain confidential and privileged" ;md that "e-mail eonmuinications could nol be
mlercepted and used by defendant againsi iis employees as grounds lor Lermination
or reprimand." At eording to the court. Smylh lost his expeetation o'i privacy when he
\i)luntarily sen! his eommenis lo his supervisor: "'unlike urinalysis aiid personal prop-
erty searehes. we tlo not llnd a reasonable expeelalion ol privacy In e-mail eommuni-
eaiions voluntarih made by an employee to his supervisor wa the c*)mpany e-mail
system notwithstanding any assurances that sueh communications woukl not be inter-
cepted by management." To piK il more simply, even if an employer lell.s its employ-
ees thai Iheir e-nuiils are private, believing tluil slatcment may not be reastinable. I'veii
il the employee's expectation were reasoTiable. said the court, a reasonable person
would not "'consider the defendant's interception (•<( these eonmuinications lo be a
substantial and highly olTensive invasion ofhis privacy."

(Courts have likewise ruled againsi plaintiffs on lhe seeond portion ofihe O'Coit-
/?r'/ approach. Inuiirig that an employer's business interests eould trump even a rea-
sonable expectation of privacy. As Garrity noted, tederal and stale iavvs oblige em|iloyers
to maintain a harassmeTil-IVee workplace. '"Therefore, onee delcnJant reecived a com-
|)laint ahout Ihc plaintifls" sexually explieii e-inails. it was required by law to etiin-
inence an investigation." Similarly. McLaren eoncluded that even if lhe employees
had an expectation ol" privaey, "'a reasonable person would not eonsider MicrtisotVs
iiuerception of these eommunieiilions to be a highly offensive invasion. . . . \T\hc
eompany's interest in preventing inappropriate aud unprofessional comments, or even
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illegal activity, over its e-mail system would outweigh MeLaivn 's claimed privaev Iruer-

est in those eomnuuiicatioiis."'

fhus the law m this field is rclativelv elear: in nonnal e i rcumstaiKes. employees

do not have a reastmable ex|)eetation that their eommuniea i ions using an eniplovcr-

pr tn ided system are private, but even if they did, the employe i ' s liiierests in p ie \ent -

ine. deteet ing. and punishing misconducl would supersetle their ]iri\.iey clainis. i h e

absence ol' any eonstiuitional o\' common law |:)roiiibitioii on cm|iloNei- access to sueh

coinmunieat ions suggests a corollary |ir!iiei|ile. that em|iioyers may moniloi and restriet

their employees" e-mails, Inleinet use, •.\\u\ eom|iuter liles.

Stanitorv h.sncs. Nor do eomnuinieat ions privacy statutes |irovitlc em[iloyees w ilh

mueh protection. At first glance, one might assume that sialutorv bans ou wirelappint:

and the like woukl keep employers rrom readuig private e m a i l s . On eloser LUiaKsis.

the laws eonlain gaping e.xee|itions for just these ciicumstaiK-es.

i'he |iriniary tederal law iu Uiis area is the HIeetronie C\)nunuiucatioiis Privaev

Aet of I9S6, or F.CPA. an amendment to the earlier federal Wuc tap Law Iwhich iiself

is Title lii of the grandly-named Omnibus Crime Control and Sale Streets Act of 1'I6S).

ECTA's ' i l t le i broadly [irohibits interception ofeleelronic (and olheri eommunieai ions:

Tille II prohibits accessing stored electronic eommuuieat ioi is . [•.aeh ol these contaiiiN

cxeeptions thai free employers to engage in v irtuallv all the workplace monitoring Ihev

could waul (Kesau, 2002, pp. 2 % - 9 S ; Adams et al.. 2000, pp. .5S-4()}.

Three exceptions in the earliest and broadest law, the federal Wiretap i.aw, aie

earried lorward into HCTA's Title i, the "coiiseiit exeeptioii." the "prov ider exception."

and the "business use e.xee|)tion."

• i-iist. an ein|i loyer is Ireed of lialiilltv if the ein|)kivee eonsciiis

lo ihe interception. While an employee iniglit impliediy eon.seni

to mtMiitoriiig. knowledge ot possible monitoring w ithout more

v\ill not sulTiee. 11ius a prudent L-m|ilo\er wiio waiiis io elimi-

nate any risk of a \iolalioii should implement a eomprehciisive

and elear [loliev ;ind letiuirc em|i loyecs (o agree lo it,

• Second, the Wiretap i-aw exem|i ts iiiiereeptioiis bv a service

provider that are iiiatlc wiihin lhe noriiial eourse ot eniployineiil

and lor the [nupose ol lei ideiing its services or to protect its

rights or [)roperty. l An enipioycr who |)rt)v itlcs e-mail aiul liiiei-

net aeeess is apparently a provitlcr tor this |)ur[-)ose,'") Those pur-

jioses woukl include mnnitoriiiy to ensure i.|uaiitv serv ice and

lo prevent theft: tbey would | irobably also include inonitoriiii:

to prevent other violations of the lav\ sueb as harassineut.

• 1 hird. the Wiretap Law's business-use exemption excludes trom

the dellnition oj'a eoveretl "t lcvice" cerlaiii slaiidaid eL|uipmeiii.

Courts inteipreiing the business use exeeptioii have applied both

a '"eontent a | )proaeh" ihat loeuses on whether tbe intercepted
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commLinications arc personal or busi ness-rclatec! (only the latter
may be monitored) and a "context approaeh"" that Ibeiises instead
on whether the employer had a siilTieiently weighty and legiti-
mate husiness purpose tbr its monitoring.

In addition to these Tille I exeeplions, Title II has its own "provider" and '"user"
exeeplions. Employers wilh their own eoimnunieations syslems are "providers" lor
purposes of Tille 11 (Holnich v. Cii\ of Reno}. The "user"" exeeplion is roughly analo-
gous U) lhe other Tille's "consent" exception.

Putting lliesc exceptions logelher, il is evident ihat flCPA does not generally bar
employers frotn contempoianeoiisly inlereepting Iheir employees" electronic eommu-
nications or iVom accessing siorec! communicalions. The law proleels employees only
from ihird parlies, not from those who provide the eonununicalions services in ques-
lion. The mosl reeent legislative aetion in ihis field, lhe Communications Decency
Aef ol" 1996 (a portion orUie broatier Teleeommuniealions Act of 1996), added a new
provision expressly protceling from liabilily "any "provider or user of an inleractive
eompuler scrviee' who restriels 'aeeess to or (lhe) avaiiahilily of" indeeenl material or
helps others gain ihe technical means to do so"" (Kraiienmaker. 1996, pp. 147-48). Thtis
federiil law nol only permits employer inoniloring of eleelronie eomnumicalions. it
]iosilively eneotirages some stteh moniUM-ing.

Many slates have adopted (heir own elecironic eomnnmicalicins privacy laws
btu because moss of these iraek IXTWs language, they allow employers Ihc same
freedom granted by federal law. A tew stales have slrieler pr(n'isit)ns or require
employers to nolify employees ahoui polenlial monitoring, hul these laws have
signifieant limiialions. Some address only lape recording or lelephone inlerccplion
and ihus do nol apply lo electronie eommunieaiions. Others eontain cxeeptions ihal
negate any promise of addilional pixneelion for employee privaey. Conneclictil s law.
for instanee. generally requires notiHealion lo employees hut exempts monitoring
"when lhe empUner has reasonable grounds to believe Ihut an emphiyee is crealing
•d hostile work en\irt»nmenl or is violaling the law or the empkn'er"s legal rights'
(Kesan, 2002, p. 301)."

Coiiciii.siou. I'vcry branch '.^'i the law — conslitutional. common, and slalulory:
ietleral and slale - - allows employers wide discretion lo nionilor, rcslriel. and inspeel
their employees' cicetronie eommunieaiions and files. t\\ the same lime, several
hranches ofthe law, parlietilarly federal financial regulalions, intellceltial properly doe-
lrines, and anti-diseriminalion laws, impose at least some risk of liability on employ-
ers for Iheir empkiyees" tnisuse ofthe employers" eonutiLinicalions syslems. (iiven the
slale ofthe law, il would he a strange employer indeed that opled to proleel etnployee
privacy ralher than to invade il. The prhnary niolivation hehind employers' monitor-
ing and reslrieling their employees" use o\ elecironic eonimunicatitins is profltahilily.
When prot"ttabilii\' eonflicls with privacy, the former will prevail Ui lhe extent permil-
led by law. As one reeeni study phrased it. '"The profits inherent in increased worker
produeiiviiy and tess employer liabilily provide strong ineenlives for lhe employer lo
disregard employee privaey interests" {Kovaeh el al.. 2()()()).
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V. Wild! I'hcn Musl Be Done'.'

P o l i c \ rceoinnieiKlal i t>ns lKi\e t aken i w o w i l d \ i r recoi ic i la l i le pos i l io i i s . Almo' - l \\\\\\-

out e x e e p l i o n . Ihose coneiMiied wi lh m a n a g e m e n t i n l c i c s t s h a \ e u rged e m p l o y e r s hi

ado | i t e x t r e m e l y r e s i r i c l i \ e and in t r t i s i \ e e l e e l r o n i e c o m n u i i i i c a l i o n s po l i c i e s . I -mai l

and Inlernet faci l i t ies . l h e \ t irge. shi)uld be ivs i r ic ted lo w o r k - i e k i i e d p u r p o s e s ; emplo_\

c rs sho t i ld r o u t i n e l y s c r e e n e m p l o y e e e o m n u i n i c a t i o i i s . hai m e s s a g e s e o i i l a i n i n g im-

p r o p e r w o r d s , and p r o h i b i t a e e e s ^ lo i n a p | i i o p r i a l e v-eb s i t e s . H m p l o \ e e s w h o \ io la le

Ihose r c s t r i e l i o n s s h o u l d he l l iei l o r al l eas ! s c \ e i e l y d i s c i p l i n e d .

M a n y of lhe c a s e s me i i l i oned a h o \ e refleel cqtiall_\ s l i icl p o l i c i e s . A g o o d e \ a i n

jile of w h a t eat i t iot is m a n a g c i n c n l a l lo r i i eys a re r c c o n i m e i u i i n g lo ihci r ht is i i icss e l ic t i ls

a p p e a r s in an nr l ie le by i w o l ahor l a w y e r s from o n e of lhe counl r>"s largest lav\ f i rms,

. lones D a y ("Ibwns and ( i i r a r d . 199K. p p . 2 4 - 2 7 ) . l h e a u t h o r s m a k e H \ c l \ c r c e o m -

m e n d a l i o i i s lo e m p l o y e r s :

1. In l eg ra l e e -mai l and oi l ier p o l i c i e s .

2. I J i n i l use o l ' l e e h n o l o g y to h t i s incss p u r p o s e s o n l \ ,

3 . R e s e r v e r ighl to r e \ i e w and mon i to r ,

4. No t i t y e m | i l o y c c s llial p a s s w o r d s d o nol e n s u r e p i i \ a e>

5. I n c h i d e no t i ce LIIKI consen t L m g u a g e ,

6. l.)o iK)l e n g a g e in p r iv i l eged c o m n u i i i i c a l i o n s \ i a e mai l .

7. Str ict iv de f ine a p p r o p r i a t e I n i e i n d tisc,

8. P r e s c r i b e p c n a l l i e s i"or faihire lo follow In lcnie t | io l ic ics ,

9. f ' j i foicc po l i c i e s in a n o i u h s c r i n n n a l o i y fash ion .

10. C o n s i d e r w h e l h e i h h m k c l rt i les a re loo b r o a d .

I 1. Pro iec i c i n p l o \ e e s from i i i a d \ e r l e n i \ i o k u i o i i s ol c o p y i i g l u l aws .

12. D e v e l o p a i , ' on i | i i chcns i \ e r e c o r d s releiUion p o i i c } .

N o l e tha i a l m o s i all ol t h e s e r e c o m m e n d a l i o n s i n \ o l \ e ^e^ i l i c t i ons a n d ihc i r

e n f o i c e m e n l . T h e on ly o n e thai i c c o g n i / c s a poss ib l e liiiiii on c m p l o \ e i s is lu imhei 10.

The a t i lhors" explici i l ioi i of lluil reeoininenLlal ion m a k e s it e l e a r ihal ihe i r e o n e e r n is

wi lh lu l e s ihat in ighl inn afonl of lhe Na t iona l l a b o r R e l a l i o n s Aet. nol wi th c n i p l o \ -

e e s ' pr ivaey. T h e at i lhors" e x p l i c a l i o n of l e c o m n i e i i d a l i o n 7 i lh i s i ra les lhe po in i : " . .

an en ip lo>cr"s pol icy nia_\ | i ro \ ide Ihat en i j i lovees m a y aeee^s the Inlernel onlv ihro t igh

lhe employe r"^ a [ ) p i o \ c d Inlernet a c c e s s pioceLliiics, In a ik l i t ion . an e m p l o y e r mav wish

to rcslr iel o r pr t ih ihi l s u b s c r i b i n g lo inibl ie mai l i o r i ims , L i s l S e r v s , i l i scusss ion g r o u p s ,

and Ihe like.""'-' M o s l adv isors a l so r e c o m m e n d ihal e m p l o y e r s .n.lopl t i l lering aiul h lock-

ing s o f i w a r e aiul Ihal Ihev inves t iga te all fkigs^ed m e s s a g e s and a c c e s s e s .

Res t r i e t i ve po l i c i e s like Ihese m i g h l s e e m to so lve niLinagemenl"s p io i t l c ins wi ih

In ie rne t and e- ina i l ab t i se , btit r e s l r i e l i ve ru le s ca i rv s u b s i a n l i a l e o s l s , l i g h l l imi l a

( ions cot ik l eas i ly inhib i i benef ic ia l e o m n u n t i e a l i o n s . [ A C H lhe besi t i l lers a re cl tnnsv

and of len inacctu-ate . H e a v v h a n d e d i i i les ind ica te a kick of I nis i and migh t wel l hurl
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morale and team spirit. Lntorcenienl would rcqtnrc managerial lime and resourees, and
wotild ncecssilale difficult decisions. Does the employer really wanl lo discipline ils
besi sales person beeatise of a few ot"fensivc e-mails that got into the wrong hands'.*
Will il dismiss lhe CEO for accessing "'unttpproved'" web sites? Shoukl lhe employee
who completes ail assigned tasks quickly and well be ptinished for tising spare inin-
tites ecMTesponding wilh friends? Aiul if the employer does nol appiv its rules eqtially
to all, h()w ean it avoid allegations of diserimination brought hy those it chooses lo
discipline'.* Ftirlhermtire, lhe disecnery process in any subsequenl suil eould Itirn tip
inlbrmalicMi abotil others ihal the employer really would nol wanl revealed.

Tlmse questions assume Ihal employers realistically can control iheir employ-
ees" eleelronie eommunieaiions. In fael. ihe job may be impossible. Email in parlic-
tilar is so w idcspreati among workers wilh access to a computer that trying Io limii ils
tise io business purposes is like trying to siuff lhe proverbial eai haek ink) Ihc bag.
Employers are likely to he no more successftil than lhe\' have been wilh counterpart
ttiles governing telephone use.

Those in the opposile eamp argtic thai empkners should have extremely limiled
lighls lo monilor employee communicalions. Having lost iheir arguments in ihc courts,
[irivacy advocates have lobbied for federal and state legislation. Their maior effort
occurred in 1993 wilh the proposed Privacy for Consumers and Worker Act (PCWA).
While phrased as an effort to limit improper inoniloring and reduce some ofthe ItCPA
e\ee|ili(Mis used hy employers, lhe cffcel ofthe bill would have been lo make mosl I\HI-
line mimiioring iinpraelieal in other words, to reverse lhe iinpael ol" lhe staiuitMy
exeeplions and court decisitms deseribed above. In the t"ace of intmediale and heated
o[i|iosilion from employers (and even from the Clinton Adminislration"s f.)epartmenl
iA' Labor), the PCWA died in commitiee. A more m()desl bill, the Notice of I'leclronic
Moniloring Act (Nl'MA), was inli-odticcd in 2()()(). Unlike lhe restrielive PCWA, NEMA
wotild allow any monitoring provided the employer noiifietl afleeied employees ahead
of lime. F.ven ihe noliee rcquircmcnls ate eompliealed, however, and violations would
be ptinished hy heavy tines. ' ' NHMA has made no more progress than the PCWA.

In addition io couri and legislalive efforts, some eommentaUM's have appealed
direelly lo employers lo ehange iheir emphasis. Al ihc end of his chapter on [)rivacy
at work, .Icffrcy Rosen (2()()(), pp. 89-90) makes this earnesl if st>mev\hai tilopian plea:

I here is no reason for us lo acccjil the passive view thai all e-mail messages senI over
a Linivcrsitv oi eorporale netwoik nuisl ht: considered ptihlie rather tluin privaie. We

>,lnnikl (ry itislead to earvc ciiit hackslajic areas vvliecc [leiiiile can joke. Ifl down iheir
liair. ami foriii inlimaie relationships free Iniin official serutiny. Sonii.- slLidies sng
gesi that 10 pi.'iccnl ol e-mail correspondence is tinrclated to work; r;ither Ihan irv-

iiig in \ain Ui e\erl manageria! control over a mediiini thai lends itsell' naturally lo
inforinak and even iriesponsihle, coniiiuniie;uion. eompanies and tinivcrsilies mighl

instead sel aside e-niaii aceounis aiici areas of their networks as privale plaees where
speeeh and eomnumieaiions eannol be invaded unless Ihere is eause to suspeet indi-

vidnal users ol serious miseondiiel.
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As Rosen goes on lo reeogni/e, "this effort to di.slinguish between public and
[irivate speech in ihe workplace is something that eurrent law rcftises to allow." There's
Ihe rub: Cliven lhe potential liability on employers who do noi restriei some lypes of
eommunieations. asking them to ereaie speeifieally "privale places" in w hieh employ-
ees ean "let dowai their hair, and ftirm intinutte relaticMiships" is simply uiu'ealistie.

As is so oflen the ease, ihere is a lt)l of rt>om for alternative ptisitions between
these extremes. Employers are nt)l going to give up their rights lo monitor empkiyee
|icrtormaiiee, to insist tMi pioduelivity during working ht)uis. and tt) prevent and eitr-
reet abuses oi' eommunieations technology. They might, though, tailor their polieies
tt) aeeomplish their t)bjcetives with as Hllle harm to t)thcr interests as pt)ssible. More-
over, employees themselves can do a lot lo prevent intrusion on iheir privacy.

The starting plaee is the rect)gnilion (hat the law does iU)t, and probably will not
and should nol. Ireal employees" eommunieaiions at work or on an emplt)yer"s eom-
nninicatit)ns syslems as if they were private speeeh in their t)wn homes. With thai under-
suinding. employees should limii lhe amt>unl t)f personal business Ihey do at work,
use cell phones and pay phones and perst)nal eompulers when feasible rather than using
lhe einplt>yer"s systems, and advise t)lhers nt)l lo send pt)lenlially t)ffensive messages
land avoid dislnbuting any Ihal do arrive). Teehnologieally adept employees should
et>nsider enerypLing any personal messages whose disclosure eould prove embarrass-
ing, using aiu>nynK)us remailers. and using "elt)ak'" sites when browsing lhe web
(Niehols, 2001. pp. 1602-03: Rodrigue/, 1998, pp. 1470-72). Abstinenee may not be
Ihc t>n!y guaranlee ot eieelroiiie privaey al work, but it surely is elteetive.

Fmplt)yers on the olher hand, ean balanee prolllability and privaey by adopiing
only as much reslrainl and mt)niloring as is essential t't)r aeeomplishing managerial
objeciives. By balancing employee and emplt)yer interests and thereby minimi/ing
t)verl intiusions. emplt)yers should enhance moraie while keeping eosts low. As one
thonghttui eoniinentalor pul il (Kesan. 2002, p. 331), iiu>niloring "should be narrowly
lailoretl tt) saiisiy business-related, administrative, or legal needs, and any review ot
personal e-mail ought lobe limiled to ensure proleelion of personal information." Bdu-
eaiion sht)uld be a major et)mpt)nenl of any sensihie eompuler ptiiiey. Onee employ-
ees know the emp!t)yer"s e\pecuitit)ns. the reasons for them, and the melhods lhe
emplt)ycr will use to aceomplisii them, there should be few abuses. Jusl learning liial
messages eannt)l really be deleted and Ihal supervisors can easily review Inlernel usage
would go a long way U>ward deleiring miseonduel. Where st)me contrt)ls are neees-
sary. hloeking filters are more etfeetive and less disturbing ihan human monitoring, ll
is iiartilv neeessary lo add Ihat any pt>liey should be elear. preeise. written, weli pub-
liei/ed. and eonsislenlly btit reasonably enforeed (Adams et al., 2()()(), pp. 44-45).

VI. Conclusion

New et)mmui)ieations leehnt>iogy inevitabiy ereales new prt)biems of privaey: Think
ol the intrt)duet!oii of lelepht)nes (when party lines were eommon). faxes (whieh can
lie in a rotim aecessible by many people before reaeiiing the addressee), and eeil ptitines
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(which allow byslatidcrs In hear one side of seemingly cnntiJenlial cointminicalitms).
ConipLtler tnoniioring of performance, e-mails, ;HK! Inlernet access are no dilTcfcnl in
ihis regard, r.ach tlc\cloptiieni requifes adiiislmcnts.

CJId witie in new boUles. perhaps. Whal seeins [o dri\'e lhe dilTcring t'espunscs to
the new boillcs is Ihat the ncwes! forms of cotnniunication ]irescnt an illusion ol pii-
\acy. hA'crydiie soon underslood lhe limits to pi"ivacy presctitcd b) lelephoncs, taxes.
and CL'II pimncs. When new, ho\ve\er, c-inail and ItUerncl aeeess seemed ltKtre prn-
teeicd. We can six' bystanders who inighl hear our teleiihone eonvcfSLitions and reati
oLir laxes, hiil Ihnse who monilor lhe new leehnology inighl never he seen. 'Ihev niiglit
tiot even be buman. It wotild be easy itideetl, in those early days of lhe new leehnoi-
ogy, lo ecMiclude thai Ihere were no monilors. One benetlcial by-prodtict ol'the aiten-
lion gi\en to leccnt eases, and ol employers" recent efforts io ptibliei/e iheir eleelronie
eonmiLinieations polieies. is Ihat ("ewer empknees should harbor any illusions.

Many ol Ihi.' adlLisinients lo lhe new technology reduce the seope of itidi\idual
pi'ixacy. To some tlegrce tbat is ine\iiable. IT so. eni|ilo\eis antl employees alike ean
and sliouki ael lo iiiiniiiii/e the inlrtisions, etnplo\ees by avoiding questiotiable use of
employet'-pro\ ided equipment and systems, and employers b} atlopting reasonable
rafbet tban draeoiiian eomputer and C()mmtiniealions pcibeies. Tbe temptation is great
ior employers lo overteach; axoiding that teEiiptation tnay well be a bigger ehalletige
tban tbe possibility of eni|">loyee miseondtict.
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