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The labor o and human resources lierature of the 199405 was replete with warnings
that employers used modern lechnology to keep an eye on their employees. Comput-
ers monitored work performance, we were tald: soltware programs tracked Interncl
usage: supervisers read employees” e-mals and soon “smart badges™ would reveal our
exact location at every instant. These elforts even touched employees™ lives away ron
work. as some emplovers searched the contents of computers they provided w telecom-
muting workers. Many ol these articles and books adopted distinet]y unscholarly tones
ol liigh dudgeon und alarm thee, 1994 Gantt, 1995),

The warnings were true. but ey no fonger surprise anyone. By now every sen-
sible emplovee knows or shoukd know that cmployers do or at least nuy use all the
tools of modern technology o supervise and direct them, Indeed. st employers go
out of their way o tell ecmployees about company policies on monitoring and on use
of conmmunications systents precisely in the hope that doing so will improve produc-
tivity and prevent problems. Noris it any longer surprising that the L provides litle
protection for employees, Despite some initial uncertainty. despite volumes ol aca
demic eriticism. Tederal and state courts soon reached @ strong consensus it consti-
wtions, statutes, and the common law provide few remedies for thase suhject 1o
cmployer inquiry and observation. Legislutures have not, for the most part. changed

those rules.

Where do those develapments feave the commentator on sworkplace privacy ™ Sum-
ply repeating the old formutas would be pointless overkill fven the recommenda-
tons Tor ew judicitul or legislative rules have actired familiarity. Perhaps it is dme o
take a step hack for the sake of perspective. to recount just what employers do, why
they say they do it and to compare their objectives with their methods, Because many
of the asserted reasons relate to the law, it will also he necessary 1o omtine how Titile
the Taw reguires or forbids and how much ic permits, But tie Taw, we shall see. s
really o fairly minor player in this pursuit. Policies busmess policies and personnel
policies and cven political policies -+ are Tar more important.

Those matters - employers” practices. the explanations Tor those practices, and
the controlling legal requirements and prohibitions - comprise the heart of this explo-
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ration, The following three sections cover cach in wrn. The final substantive section
tries to distill lessons from the evidence. [t addresses the oft-asked question, What Then
Must Be Done?

. What Do Emplovers Do?

Obscrvation of employees is nothing new. Supervisors have atways monitored their
subordingtes o imake sure they worked steadity and well, All that has changed with the
advent of the computer are the technigues and effectivencss of the observations, (i am
primarily concerned hercin with electronic imonitoring: video and audio recording rep-
resent odder and less controversial technologies, ones whose major issues were long
ago resolved.) The new methods include monitoring work performance by means of
soltware programs that record compulter use, customer service contacts, and the like:
limiting and manitoring employees™ use of e-mail systems; limiting and monitoring
employees” Internet use:; and examining the stored contents of employees” computers.
Acrecent survey by the American Management Associition (AMA, 2002) provides a
convenient look at the prevalence of these modern practices.!

Averages aside, individual employers” policies on privacy and on ase of cleclronic
technology resources vary widely in detail and theme. Some provide lengthy rules
that emphastze restrictions on employee activity {e.g.. Archdiocese of Baltimore, 2007;
Florida State University, 2002), Florida State’s Information Technology policy. for
instance, prings out to nine pages, most of which are devoted to detailed lists of require-
ments and prohibitions. The briel scetion on “Privacy and Sccurity™ first states thal
the University cannot guarantee that it will retain all eritical data. The only other para-
araph under that heading puradexically provides that “unauthorized access™ 10 com-
puter files, “either by dircet examination or by automated searching” will not be
permitted “unless there is reasonable cause and access is approved by the director™ of
the facility supporting the system — unauthorized access. in other words. is prohib-
ited unless it is authorized,

Other employers have briefer policies that give more weight 1o employees’ Privacy.
A good example is the University of Southern California (2002), which bluntly states
that it wilb notinterfere with communications merely because they offend some viewers:

Section 3. Responsibilities and Privacy

31 Theimiversity cannot and will not attempt o protect individuals From mate-
rial that may be offensive o them. except in cases of vielation of the law. university
policy, or standards, and in these cases only where techoically feasible. Individuals
making use of clectronic communications are warned that they may willingly or
unwillingly receive or discover material they find offensive, The university will not
extablish additional standards, beyond those that are legally relevant, for discussion or
language in electronic communication, including all forins a |sic] digital media. . . .

The University of Michigan’s policy is similar: “Censorship is incompatible with
the goals of an institution of higher education. Rescarch and instrection take many
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forms. Fherefore, information accessible on the network may not be restricted through
censorship™ (University of Michigan, 1997}

Still other cmployers, for example my own University of South Carolina, say lit-
tle one way or another. South Carelina’s computer policies (University of South Car-
ohina, 1995, 2002y deal primarily with access and security issues; while they warn
that sending obscene messages is illegal under state law, the focus is on the proper pro-
cedure Tor reacting when one receives such a message. They say nothing about mon-
Horing or content restrictions.

Computerized Monitoring of Work Perfornance. Use ol computers (o monitor
cmployee perforinance is o natural extension ol carlier methods tor tracking cmploy-
ces” work. Consider a simple assemibly line. As far buck as Henry Ford's time and prob-
ably hefore, supervisors stayed near employces and watched their work. Piecework
systems made precise recording more important, so workers themselves often com-
pleted the necessary records or made appropriate notes on tickets attached 1o work
orders. New machines enabled employers (o scan such records into computer data
bases, From there it 1s just a short step to having employees enter the information into
computers themselves. so that their effort and results could be tracked automatically.
The differences between traditional monitorig by supervisors and modern monitor-
ing by computers is thus one ot style, not of kind. To be sure, computers don™t nod as
often as supervisors do, but it would be hard o argue that employees had a right 10
inelficient supervision.

Relutively Tew employees today work on traditional assembly lines. Many more
work at computer terminals, handle telephone calls, make deliveries, or sell hamburg-
ers o televisions in retail operations. Continuous monitoring in those cases is simple.
Softwirre programs can record and analyze the number of keystrokes, the percentage
of time the computer s used. the number and duration of calls reeeived, the time of
cach delivery, and the value of sales. Supervisors, who may not even be within sight,
can track employees’ performance by the minute. Software programs can even alert
cmployees about their pertormance compared (o stated expectations or to their co-
workers” activities.

A decade ago, this seemed vaguely Orwellian. Some writers even warned about

s

the developing “electronic sweatshop™ in which employers would constantly raise
demands based an their ability to determine whai the most elficient employees could
do (Bochmer., 1992; Lee. 1994). Today computer monitoring is standard practice in
many industrics, including wlecommunications, insurance, and marketing and customer
care departments of retailers and service providers. According to the AMA survey, 43
percent of employvers record telephone statisties (time spert and numbers called) while
neatly 19 pereent record computer use (time logged on, keystroke counts and the like).
No doubt many emplovees work harder or more consistently today than they did
with less supervision, but their additional work has not yet produced the predicted
“sweatshop.™
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Once new development, however, is that these modern monitoring practices even
wuch professionals who have long been exempt from close serutiny. Managed-care
providers. for example, require detailed records of doctors™ consultations with patients,
tests ordered. preseniptions written, and so on. Lawyers routinely and caretully track
tine spent on the telephone or on Westlaw Tor cach client, both for internal purposes
and to provide accurate records for client hilling. All such records are either entered
directly into a computer or are promply transeribed. All can be analyzed by computer
for later review by employers or others. Comparable monitoring methods alleet other
professions as well. Not only is computerized monitoring more efficient than older
styles of supervision, it is also more far-reaching.

Linniting anwed Monitoring E-Maif. E-mail 1s now a universal method of business
communication, more common in many workplaces than telephones were just i low
years ago. Like telephones, e-mail systems are subject to abuse by employees. Some-
one who formerly called a Iriend or family member to chat for a few minutes during
the work day may now just exchange e-mails. And as with telephones. employers have
tried to monitor and control e-mail vse. E-mail monitoring ranges (rom innocuous (o
ahsurd, with some rational activity in between.

Sophisticated e-mail systems automatically store incoming and ouwtgoing mes-
sages, s mere recording of transmissions 1s not a serious privaey issue. [n fact, o can
even be a convenient way for senders and receivers alike to retricve needed commniu-
nications, Privacy concerns arise only if someone else reviews one’s stored c-mail mes-
sages. The AMA survey reports that nearty 47 percent of emplovers did so in 2001,
more than double the 1998 percentage. Given the enormous volume ol c-mail messages,
however. employer review must either be sporadic. narrowly targeted. or restricted to
a small sampling.

As with telephones. employers have tound personal use of e-mail almost impos-
sible to control. Most have resigned themselves to allowing some persenal c-mail usc,
Just as they permit some personal telephone calls. Florida State University. for exam-
pte. recognizes that “Oceasional, incidental personal use of 1T resources is permitted”
subject to certaun limits. Some. though, still try to prohibit all nonbusiness use of the
cmployer’s e-muail system. The Archdiocese ol Baltimore limits “persenal use of the
Internet Facitities and equipment 1o that which is incidental to the User's official assign-
ments and job responsibilities.”?

When e-mail was new. an absolute prohibition on personal use might have seemed
feasible: now it certainly does not. Separating business and personal messages is no
casy tusk. When communicating with co-workers, suppliers, and customers. employ-
ces often mix personal topics with professional ones: indeed, they may not pereeive
any bright line separating the categories, Routine employer review of ¢-mails mighr
not disclose which is which. and anything more than routine review would require more
munagerial time and effort than the risks of lost work time would justily. Morcover. a
blunt prohibitory approach or widespread monitoring could easily create marate prob-
lems and would certainly pose difficult enforcement decisions (Mignin et al.. 2002).
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More limited employer use of stored e-mails — for example. as part of an investi-
cation into alleged fraud or harassment — makes more sense on both sides. For employ-
ors, i1 is Far less costly than routine review, and lar more likely o produce uselul results.
For employees, it means that few of their messages will ever be seen by o manager.

As an alicrnative or as a supplement to active monitoring, of e-mail, some cmploy-
ers use Tikters that deteet and delete messages containing “improper”™ words, or clse
alert and warn employees when such words are detected. When used simply as a cau-
tion to employees. such computer “Mags” might make sense. An occasional alert might
deter employees from using insulting or olfensive language. Deterrence is one major
reason why many cmployers put “splash sereens™ on office computers that restate some
computer policies every time an cmployee boots up.

Some of these programs, however, are simply silly. One recent newspaper report
deseribed software used at a North Carolina high-tech company. This “cyber-censor”
blocks e-mails containing offensive words, “Instead of the whole message, the sender
receives a list ol the swear words it contains, along with an explanation {c.g.. “dirty
word” or *sexual discrimination”) of why they are offensive” (Independent Weekly, 2002,
(. 3). Like most other computer filters. this one had some strange quirks that caused
it to ignore some offensive language while flagging seme perfectly harmless terms.
Rosen (2000, pp. 57-58) reports that George Washington University's law school. where
he teaches. mistakenly installed an ¢-mail censorship system on computers in the
library. “Students who typed the word “drugs” on their university e-mail accounts . ..
were automatically logeed off the network with a stern warning.”

The inaccuracy of e-mail and Internet sereening progrums is legendary. Bvery
reader subject o screening conld probably supply comparable examples. One has 10
wonder whether the benefits are suflicient to outweigh the inconvenience caused by
the errors. even leaving aside the harm o an employer’s image caused by clumsy
screening.

Liven when employers themselves do not read employees” e-mail messages, oth-
crs might, In several recent instances, journalists and litigants hive used state open-
records laws o gain aceess to messiges that senders never thought would go beyond
their intended recipicnt. After a University of North Carolina at Wilmington profes-
sor. using his university computer, eriticized a student’s agtacks on America’s foreign
policy on the Middle East. the student accused him of defaming and intimidating
her. She sought copics of the protessor’s c-nun! messages. University administrators
reviewed his correspondence o determine if any were “public records.” They decided
none was, st they released only a log rather than the complete messages. Even so, the
professar's correspondence wits viewed by unanticipated people. and the prying stu-
dent learned at least the addressees and Uimes of the messages. A case in Tennessee wis
cven more intrusive. A local newspaper obtained and published e-mail messages
between the University of Tennessee’s former president and a subordinate with whom
he apparently had an affair. Some of the messages were so intimate that one blushes
10 read them, nat that gquestions ot taste would limit a modern newspaper.
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Both of these cases are deseribed in Foster (2002). The title of her article, *Your
I:-Mail Message 10 a Colleague Could be Tomorrow's Headline.” aptly sums up the
current situation for local government employees. Private sector workers are not so
exposed to the serutiny of outsiders, but even their communications wre reachabie in
the course of litization or other investigations,

Lintiting and Monitoring Internel Usage. Widespread employee access 1o the
Internet is a newer phenomenon. As a result, employer monitoring was lade in arriv-
ing. By 2001, however, over 62 percent of the AMA respondents monitored their
employees” Internet use. up from 34 percent the previous year. The soltware programs
available for Internet monitoring are simple and revealing. They can bar access to cer-
tain sites, alert employees that the accessed site is prohibited or questionable under
the employer’s policy, or create a record for later investigation by the employer’s infor-
niation technology staff. One program informs employees that their attempt 1o access
a certain site has been reported to the company’s computer help desk. An employee
with a legitimate explanation for the attempted access could then contact the help desk
lor permission. Those without a legitimute reason could be warned or disciplined. Net
Tracker, u program sold by Computer Age Co., provides daily reports identifying cvery
cmployee who accessed improper sites, If an employer wishes to investigate further,
it can produce a detailed list of every site the employee visited and the time spent at
cach. With very Tittle effort. the employer can even print out the very pages viewed by
the employee. As evidence in litigation or arbitration. the results can be devastating.

The primary target of this monitoring. intentionally or otherwise, seems to be the
cemployee who accesses pornographic web sites. Virtually all of the reported court and
arbitration cuses involved such activities. Spending work time shopping, gambling. plan-
ning a personal trip. playing solitaire, and rcading lawyer jokes online 1s just as costly
to an employer ax viewing pornography, but the published cases seldom show discipline
far those activitics. Only sex sites, it seems. draw serious discipline. Perhaps it is just
casier for employers and monitoring software to identity sexually oriented web sites
as being distinetly unrctated to work. Their names alone tell a story. More likely, as
the next section suggests, employers” concerns extend heyonud lost ime to questions of
marality, and morality is far more often concerned with sex than with shopping.

Internet filters are at least as problematic as e-mail (ilters: both are over-inclu-
sive and under-inclusive. A filter imposed by the Loudon County, Virginia public library
wirs 50 broad that it blocked access to harmless sites run by Zero Population Growth
and the American Association of University Women {Rosen, 2000, P 85). A Virginia
tuw restricted state employees, even university prolessors, [rom aceessing or storing
sexutlly explicit material on state-owned computers. Although a federal district court
struck down the ban as a violation of the Iirst Amendment, an appellate court ulti-
maltcly found the bun Constitutional (Urofsky v Gifmore, 20000, Similar restrictions
have been upheld elsewhere (e.g.. Loving v Boren, 1997, As even high school students
have demonstrated 1o their librarians, technologically skilled users have tittle difficulty
evading filters. Still, their very existence may deler some misuse.
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PFxamining Empiovees” Compuier Files, Reviewing emplovees” computer liles 1s
much less common than the other Torms of surveiliance. Just over a thivd of the AMA
respondents reported doing so in 2001, although the practice had nearly doubled sinee
1998, This may be surprising, given that individual computers are abmost as “sticky”™
as e-mail systems. Many people still believe that deleting afile means that no one will
ever see it again. They can be unpleasantly surprised to leamn that almest nothing short
of reformatting one’s hard drive will tuly ehinnmate a file. Widely avatlable computer
tols can locate and restore most supposedly deleted files.

Why then is review of stored files so much less common than other torms of mon-
itoring” I'or enc (hing. reviewing hard drives is much more labor intensive than using
an awtomatic filter on Internet usage. Employees may have thousands of files on their
cemputers. File names may not obviously indicute contents, and there are simple ways
1o hide files from superticial monitoring. Unless one has a specific objective inmind
and knows how 1o find the desired information, the chanee of linding evidenee ol
tmproper computer use would seldom be great enough to justity the effort - the game
simply wouldn't he worth the candle. Muorcover, even though employees” stared files
on the emplover's computer are Jegally no more private than their e-mail or Interact
recorids. employees und employers alike might well regard hird-drive scarches as more

Intrusive.

UL Why Do They Do Ir?

limployers ofler — or writers ofter on their behall - several reasens Tor these sorts
of investigations and restrictions. b addition, there seem o be adfew plausible but dubi-
ous or even ilegal unadmitted explinations. The “public™ reasons center on profitability
concerns, worries ahout loss ol conlidential infermation or compromising computer
sectrity, and Tear of Tiability for employees” misuse of compaters and communica-
tions systems (Mignin et al., 2002, p. 15), The “private” reasons include curiosiny.
morality. and union avoidance.

Profitabitine. Employers profitability concemns involve the costs ol the equipment
and systems used by employees for non-waork purpeses and the time they Jose Trom
their duties. Lquipment costs are impossible to estimate but Hikely to be extremety smualdl.
Once an employer has purchased o computer and necessary peripherals Tor an
employee. employee misuse will not casily contribute (o the cquipment’s deprecia-
tion, Cars and trucks rapidly deteriorate with use: computers normally don’t. Ohso-
Jescence is a far more common reasen than overnse for having (o replace electronic
cquipment.

System costs from employee misuse are surely greater than cquipment costs. Fven
so. the marginal cost of cach additional e-mail message or Tnternet visitis invial, far
tess than the cost ol ene personal long-distanes telephone call, Only ot large numbeers
of employees frequently used i@ Targe amount of handwidih would the system costs of

c-mail or Internet misuse be substantial (Kesan, 2002, pp. 314-15).
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The real cost of such misuse comes from wasted time (Kesan, 2002, p. 314, While
there are no hard figures available, the loss of work time while employees send per-
sonal messages or conduct personal business online must far exceed the minutes spent
in the pre-computer age around the proverbial water cooler. One recent report indicated
thut half of alt online shopping takes place it work {Mignin et al.. 2002, p. 23). Another
survey found that nearly a quarter of the online communications at responding com-
panies was not work related. The most commonly visited web sites were those deal-
ing with news, sex, investments. entertainment, and sports (Kovach et al., 2000, p. 295,
citing Garofalo, 1998). It 1s therefore especially interesting that the reported cases do
not show discharge or serious discipline simply for wasting time on non-work mes-
sages or sites. [0 may be that Jesser actions such as counselings, which e not typi-
cally litigated or arbitrated, keep the problem to tolerable levels. Combine wasting time
with sex. however, und employers react more strongly.

Securify. An oft-cited justification for monitoring and system restrictions is the
fear that employees will intentionully or inadveriently disclose confidential informa-
tion, download or spread computer viruses. or otherwise compromise computer secu-
rity. The explanation is plausible, at least until one tries to match it up to the means
used. Unless managers consistently, thoroughly, and simultaneously review their
cemployees” c-mails and [nternet usage. monitoring could not prevent security prob-
lems. Screening programs do not distinguish between confidential and nonconfiden-
tial information, Viruses can and usuadly do arrive on any download, even those thal
sound innocuous. Virus scans are more effective and less intrusive “inoculations™ than
are a supervisor’s eyes. Carctully restricting access to an employer’s own conlidential
files or computer programs will do far more good than trying to read e-mails or block
specific web sites. To put it in other words. the chosen tool is not likely to complete
the task.

Fear of Legal Liability for Emplovee Misconditer. Three types ol employee mis-
use of clectronic communications systems and computers threaten emplovers with
potential liability. First, employees may use these systems for their personal financial
gain. The problem is most common in financial services businesses like investiment
companies and banks. Second, employees might use the employer’s facilities 1o vio-
late intellectual property laws by copying or distributing protected material such as
software programs, movies, and music. Third and perhaps most importantly, employee
misconduct might contribute 1o sex or race discrimination, particularly by fostering a
“hostile work environment.” These risks would exist even without computers, but the
technological workplace exacerbates the problems by making violations so easy. A
stockbroker, for instance. could shift a elient’s funds with a few clicks: there is no need
cven to forge a check. Copying videos or songs is now simipler than photocopying a
text book used to he. Offensive jokes and cartoons that used to be passed hand 10 hand
can now show up in a company-wide message.

Again. however, the literature of actual cases shows few disciplines for linancial
or copyright abuse. There have been no cases comparable o the litigation brought a
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few years ago by texthook publishers against a major photocopying concern that helped
professors create course materials without the burden of getting copyright permissions.
Even within the hostile work environment category. sexually oriented ¢-mails and
downloadings prompt discipline and litigation far more olten than, say. racist com-
munications. i is not ¢lear why this should be so. Perhaps sexual activity, a primal
foree, is more pervasive than racism, or perhaps women are more likely than racial
minoritics 1o pereeive and challenge a hostile work environment. Perhaps ecmiployees
complain 1o employers more readily about the former than about the latier. More likely,
sexual materiaks, particularly graphic materials, are ot wider interest and thus are dis-
tributed more widely: it so, they naturaily would draw more managerial attention.

Curiosity and Morality. Ermployers are not likely to admit o less “business-like”
explanations for monitoring or restricting employee c-mail and Internet use. After
reviewing the cases and the literature, however, it is hard Lo escape the conclusion that
some employers are simply curious, voyeuristic, or moralistic about their employees’
conduct, The manitoring methods they use are so ill-suited to achicving other objec-
tives that one has 10 be suspicious ol their real motives.

The predominance ol discipline for sex-related communications enhances that
suspicion. More people use employer-provided ¢-muail and Internet service for other
sorts of personal purposes, yet only those whose usage somehow involves sex scem
to get lired. FFear of liability for creating o hostile working environment does not cont-
pletely explain that disproportion. Most of the reported discharge cases involve cither
a single individuat’s Internet usage or communications between consenting adults,
nol complaints by unintended viewers. The chance that sensitive employees may inad-
vertently see such private conimunications may partially explain cmployers” concen-
tration on these effenses but, at leastim light of the minimal risks discussed in the next
section, their responses look like overkill. Most of the reperted arbitration cases men-
ton violation of an laternet policy as the reason for discipline, not vicarious liability.

Suppose instead that some employers simply want 1o know what employees are
up to. That would explain routine monitoring cven when there are few practical risks
ol Tiability, In the same way, if some employers think that employees exchanging dirty
Jokes and looking at Penthouse Playmaltes is immoral, while keeping in touch with
old friends or buying DVDs is nol, both their methods and their reactions o discov-
crics make sense. They may logically punish the one bul not the other.

But the scarch for a single explanation is unfairly reductionist. No doubt most
cemployers act out of a host ol motives, some real. some exaggerated, some question-
ale, and some quite unconscious. Curiosity and morality may simply be among the
questionable or unconscious kinds. Hven so, they could enhance employers” eagerness
o adopt and enforce policies dictated by other, more legitimate considerations.

Union Avoidance. No smart employer will ever admit te using its communications
policies (o intertere with employees” rights 10 unionize. Nevertheless. as Matin and Per-
citt (2000} have shown, some do just that. Restrictive policies can be overt (as by pro-
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hibiting messages about unions or working conditions) or more subtle (for example.
by prohibiting atl non-work messages with the specific intent of preventing union-
reluted ones). Monitoring Tor union-related messages or web sites or for other com-
munications that would fall under the National Labor Relations Act’s protection of
“concerted activities for . .. mutual aid or protection”™ (Section 7) would also violate
the Taw.

The wuchstones for NLRA Scction 7 analysis are intent and unequal tecatment.
Any rules adopted specifically o inhibit coftective activity would run afoul of that
sectton: so would Tfacially neutral rules that are enforced unequally. Whale Tess clear.
il ks at least arguable that e-mail communications on the employec’s non-work time are
entitled 1o the same protection as face-to-fuce communications, at least unless the
cmployer can demonstrate a valid business reason {or restrictung e-mall conmmunicu-
tons more strictly than other forms of specech. If so, that would mean that under the
NLRA. the employer could not lawlully prohibit communications during employees”
free time. Because there is usually no measurable marginal cost to an individual mes-
sage sent and received on the employees™ own time, articulating a legitimate justifica-
tion for a total han would he difficult.

Thus an employer concerned solely about costs and efficiency might lawfully per-
mit only business-retated e-mail and Internet use during working hours. Permitting
some nonbusiness uses during work time while prohibiting cmployee complaints about
working conditicns, in contrast, would certainly violate Scetion 7. Restricting e-mails
during non-work hours with no demonstrable efficiency reason might also be illegal.

IV, What Does the Law Requive, Forbid, and Permit Emplovers to Do?

Becavse employers primarily cite legal rules as the main justification for moniloring
and restricting their employees” electronic communications. some discussion of the Taw
is essential. I is not necessary or desirable here to parse all the statutes and cases.
Others. notably Finkin (1993, 2002), have already done so well and at great length.
Rather, a bricf summary of the most significant points should sulfice. In general. the
law puts very few obligations on employers but allows them wide freedom. Accord-
ingly, employers can largely choose how much or how [ittle supervision ol employee
communications they will employ,

Legal Requirenients, No law specifically obliges employers to evaluate employ-
ees” work by means of a computer, inspect their fites, or monitor their e-mail or Inter-
net activitics. Many legal rules, however, place the employer at risk because ol
employee misconduct. Four clear examples nclude liability for employees’ tortious
activity, for thewr violations of copyright, tademark, and trade secret Jaws, for super-
visory discrinunation. and for employee-created work environments that are hostile
10 women, racial minoritics, or ather protected groups.™

(1) Under the doctrine ol sesposideat saperior, cployers can be Liuble Tor harms

caused by an employee™s wrongtol act it the act occurred within the eniployee’s

“seope of employment” (an amorphous tenn to which courts have given broad mean-
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med and i the employver knew or shouald have Anown ol the wrongful act olshman.
2000, po 12550 11 o brokerage emplovee manipulates stock prices by spreading talse
runwors and the employver has reason to know about 1he activity, the emplover night
be liable 1o those defranded. as Merrill Lynch scems to be learning as (his is writen,
H oo bank emploves misappropriates a clicnt’s funds and the bank should have known
about the thefts, the bank ttselt might be liable.

() Ifemployees infringe copyrights or trademarks, the employer could be vicariously
flable even without actual knowledge i i had the right 1o supervise the employees
and had a divect fimancial interest i the infringing activities. The liability would he
cven clearer e knew ol induced, or contributed o the infringing condoct (Lhid.. .
135).

(3 Direct workpiace discrimination does ol requize o computer. Supervisars i
refuse to hire or deny a promotion often without i word: they can trade benetins tor
sexual tivors without @ keybouard, Nevertheless, e-mail correspondence van provide
hoth plaintitfs and employers with evidence of imsconduct. Montoring ¢ mails might
therelore be one way for cmployers o detect and cure problems before they rise (o
the Tevel of a lawsuit.

{4y Emplovers” greatest vicarious liabiliny worry today stems [rom the possibility thi
crplovees may creawe o “hostle work envirenment”™ that would wmount tow torm of
sex or race discrinmnation. The relevant statutes, most importantly Title VI ol e
Civil Rights Act ol 1964, were reactions (o cemnteniy understood Torms ol dis-
crimination. such as refusal w hire or promote peopie because of their sex and race.
They did not expressly address sexual harissnient. In Merttor Savings Bunk, FSB v
Virson (1986, the Supreme Court Tirst held that sexuad harassment could also vio-
late "Titie VT [s rationale wiss thal some harassment creates o work environment
that limits women’s employnent opportunities just as severely as the older forms of
diserimination. The Court suggested that cmplovers could reduce their exposnure by
establishing procedures Tor preventing or redressing such harassment. Among (he
types of once-tolerated conduct that could contribute (o g hostile work environment
are unwanted physical contact, sexual propositions, innuendo, Toul Tangnage, gender

related jokes. wind the display of obscene material,

Not every offensive act or word constitutes actionable harassment. i the usual
legal formulation, the conduct must be “sufticiently severe or pervasive to alter e con-
ditions ol the viction™s employment and create an abusive working environment,” e
flor Sovings Bank, FSB v Vinson, 377 1S 537.67 (198600 see alse Harris v Forklifs
Svstenms, fie, 51O ULS 17,21 (1993 Isolated or minor incrdents may become evi
dence of o discriminatory enviromment but usually will not by themselves prove s
existence (Finkin, 2002, p. 147).7 The courts have not el turned the anti-diserinina-
tion taws into a generalized code of workplace civility, Nevertheless, e-mail messiages
and other forms ol communication, especially when combined with other evidence.
can hecome sutficiently severe us o expose the emplover 1o Tiability. For example. in
Bleakev v, Continented Airtines (N1, 20005, the court held that an cimiployver could be
hable for a hostile work environment arising from allegedly delimaiory statemenis
on the emiployer’s electronic bulletin board.
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In two 1998 cases, Burlingion ndustries v Elferth and Faragher v City of Boca
Raton, the Supreme Court relined the law about an employer’s potential responsibil-
ity for sexual harassment. ICheld that an employer s automatically liable for a super-
visor's harassment that produces tangible job consequences, but that it might escape
lability for harassment without such consequences il it promulgates snd enlorees o
suitable sexual harassment policy and it the victim failed to use the policy 1o correct
the crrant behavior, Prudent employers reacted to these cases by prohibiting and pun-
ishing communiciations and conduct that might offend members of protected groups.
That ohviously includes overtly harassing communications but some employers now
ban even relatively harmless speech and activity, Some (Rosen, 2000, pp. 81-82) would
say that they have even overrcacted Lo the point of “prohibiting far more speech than
the law actually forbids”

These developments in sex discrimination law, along with extensions to the law
of race discrintination, directly relate to the present topic. Employers understandabty
tear that offensive e-mails might later be evidence of a hostile work envirenment. or
that unintended cmployees might inadvertently view offensive Internet sites accessed
by Tess sensitive emiployees. To prevent some offenses and 1o establish their bona hides
under Ellerth anid Faragher, many employers have adopied or strengthened their pro-
hibitions against sex-related messages and Internet use. The same developments and
responses also help to explain why those forms of computer abuse draw more strin-
gent punishments than other forms that simply waste work time.

In sum, risks of fegal Iability, particudarly tor harassment by supervisors or co-
warkers, give ecmployers a strong icentive to prevent, discover, and correct employee
misconduct. whether or not that misconduct involves computers. As plausible as this
explanation lor strict control ol communications systems might scenm at first glance.
the sodutions do not always match up 1o the actual risks, Lesving harassment issues
aside for a moment. the other potential risks do not require general screening programs.
Bunks and brokerages might need to monitor their electronic communications with cus-
tomers just as they randomly monitor telephone calls 1o insure quality of service,
Iniplementing o screening program to detect arguably offensive words does not con-
tribute measurabiy to that objective, and customer protection has litthe or nothing (o
do with the question of Internet access. Copyright infringement and comparable
effenses are a little different because they could involve both Internet and e-mail use,
and also stored computer files.

Once again, though, generalized sereening prograums scem more intrusive than
necessary. Random monitoring or, in the case of video and music downloads, a narrow
screening systenn for those uses would address the plausible risks while not otherwise
encroaching on employees” privicy. A better explanation is needed o justify the side
ellects that uccompany the communications restrictions adopled by so many cmiplovers.

To return to the knotty issue of sexual and racial barassment, the cure here also
seems strenger than necessary to address the discase. Harussment does nol oceur when
an individual aces alone, for example by downloading information no one clse sees.
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Nor doces it oceur when consenting adults exchange such information. In both situa-
tions. the offense. if any, is of the sume magnitude as conducting one’s shopping online
or spending too much time i idle chatter — that is 10 say, it involves o possible mis-
use of time or tacilities but not potentially serious tinancial liubility.

The reason for greater employer concern over offensive messages or files is that
they might be scen by nonconsenting others. An employee who passes by the desk of
someone fooking at a pornographic picture, another who borrows i computer and finds
olfensive documents, a third who accidentally receives a racist e-mail intended Tor
someone ¢lse: These are the possible vietims, To become victims with a real cause of
action against the employer, the workplace conduct they find offensive must be more
than sporadic: only “severe or pervasive”™ comments, pictures, or actions will create
a truly hostile work environment. Though small. the risk 1o employers is real. Occu-
sional misdeeds of these sorts could, cumulatively, create sufficient evidence o con-
vince a judge or jury that the employer maintained o hostile work environment. For
emplovers, then, the unmistakable message of the Taw is that they should prohibit and
punish alf communications and conduct that might offend other employees. One method
they use is to monitor and limit electronic communications on cinployer-provided
cquipment and systems. As one reeent article {Adwms et al., 2000, . 33) put it

The fact is that because of these coneerns and 1he increasing efforts of the plaintlfs’

bir ter sue employers based upon allegations of employee misconduct of one sort or

anather, the ebligation o cmiployers to “police™ (probably not o strong of a word}

the conduct of cmployees and life i the workplace has never heen areater. The role

ol the emplover has become more paternalistic than ever. In this context. it is not

unreasonable o expect employers (o use any and all available echnologies ©© mon-

ilor employvees” conduct.

To protect themselves from lability, then, employers need explicit and effective
anti-harassment rules. It is not so clear they need genceral bans on particular words in
messages or on aceess o particular Internet sites, let alone bans on all non-work clec-
tronic communications or continuous or frequent monitoring ol employee communi-
cations. Employers could instead wail until they learn of a possible offense and then
address the specitic case Lo make sure it does not recur. Alternatively, and more safely.
they could emphasize prohibitions against computer misuse, then engage in moere lim-
tted sereening or monitoring, and enforce the prohibitions with progressive discipline.
Instead. employers are increasingly adopting far broader rubes and enforeing those rules
by firing offenders.

Why do cmployers do more than the minimun required to avoid legal lrability,
even when thit “more™ involves spving on all employees or restricting otherwise law-
ful activities? The answer lies in the relative exposure {o lHability. The chance of Tos-
fng a hostile work environmient suit. or even of having to delend against a meritless
suit, 15 more than minimal. As the next section shows, the Taw does not protect employ-
ces’ interests in the privacy of their electronic communications at work, so there is
dlmost no risk of paying damages to the employees subject 1o strict employer moni-
taring and control. Absent a legad counterweight o sexual or racial harassment suits,
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it is safer for emplovers o erron the side of intrusion and restriction tan on the side
ol oleration: 1o do the Tormer is almost costless: to do the latter could be expensive.®
By prohibiting certain words wltogether. employers might prevent the rare case where
those words would reach and offend a protected emplovee: by prohibiting employvees
Crom aceessing web sites with sexual content. they might preveat the esen rarer case
in which inadvertent viewings would poison the work eovivonment: by dismissing an
coployee who commits one breach. they remove o possible repeat olfender and might
deter others from such conduct.

Legal Profiibitions v Peratssrons, The basic legal requirenients are relatively
clear though a bit fuzzy at the edges, Determining what employers must vor do s
more difficul. Several disunctions complicate this poraon of the analysis. Fisst, gov
ernmental cmployers are subject e constitutional restriunts while private emplovers
iwith the exception of those in the few stales whose constitutions do not require “state
action” o trigger constitutional rights) are not. Second. te degree to which states viduy
cmployee privacy against employer interests varies widely across jurisdictions. Third.
the sources ol privacy protection (constitutions, statutes, and common Law causes of
action) alse dilfer in some respects,

Notwithstanding those complications, one clement persades almost all privacy
protections. This conunon touchstone dates hack at Teast o Keio v Undved Stafes. a
1967 Supreme Court opinion. In o concurring opinion. Justice Harlan asserted thai pri-
vacy rights exist under the Fourth Amendment eniy when co a person has o subjec-
tive expectation ol privacy that (b) socicty s prepared 1o aceept as reasonable In the
phrase that is now universally used. a plaintifi nst demonstrate a “reasonable expece
tation ol privacy.” [z person does not expect i particular mode of communication to
be private, or it society does not regard that pecson’s subjectve espectation of privacy
as reasonable. there s no cause of action. That is Laeely vue tor statetory and com
non law suits as well as for constitutional clatms. The concept Ras also infuenced
the shape of legislatve protections: Legislatures tend not to protect employees or oth-
crs in nitters over which they do not expect privacy or in matters over which society
docs not believe they should have privacy.

The primary application of the reasonable expectation of privacy coneept 1o wark-
place privicy occurred twenty years Tater i another Supreme Court decision. €°Con
pone v Oiteger (19871 In 1981, olficials at Napa State Hospital searched the office of
Dr. Magnoe Ortega, a psychiatrist at the hospital. as part ot an investieation ol wllegsed
miscenduct (some ol the allegations ivolved sexuval harassmenty While conducting
the search, they epencd his locked desk drawers and went throueh his prisate file cab:
inets. seiving seme clearly personal and irrelevant itlems as well as some public and
relevant enes, D Ortega sued under Tederal and state Tuw. By a5 10 4 voue, the Suprenwe
Court allowed his case to proceed o triad, holding that the constitutionality of o work-
reluted office scarch depended on i standard ot reasonableness.

That much was a victory for the plaint(l. but the Court’s opindon. written by
Justice O Connor but representing the views ol only Tour justices, sharply Tnmnted the
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ability of employees to prevail in such cases. While granting that Dr. Ortega had a
reasonable expectation of privacy in his desk and file cabinets and that public employ-
ers had to act reasonably in both the inception and the scope of olfice scarches. Jus-
tice O Connor warned that particular office practices, procedures, or regulations may
reduce otherwise legitimate privacy expectations. For example. some olfices are so
open 1o the public or co-workers that no expectation of privacy would be reasonable,
Those determinations, she wrole, must he made on a case-by-case basis.

More importantly, Justice O"Connor wrote that whether a given search was rea-
sonible, even when the employee legitimately expected the site to be private, required
halancing the employee’s expectation against the employer’s need tor sepervision. con-
trol, and efficient operation of the workplace. If those emplover interests are strong
cnough, she indicated, no warrant would be required either for investicatory or work-
related but noninvestigatory searches of otherwise private spaces. Because the facts
of this case were not clewr enough to justily summary judgment, the Court remanded
the case to trial.

In the end. nine long years after the Supreme Court’s opinmion, Dr. Ortega won a
verdict ol several hundred thousand dolars when a jury found that the hospital™s search
was unreasonable. On appead (Ortega v ' Connor, 19985, the Ninth Cireait Coort of
Appeals emphasized the importance ol privacy even at work. Referring to the “stale
and unsubstantiated charges of sexual harissment” made against Dr. Ortega, the court
WIole:

-we reject the propesition that government employers are allowed o search their
employees™ private offices ... and seize their parely personal helongings on the
basis ol the type ol charges involved here. ... Not cqually important, may such a
search be conducted in the absence of specific reason to suspect that pariicular evi-
dence o misconduct exists and will be Tound as 4 result of the scareh. ... A charee
that a person has engaged in what may be ofiensive sexual conduct on one or more
occastons does not make his or her entire personal and {amily existence fair game
Tor indiscriminate andd unresteained governmental intrusion and examination. In any
evenl. any search of private areas for evidence of such uetivities must at & nuinimum
be based on a specitic reason o suspect that particular evidence exists and that it
will be found in the place 10 be searched; morcover, such a scarch must be carefully
limited in scope, not enly because of an historie respect for fundamental privacy but
because ol the need to msure that the scarch will not he “excessively intrusive ™
By then. however. the Supreme Court’s plurality opinion had been widely accepied

as establishing two key points. First. public-sector employees have no claims against
their employers for office scarches il they had no reasonable expectation of privicy. As
the Supreme Court emphasized, particular office practices, procedures. or regulations
nmay undercut an employee’s expectation of privacy. Perversely, perhaps, that holding
gave employers a strong incentive to prevent or destroy expectations of privicy — by
cstablishing rules denying privacy, by requiring employees to consent to scarches, and
by Trequently exercising their scarch rights. United Steifes v Simons (4th Cir. 2000),
for cxample. held that a federal agency's Internet policy reserved the right to inspect
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and monitor employees” use of the Internet. Even though the policy did not refer specil -
ically 1o inspection ol office computers, the Court of Appeals held that it was sulticient
ta deny the employee any reasonable expectation of privacy in his downloaded files.
“This policy placed employees on notice that they could not reasonably expect that
their Inteenct activity would be private. Therefore, regardless of whether Simons sub-
jectively believed that the files he transterred [rom the Internet were private, such a
beliel was ol objectively reasonuble after FBIS notified him that it would be over-
seeing his Internet use”™ A fordori. il the emplovee has no reason o believe that his
or her e-mail messages or Internet records are private, the employer has no lability
for examining them,

(' Connor’s second point was that even it emiployees had a reasonable expee-
tation ol privacy. the employer’s business interests could outweigh their privacy
interests. These interests could include insuring employec performance. preventing
violations of the Taw. or investigating suspected wrongdoing. Whether a eiven business
mierest supersedes a given privacy interest naturally has to be decided on a case-by-
case basis.

Later decisions extended those points from alleged constitutional violations
by government employers o alleged statutory or common law violations by private
employers. and from searches of desks Lo sereening of e-mail and examinations of com-
puter files. A tew examples illustrate the progression.

Several courts have addressed the first part of the (" Connor approach, the ques-
tion of whether an employee has a reasonable expectation of privacy when using an
employer-provided communications system. Almost uniformby they have ruled against
the plaintiffs on that point. In Bohach v Ciry of Reno (D). Nev., 1996), for example, a
police department examined the contents of messages the plaintiffs had sent to one
another over the department’s computerized paging system. Based on the contents of
those messages. the department initiated an internal affairs investigation.

The plaintifls sued to stop the investisation, atleging viotation of their constitu-
ttonal rights and of federal wiretapping laws. The court assumed that they had « sub-
Jective expecttion of privacy, if only hecause they would not otherwise have sent the
damaging messages, but concluded that their beliet was not reasonable. When the sys-
tem was installed. users were informed that messages would be togaed and that cer-
tain types of messages were prohibited. Moreover, anyone with access to a department
computer could scan all the messages. As a result, said the court, the plaintiffs could
not reasonably have expected full privacy i their communications, In reaching its con-
clusion, the court quoted one Taw review conumentator who gencerally favored cmployee
privacy rights (Lee, 1994, po 148, n.2) o the effect that employees” inferests in e-mail
privacy would probably “tail the “expectation of privacy™ (esl since nost users probi-
bly realize that a system adnvinistrator could have access” o their e-mail.

Suits agamst private sector employers for invasion of employees” claimed ¢-mail
privacy have mel the same late. Decades ago, employers who wanted to retain the right
to inspect employcees” tockers tearned that they could defeat any expectation of pri-
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vaey simply by telling employees that lockers were provided by the employer for their
husiness-related nses and were subject to inspection. The contemporary equivalent is
an clectronic communications policy telling employees that information transmitted or
stored on the employers” systems belongs to the employer and may be reviewed.

In Garrity v Johin Hancock Mutual Life Disurance Co. (1D, Mass., 2002, the
employer’s computer policy sent o similar message. bluntly stating that the company
Ureserves the right te access all E-Mail files,” The two plaintifls sent and received sex-
willy explicit messages. When one of those messages reached a third employee who
was nol amused, Hancock investigated. discovered the offensive messages, and Iired
the plaintiffs. They sued for invasion of privacy. among other things, alleging that the
company led them to believe that they could keep their messages private by using puss-
words and personal c-mail folders. The federal district court rejected their claim: sim-
ply by sending the messages o another person. the court held. the plaintiffs lost any
expeetation that the messages would remain private.”

To the same effect are carlier cases relied on hy the Garrity court. Smvili v Pifls-
bary Co. (E.D. Pac 1996) ([P |laintifl voluntarily communicated the alleged unpro-
tessional comments over the company e-mail system. We find no privacy interests in
such communications.™) and MclLaren v. Microsoft Corp. (Tex. App.-Dallas. 1999)
ibecause messages stored n personal folders were first transmitted over a network
aceessible by third persons, even the use of 4 password did not manifest o reasonable
expectation of privacy). The Smyif case is particularly insteuctive. Smyth asserted that
Pillsbury “repeatedly assured its employees . .. that all e-mail communications would
remin confidential and privileged™ and that “e-mail communications could not be
intereepted and used by defendant against its employees as grounds for ermination
or reprinand.” According 1o the court. Smyth lost his expectation of privacy when he
voluntarly sent bis comments to his supervisor: “unlike urinalysis and personal prop-
erty searches. we do not find a reasonable expectation of privacy in e-mail communi-
cations voluntarily made by an employee to his supervisor over the company e-nil
system notwithstunding any assurances that such communications would not be inter-
cepted by management.”™ To put it more simply. even if an ecmployer tells its employ-
ces that their e-maals are private, belicving that statement may not be reasonable. ven
il the employee’s expectation were reasonable. said the court, a reasonable person
would not “consider the delendant’s intereeption of these communications 1o be a
substantial and highly offensive invasion of his privacy.”

Courts have fikewise ruled against plaintiffs on the second portion of the €' Con-
nor approach. finding that an employer™s business interests conld trump even a rea-
sonable expectation of privacy. As Garrity noted, federal and state faws oblige employers
1o maintain a harassment-free workplace. “Therelore. once defendant received a coni-
plaint about the plaintiffs” sexually explicit e-mails, it was required by Taw to comi-
mence an investigation.” Similarly, McLaren concluded that even if the employees
had an expectation of privaey, “u reasonahle person would not consider Microsoft's
mtereeption of these communications to he a highly offensive invasion. . . . [Tthe
compiny s intereslin preventing inappropriate and unprofessional contments. or even
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illegal wetivity, over its c-manl system would outweigh Melaren™s clhinmed privacy inier-
est in those conununications.”

Thus the law in this field is relatively clear: in normal circumstances, employees
der not have a reasonable expectation that their communications using an employer-
provided system are private, but even il they didl the employer's interests in preveat-
ing. detecting, and punishing misconduct would supersede their privacy claims. The
absence of any constitutional or common fuw prohibition on employer aceess o such
communications suggests i corollary principle. that employers may monitor and restrict
their employees™ e-nuails, Internet use, and computer liles.

Stanurery Fvsues. Nor do connnunications privacy statutes provide employees with
much protection. At liest glance., one might assume that statutory bans vn wirclapping
and the like would keep employers Trom reading private e-nails. On closer analysis,
the laws contain gaping exceptions for just these circumstances,

The primary federal law i this arca is the Electronic Communications Privacy
Act ol 1986, or BCPAL an amendment to the carlier federal Wiretap aw (which itself
is Title 11 of the grandly-named Omnibus Crime Conteol and Sale Streets Act of TI6K).
ECPAs Title | broadly prehibits interception of electronic tand ather) communications:
Title 11 prohibits accessing stored clectromic communications. Each ol these contains
exceptions that free employers to engage in virtwally all the workplace monitoring they
could want {Kesan, 2002, pp. 296-9%; Adams ¢l al., 2000, pp. 38-40).

Three exceptions in the carliest and broadest law, the Tederal Wirctap Faw. ure
carricd forward into ECPA'S Title |, the “consent exception.” the “provider exceplion.”
and the “husiness use exception.”

« First, an employer is Trecd of hability 1 the employee consenis
to the interception. While an empleyee might impliedly consent
o monuoring. knowledge ol pessible monitoring withow more
will not suffice. Thus a prudent cmployer who wants to clinn-
nate any risk ol a violation sheuld implement a comprehensive
and clear policy and require employees W agree o il

Second. the Wirclap Law exempls intereeptions by aservice
provider that are made within the normal course of cmplayiment
and Tor the purpose of rendering ity services or e protect is
rights or property. (A employver who provides e-niail ad Iner-
net access is apparently aprovider for this purpose. M Thase pur-
pases would include monitoring o ensure quabity service and
0 prevent thetts they would probably also include momtoring
to prevent other violations ol the Taw such ax harassment,

Third, the Wirctap Law s business-use exemption eaciudes from
the delinition of a covered “device™ certan standard equipment.
Courts interpreting the business use exception have applied both
& “eontent approach™ that focuses on whether the intercepled
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communications are personal or business-related (only the latler
may be monitored) and a “context approach”™ that focuses instead
on whether the employer had a sufficiently weighty and legiti-
mate business purpose for its monitoring.

In addition to these Title 1 exceptions, Title 11 has its own “provider” and “user”
exceptions. Employers with their own communications systems are “providers” for
purposes of Title [1 (Bohach v Ciry of Reno), The “user™ exception is roughly analo-
rous o the other Tille's “consenl”™ exception.

Putting these exceptions together, it is evident that ECPA does not generally bur
employers from contemporaneously intercepting their employees” electronic commu-
nications or [tom accessing stored comnunications. The law protects employees only
[rom third partics, not from those who provide the communications services in gues-
tion. The most recent fegislutive action in this field. the Communications Decency
Act ol 1996 (a portion ol the broader Telecommunications Act ol 1996), added o new
provision expressly protecting from liability “any “provider or user of an interactive
computer service” who restricts ‘access to or (the) availability of " indecent material or
helps others gain the technical means to do so” (Kratenmaker, 1996, pp. 147-48). Thus
federal law not enly permits employer monitoring ol electronic communications. it
positively encouriges some such monitoring.

Many states have adopted their own clectronic communications privacy laws
hut because most of these track BCPA's language. they allow employers the sanie
freedom granted by federal law. A few states have stricter provisions or require
employers to notify employces about potential monitoring, but these Taws have
significant limitations, Some address only tape recording or telephone interception
and thus do not apply  electronic communications. Others contain exceptions that
aegate any promise of additional protection for employee privacy. Connecticul’s lasw,
for instance. generally reqguires notification to empleyees but exempts monitoring
“when the employer has reasonable grounds to believe that an employee is creating
i hostile work envirenment or is viokuing the law or the employer’s legal rights”
(Kesan, 2002, p. 3001

Conclusion. Every branch of the law — constitutional, common, and statutory?
lederal and state —- allows employers wide diseretion to monitor, restrict. and inspect
their employees” electronic communications and files. At the sume time, several
hranches ol the Taw, particularly federal financial regulations. intellectual property doc-
trines, and anti-discrimination laws, impose at least some risk of hability on employ-
ers for their employees” misuse of the employers’ comrunications systems. Given the
state of the law. it would be a strange employer indeed that opted to protect employce
privacy rather than to invade it The primary motivation behind employers™ monitor-
ing and restricting their employees” use of electronic communications is profitability.
When profitability conflicts with privacy, the former will prevail to the extent permit-
ted by law. As one recent study phrased it. “The profits inherent in increased worker
productivity and less employer liability provide strong incentives for the employer to
disregard employee privacy interests™ {Kovach et al.. 20001
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V. What Then Must Be Done?”

Policy recommendations have taken two wildy irreconcifable positions. Almost with-
out exception. those concerned with management interests have urged employers o
adopt extremely restrictive and intrusive electronic communications policies. F-nail
and Internet facilities. they urge, should be restricted o work-relaied purposes: employ
ers shoutd routinely sereen employee communicalions, bar messages contimning in-
proper words. and prohibit access o inappropriate web sites. Employees who violate
those restrictions should be fired or al least severely disciplined.

Many of the cases mentioned above reflect cqually strict policies. A cood exam
ple of what cautious managenient attorneys are recommending to their busiess chients
appears inan article by two labor lawyers (ronone of the country”™s largest Ly firms,
Tones Day (Towns and Girard, 1998, pp. 24-27) The authors make 1welve recoms-
mendations 1o employvers:

[ Integrate c-mail and other policics.
2. Limit use of technology to business purposes oniy.
3. Reserve right to review and monitor.
4. Notify employees that passwords do nol ensure privaey
3. Include notice and consent linguage,
f. Do not engage in priviteged communications vid ¢ mail
7. Strictly defime appropriate Internet tse.
8. Prescribe penaltics for tailure to follow Inwemet policies.
9. Enlorce policies in a nondisceiminatory fashion.

10, Consider whether blanket rules are tou broad.

11, Prosect caployees from inadvertent viekanons ol capyright s,

12, Deveiop o comprehensive records retenuion policy.

Note that almost all of these recommendations invehe restrictions and their
enforcement. The only one thal recognizes i possible Tisicon employers is nuniber 10
The authors” explication of that recommendation makes it clear that their concen is
with rules that nuight run afoud ol the National 1ahor Relations Act net with employ-
coes” privacy. The authors” explication of reconmendution 7 ilustzates the point:
an employer’s policy may provide that employees may aceess the Internet only through
the employer's approved Internet aceess procedures. [n addition. an cmployer may w ish
to restrict or prohibil subscribing te public niail forums, ListServs, discusssion groups.

- | - - .
and the like™" Most advisors also recenimend that employers adopt filtering and block-
ing soltware and that they investigate adl flagoed messages and sevesses,

Restrivtive policies like these might seen 1o solve management’s problens with
Tnternet and e-nuail abuse, but restrictive rules carry substantial costs, Fight Tnunta
tions could easily inhibit henelicial communications. Even the hest filters are clumss
and often aceurate. Heavy: handed rules indicate a fack ol trust and might well Trart
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morale and team spirit, Lnforcement would require manageriak time and resources, and
would necessitate dilticult decisions. Does the employer really wunt to discipline ils
hest sales person because ol a few offensive e-mails that got into the wrong hands?
Wilk it dismiss the CEQ for accessing “unapproved”™ web sites? Should the employee
who completes all assigned tasks quickly and well be punished for using spare min-
ules corresponding with friends? And if the employer does not apply its rules equally
o all, how can it avoid allegations of discrimination brought by those it chooses Lo
discipline? Furthermore, the discovery process in any subsequent suit could turm up
mfermation about others that the emplover really would not want revealed.

Those gquestions assume that employers realistically cun control their employ-
ces” electronic communications. In fact, the job may be impossible. E-mail in partic-
tlar is so widespread among workers with access to a computer that trying (o limit its
use Lo husiness purposcs is like trying to stuft the proverbial cat back mto the bag.
Employers are likely to be no more successful than they have been with counterpart
rules governing telephone use.

Those in the opposite camp argue that employvers should have extremely limited
rights to monitor employee communications. Having lost their arguments in the courts,
privacy advocates have lobbied (or federal and state legislation. Their major elfort
oceurred 10 1993 with the proposed Privacy for Consumers und Worker Act (POWA).
While phrased as an eftort to limit improper monitoring and reduce some of the BCPA
exceptions used by employers, the elfect ot the bill would have been to make most rou-
tine monioring impractical - in other words, to reverse the impact of the statutory
exceptions and court decisions described above. In the face of immediate and heated
opposition from ¢mployees (and even from the Clinton Administration’s Department
ol Labor), the PCWA died in committee. A more modest bill, the Notice of lectronic
Momitoring Act (NEMAY, was introduced in 2000. Unlike the restnctive PCWA, NEMA
would allow any monitoring provided the employer notified affected employees ahead
ol time. Fven the notice requirements are complicated, however, and violations would
be punished by heavy fines, s NEMA has made no more progress than the PCWA.

In addition to court and legisiative etforts, some commentators have appealed
directly 1o emplovers to change their emphasis. At the end of his chaprer on privacy
at work. Jeffrey Rosen (2000, pp. 89-90) makes this earnest if somewhat wopian plea:

Fhere is no reason for us o accept the passive view that all c-mail messiages senl over

auniversity or corporate network must be considered public rather than private. We

should try instead o carve out backstage areas where people can joke, ket down their

hair, and Torns intimate relationships free from oflicial scrutiny. Some studies sug

gest that A0 percent of e-mail correspondence is unreluted o works rather than try-

ing in vair o exert managerial control over a medium that lends itsel naturatly to

informal, and vven irrespensible, communication. companies and universitics might

instead set aside e-mail accounts and areas of their networks as private places where
speech and communications cannot be invaded unless there is cause o suspecet indi-
vidual users ol serious misconduct,
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As Rosen goes on Lo recognize, “this effort o distinguish between public and
private specch in the workplace is something that current law refuses o allow.” There™s
the rub: Given the potential liability on employers who do not restrict some types ol
communications, asking them to create specifically “private places”™ in which employ-
ces can “let down their hair, and form intimate relationships™ is simply unrealistic,

As 1s s0 otien the case. there is a lot of room for alternative positions between
these extremes. Employers are not going to give up their rights 1o menitor employee
performance, 10 insist on productivity during working hours, and to prevent and cor-
rect abuses ol communications technology. They might, though. tatlor their policies
to accomplish their objectives with as little harm 1o other interests as possible. Maore-
over, employces themsebves can do a Tot to prevent intrusion on their privaey.

The starting place 1s the recognition that the law does not, and probably will not
and should net, treat employees™ communications at work or on an employer’s com-
munications systems as if they were private speech in their own homes, With that under-
standing, employees should limit the amount of personal business they do al work,
use cell phones and pay phones and personal computers when feasible rather than using
the cmployer’s systems, and advise others not to send potentially offensive imessages
fand avoid distributing any that do arrive}. Technologically adept employees should
consider encrypting any personal messages whose disclosure could prove embirrass-
ing. using anonymous remailers, and using “cloak™ sites when browsing the web
(Nichols, 2001, pp. 1602-03: Rodrigucs, 1998, pp. 1470-72). Abstinence may not be
the onby swarantee of clectronic privacy at work. but it surely is effective.

Employers. on the other hand. can balance prolitability and privacy by adopting
only as much restraint and monitoring as is essential for sccomplishing managerial
objectives. By balancing employee and employer interests and thereby minimizing
overl intrusions. employers should enhance morale while keeping costs fow, As one
thoughtful conunentitor put it (Kesan, 2002, p. 331}, monitoring *
tailored to satisiy business-related. administrative, or legal needs, and any review of

‘should be narrowly

persenal e-mail ought to be limited to ensure protection of personal infermation.” Edu-
cation should be a major component ol any sensible computer policy. Once employ-
¢es know the employer’s espectations, the reasons for them, and the methods the
employer will use to accomplish them, there should be few abuses. Just learning that
messages cannot really be deleted and that supervisors can casily review Internet usage
would go a long way toward deterring misconduct. Where some controls are neces-
sary. blocking tilters are more effective and less disturbing than human monitoring. It
is hardly necessary o add that any policy should be clear. precise. writlen. well pub-
licized. and consistently but reasonably enforced (Adams et al., 2000, pp. 44-45).

VI Conclusion

New communications technology inevitably creates new problems ol privacy: think
of the introduction of telephones (when party lines were common). faxes (which can
lic in a room aceessible by many people betore reaching the addressee ). and cell phones
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{which allow bystanders (o hear one side of seemingly confidential communications).
Computer monitorimg of performance, e-mails, and Infernet access are no diffecent in
this regard. Fach development requires adjustments.

Old wine in new bottles, perhaps. What seems o drive the differing respoenses to
the new bottles 18 that the newest forms of communication present an illusion of pri-
viey. Hveryone soon understood the limits to privacy presented by telephones, faxes,
and cell phones. When new, however, c-mail and Internet aecess seemed more pro-
lected. We can see bystanders who miaght bear our telephone conversations and read
our faxes, but these who moenitor the new echnology might never be seen. They might
not even be hunnm. Tt would be casy indeed, 1n those carly days of the new technol-
ogy, le conclude that there were no monitors, One beneficial by-product ol the atten-
ton given 1o recent cases, and of employers” recent efforts to publicize their electronic
communications policies, is that fewer emplovees should harbor any ilusions.

Many of the adjustments to the new technology reduce the scope ol individual
privacy. To some degree that is inevitable. It so. employers and employees alike can
and should act to minintize the intrusions, employees by avoiding gquestionable use of
ciaployer-provided cquipment and systems. and cmployers by adopting reasonable
rather thun dracoman computer and communications pohicies. The lemptation is great
for cimployers to overreach: avoiding that emptation may well be a higger challenge
than the possibility of employee misconduct.

NOTIES

Pk Holly Newelb o the University ol South Carolina Law School Class of 2004 for ber dihieent research
on and cdiorial assistanee with this article,

Fhe AMLAS membership consists of the nation™s Largest emplovers. cmploving a quarter ot the nution’s work
foree, Moreover, krger companios aie the most JiRely (o wse new technology und new managenal eehmguees,
Fhe sorvey’s results therefore Tikely show the divection in which other emplovers are moving, Becase
most emplovers do nat publish their policies for outsiders. learmimg e detadls of teir rules can e dilh
cule The examples cied in this artiele come from quetations in court ciees and rom publacly available
pohicies, chuetly Tron universities,

Shote the apparent imconststeney: persortal wse s lmited o thar which s incidental o™ theat 1s, sone-
how gssocited with officiul duties, Personal use is allowed, in other words. onfy when s nol traly

prrsenal, This sort ol sell-contradiction s all wo conymon among the computer pobicies 1 have review ed,

e sereening system described i that weticle seunds much Like o progran called Assenor, Aceordiny to
Jetrey Rosen (2000, . 5700 Assentar sereens every incoming und outgoing e-mail for cvidence of racism
o sexisi or body partss Adter assigning cach eomuail an offensiveness seore. the program forwareds nmes
sages with hrgh seares 1o w supervisor for review.”

Bhman (20000 provides o thorotteh inaly sis of the Loy of vicariaus liability in the technological age. See
alses Settle-Vinson (1U9).

TSee ez Harlev v McCoach, 928 1Supp. S3301010 Pa., 19967 (one oltensive referenee inan e nidl did
not constitute o ractally hostle environmenty: Chvens v Morean Seeedov &8 €0 0 FOYT W I03432 18 10N YL
1997y isame s Schvernn s Anhreser-RBoscl, e TOO8 WL TOORES ONTINY.T908) (noting that other hos
tile work envivonmen: cases invobved conduct extending over several yvears, the court held that seualiy

harassing ¢ marl over three woeeks did not amount wo o hosule work enviromment under New York Lo,
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“The state of discrimination Law creates a difficudt ssue thai s beyond die scope of this essins The govern:
ment vould not constitutionally ban most formes of speceh and comumication simply hecise women o
mincritics would find them ollensive. Nevertheless, Congress and staie fegrslinires Tive miade cimployers
lable Tor tolerating such constitutionally -profected wetvity. As aresuli eployers are Foreed torestrt
their employees in ways the Gosermment could nol do directyy e st diserimimation ks thus provide

an indireet route wround the First Amendment. See Rosen (20000, partionlaly chapiers sl 3

Ivtegd v O Comren, 1406 B 11490 110360 00t Cle, T9US L guoting the Supreme Cotirt ' 0 oo
decision, 80 LS 726,

Mo the swme elleet is fited Sttes v Reillv,d 2002 W THOIAT2 o8 DrNCY, 200]

policies warned employees that "By using Government olfice cquipment. caecuive branch employees ipts

LS Deprrtment ol Lab

their consent 1o disclosine the contents of any Tiles or mfonmation mantained or passed through Governy
ment office cquipment.” Eyery tine the defendant tared onchis computer. he received thes message: “Hsers
Brve no right o prisaey while using any government o ned or leased intornation echnology system. s hivh

includes workstations, . seftwure such as word processors, Tniernet brossserselectranic il ete Ol

that buckeroumd. the court held, Reilly could pot demonstrate that he had aoreasonable expectaon ot pre

viey 1 disketwes beside his olfice computer.

e alva Murdch v Clenavie Electropios THINCTE, 20020 rwhere the enploser announced thaticceald ispect
the Tuptops itsupplied o employees, Muick hud o right ol privaey i his compater Faen w ahoti i expross
policy restricting computer wse, employees shoukd hnow some things they shouldn™nsdos Arrediv ASE e

v Deparinient of Workjoree Services, tUtab Court ol Appeals. 200 iseuding exphicit camails o a coni-
pany computer network “vislited a universal standased o hehay o™

MSee Bofiectr v Cioy of Reno, 932 T.S5upp. 1232 000 Nev 19961 oliee departinent it i provider™ ol elee

LOC COMMITNICIONS Services)

Har more detailed disetrssion ol state regulations, see Scettle Vinson ¢ 99N pp, 67 507 id Adams et
{2000, pp. A0

Plor oxamiples of comparable policy reconumendations o cmployers: see Hubbart (79050 e 147 81 IsR

man 2000 pp. 137-601 Kesan (20020 pp. 330- 323 and Mignin et al 22002 ppe 17210,

My of the articles i the Relerences discuss these developments, See particula s Kesan (2002 pp.
2903000, Lraver (20020 pp. s68-7 Dy and Rodrigues 1998, ppe 1464631
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