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1. Introduction

Phishing is one of the most common yet damaging cyber scams today. According to a study
published by IEEE [1], phishing was said that over 90% of cyber-attacks start with phishing, this could
be done through an unverified link, or a replica website mean to trick the victim into entering
sensitive data, under the impression that they are posing as a reputable name. Phishing is one of the
most successful cyber-attacks, because counter measures such as firewalls, AV and SSL certificates
cannot prevent these scams as it plays on the human element in security, often the most
exploitable, and if the victim doesn’t know exactly what to look for in these scams, the results can
often be devastating.

The use of Al in this field of research is currently developing rapidly [2], and opposed to other more
traditional methods of ways to detect phishing, such as the use of rule based systems, or blacklist
databases, Al can adapt and remove the human error element of detection, which ultimately ends
up being the reason most victims end up falling for phishing scams.

This project aims to create an Al model that can detect Phishing URLs and differentiate them from
normal links, with the expectation that it will reduce the overall percentage of modern phishing
victims.

2. Background to the Proposed Research

2.1 —Phishing as a Threat

Phishing involves cyber attackers using deceptive techniques such as fake email links or URLs, to trick
victims into giving up personal or private information [3]. It is the most common online scam,
effecting over 21,000 people in the United States in 2024 [4]. Despite extensive methods to combat
phishing, such as antivirus, firewalls and SSLs [5] being some of the most common, it still manages to
be successful as it targets the human element, which remains the most vulnerable part of
cybersecurity. The evolution of phishing makes the scam more effective, where cyber-criminals will
use Al to create more convincing messages [6].

2.2 — Traditional Prevention Methods

There are two main types of detection methods in phishing prevention. Historically, phishing
prevention had relied on ‘rule-based system’ [7], this is where specific features of URLs or emails are
evaluated by preset rules while blacklists will store a catalogue of known phishing sites. Whilst these
methods are effective against threats that are known, they lack the nuance again faster acting and
evolving threats, with many modern phishing methods being able to bypass these systems [8].

2.3 —The Rise of Al in Phishing

The application of machine learning in phishing prevention had been explored in more recent
research. The addition of both deep learning (DL) and machine learning (ML) have been tested to try
and address the limitations of current traditional methods of phishing prevention. ML models such
as ‘Random forests, SVMs and Logistic regression’ [8] can utilise large datasets to learn and adapt to
illegitimate links and URLs and differentiate them to real links. This allows them to identify emerging
patterns that rule based systems may miss.

Whilst generative Al can be used to aid phishing prevention, the rise of ‘Phishing as a service’ allows
phishing attacks to be more dynamic and they have become harder to detect [9]. Generative Al can
generate more convincing messages that can mimic real organisations in real time. Because of this,

modern detection systems require the use of adaptive madels, which are capable of real time




learning. Recent research also points to a growing emphasis on Explainable Al (XAl) [10], this ensures
that the detection decisions that the Al makes, can be understood and trusted by endpoint users.

3. Research Problem statement

This project aims to investigate how machine learning and artificial intelligence can improve the
accuracy of detecting phishing attempts. This research focuses on the development of artificial
intelligence for a specific task, making sure learning models are able to distinguish between
legitimate and false links and URLs. The study aims to assess not only the improvements that
machine learning has the potential to bring in this problem area, but how it compares to traditional
phishing methods, and if it can be added onto them as an improvement.

4. Research Aim & Objectives
4.1 Aim

The overall aim of this project is to develop an Al that is capable of determining legitimate links and
URL’S from fake phishing scams by using training data sourced from email, URLs and other
metadata. This project aims to compare how effective the Al is, and demonstrate how it can improve
on the accuracy, adaptability and overall efficiency of traditional phishing methods.

4.2 Objectives
Objective 1: Conduct background research on both Al and traditional phishing methods to gather
information and identify gaps in existing solutions

Objective 2: Collect and process training and testing data from open sources.
Objective 3: Implement and train Al model using Python and random training URLs

Objective 4: Test trained Al on more random based URLs and record accuracy and precision rates. (if
results aren’t as expected revise design)

Objective 5: Compare results alongside other phishing prevention methods. Analyse strengths,
weaknesses and note future improvements for the project.

5. Methodology

5.1 Methods

This study contains a mix of both qualitative and quantitative research; the main body will consist of
guantitative, as it focusses mainly on examining measurable data through previous Al tests,
examining numerical performances when testing it against phishing and legitimate URLs. More
guantitative data includes analysing the testing and training data for the Al.

This project will also include qualitative data through the primary research methods, such as
conducting a local survey to gather people’s opinions on the idea of the project, and their stance on
the ethics and morality of the usage of Al.

The chosen research strategy for this project is Software development combined with
experimentation. This is an appropriate choice for this project as it involves the design,
implementation and testing of an Al system. Surveys will also be used to gather context about other
thoughts on the project and the topic of Al.




5.2 Materials

This project will contain the use of secondary data from publicly available repositories such as Kaggle
in order to source data to train and test the Al system. These repositories contain both legitimate
and false phishing links and downloaded through python-based import tools such as pandas.

Ethically, this datais all publicly available and completely anonymous, it will contain no personal or
sensitive data of any kind. Python is the programming language that will be used, and it will be

supported by libraries within it such as pandas and scikit learn.

6. Project Plan
October 2025
e Finalise and submit project proposal

November — December 2025

e |dentify suitable training datasets
e Collect training and testing datasets
e Begin processing the data into workable sets

January 2026

e Draft and design initial Al model
¢ Conduct preliminary testing
e Prepare for Interim Viva (Thurs 15/ Fri 16 Jan 2026)

February — March 2026

* Revise and refine model design

e Preform in depth evaluation and unit testing

e Record results

e Compare accuracy reports against other phishing detection methods

April 2026

s Continue writing final report, add final projectin
e Finalise final report with complete bibliography

May 2026

e Turnin final report (May 1)

e Prepare for final viva (6™/7"/8™ May)

e Complete poster for submission

e Prepare for degree show (End of May, exact date TBA)
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