




RESEARCH:
AES –
AES stands for Advanced Encryption Standard. It is known as a symmetric block cipher which has been chosen by the US government to help guard classified information and can be found implemented in software and hardware alike throughout the world to encrypt sensitive data. 
AES has encryption key lengths ranging from 128-bit to 192-bit, and 256-bits which can make its encryption difficult to crack.[endnoteRef:1] AES was first conceived in 1997 by The National Institute of Standards and Technology (NIST) as a need for a successor algorithm to DES (Data Encryption Standard) which was starting to have vulnerabilities to brute-force attacks. [endnoteRef:2] [1:  GeeksforGeeks. n.d. Difference Between AES And DES Ciphers - Geeksforgeeks. [online] Available at: https://www.geeksforgeeks.org/difference-between-aes-and-des-ciphers/?ref=lbp [Accessed 19 March 2020].
]  [2:  Rouse, M., n.d. What Is AES Encryption and How Does It Work? [online] SearchSecurity. Available at: https://searchsecurity.techtarget.com/definition/Advanced-Encryption-Standard [Accessed 19 March 2020].
] 

SHA –
SHA stands for Secure Hash Algorithm. Its encryption is based on hashes:
“…a hash of a data is irreversible and unique, which means that if I produce a hash of a certain data multiple times with the same hashing algorithm the resulting hash would be the same, and given the hash you cannot obtain the original data.” – From Quora.com [endnoteRef:3] [3:  A. Sood, "What is SHA-256, SHA2, and why is it used?", Quora.com, 2018. [Online]. Available: https://www.quora.com/What-is-SHA-256-SHA2-and-why-is-it-used. [Accessed: 20- Mar- 2020]. 
] 

 There are a series of cryptographic hash functions which include SHA-1, SHA-2, and SHA-3. SHA-1 was the original version of the SHA encryption which allowed for the creation of up to 160-bit hashes. SHA-2 improved on this with 224, 256, 384, and 512-bit hash encryption. 
DES –
DES stands for Data Encryption Standard. It is a symmetric-key block cipher which is designed around the Feistel structure. This means that the encryption is a fixed-length string of plaintext bits and transforms it through a series of complicated operations:
“This fixed-length of plaintext is of 64-bits, and the key which is the same for both encryption and decryption is also of 64-bits.” – From Medium.com [endnoteRef:4] [4:  Barkati, A., 2019. The DES (Data Encryption Standard). [online] Medium. Available at: https://medium.com/@ahsanbarkati/the-des-data-encryption-standard-16466b45c30d [Accessed 19 March 2020].
] 

DES was developed in the early 1970s and was finally approved as an official federal standard in late 1976. It had to be reaffirmed on three separate occasions in 1983, 88, and finally in 1999. 
RSA –
RSA is another encryption algorithm which is utilised to securely transmit messages over the internet safely. It is an asymmetric system which means that a key pair will be generated. These two keys are the Public and Private keys. The original sender of the message will keep the private key while the public is given to the recipients. This type of algorithm was developed in the 1970s by Ron Rivest, Adi Shamir, and Leonard Adleman, their surnames being where RSA comes from. [endnoteRef:5] [5:  "How does RSA work?", Hackernoon.com, 2017. [Online]. Available: https://hackernoon.com/how-does-rsa-work-f44918df914b. [Accessed: 19- Mar- 2020].
] 

Its concepts revolve around the principle that multiplying large number is relatively easy whereas factoring them is much more difficult. RSA is classed as a public-key cryptography. [endnoteRef:6]	Comment by Ian Lewis: Reasonable document, a little brief in parts, several small sections and not really any comparison.  Be sure sources are credible. [6:  A. Katz, A. Ng and P. Bourg, "RSA Encryption | Brilliant Math & Science Wiki", Brilliant.org. [Online]. Available: https://brilliant.org/wiki/rsa-encryption/. [Accessed: 19- Mar- 2020].] 
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