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[bookmark: _Toc215937759]Introduction
Cloud computing has greatly transformed the IT industry with more flexibility, scalability and costs-efficiency in organization’s and developer hands. The most fundamental concept used in cloud computing is the idea of virtualisation which enables physical hardware systems to be abstracted and modeled as virtual environments on which applications and services may be executed.
One of the greatest evolutions in this field is containerisation, which technologies like Docker are spearheading the transition to lightweight, portable application environments, particularly replacing the traditional virtual machines. Docker creates an environment in which a developer can bundle into a single unit an application along with all the dependencies that it requires, into what is called a container. Such containers are able to execute uniformly in a variety of computing environments and thus deploying them becomes much easier and more dependable.[1].
In this report, the author discusses the ever-increasing significance of Docker in cloud computing and how it is becoming a game-changer in terms of application deployment and management, providing an obvious improvement over the old way of virtualisation. Docker containers are light weight, they startup quickly and are very portable and hence ideal in cloud alloys like Amazon Web Services (AWS), Microsoft Azure and Google Cloud, where scaling up and down of applications is paramount. Docker is also developer friendly enabling it to provide the same environment during the development lifecycle-code writing, testing and production deployment[2]. 
The report will start by explaining the concept of virtualisation and containerisation and this will be used to provide the theoretical foundation that one will need to learn about these technologies. Lastly, the report will measure the overall contribution of Docker to the modern cloud computing and gauge the contribution that Docker has made in the development of application delivery and management of infrastructure.[3]. 
Finally, this report will also attempt to criticize Docker and its role towards cloud computing.
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[bookmark: _Toc215937760]Docker Technology and Its Importance
[bookmark: _Toc215937761]1. Virtualisation Principles in Cloud Computing
Cloud computing greatly depends on virtualisation, as it enables a large number of virtual machines (VMs) to operate on only one physical server. The hypervisor splits the hardware resources that are present and establishes distinct virtual environments in each VM. Each virtual machine is a computer by itself, having its own operating system (OS), and its own allocated CPU, memory, and storage. The model assists cloud providers to optimise the utilisation of resources and scale systems by dynamically assigning resources in response to demand[2].
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Docker offers a more effective strategy in terms of containerisation. Docker containers do not include a complete OS, instead, only the user space of each application is isolated by using the kernel of the host machine. The design consumes less resources and containers are launched much quicker in this design. Containers are the best choice in cloud-based systems in need of fast deployment and elastic scaling due to their lightweight and the ability to replicate[3].
As an example, we used a simple web server in Docker in one of our lab activities. Containerisation of the application meant that we did not have to deploy an entire virtual machine. The container could be started in a short amount of time and we could start many copies to be able to deal with higher load easily as traffic increased[18].
[bookmark: _Toc215937762]2. Containerisation Principles and Benefits
Containerisationis an alternative to the traditional virtualisation. Containerisation does not use an entire machine, with its own operating system, but isolates the application and its user space, and shares the host OS kernel. All the application requirements are still in the container such as the libraries, the runtime, and the configuration requirements but without the heavy-handed baggage of a distinct OS.
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Docker has become the most popular container platform in the cloud since it is easy to package, distribute, and even execute applications [4].
Portability is one of the major strengths of Docker containers. A container picture consists of the app and its dependencies, thus, it can be executed on any system, which supports Docker, irrespective of the underlying hardware or operating system. This actually eliminates the traditional it works on my machine issue in transferring the software into the development phase to testing and finally to production stage [2]. 
The next significant benefit of Docker containers is the efficient use of resources. Containers are smaller and lighter than virtual machines since they do not come with a full operating system. This enables one host to support a great number of more containers compared to VMs, thus Docker is particularly well adapted to cloud-native applications where density, fast startup, and scalability are significant[4]. 
[bookmark: _Toc215937763]3. Docker in Practice: Building Docker Images
A Docker image serves as a template of developing containers. Everything that is needed to launch an application is included in it; source code, runtime, libraries, configuration files, and environment settings. 
One of our practical exercises involved putting a basic Python web application created based on the Flask framework into a Docker image. The initial step was to create a Dockerfile that chose a base image (in our case, a base image of Python), transferred the application code into the container, and installed the required packages into it. A simplified one is as below:
# Start from an official lightweight Python image
FROM python:3.9-slim

# Set the working directory inside the container
WORKDIR /app

# Copy the project files into the container
COPY . /app

# Install required Python packages
RUN pip install -r requirements.txt

# Expose the port used by the Flask app
EXPOSE 5000

# Example environment variable
ENV APP_NAME=DemoApp

# Command to run the application
CMD ["python", "app.py"]
ThisDockerfilesetups a base image(python:3.9-slim), transfers the application into the container, sets up dependencies, opens up the needed port, and sets up how the app should be started. We constructed the image with after writing the file:
docker build -t python-flask-app .
The following command informed Docker to build a container namedpython-flask-app based on the instructions in theDockerfileand files in the present directory(.). After this image was formed, we began a container out of it:
docker run -p 4000:5000 python-flask-app
In this scenario, port5000inside the container was mapped to port4000on the host machine and we were able to access the Flask application at athttp://localhost:4000.
Images such as these can be stored in the Docker Hub, a publicly available image registry in a cloud environment. Once an image has been pushed to Docker Hub, it can be easily downloaded and used by other users. Throughout its course, we released the Flask image to Docker to illustrate how Docker allows developers to collaborate and reuse. The basic steps were:
docker login
docker tag python-flask-app your username/python-flask-app
docker push yourusername/python-flask-app
By uploading, any team member would be able to retrieve the image in the registry and execute the same container on his or her local computer or on the cloud platform. This guaranteed consistency in the development and deployment pipeline, both in the local testing and the cloud deployment.
[bookmark: _Toc215937764]Docker Technology and Its Importance
[bookmark: _Toc215937765]4. Container Volumes and Data Persistence
The major benefit of Docker containers lies in the fact that a single application is isolated in its own container, and configuration conflicts do not exist between service applications. The existence of the containers is not permanent, though, as once a container is paused or removed, the data stored in it is lost. It is a significant problem when using applications like databases, logging, or analytics tools as data needs to survive longer than the life of one container.
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One way that Docker handles this challenge is by using volumes that are external storage that is not owned by the internal filesystem of the container. Docker handles volumes and can be re-used by many containers, which is useful when data needs to be saved in the cloud where containers start and stop or scale; up and down, often. When the data is being written to a volume by an application, it remains intact even after the deletion of the container.
In one of our practical sessions, we launched a MySQL database within a Docker container and added a volume to be able to guarantee the long-term data persistence. Originally we made a named volume:
docker volume create mysql_data
The next step was to mount the volume as we started the MySQL container:
docker run -d -v mysql_data:/var/lib/mysql --name mysql_containermysql
This command unmapped mysqldata volume to the data directory in MySQL within the container(/var/lib/mysql).Consequently, the database files were placed in the volume but not within the container. The data could still be availed even after cessation or removal of the container. Such a solution is a requirement in cloud deployments where the applications should be able to reliably recover the data in case of restarting, failure or scaling.[5].
[bookmark: _Toc215937766]5. Docker Networking
The Docker networking enables the containers to interact with both other containers as well as with external systems. Containers are defaulted to an isolated virtual network, but there are a number of networking modes supported by Docker to assist in fulfilling various communication requirements. The primary types of network are:
•	Bridge network - default, and the containers are assigned a private internal IP address and may also interoperate with the external world through port mapping.
•	Host network - containers are using the hosts network stack to achieve maximum performance.
•	Overlay network - in a multi-host network, which joins containers that are deployed on different servers.
•	Macvlan network - gives containers MAC addresses that are treated as separate devices on the network.
During one of our class activities, a Flask application was launched with a custom bridge network. This gave the container a closed internal network and at the same time external access:
docker network create --driver bridge my_bridge_network
docker run --network my_bridge_network -p 5000:5000 python-flask-app
With the custom network(my bridge network), the Flask container would be able to interact with others within the same network and not connected to the host system network.
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Another experiment we performed was communication between containers in a microservices architecture where a container was used to process data and the other one to authenticate. We have linked them together by their overlay network, so that various containers with different hosts speak to each other as though they were on the same local network. This illustrates the necessity of container networking in cloud native and distributed systems in which inter-service communication at scale is necessary[6].
[bookmark: _Toc215937767]6. Docker in the Cloud-Native Context.
Docker has a significant role in the development and operation of cloud-native, which is created to utilize cloud environments fully with scalability, resiliency, and microservice-based structures.
Containerisation platforms like Kubernetes and Docker Swarm operate containerised applications and are auto-deployed, scaled, load-balanced, auto-healing, and service-discovering. We used a containerised web application to demonstrate Kubernetes on a cloud platform in a classroom demonstration. Kubernetes automatically reduces or adds the number of running containers according to the demand of the applications, allowing the system to deal with traffic spikes without human involvement [20].
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Docker is also compatible with Continuous Deployment (CD) and Continuous Tweaking (CI) processes. Since each stage of development is done in containers by Docker, it removes disparities between local machines, test servers, and production systems. In one of our activities, we utilized Docker as part of a CI/CD pipeline that monitored code changes and automatically rebuilt container images and deployed the updated images to a cloud service. This guaranteed predictable deployments and with ease developed development by a lot.
[bookmark: _Toc215937768]7. Docker Scaling with Applications.
One of the most significant features of the cloud computing is scalability, and Docker offers this feature by means of horizontal and vertical scaling methods.
•	Horizontal scaling adds capacity to run several instances of the same containerised application.
Vertical scaling adds resources (CPU, memory, storage) to a particular container.
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During our hands-on session, we applied the Docker Swarm to scale an application horizontally by executing the same containers in multiple Docker hosts. These containers would then be allocated incoming traffic by the Swarm manager, so that none of the instances would become overloaded. This assisted in keeping the performance and reliability high when the user demand went up[8].
After deploying the application as Swarm service, we were able to scale it using the following command:
docker service scale my_app=5
This developed five working copies of the containerised application, which showed horizontal scaling.
Docker also has vertical scaling in case an application requires more computing power. Resource limits can be set and altered in thedocker runcommand to provide a container with more memory or CPU:
docker run -d --memory="2g" --cpus="2" my_app
In this case, the container will be assigned 2 GB of RAM and 2 CPU cores; this will make it able to perform more heavy workloads.
Docker ensures that applications are scaled up and down to meet evolving demand levels in the cloud by supporting vertical and horizontal scaling. This guarantees effective distribution of resources and prevents over-provisioning and also under-provisioning, hence Docker is essential to the new scalable cloud infrastructures.

Video Demonstration
Here is the Docker Image Creation, container creation and push and pull image YouTube link 
[bookmark: _Toc215937769]Cloud Computing Concepts: Load Balancing, Scalability, and Application Gateways
[bookmark: _Toc215937770]1. Load Balancing in Cloud Computing
Cloud computing includes a load balancing mechanism as the basic practice for the high availability and fault tolerance of the application. The concept of load balancing in the cloud can be used to allocate network traffic to a group of servers or application instances to ensure that no one server or instanced application gets overloaded. This contributes to the continued performance and makes the application available even when there is high traffic.[10].
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There are solutions to load balancing that are provided by major cloud providers, including Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP). As an illustration, AWS offers the Elastic Load Balancer (ELB) that auto-distributes traffic among several EC2 instances, and the Load Balancer in the Azure platform does the same within the Azure platform[3]. These services are, as well, scalable dynamically, adding capacity to serve higher demand and reducing capacity when the demand declines.
When different services use different containers, specifically, in microservices architectures, load balancing gains particular significance. The load balancer in this kind of environment is able to distribute requests as well as aid in service discovery, which means routing the traffic to the right instance of the healthy service. That is why one of the key elements of scalable and reliable cloud-native applications is load balancing [4]. 
[bookmark: _Toc215937771]2. Scalability of Cloud computing.
Scalability is the capability of a system to be used to accommodate more workload by adding new resources or updating the already available ones without compromising the performance. It is among the greatest advantages of cloud computing wherein applications can be expanded or contracted automatically with the fluctuation of demand[11]. Scalability has two significant categories:
· Horizontal Scaling (Scaling Out): Growing capacity, adding instances of a service (e.g., more containers). This is the choice of a cloud environment as it is very flexible and does not need any adjustments in the underlying infrastructure.
· Vertical Scaling (Scaling Up): Raising the resources of one instance, e.g. adding more CPU, RAM, and storage. Although it is helpful, there are drawbacks in this as only a certain level of scaling can be done by a single machine due to hardware constraints.
Auto-scaling is supported by cloud providers, such as AWS, Azure, and GCP, and is used to automatically increase or decrease the quantity of running instances in response to real-time conditions. AWS Auto Scaling, as an example, can scale EC2 capacity when usage is at its peak and contract the resources when the traffic is low to maximize performance and cost.[7].
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In our work with a class, we implemented the use of Docker containers in a Kubernetes cluster, where the replicas of containers were automatically increased, depending on the use of the resources. Kubernetes was used to monitor CPU and memory data and to increase or decrease the number of running containers dynamically. Our application was highly available and responsive as demand varied due to Docker having a short startup time and Kubernetes having inbuilt auto-scaling capabilities[2].
[bookmark: _Toc215937772]3. Application Gateways in the Cloud Environment.
The other essential element of a cloud infrastructure is application gateways as they place a layer of intelligent traffic control and security between users and backend services. This is because these gateways are used to make the incoming requests point to a desired service in the back ingateway. Other than routing, they offer support of other features, which include: termination of the SSL/TLS, authentication, request filtering, and rate limiting[12].
Cloud platforms have a number of gateway solutions, which are integrated into their ecosystems. As an illustration, the Azure Application Gateway includes such advanced features as URL routing, termination of the SSL, and an inbuilt Web Application Firewall (WAF) to secure and optimise application traffic.
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During our classroom exercise, we had an Azure Application Gateway configured, which directs the requests to various backend services according to the URL paths [4]. This showed that gateways provide greater flexibilities in distributing traffic by dispatching every request to the appropriate containerised service. The gateway also supported termination of the SSL, which offloads the decryption process on the backend containers, and their processing workload is low[20].
[bookmark: _Toc215937773]4. Combining Docker with Load Balancing, Scalability and Application gateways.
Docker containers used together with cloud load balancers, scaling, and application gateways constitute a potent approach to implementing modern cloud-native applications. Docker is application-portable, consistent, and simple to scale, yet it can achieve its maximum when used in combination with traffic and resource control systems that are managed by clouds.
To illustrate, in a microservices application deployed on docker, an application request can first pass through an application gateway which identifies the right service by the URL path. A load balancer then allocates the request to various replicas of the service. Auto-scaling systems make the number of replicas according to the load, whereas Docker provides consistency between all instances. Such integration creates a very scaled, secure and resilient model of cloud-native deployment[13].
[bookmark: _Toc215937774]Serverless Computing vs Containerisation in Cloud Computing
[bookmark: _Toc215937775]1. Introduction to Serverless Computing
Serverless computing is a cloud architecture whereby the developers do not have to deal with the underlying server or infrastructure. Rather, the cloud provider would automatically perform the process of provisioning, scaling, and maintenance, and developers can write only application code. A serverless architecture is based on events where functions are run and resources are only allocated when the code is being run. This enables applications to be running without the developers worrying about capacity planning or hardware needs[2].
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Serverless systems ease almost all operational functions in contrast to the conventional cloud deployments where developers are required to set up and maintain the servers. An example used is AWS Lambda. A Lambda function is triggered, and the AWS automatically allocates the required compute resources and dynamically scales them to meet the demand. This is because of the scalable characteristics of serverless computing and the pay-per-execution nature, which ensures that this procedure is cost-effectiv.[14]. 
We also implemented AWS Lambda in one of our class projects to run an image-processing task every time an image was uploaded to an S3 bucket. Lambda automatically provided the required processing power to execute the function and terminated it when it was finished, which is to say that we only paid the specific time of execution. This experiment brought to focus the ease and low cost of deploying serverless computing to event-driven workloads, whereby the entire infrastructure management is entirely abstracted[3].
[bookmark: _Toc215937776]2. Introduction to Containerization This paper provides an overview of containerization.
Containerisation is the process of wrapping an application with its dependencies into a lightweight and standalone environment referred to as a container. Containerisation works in much greater detail than serverless computing [15], in which the infrastructure remains completely opaque. One of the most popular container platforms is Docker, as it offers the means of container building, running, and management across numerous systems[13].
Containerisation is particularly handy in microservices applications, in which programs are broken down into smaller, independently deployable sections. Workloads can be easily isolated and the scaling of individual components can be easily achieved by running each service within its own container as well as the maintenance of high availability. Containers are lightweight, reproducible, and very portable essential qualities required in cloud-native applications[2].
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In the practice, we deployed a multi-container application, which consisted of a web interface, an API service, and a database, with the help of Docker Compose. It showed how Docker eases the problem of managing multi-service systems that are quite intricate. We could also horizontally scale the application using additional containers, contributing to the distribution of traffic and the performance, which is a valuable tool in cloud settings[9].
[bookmark: _Toc215937777]3. Comparison between Serverless and Containerization.
Despite the similarity of serverless computing and containerisation in that they both are used in the deployment of cloud applications, they are also highly differentiated in terms of control, scalability and the applications.
Serverless computing provides total abstraction of the infrastructure. The programmers create code which runs as an event and the cloud provider does the scaling automatically. This model is best applied to event-based workloads like file processing, chatbots, scheduled jobs, and data analysis jobs. Billing is exclusively required when the execution time, so serverless computing is very cost-effective in applications that have unpredictable traffic or intermittent traffic patterns[3]. 
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Containerisation, on the other hand offers much more control over the operating system, runtime and application environment. Containers are suitable in long-running services, microservices architectures, and applications which need custom software configs. Containers are scalable and can be used in more complex workloads compared to serverless functions, which usually have execution time limits[14].
In a comparison assignment in one of our classes, we were tasked with the implementation of an image-processing system with AWS Lambda and Docker. Lambda automatically scaled and costed with a number of images processed which is very efficient in event tasks. Docker also provided the ability to maximize the resources, scaling plans, and setup but demanded more management efforts. This test revealed that serverless is best applied to simple tasks that are triggered by events and containerisation is best applied to longer-running and more complicated services[18].
[bookmark: _Toc215937778]4. The Movers and Shakers of Cloud Computing.
Cloud computing has been on the increase in a fast pace because it is capable of delivering cost-effective, flexible and scalable IT solutions. A number of large drivers have contributed to this evolution such as lower infrastructure cost, greater scalability, greater flexibility and unending innovation in cloud technologies[8]. These strengths have seen cloud services become a critical component to the current IT environment, particularly to businesses with the desire to scale without having to spend much on physical resources.
[image: ]
Cost reduction is one of the factors that contribute significantly to cloud adoption. In the past, organisations were required to buy costly servers, storage systems and networking systems to accommodate expansion. Cloud computing removes these initial expenses by the pay-as-you-go billing system where the companies just pay the resources they are actually utilizing. This renders the high-end computing ability reachable even to small and medium sized businesses that earlier did not have the financial capability to attain the large scale infrastructure[15]. 
The other significant advantage is that of flexibility. Cloud platforms enable organizations to grow or shrink resources within a short period depending on demand. This elasticity will allow organisations to adjust to the changes in workloads without wasting resources by over-provisioning or performance problems due to under-provisioning[11].
[bookmark: _Toc215937779]Impact of Docker and Containerisation on Cloud Computing
Docker has had a massive restructuring of the application deployment, management, and scaling in clouds. Its support of cloud-native applications is one of its most significant contributions towards being highly scalable, resilient, and able to adapt to the ever-evolving requirements of cloud platforms. Since the Docker containers are identical regardless of the environment, be it the laptop of a developer or even on cloud-based systems such as AWS, Azure, or Google Cloud, the organisations can deploy cloud-native services with a lot of certainty and uniformity[16].
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The key advantage of Docker is that it is highly portable and consistent. Containers carry with them an application and all of its libraries, dependencies, and configuration, and thus can be ran in any system that could run Docker. This eliminates the necessity of troubleshooting the differences in environments like the developers experience in a traditional operational process. Rather than being concerned with compatibility problems, containerisation ensures that an application will behave identically on distributed cloud environments, irrespective of its location or method of deployment[3].
Continuous Integration (CI) and Continuous Deployment (CD) cycles are other key elements of the contemporary software development, which Docker has also influenced. Docker images are frequently used to ensure that CI/CD pipelines have repeatable testing and deployment environments. Container images are consistent, as a result, teams can test applications in the same environment that they will run in production. This minimizes the errors, reduces development cycles and offers quicker delivery of updates to the users. The predictability of Docker has a significant positive impact on the overall quality of software and ability to deploy it in the cloud-based system[17].
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All in all, Docker has been a breakthrough of cloud computing. It allows developers to create and support applications more efficiently by allowing them to create lightweight, portable and easily scalable application environments. It has power in the deployment, automation, testing, scalability and cloud-native architecture. Consequently, Docker has developed into a vital resource in developing effective, adaptable, and current cloud applications.
[bookmark: _Toc215937780]Conclusion
The terms serverless computing and containerisation have both become powerful forces in the realm of the contemporary cloud computing setting, and they both present their own set of benefits to the applications, depending on the specific nature of the application and the needs of the operations. Although both of them have the similarity of making deployment easier and enhancing scalability, their methods of doing so vary greatly, and each of them is more appropriate to a specific application[8].
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Advantages of Docker

ADocker is a container-based open platform for developing,
deploying and running applications. Docker Containers are
lightweight. portable and self-contained and improve software
development and deployment.
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