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Worksheet 1

5 Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk = X
File  Action

@3 Ctrh-Alt-Del  ES Full Screen

@\;_}'I # « Network snd Intemet » Network Connections » - fﬁ,l Search Mrtwerk Connections 2|

o e e e i c Rename this connection l @
¥ Local Ares Connection Properties =
ONMNECTION .- LAN SWITCH CONNECTION
o o
Mic

&=

You can get [P settings assigned automaticaly If your network supports
this capabiity. Othernise, you nesd to ask your network administ stor
for the appropriste [P settings.

a

Qban an [P address automancaly
© Use the folowing TP address:)
P addess: #W8.0 .3

L BBy o

Ths
=]
v
=
w
& -
£l
¥ -

Supnet mask: +255.255. 0

Defad gateway: 192.168. 0 . 1
Obtan DNS server address sutomatcaly

@ Use the folowing DNS server addresses:

Prefemed DNS server:

157 f |

Aftermate DNS server:

[T Validate settings upon exit

n4
011207

P A

Lab configuration




3 Virtual Machine Viewer - Cardiff on server vonneumann.soac smu.ac.uk

File  Action

| @Sctrd-Alt-Del S Full Screen
[ Server Manager |a

Add Roles and Features Wizard Hnn A

hbj
i Local Se ect server ro| ) :!is‘nmrourfgi;
s Anse 1
¥ File an Add features that are required for Network Policy and

ices?
Access Services? | 8

Policy and Access Services
Wetwork Policy Server
feaith Registration Autharity

The fullowing tocks are required to manage this feature, but do not
have 1o be installed on the same server.

4 Remote Sarver Administration Tools fd Host Credential L
= bation Protocol (HCAR),
4 Role Administration Tools bip safequard the health and
[Tools] Network Policy and Access Services Tools fof your network
Hide

[ Indude management tools (if applicable)

Add Features|

< Previous Next > nstal Cancel

resuits Ferformance

BPA results

Adding network policy and access services




3 Virtual Machine Viewer - Cardiff on sernver vonneumann.soac.smu.ac.uk
File  Action
| @Sctrd-Alt-Del S Full Screen
9

Server Manager [=]0] x |

i Local
B& Al Se
BE File arl

DESTINATION SERVER
CARDIFF

X

Add features that are required for Routing?

E’;:ﬂ::':,:‘.l.m:f unless the following role services or [provides support for NAT
3 LAN Routers running BGP,
Group Policy Management e ::I‘m,: Dpablc romen
RAS Connection Manager Administration Kit (CMAK)
Remote Access
Dwrecticoess and VPN {RAS)
Remote Server Adminitration Tools

&

—I
=

4 Role Administration Tools e
4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too

4 " 3

Q)

Include management tools (if applicable)

]

< Previous Next > nstal Cancel

resuits Ferformance

BPA results

Adding routing to remote access role




2 Virtual Machine Viewer - 5 on server babbage.soac.smu.ac.uk

File  Action

¢ @3ctr-al-pel BN Full Screen
[

Marage

Network Connections
B Local Server 1 .'P « Network and Intemet » Metwork Connections » v G ][ 2
i Alse :
_‘ e i Rename this connection  » -0 e
®E File and Storage

ONNECTION

= LANSWITCH CONNECTION
= Disabl

General | g
1 You can get [P settings assgned automatcally  your netwark supparts
this capabiity. Otherwise, you need t ask your nétwork admnistrator
for the appropeiate [P catings,
de
Obtan an [P address automascaly
1P address: [B2. 8. 1. 2
Subnet mask:

[255 255 355 0

|] Default gatenay: I

Obtain DNS server address automatically

@) Usg the folowing DNS server addresses:

Breferred DI serves: 192466, 11 . 1
Mrernate DNS server: . . . |
(] valdate settings upon exit e

3 item

Swansea configuration




| Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk = X

File  Action
@3 Ctrl-Alt-Del Bl Full Screen

s Server Manager

eachab
acha

File and Storage

] 1 # Local Server i
Services
G:' Manageabilrty @ Manageability

Performance Senvices

BPA results rmance

BPA resulis

] { o e 1:16
| = ‘ ey - ‘ BED wnam

Attempt to ping network 0 from Swansea
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Routing and remote access service configuration

RES e |

il T —

Tosk 2: Enabling the Routing and Remota Accoss
Service ona Server:

[Completa this task from the CardhY server]

e —
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3 Virtual Machine Viewer - Cardiff on server vonneumann.soac smu.ac.uk = X

File  Action
| @gCtri-Alt-Del B Full Screen
fa

Ve can sabls sy of #a falowing combinations of senvices, oryou 23

B Local Seny I%‘; S
i Al server | o  Ramate scosss (daiup or VPN)
B§ File and § Mmﬂemwm&&l&hmﬂwm:ﬁwmvc b
Io Iis © Nstwork address transiation (NAT)
. nap Aiow inkemal chents Lo connect 10 the Intemet wsing one public IP address
L]
gl Remote A " Wrtual private netwerk (VPN) access and NAT

mmmmwwhmwhmmwmw
connect 1o the infemet using a engle public P address

1 Secure connaction batwean two prvats netwodks
Connect this network 10 8 remote network, such 23 a branch office.

K bie in Reuting and Ramole Access. enu,

Hide

[[<bsck [ Het> | [ come | .
e

‘ ;LI::: Storage 1 fio is .
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

Custom configuration




3 Virtual Machine Viewer - Cardiff on server vonneumann.soac smu.ac.uk

File  Action
| @gCtri-Alt-Del B Full Screen
fa

Custom Configuration
ar When this wizard doses, you can configura the selected senvices inthe Fouing
T I%‘; and Ramate Access conscle.
B Alserved | [l Selectithe senvcesthat you wartto ensbe on this server
# Fileand § ™ ¥PN access L
o s L
A NAP I~ Dgmard-dial conmections (used for branch office routing )
L]
2\ Remote A

enu,

Hide

[ <bsck [ Het> | [ come | .
e

‘ ;LI::: Storage 1 fio is .
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

Lan routing




File  Action
. @3Ctr-Alt-Del S Full Screen
9

3 Virtual Machine Viewer - Cardiff on server vonneurnann.soac smu.ac.uk

i Local ser| | B Fout

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successhily completedthe Routing and Remote
Access Server Setup waard

R
i3 Alsener |, Ba
B File and §
s
b Start the service
™ nap
=\ Remote £

Routing and Remote Access

The Routng and Remate Access senvice ks ready to use

To close this wizard. chek Firish

enu,

FA Manage

Hide
<Bok [ Foah | [ Cocel |
= File and Storage =
Z 1 s 1
Services ©
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
-l 11:34
IRl 42 | RAS

Service ready to use




3 Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk = X
File  Action
@3 ctrl-Alt-Del  BS Full Screen

All right

TCH CONNECTION

Pinging 11 network from lab




5 Virtual Machine Viewer - Cardiff on server vonneumann.soac. smu.ac.uk
File  Action

. @gCtr-Alt-Del B Full Screen
-3 Server Manager

LBl & g v bing.comsearchl= googledsre O = & | @ This page can't be displayed

e | This page can't be displayed

* Make sure the web address is correct.
* Look for the page with your search engine.

* Refresh the page in a few minutes.

Hide

Fix conneclion probiems

MA results Performance

BPA results

Internet connection




Virtual Machine Viewer - Cardiff on senver vonneumann.soac.smu.ac.uk

File  Action
@3 Ctrl-Alt-Del  EL Full Screen
Server Manager 1

Administrator: Command Prompt

h
i n ho
rstination hos

e .
chable .
h

Dene

File and Storage

S 1 ns
Services

(® Manageat ® Manageability
Events Events
Performance

BPA results

T

Ping from Cardiff to lab




Virtual Machine Viewer - Cardiff on server vonneumann.soac smu.ac.uk = X
File  Action
@2 Ctrl-Alt-Del  ES Full Screen
Server Manager -

Administrator: Command Prompt
1L

Dene

File .?nd Storage 3 o is ;
Services

@ Manageability @ Manageability
Events Events

Performance

BPA resy formance

BPA results

1144
3071172017

& 57w

Ping from Cardiff to Swansea




New routing protocol

e e o e, s e b i ok 1 e e e

Task 3: Add Routing Protocols on the Server and Add
Two Routing Interfaces to the Routing Protocol on the
Server.

[Complete this tsk from Cardif]
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3 Virtual Machine Viewer - Cardiff on server vonneumann.soac smu.ac.uk = X
File  Action
[
hboar ‘Chck the routing pretocol that you want to 8d4d_then clck OK v @
i Local Sen I%";:'“'::’" Bt protocols h Administrative Took P |
rer '
PA
B& AllServer|| [ CARDIF (log ¥TOMCP Faley Agert s Size -
2| | T6HP Routarand Py 121.001 fa
B File and § E Re'“'m"’" W [T Mot available )
= L] "
D « X e
™ nap H Genef : 2K8
N, H Static un =
T » H b i
2KB
26 g
2KB
2KB
2KB Hide
2kB
-“ e K8
< " 2 2KB
| 2KB
fﬁ Performance Maonitor 22/08/2013 0752 Shortout 2k |
i Remote Access Management 08/2013 00:43 Shortout 2KB
&) Resource Monitar 08/201307:52  Shortewt 2KB
7L Routing and Remote Access 22/08/201307:44  Shorteut 2K
# Security Configuration Wizard 22/08/2013 07:45 Shormeut 2KB
B Server Manager 22/08/2013 07:55 2KB
# Services 22/08/2013 07:54 Shortout 2KB
W mems 1 dem selected 1.11 KB
BPA TesuTt

Ripv2
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{ Gommon s

New interface

Two Routing Interfaces ta the Routing Protocol on the
Sorver.
[Complere this task from Cardi]

Aot st 11 - Hoating ot Romste Aicasa.
e Sarves - tpind P Vi, g ik Gl i Bt i<k
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3 Virtual Machine Viewer - Cardiff on server vonneumann.soac smu.ac.uk

File  Action
| @gCtr-Alt-Del B Full Screen
f

& Fouting and Remote Access
55 Server Status

Interface
4 [} CARDIFE (local) 22 Etamet
¥ File and H Network Interfaces 83 Etparnet 2

(23 Remote Access Logging

Update mede
Periodic []
Periodic []

<l

ﬁ Performance Maonitor

i Remote Access Management
) Resource Monitor

7L Routing and Remote Access
# Security Configuration Wizard
B Server Manages

# Services

0 kems 1 dem selected 1.71 KB

22/08/2013 07:52
08/2013 00:43
08/2013 07:52
22/08/2013 07-84
22/08/2013 07:43
22/08/2013 07:55
22/08/2013 07:34

Shortcut
Shortout
Shortout

Shorteut

Shomeut

h Administrative Tools @ |

Size

v @

~

2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KE Hide
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2kB
2KB
2KB
2KB

BFA resuTt:

2 new rip interfaces




Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk

File  Action

@3 ctrl-Alt-Del Bl Full Screen

JTCH CONNECTION

Persistent route to Cardiff network 0




Task 5
Benefits of a type 1 hypervisor

* Applications communicate with hardware with less delay than a type 2 due to
the exclusion of the client operating system and more bare bones structure.

+ Ease of recovery, restoring a machine due to there being no client OS to
reinstall as it is all on the vm software

¢ Can run multiple versions of vm software at once

The role of a router in a network is to forward packets of data between networks.
Data packets are typically sent from router to router until it reaches the router in the
network of the intended recipient.

Common routing protocols

RIP — RIP is a distance vector routing protocol which uses hop count to work out the
suitable path across a network without creating routing loops. It avoids creating
routing loops by “poisoning” routes so that it knows are invalid.

EIGRP — Enhanced interior gateway routing. Designed by Cisco, it is a distance
vector routing protocol intended to automate routing decisions for the network.
EIGRP shares routing paths to other routers in an autonomous system

OSPF - Open shortest path first uses link state routing to constantly update the
logical topology and allow the router to work out the shortest path using the Dijkstra
algorithm.

A routing table holds the information gathered by the router about devices on the
network. The kind of information stored in a routing table includes network
addresses, distance in hop counts to devices and costs of packets being sent. This
information is stored in a routers RAM.

A subnet mask is used to identify a single subnet of a network, and it is the protocol
that allows the world to use private IPs in a business or home setting. Used in a
routing table, it can distinguish from 2 devices using the same IP but are part of
different subnets, depending on the subnet mask.




Worksheet 2

| Virtual Machine Viewer - Cardiff on server vonneumann.soac.smu.ac.uk = b4

File  Action
@2 Ctrl-Alt-Del ES Full Screen

Server Manager

Routing and Remote Access

File

Action View Help

tratorrarp

168.11.1

(3nr X

% Remote Access Management 2 teut i
%) Resource Menitor 5 ¥
7L Routing and Remote Access 22/08/2013 07:44 Shartew i
7 Security Configuration Wizard i KB
s Server Manager

& Services B 54 hovtout KB

ted 1.11 KE

Fesuns

. 11:58
30112017
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3 Virtual Machine Viewer - § on server
File  Action

. @3 ctr-ait-pel Bl Full Screen

fia

'WELCOME TO SERVER MANAGER

§oaisener | [

gesoac.smu.ac.uk = X

& Anservers ks
#§ File and Storage S¢
Select server ro

Add Roles and Fealures Wizard | [ B

DESTINATION SERVER
SWANSEA

— ¥,

Add features that are required for Web Server (IIS)?

fion

The following tools ane required to manage this feature, but do not

115) prowid labl
have to be installed on the same server, ec PO prides aurelitle,

pble, and scalable Web
nifrastn e

o Web Server (IS) jon mifrastructure.
4 Mansgement Tools le

[Tocls] IIS Mansgement Console

[ Include management tools (f applicable)

Add web server role




a Virtual Machine Viewer - § on server babbage.soac.smu.ac.uk

File  Action
| @3 Ctrl-Alt-Del EJFHIScreen
e

I Local Server
& Anservers
W@ File and Storage 5¢

'WELCOME TO SERVER MANAGER

Select role services T st
Before You Begin Select the role senvices to install for Web Server (I15)
Ingtallath Role services Description E
Server Selection e ey e s T TP Senvice enables FTP publishing
[ Digest Authentiestion on & Web server.
[C] WS Client Certificate Mapping Authenticatic
[ 1P and Domain Restrictions e

[ URL Authorization
[] Windows Authentication
Confirmation b [ Application Development
4 [ FTP Server
vl
[[] FTP Extensibility
4 [ Management Tools
[¥ 1S Management Console

E ]
[ 15 & Management Compatibility
[[1 115 Management Scripts and Toals
[] Management Service .

ftp services




New user

Checl pias AP Tatle ualeg the i -4 umana, et B oalres. it
bl 2n mects sares omnebare (s ied b

Task 2: Permitted TCP and ICMP Operations

f——

[Complete these tasks from Swansea]:

“VERY IMPORTANT"
s B o ik off e ner st chisage pasnmced o sat ogos




Add ftp site

[Compilete Mese 138KS from Swanses]

VERY IMPORTANT"
[N e Lo ———

sy
Hame ]
Pascst Pfsded

aboga

- et Mraresrsine Lok et tndormaton Sarvicen Messger

* Expantm Compute: Nam - Rlight fick o4 Sdes - ehsato Ada F
PR I————

s




5 Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk
File  Action

| @3 Ctrl-Alt-Del !FﬂlSﬂ'een

Cansar b
*

[y |
- Computer Management =18

File Action Yiew Help

b ) Shared R |
a B Local Us)
 Useny

21 Grou

p () Perform
& Device N

4 [32 Storage
b W Window
= Disk Ma

b i Services ond

Previous Next | Firish | Cancel |

items  1item selected 1.10KB

ftp site test




5 Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk
File  Action

| @3 Ctrl-Alt-Del !FﬂlSﬂ'een

SRR |
¥ Computer Management =iji
Fle Action Yiew Help
es2E o= BE
& Computer Mana :
4 [} System Teo
b () Task Sch
b [ Event ¥
p gl SharedF |
a B Local Us)
=1 Userd
21 Grou
p () Perform
& Device N
a [ Sterage i IP Address: Part:
b W Window |M\ Unassigned vl |2l | E
S Disk Ma | —=
b By Services ond [] Enable Virtusl Host Names:
Virtual Hest (eample: fip.contoso.com)
| =
[ Start FTP site automatically
S
® NoSSL
) Allow SSL
O Require SSL
ST -
| Mot Selected v| | select. ew
i [Cewiom [ B ] oo | [Coma ] |
ma items  1item selected 1.10KB

No ssl port 21




5 Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk = X

File  Action
. @3ctri-at-pel Bl Full Screen

H Cansar M

=]
¥ Computer Management =i|i8
Fle Acion View Hep

o 2m oz B

4 [} System Teo
b () Task Sch
b [ Event ¥
b ) Shared R |
a B Local Us)
=1 Userd
21 Grou
¢ (5 Perform.
& DeviceM
4 [32 Storage [ Anomymous
b W Window g E
= Disk Ma M ke B
b [ Services and
3t b
Allow agcess to:
|Sp«iliedu:e|s vl [Tl L
|swansesittpuser |
Permissions
¥ Read
¥ Write
L[] - g
[ prevous | [ || o |

I Mitems  item selected 110K

User setup authentication




5 Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk = X

File  Action
| @3ced-al-Del Bl FullScreen

* Computer Management

File Action Yiew Help

b @M.oﬂll Q-2 18 ,- “ FTP Messages

o DeviceMl ™ g StanPage Bonner

e qg::imh:f:wm" Welcome to the Swansea server
48] Sites

1@ Defoult Web Site

b+ best Welcome: Bl

Welcome to the Swansea server

Esit:
‘Wou are exiting the Swansea server

Message banners




5 Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk
File  Action

. @3ctri-at-pel Bl Full Screen
*

File Action Yiew Help

e 20z BE

Canmar A

Computer Management

] Groups

3 @ Performanc
& Device Man|

4 [32 Storage
1 W Windows 5¢
& Disk Menag|

b iy Senvces and AL

Home

Share

View

©

L |j. » This PC » Local Digk (C:) » inetpub » ftproot

v c,I I Search ftpicot

'):l' meec phame ;
I Desitop
8 Downlosds

& Recent ploces

| testftpdownload bt

& This PC
s Destop
L Documents
8 Downloads
M Music

& Pictures

B Videos

& Local Disk (C)

i Network

Date modified Type

0N2017 12:16 Tedt Document

Size

OKE

ftp file/falder




Virtual Machine Viewer - Cardiff on server babbagesoacsmu.ac.uk = X
File  Action
@2 Ctrl-Alt-Del Bl Full Screen
w Windows Firewall with Advanced Security | =]l ‘ L |
File Action View Help
s = B
& Window] B Administrator: Command Prompt - ftp 192.168.11.2 l.' ]._ Actions
3 Inbe . -
s Windows Firewall wit.. ~
K Ouy
” Policy
B Mon| Export Policy...
= Restore Default Policy
Diagnose / Repair
View L3
i Refreth
Properties
= ([ Hep
-
male connection secunty nikes o specily how and when conmections between comouters ane authenticates] and
profected by using Intemet Protocal securty (IPsec)
| &3 ecurty Fuies
| View and create firewall rules
| Create frewal rulkes to cormeciions Lo soecifed ogams alow a cormection only
n suthorized user orvwections are
them, and outbe
s s
™ Out Fude:
Viow currant firswall and IDeac nolicw and activite :
" L]
i
- = i 1223
e ] DS
[ | e a2 v = 5O _ongaan

Accessing the Swansea FTP from Cardiff
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File  Action

@2 Ctrl-Alt-Del Bl Full Screen

> Windows Firewall with Advanced Security
File Action View Help
as 5 HiR
Window
K2 Inbe
K Outy]
B Coni

B Meon

Create connection securty rues to spectfy hoy
profected by using Intemet Protocal secu

View and create firewall rules

Crogte frewal rulea to diow or b Toctions Lo secificd orogram

w are
atch @ nue that

Viow currant firowall and IPear nolicw and activite
[

[=]al x]

Actions

Windows Firewall wit.. =

impont Policy

Export Policy...

Restore Default Policy

Diagnose / Repair

View L3
Refresh

Properties

Help

HAFIEE]EEICIC

Ftp transfer complete




Virtual Machine Viewer - Cardiff on server babbage.seac.smu.ac.uk

File  Action
@2 Ctrl-Alt-Del Bl Full Screen
= = e
- = fipfilesupload = | = e
File Action View Help “ —— o r o
NEIE
ad e T TP
& Window] B Administrator: Command Prompt - ftp 192.168.11.2 l = ] -
B3 Inbe testit z P L _—
K Outy tion closed b pte host.
B Con
B Mon
exiting the =
T |
|
Viow currant firowall and Dear nolicy and activite adj|
" m
- ' 1242
L] 5 Oy
I F ‘ ey | #j | H. # u b8 B s e

Uploaded file from Cardiff to Swansea ftp




i Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

File  Action

b [ Event View [ Preview pane (B Eara targe kcons (3 Large icons I [al* [ Rem check boses " I
b i Shared Fol [[H Detaits pane ~ 3& Mediumicons =5 Smallicons .= 1= [# File name extensions Bedird
4 I Local Userdl pavigation e - & i (= : Hide seleed | Options
& Usess Lt £ ust Eoeas = v B O tiddenitems o 5
] Groups| Fanes Layout Curent view Showhide
Dg;:::':":: @ * 1|4 » ThisPC » Local Disk(C:) » inetpub » ftproot vC,I!Sul(hfrprom 2
. ? ;o:g:m i Name = Date modified Type Size
=P Disk Mana B Desktop | testftpdownload.tt 31120171216 Test Document 0KB
b T Services and 8 Downloads | testftpupload.bt 07272017 1242 Text Document 0KB
L Recent places
1 This PC
e Desktop
| Documents
8 Dewnloads
M Music
B Video:
i Local Disk (C2)
B Network
i

File confirmed uploaded




2 Virtual Machine Viewer - Cardiff on server babbage seac.smu.ac.uk = s
File  Action
. @gctr-Al-Del Bl Full Screen

PEEEEEN
Rty o s | N | ... ...
Server Status P
b B Manitel | % CARDIFF (local) ;:Ml::dm = P Addng Size ~Jp-
H Network Intefaces B sopback enw | pult Pokicy
. g:;':m‘""' L0399 | 83 SWITCH CONNECTION ;:; —{ Fepsie
H Generdl : - S r
B Sutic Routesr 28
4 I%\'emp i
E General KB
B Sutic Routes 2K8
H
kg (=
2k8
2KB
<] n > [<] m | > i
- 2K8
— | 2KB
L Routing and Remote Access 22/08/201307:44  Shorteut 2k8
& Seeurity Carfiguration Wizaed 22/08/2012 07:45 Sharteut 2 )
B Server Manager 22/0B/2013 07:55 Shorteut ZK8
5 Servces 22/08/2013 07:54 Shorteut 268
& system Configuration 22/08/2013 07:53 Shortcut 2KB
B System Information 22/08/2013 07:53 Shorteut 2kB
&) Task Scheduler 2/082M30755  Shortcut G 2KB | |y
Witems 1 item selected 111 KB =
T WO rITanT Mo S IPTOr ey o arETmTy e e e
| ] | > I <] i ST,

Selecting 0 network to apply filtering
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File  Action
. @gctr-Al-Del Bl Full Screen

h Administrative Tools Pj
~ -
o pult Palicy
ZKB
2KB
2K8
2KB
2k8
2K8

Size

2K8

1 0744 Shoreut 2kB
& Seeurity Carfiguration Wizaed 22/08/2013 0745 Sharteut 2B
B Server Manager 22/0B/2013 07:55 Shorteut 8
5 Servces 22/08/2013 07:54 Shorteut 268
& system Configuration 22/08/2013 07:53 Shortcut 2KB
B System Information 22/08/2013 07:53 Shorteut 2kB
&) Task Scheduler 2/082M30755  Shortcut G 2KB | |y
Mikems 1 ikem selected 1,11 KB ) &

3 I(u[m_mmm_nmmmﬂnlr!m e

Filter settings




File  Action

¢ @gced-Al-Del B Full Screen

2 Virtual Machine Viewer - Cardiff on server babbage seac.smu.ac.uk

+ B Monitord

Ede..

»

| Do |

[Cox ] oo |
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Q1 ARP, address resolution protocol. ARP converts IP addresses into the
corresponding MAC addresses. Both the MAC address and IP address are required
to send a frame packet between networks. ARP information is stored in an ARP
table. The table contains IP and MAC addresses of devices that are on the network.
ARP entries are usually entered dynamically, although they can also be entered
manually.

Q2 Packet filtering is a system that determines what kind of traffic is allowed or
blocked on a network. Unused ports can be blocked to reduce chances of intruders.
Ports can also prioritised to allow faster connections. Filtering can be set up to allow
or deny traffic from certain destinations. Workplaces can block unused ports to stop
employees accessing restricted websites.

Q3 Contradictory filters can occur when the input filter of one rule permits inbound
packets, but an outbound filter denies the same type of packet to be sent. This
results in the packet not being sent.

Q4 Along with an FTP server, a server can be configured as a DHCP server or DNS
server to either resolve IP addresses for devices currently on the network, or control
IP domain names/addresses to simplify internet address usage.
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Q1. The role of a DHCP server in a network is to automatically provide a host with an
IP address along with subnet mask and default gateway info.

Q2. When a NIC is configured with DHCP but cannot communicate with the DHCP
server, the computer may be given an APIPA address which spans from 169.254.0.1
to 169.254.255.254, with a subnet mask of 255.255.0.0

Q3.

DHCP client broadcasts a discover packet across the network

DHCP server receives discover packet and broadcasts an offer packet

DHCP client receives offer packet and broadcasts a request packet

DHCP server receives request packet and broadcasts an acknowledgement packet

Q4. Allows DHCP servers from different subnets to assign host info. Allows the use
of centralised DHCP servers. Provides layer of redundancy to the DHCP servers.




Worksheet 4

; Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk = b4

File  Action
@3 Ctrl-Al-Del B Full Screen
& Server Manager | = |ﬂ1 l x |

| FA Memage  Tooks  View  Help

PR WELCOME TO SERVER MANAGER

Add Roles and Features Wizard [=[= |

Local Serv

All Servers

= - STINATION 3EAVER

i DHCP Se CARDIFF
File and Storag =
s Select one or more roles to install on the selected server.
NAP

Roles Description
&l Remote Acces

[ active Dirsctory Cantificate Servicas Al achie Dieclory Domain Servces
[l active

[ Active Directory Federation Services

[ Active Dirsctory Lightweight Directary Sanices

[] Active Directory Rights Management S, Hidle:
[ Application Server = resourees ar

v through a s logan process.
[] DNS Server

[ Fax Server

[5] Fike ond Storege Services {1 of 12 installed)

[ Hyper-v

[®] Metwork Policy and Access Services (1 of 3 installe

[C] Print and Document Sernices

[B] Remate Accass (2 of 3 installed)

— - = ~

¢ u y

[ jous | [ Mets inerall > 5[E N Eancetn ]

Adding active directory domain services to Cardiff server




S Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk - b4
File  Action

@3 Ctri-Alt-Del BN Full Screen

Server Manager
= Active Directory Domain Services Configuration Wizard =} F
s . : TARGET SERVER
t Configuration CARDIFF

Select the deployment operation

Add

t domain name:

Mo Viiguratior
Prev HNeat > Inst [ Cancel
TTems e
Services Services
Performance Performance
BPA results BPA results

Adding nwtraders.msft new forest on Cardiff server




S Virtual Machine Viewer - Cardiff on server babbage.soac.smu.ac.uk - b4
File  Action

@3 Ctri-Alt-Del BN Full Screen

Server Manager
= Active Directory Domain Services Configuration Wizard =} F
N s el T TARGET SERVER
vomain Lontrolier "thuns CARDIFF

Select functional level of the new forest and

Forest

nal level indows Server 2012 R2

Domein functional level:

Specify domain controller capabilities

ain Name System (DONS) server

W Ca

Type the Directory Services Restore Mode (DSRM) password
Passwarg: saasanas

Lonfirm password: sesssnes

W:Errtr;w?] Next > Insta [7 Cancel
TTems e
Services Services
Performance Performance
BPA results BPA results

Selecting functional level windows server 2012 R2




2 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk — X

File  Action
| @3 Ctrd-Alt-Del Bl Full Screen
E

You can change the name and the membership of this hmpuier e+ Sptem
I Ls compueer. Changee might affect accees 1o network reeources. )
B Al ation about your computer
KgF Competer name:
SWANSEA
ol | 12 82 Stangard
At o reparsson. anig: (B Windows Server2012R2
= .
"'(:)‘*’"”" Inte(R) Xean(R) CPU £5-2640 0 ©250GHz 250 GHz
i ‘Q’ = poer RAM):  200GB
~ 64-bit Operating System, 15d-based processor
O Wokgmup: NoPen of Touch Input is ivailable for this Display Hide

WORKGROLF
: s in, and workgroup settings.

—_ OL] _ fancel SWANSEA B Change settings
N SWANSEA

|. 3 | Concal | AonY o SWANSEA

WORKGROUP

Windows sctrvation

Windows 15 not activated. Read the Microsoft Software License Terms
Gee ko
. Product 10 00252-00814-45878- 44615 Activate Windows
Action Center

Windows Update

Par

GFA TeSuls

Adding Swansea server to nwtraders.msft domain




Virtual Machine Viewer - Lab-01-01 on server babbage.soac.smu.ac.uk
File  Action
@3 ctrl-AltDel B Full 5creen

Systemn Properties
Compute Name/Demain Changes

can chanoe the name and erhip of this
puter. ges mait fect netwad: ressuresn

Marnber of
@ Domain
wraders et

Woskgroup:

Cancel

All rights reserved.

fon(R) CPU E5-2640 0 @ 250GH: 2.50 GHx

brating System

Touch Input is available for thi:

settings

TETCTITETCE T Lol o gl
Teels

Windows activation

Adding windows 7 server to nstrader.msft domain




Q1 To resolve names to |IP addresses, a client can use the DNS console. The DNS
console allows the user to select a domain name and assign it to an IP address.

Q2 A recursive query is when a computer sends a request (in the form of a website
address e.g www.google.com) and in return, the DNS server replies with the IP
address, or in cases where the domain name is invalid, a “domain not found” error
message is displayed.

An lterative query is when a computer sends a request for a best answer to the
query without the aid of any further DNS servers. An iterative query is typically made
from one DNS server to another.

Q3 Root hints are records that are stored on a DNS server from previous requests.
They are used to resolve names that are not available to the authoritative DNS
domains. This way, if a DNS server receives a request that it cannot resolve, it can
check the root hints file to see if it has the correct answer to the request.

Q4
1. Server1.subcontA.nwiraders.msft
2.

Top level
+ nwtraders.msft

root domai

Subdomain

o G o G

Q5 DNS zones are governed by zone files. Zone files contain all the information
required for a zone to access DNS records. DNS zones can be either Primary DNS,
Secondary DNS or a Stub. Primary DNS is a read/write copy of a DNS database
where records can be added/removed or edited. A secondary DNS is a red only copy
of a DNS database which serves as a backup to the primary DNS. A stub is a small
directory of regularly used records.

Host




Worksheet 5
Evaluation of Clustering strategies

Introduction

This appraisal will evaluate the available network clustering strategies that are
suitable for hosting a 3-tier web development system. Each individual clustering
strategy will be analysed and evaluated along with the accompanying tools and
technologies that are utilized by the clustering strategy.

After each available Clustering strategy has been evaluated, the most suitable
strategy will be selected to be implemented for the 3-tier web development system.

Suitable Clustering Strategies

1. High performance computing

1.1 Overview

High performance computing involves the use of multiple powerful computers
(Referred to as “nodes”) to process large computational problems. A HPC cluster
consists of a minimum of 2 nodes, however it is possible for a HPC cluster to contain
thousands of nodes. The use of HPC clusters is to allow processing on a massive
scale to be allocated among each node in the cluster to allow the process to be
completed much faster and more efficiently than on a single computer. [1]

1.2 Purpose

HPC is regularly used in industries which require processing of
simulations/operations on a massive scale. HPC is used regularly for weather
forecasting where multiple simulations of weather behavior need to be calculated
from data recorded from many different cities/countries, with the more simulations
resulting in more accurate predictions. [1]

HPC are also strongly used for simulating testing of designs, prototypes, chemical
reactions, automation and other similar examples as a means of reducing the time
and cost of carrying these tests out using real materials/prototypes. [1]




1.3 Hardware

Multiple powerful computers, with a cluster making use of the processing power of
multiple powerful CPUs to process calculations. As of December 2013, the fastest
HPCs have been recorded processing operations at around 300,000 times faster
than a standard desktop PC. [1]

1.4 Costs

The cost of creating an HPC cluster depends on how big of a cluster your project
requires. An HPC cluster is a network of multiple high-performance
supercomputers/servers, which will need to be housed in a suitable environment
(taking into account cooling, risk factors etc.). [4] The HPC cluster will have to be
installed by a specialist team. Cost of installation can add up considerably when you
are dealing with potentially 10s, 100s or 1000s of machines. These machines will
usually be insured and included in a service plan to ensure uptime and fault
resolution. Along with all the costs of hardware required to implement an HPC
cluster, many experienced engineers will be required to maintain and control these
machines daily, usually salaried workers. [4]

An HPC cluster the size of 100 nodes can cost over $1.3m for the hardware alone,
with monthly running costs including electricity and management staff wages can
cost around $70,000, exceeding $100,000 when you include support staff. [4]

If a certain business project requires the use of a HPC cluster to speed up the
process of some work, for example prototype testing or scientific simulations, it is
possible to rent part of an HPC cluster for the time it takes to complete any given
task. This allows even a small company to make use of the processing power of an
HPC cluster for a fraction of the cost of a full HPC cluster [4]

1.5 Scalability

Depending on the intended task, a HPC cluster can be composed of a minimum of 2
nodes, increasing into the thousands should the situation require such a large
number of nodes. [1]

1.6 Reliability

Reliability of HPC clusters comes down to the individual node failing, or a failure in
the network architecture connecting the nodes together which allows communication
and distribution of workload between nodes. [1]




1.7 Advantages and Disadvantages

Advantages [1,2]

Allows businesses to reach levels of processing power deemed unachievable
in certain business setups

Extremely reliable due to ease of resolution of most common problems related
to the use of a single computer

Can process massive workloads in a much shorter time than the average
desktop PC

Hugely scalable due to network capabilities and connecting multiple HPCs
together

Increases safety due to multiple simulations of virtual environment scenarios
before performing live demonstrations

Deals with parallel operations extremely well

Disadvantages [1,2,3]

Network overload if work is not allocated efficiently

Software licensing can get complicated

Poorly designed HPC clusters can cause a single point of failure of multiple
machines

Security concerns with multiple businesses using the resources of a single
HPC (As seen in the recent Meltdown and Spectre vulnerabilities in Intel
CPUs) [3]

Primarily deals with significantly parallel operations.




2. Network Load Balancing

2.1 Overview

Network load balancing works to distribute traffic across up to 32 nodes in a cluster
through the use of the TCP/IP protocol. NLB can dynamically add or remove hosts to
deal with fluctuating traffic. Servers that are part of an NLB cluster are referred to as
“hosts”, each host runs its own copy of the server applications. [5] When a host
failure occurs, the work load is immediately distributed to the other hosts that are still
active. Failed hosts can re-join the cluster seamlessly to regain its workload share
and continue processing. [5]

2.2 Purpose

NLB clusters are commonly used for mission critical operations, as well as hosting
web servers. While an NLB cluster is only capable of running stateless applications,
it is highly scalable and fits the purpose of these applications extremely well. [5]

2.3 Hardware

Network load balancing is a method of dealing with multiple nodes (32 per cluster,
multiple clusters) using network drivers. The low overheads of implementing an NLB
cluster are advantageous. In a single cluster, all devices must be set to either
multicast or unicast. [5]

2.4 Costs

Due to the software elements, there is no need to purchase any extra hardware to be
able to implement NLB. Unless the project is being created from the ground up,
where typical network hardware would have to be purchased, NLB can simply be
activated through the Microsoft server OS. [5,9]

2.5 Scalability

NLB can support up to 32 nodes in a single cluster, including multiple clusters. NLB
can seamlessly add or remove hosts to or from the cluster as work load increases or
decreases, usually without failure. [5]




2.6 Reliability

NLB clustering allows seamless transfer of work load to other hosts on the network,
as well as reintegration of failed hosts or adding new hosts to deal with increased
traffic. NLB makes use of network drivers rather than adding powerful expensive
hardware, failures are largely dealt with by efficiently adding or removing hosts to
manage the work load across the network. [5]

2.7 Advantages and Disadvantages

Advantages [5]

Less complex than a Failover Cluster

Provides reliability and scalability to large complicated applications
High scalability

High reliability

Can balance multiple requests across the cluster

Disadvantages [5]

« Restricted to stateless applications
« High performance requires complex setup




3. Failover

3.1 Overview

A failover cluster is designed in such a way that if any piece of hardware suffers a
failure, there is always a backup device ready to take over from whatever job the
failed device was performing. In cases which warrant it, backups of backup devices
may be implemented to ensure increasing levels of redundancy. [6,7]

3.2 Purpose

Used mainly for services that require reliable, stable uptime and minimal downtime.
Services such as high traffic trading websites (eBay, Amazon etc) will lose money if
services suffer downtime. Hospitals may lose critical information such as timetables
or medication/dosages for patients if medical information servers suffer downtime.
[6.7]

3.3 Hardware

The hardware required to set up a Failover cluster depends on what the cluster is to
be used for, and how many levels of redundancy are required for the task.

At minimum it is required to have at least 2+ storage systems (Storage Area
Networks), 2+ switches and 2+ servers, It is optimal and, in some cases, mandatory
to have exact same hardware models and software versions, this ensures a smooth
and streamlined transfer between a failed device and the backup device. [6,7]

3.4 Costs

The cost of creating a Failover cluster can be as low as the price of a simple 2-layer
Failover cluster, which contains 2 servers, 2 switches and 2 SANs. This can cost up
to £30,000 when you factor in licensing costs and the level of equipment required.
Each extra layer of redundancy will increase the total cost of a Failover cluster. [8]

3.5 Scalability

Failover clusters are largely scalable, due to the cluster scaling directly with the
levels of redundancy required of the cluster. If you want another layer of backups,
you simply add another set of servers, switches and storage systems alongside the
current ones. The layer of backups required depends on the service you are
intending to support with the cluster. [6,7]




For example, if the loss of revenue for a company due to 1-hour downtime is
£10,000, and an extra layer of redundancy (the cost of another server, switch and
storage) is £500, it would be extremely cost effective to add increasing layers of
redundancy.

There are many factors that can influence the level of redundancy required for any
given system, but a cost analysis must be carried tailored to each situation to find out
exactly what level of redundancy may be required. Cost is one of the more crucial
factors but space, risk levels, environment, business needs and importance of a
stable service are all very important in the design and implementation of a Failover
cluster. [6,7]

3.6 Reliability

The reliability of a Failover Cluster related directly to the levels of redundancy
created in the cluster. If a failover cluster consists of only 2 servers, all it takes is for
both servers to fail for the entire system to fail, or even 1 server if the neighbouring
server cannot accept the workload passed to it from the failed server. The level of
redundancy required for any project must be tailored to the potential losses incurred
should a failure occur.

As well as the reliability of the core setup of the Failover Cluster, the layers of
redundancy can extend further due to the structure of the SAN. The SAN can be
configured in RAID 1, which uses mirrored hard disks so that any failure can be
recovered from the mirroring disk, should the mirrored drive be in working order.

3.7 Advantages and disadvantages
Advantages [6,7]

* Reduce downtime by transferring workload from failed devices to other
devices on the network

« Can potentially have multiple levels of redundancy reducing the chances of a
complete failure.

« Can support multiple apps at once, while providing stability to all applications
on the server

Disadvantages [6,7]

* Costs can mount up when adding extra layers of redundancy to a Failover
Cluster

e Can take a lot of time to set up a large cluster

* Requires multiple specialized staff to maintain




Conclusion

Due to the nature of a 3-tier web development system, it would be best suited to
make use of a failover cluster incorporated with Network load balancing technologies
to accommodate multiple users on a website. The 3 layers of a tier 3 architecture are
presentation layer, logic tier, and data tier.

The presentation tier is important as it is the customer-facing component of the
website. If a customer is having problems with a slow or failing website front end,
they may decide to take their custom elsewhere. So, it is crucial that maximum
uptime is achieve in order to satisfy customer needs. This is where the layers of
redundancy of a failover cluster will ensure adequate levels of reliability should any
failures occur,

The logic tier can be responsible for processing customer transactions. Similar to the
presentation tier, this service is important to give the customer a smooth, problem
free checkout on an e-commerce website. If there were to be any problems with the
ecommerce portion of a website, it could lead to customers being charged more than
they expected and can cause problems for both the customer and the business. A
failover cluster will reduce the likelihood of such problems happening, while the NLB
technology will allow fast processing of customer orders in the event of high traffic
during sales and holiday shopping etc.

The third tier in the 3-tier architecture is the Data layer. Without stable, reliable
connection to the business data, there is no guarantee that website information is
accurate or true, Customers could be seeing incorrect prices or information about
assorted products, leading to problems such as false advertising, which can affect a
business reputation, as well as potentially suffering fines for false advertising or
losing money through accidental sales at incorrect prices.

An HPC cluster would be inappropriate for a web development system as there isn't
a big enough workload to warrant spending money on such high-performance
hardware.
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RESEARCH-INFORMED LITERATURE

(

y‘ A reasonable number of sources used, though 4
pretty much exclusively from the web, many being
non-authoritative. Source 1 is incomplete - needs
either a link, or information about where it was
published. Some web sources can be acceptable -

e.g. you've used TechNet in a fair few places.
Microsoft can be considered authoritative, though
not necessarily objective on their technologies - fine
to cite, though caution must be taken when talking
about anything potentially subjective.

KNOWLEDGE AND UNDERSTANDING

(

y‘ Some knowledge and understanding evident, though 1 O
the comments throughout the report around
screenshots are far too brief. While there doesn't
need to be an enormous amount of description per
screenshot, it would've been nice to see some
overarching descriptions of groups of screenshots,
to explain the whys of what's being done. The
clustering section, however, is quite good, as are
the written tasks in each worksheet.

ANALYSIS

(

y‘ Some evidence of synthesis of material, with a few 9
concluding remarks in the clustering section in
particular.

PRACTICAL APPLICATION AND DEP.

(




y‘ Worksheets not quite complete, though most of the
way there. The work has seemingly been completed
to a reasonable standard, though again, this mark is
somewhat limited by the lack of attached
description.

SKILLS FOR PROFESSIONAL PRAC.

18

(

y“ You write reasonably well, and this is a fairly well-
presented document overall.
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