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[bookmark: _Toc223261531]Hypervisor
Hypervisors are software that are used to run one or more virtual machines on a single physical machine. The hypervisor manages and allocates physical resources to VMs and communicates with the underlying hardware. 
A type 1 hypervisor, also known as a bare metal hypervisor, interacts directly with the underlying hardware to allocate resources, and can flexibly allocate resources depending on VM requests. A type 2 hypervisor, also called a hosted hypervisor, interacts with host machine hardware through the machine’s OS. This type of hypervisor negotiates with the OS to obtain resources; however, the host OS will prioritize its own needs over those of the hypervisor. [1]
For the proposed topology, which includes a Windows Server, Windows 10 client, and both a Debian server and client, a type 1 hypervisor would typically be chosen in a production enterprise, due to improved isolation, scalability, and resilience. [2] This is especially true for the enhanced topology, which adds more services and security-critical roles such as domain services, DHCP, and DNS. However, as this implementation will be a controlled lab environment rather than a live enterprise network, a type 2 hypervisor would provide sufficient functionality.
Given limited physical resources and the objective of creating a multi-site architecture including domain services for SWANSEA.ACCA, I believe a type 2 hypervisor will be the correct solution. 


[bookmark: _Toc223261532]IP Addressing
When data is sent from one computer to another across a network, it is broken into packets. Each packet contains a source and destination IP address, which allows routers to determine where the packet should be forwarded to. [3] Without IP addresses, devices would not be able to communicate with each other.
IPv4 addresses are 32 bits long and are written in decimal format (e.g. 192.168.10.1). IPv4 addresses are divided into a network portion and a host portion, through a process called subnetting. This allows larger networks to be divided into smaller networks, reducing traffic and improving management. [4] 
IPv6 addresses are 128 bits long and are written in hexadecimal format. They provide a much larger address space and support hierarchical allocation, which improves global routing scalability. [5] While IPv4 is still widely used, IPv6 was created to address the availability of IPv4 addresses and improve routing efficiency.
Routers operate at layer 3 and use routing tables to forward packets between networks based on IP addresses, whereas switches operate at level 2 by using MAC addresses to forward data. [3] In the proposed topology, structured IP addressing will allow separation of servers and clients, support routing between sites, and will also ensure that services such as DHCP will function correctly.


[bookmark: _Toc223261533]Routing
Routing is the process of determining the path that data packets take between different networks. While IP addresses identify devices, routing ensures that packets are able to reach the correct destination network. Routers use routing tables to decide where to forward traffic, based on either manually configured or dynamically learned routes. [3]
Static routing involves manually configuring routes on a router. This approach gives network administrators full control over traffic flow and is easy to configure in small networks. Static routes, however, do not automatically adapt to network changes, so if a link fails or a new network is added, routes must be updated manually. [6]
Dynamic routing protocols like OSPF and RIP allow routers to exchange information automatically and update their routing tables independently. These protocols allow for more scalability and fault tolerance in a network, as they can adjust to changes without manual intervention. [6] The drawback of these protocols is that they introduce additional configuration complexity and consume router resources.
In the proposed topology, with two sites and a limited number of networks, static routing would be sufficient for the lab environment. It will provide predictable behaviour and will be easier to manage during testing. If the enhanced topology was used in a production environment, a dynamic protocol may be more appropriate to support scalability and resilience. As the Debian server will be acting as a DHCP relay it will also require correct routing configuration to ensure that DHCP requests can reach the Windows Server on a different network.
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Enterprise networks rely on network services to manage identity, allocate addresses, and secure communication. These services include DHCP, Active Directory Domain Services, Certificate Services, and VPN connectivity.
DHCP (or Dynamic Host Configuration Protocol) is used to assign IP addresses automatically to clients. This reduces manual configuration errors and improves efficiency.
Active Directory Domain Services (or AD DS) provide centralised authentication and authorisation within a domain. It enables user account management, group policy enforcement, and secure access control across a network. [7] In multi-site environments, AD DS is critical for ensuring security policies and identity management remain consistent.
Certificate services issue and manage digital certificates, which are used to secure communications. Public Key Infrastructure strengthens trust within a domain by verifying identities through cryptographic methods. 
VPNs (or Virtual Private Networks) allow encrypted communication between remote sites over trusted networks. VPNs are essential in real-world multi-site scenarios in order to protect data in transit.


[bookmark: _Toc223261535]Task 2 – Technical Documentation
[bookmark: _Toc223261536]Hypervisor Choice
Based on the research conducted as part of Task 1, a type 1 hypervisor would normally be selected for a production environment due to improved isolation, scalability, and security. However, for this implementation the network is being deployed in a controlled lab environment. Therefore, the chosen hypervisor is Oracle VM VirtualBox, which is a type 2 hosted hypervisor.
VirtualBox was selected primarily due to availability and resource constraints. The host machine is already running Windows 10, meaning a bare-metal hypervisor such as VMware ESXi or Microsoft Hyper-V would not be practical as it would require replacing the host OS. 
VirtualBox supports both Windows Server 2022 and Debian-based systems, which ensures compatibility with the required Windows Server, Windows 10 client, Debian CLI server, and Debian GUI client. It also provides configurable virtual networking modes, including NAT, Bridges, Host-Only, and Internal networking. These features allow the simulation of multiple network segments and site-to-site connectivity required for the Swansea and London topology.
Although a hosted hypervisor introduces additional overhead and a larger attack surface compared to type 1 hypervisors, the risk is acceptable in a non-production lab environment. The objective of this assessment is to design, configure, and test network services rather than deploy a real high-availability enterprise infrastructure.
For these reasons, VirtualBox represents a balanced solution which supports the required operating systems, enables flexible network simulation, and aligns with available hardware resources while allowing expansion for the enhanced topology in the future.
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The Windows Server 2022 ISO image was downloaded from the official Microsoft website. The evaluation version was selected as it provides the full functionality required within the lab.
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Description automatically generated]
The Windows 10 ISO image was downloaded from the official Microsoft website. This client machine will be used to join the domain and test connectivity to the server.
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The Debian ISO image was downloaded from the official Debian website. While two installations were required (a CLI based environment for the server, and a GUI based environment for the client), these can both be installed from the same installation media.
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A new virtual machine was created in VirtualBox for Windows Server 2022. The VM was configured with 80GB of storage, 4 processors, and 8GB of RAM to support domain services and other functionality. 
The machine was also given 3 network adapters, an internal network adapter called “intswa” which will be used for the connection to the client, another internal network adapter called “P2P” which will be used for the server connection, and a NAT adapter which will be used to connect to the internet.
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A second VM was created for Windows 10. This machine was created with 25GB of storage, 2 processors, and 4GB of RAM, as this machine will have less functionality than the server. 
The VM was also configured with an internal network adapter called “intswa” which will serve as its connection to the Windows Server.
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Description automatically generated]A Debian machine was created for the server role. The CLI option was selected during setup to minimise resource usage, like in a typical Linux server deployment. The VM was given 2 processors, 20GB of storage, and 2GB of RAM. Although this VM will act as a server, it will have less functionality than the Windows Server, and it’s CLI interface uses less resources than a GUI, so the resource allocation was altered to reflect this.
Like the Windows Server, this machine was given 3 network adapters, an internal adapter called “intlon” which will be used for the connection to the Debian client, a second internal adapter called "P2P” which will be used for the link to the Windows Server, and a NAT adapter which is used for internet connectivity.
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Description automatically generated]A second Debian machine was created with a GUI environment as a client workstation. This machine was given the same resource allocation as the Debian server, as it will have less functionality, but the GUI will require more resources than the CLI environment of the server. 
The machine was also given a internal network adapter called “intlon”, which will be used to connect to the Debian Server.
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The Windows server was configured with static IP addresses on the two internal network adapters. The “intswa” adapter was given an IP address of 192.168.1.1 with a subnet mask of 255.255.255.0, and the “P2P” adapter was given an IP of 20.0.0.1 with a subnet mask of 255.255.255.252.
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The Windows 10 client was configured with an IP address within the valid host range of the “intswa” subnet, with an IP address of 192.168.1.10 and a subnet mask of 255.255.255.0. The client was also given a default gateway of 192.168.1.1, which is the internal adapter of the Windows Server.
[bookmark: _Toc223261548]Debian Server IP Configuration
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The Debian server was configured with static IP addresses in the “interfaces” file using the nano text editor. The “intlon” adapter was configured with an address of 192.168.2.1 and a subnet mask of 255.255.255.0, and the “P2P” adapter was given an address of 20.0.0.2 and a subnet mask of 255.255.255.252.
[bookmark: _Toc223261549]Debian Client IP Configuration
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The Debian client was configured with an appropriate IP address for its subnet, with an IP of 192.168.2.10, and a subnet mask of 255.255.255.0. This machine also has a default gateway of 192.168.2.1, which is the internal IP of the Debian server.
[bookmark: _Toc223261550]Testing and Troubleshooting
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Following the IP configuration of both Windows machines, they were successfully able to reach each other during ping testing.
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Following the IP configuration of both Debian machines, they were successfully able to reach each other during ping testing.
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Following the configuration of the P2P interface IPs on both servers, they were successfully able to reach each other during a ping test.
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This test intentionally demonstrates unsuccessful communication between separate subnets without appropriate routing configuration. The failure confirms that segmentation between networks is working correctly and that traffic is not being forwarded without routing rules.


[bookmark: _Toc223261555]Task 3 – Reflection
The deployment of the virtual network was successful overall, however there were minor challenges during the Debian installation process. As I downloaded the full Debian install package rather than the smaller netinst version, the installation interface and package selection process differed from demonstrations. This required extra time to ensure the correct components were installed for both CLI and GUI environments.
Another issue was that the Debian systems did not initially have “sudo” configured for the user account, which prevented administrative commands from being executed. After the issue was identified, I had to log in as the root user and manually install and configure “sudo” access for my user account. While this delayed the setup of these VMs slightly, it also improved my understanding of privilege management in Linux environments.
Once these issues were addressed, and IP addresses were assigned to each interface, connectivity testing was performed using the ping command. Testing both successful and unsuccessful pings confirmed that segmentation and addressing were functioning correctly.
I feel that the issues I experienced during this implementation reinforced the importance of preparation and testing in real world scenarios. Resolving the Debian issues also increased my confidence in troubleshooting Linux systems.
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PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
Displays | (64 bytes from 192.168.2.1: icmp_seq=1 ttl=64

64 bytes from 192.168.2.1: icmp_seq=2 ttl=64

64 bytes from 192.168.2.1: icmp_seq=3 ttl=64

64 bytes from 192.168.2.1: icmp_seq=4 ttl=64

64 bytes from 192.168.2.1: icmp_seq=5 ttl=64

Power | 64 bytes from 192.168.2.1: icmp_seq=6 ttl=64

64 bytes from 192.168.2.1: icmp_seq=7 ttl=64

64 bytes from 192.168.2.1: icmp_se

64 bytes from 192.168.2.1: icmp_se

64 bytes from 192.168.2.1: icmp_se

64 bytes from 192.168.2.1: icmp_se

64 bytes from 192.168.2.1: icmp seq=12 tt

~c
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