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In this report the author covers the associated risks of the product, quality issues and the code of practice, and adhering to the set standards by the relevant governing bodies. 

[bookmark: _Toc31216461]Risk Management
Risks are a huge part of any developing company and you must incorporate a plan to either mitigate them, manage them or accept them. A company will plan for any eventuality and sit down with the board or shareholders and discuss how to handle them and the costs of handling them. Risks are inevitable but handling them appropriately will ensure that you are prepared for the cost of managing them, and budgeting accordingly to ensure that every risk can be managed. When they’re not covered, and the cost is not within the budget it can spell disaster. With every risk there is a probability of it occurring, the impact of the risk and the risk exposure, or cost of managing. One of the ways of managing risks that stem from personal issues can be covered extensively with a code of practice. Then the responsibility of the issues can be mitigated to the individuals breaching the code of practice. 

Low risk, low impact, battery life
Risk mitigation: a mechanical key within the unit to open doors of vehicle to allow the user to charge device
Risk exposure = (unable to remotely access vehicle, having to use a manual mechanism) x (0.01)

Low Risk, medium impact, Loss of mechanical key
Risk mitigation: a lock button to stop it becoming loose or easy to lose, it should only be accessed in the case of the battery’s charge hitting 0% and then placed back within the unit after the risk is managed.
Risk exposure = (unable to access the vehicle with the mechanical key) x (0.01)

Moderate risk, high impact
 Loss of key unit
 Risk mitigation:
A local signal emitter in the mobile phone application to enable the key to bleep and light up to help with finding it
The unit itself can be insured and a backup key will typically be owned for the exact reason of loss of key.
Risk exposure = (unable to access the vehicle, cost of replacement unit) x (0.20)

Moderate risk, high impact
Transmission of signal is captured to steal the vehicle
The hackers typically use a rf signal repeater to capture the keys transmission signal and replay it to the vehicle to gain access. 
This risk we plan to mitigate through a combination of hardware and software implementations to ensure there are measures in place to improve security over other keys on the market.
Research shows most keys are constantly transmitting the signal and that allows a thief to be near the key and record its output. 
Our device will only be transmitting after the key is activated with a fingerprint. Then the fingerprint id is encrypted and transmitted to the receiver that is always listening and if the id is recognised and the authentication is transmitted and accepted the vehicle immobiliser is deactivated. 
Risk exposure = (cost of vehicle or insurance costs) x (0.01)

High impact risk low probability – device or servers are hacked
Risk mitigation: having our code reviewed periodically and hiring white hat hackers to try and breach our systems to review and improve our security as a customer first approach to ensure their data is held safely.
Risk exposure = (Company reputation, loss of revenue, retributions) x (0.01)
High impact risk low probability – authentication method is hacked (fingerprint cloned/encryption breached)
A common practice for the breach of mobile phones fingerprint security method, is to try to clone the fingerprint, there are several methods for this and because of this a second authentication method may be put in place to counter the issue faced. A simple solution having a dynamic code on the vehicle and the key that are paired and if the ID doesn’t match then it will cease to operate until the correct code is received. 
Risk exposure = (Company reputation, loss of revenue, retributions, loss of vehicles) x (0.01)
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The company in question has a large focus toward the carbon footprint it creates and that it recycles all waste and takes a constant re-evaluation of production to decrease the environmental impact. 
In an effort to counter keys being disposed of we will be providing a long term warranty to ensure that the keys themselves are easily maintained and that the data held on them is not discarded with the key, allowing for potential intruders to scan them and try to recover any personal data. 
The main goal is to have suppliers providing the same parts over time and no question of loss of supplier, but this is a risk that we will have to face head on and allow for some changes in the design to implement any changes required to fit the new components in the event of a supplier expiring. 

We will ultimately be looking for suppliers that are also very environmentally conscious and their production process is as green as can be, as our footprint and impact on the environment is an important aspect to us as we look for a sustainable future.

In the event a key is damaged or a part becomes worn we would like to be there for our customers to provide the replacement parts they need in a very short time frame, allowing for easily manageable repairs that near enough anyone with a screwdriver can achieve due to the modular nature of the components. 

Ultimately any parts that are worn beyond repair can be sent back to us for recycling to reduce our footprint further. 

Production will be continuously evaluated using the kaizen business model to reduce our waste, improve our efficiency and increase our employee morale, by making every voice count. 

Direct 
We plan to use the mobile phone of the key holder to house most of the information, so wide area network data transmission is used sparingly for authentication. This is to reduce the overhead of electricity and data usage.
 
The key itself is only active once interacted with so only the essential routines are operating in the background until they’re required further reducing the overhead of used electricity. 
The key can be charged in any type c USB charger and wireless charging plate increasing the options for recharging, some USB charging stations are powered entirely through solar powered and other renewable sources of power making the key a little bit greener friendly. Another possible business venture there. 

Indirect
With the value of the vehicle in mind, some may opt to stick for a standard security system and not stretch the extra mile to pay for a more expensive system having an indirect impact on the sales, with the current economy stability issues people are more reluctant to spend on more expensive vehicles.

This will be further impacting the attitude people have towards sharing vehicles and will allow for users to add a vehicle to their key, rather than adding a key to their keyring for another vehicle, reducing the amount of items a person would have to carry around with them on a daily basis, and reducing the need to produce as many keys, this indirect result will also have Systemic impacts on society, changing the attitude of people. While having an indirect impact on the number of vehicles on the road and the amount of sets of keys being manufactured. 




Systemic 
With the enhanced security provided by the key, and the security measures in place this should ultimately reduce the amount of car thefts in the city and this will ultimately reduce the cost of insurances and the amount of money required to maintain the road systems because of the reduction in un-authorised drivers using the road, with unauthorized vehicle operation being one of the biggest cost factors is maintaining roads.
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As with the launch of any company there are guidelines in place that help ensure the operation of a company are within the guidelines set in place by the IET [1] and the British computer society [2]. 
These guidelines typically cover the way we interact with each other, work appropriate behaviour and other social issues.  All members of the company will have to agree to the set policies and adhere to them to remain employed. The policies will protect the individuals and the company as a whole from legal repercussions, in the event that something happens that is not within the policy, it can be handled and added to the policy to ensure it does not happen again, with a risk assessment to ensure that all eventualities are covered, with regular reviews on all policies, with an open feedback system so all employees can have their say to improve the workplace further. 

The rules of conduct provided by the IET are also well written guidelines for behaviour within the workplace and society. Regardless of the type of job you’re doing they can be applied to ensure the fair treatment of everybody, and that the workplace is not a hostile place. And all decisions made are ethical and within accordance to the set byelaws. 

The IET Also may conflict with the laws of the land where the member is based, then the member must adhere to the local laws while keeping as close to the IET as possible.

Our hardware must adhere to the IEEE [3] standard for electrical goods and standards for antennas, because it has no ground connection a PAT test is not relevant, although we could still test the resistance in charging through the development process. And that will be covered in the quality assurance of the device. 

GDPR [4] is an essential part of IT security as it provides guidelines for the data that we must hold as securely as possible and for the specified time it is the companies the responsibility to ensure it is not stolen or sold without consent. The fingerprint in modern day security is a digital signature and no two people have the same fingerprint making it a unique identifier that can be used across many applications, so if it was stolen and sold from our platform that can ruin the reputation of the company and cause several legal issues for the company. Therefore, we must follow the in-place legislations to counter any legal concerns before they arise or end up in a court of law. 
It is also important that the data held in the database is secure and we implement security checklists and other means of checking that our system is secure. As previously mentioned, outsourcing the security for penetration testing could also pass responsibility over to the external security company and help us identify any weaknesses.
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In a project of this scale quality assurance is an essential part of producing a final product that meets the customers' expectations and will fill all the marketed expectations. There are laws that stop you advertising a product that doesn’t work as advertised and this is called a bait and switch. Our product is ambitious, but we aim to deliver all aspects of our marketed pitch. This is an essential motivator for the team as we all aim to deliver everything we promised. 

A means of gauging our quality assurance is using ISO 25010 [5].
This asks us 6 important questions:
Is the functionality as the user expects and is it reliable?
Will the performance diminish with time? 
Are the response times adequate? 
How easy is it to use and is the interface user friendly?
Is it resource efficient and does it consume great amounts of power when idle?
[bookmark: _GoBack]Can the software and hardware be maintained easily?

With vigorous testing we can ensure the product works as designed and extreme case tests to stress test the product will also help us gauge the performance and sustainability of the product, the energy consumption, the part lifespan, the products resistance to wear and tear that a normal set of keys would endure. There are many aspects of the testing that will be covered to ensure the overall quality is as expected. 
With vigorous testing we can ensure that the selected parts are cost effective and the performance is as expected from the sourced parts.

The portability of the product can also relate to the stress testing of different environments as even now the product having a target audience of UK drivers, can it branch out and handle the extreme temperatures it could face in environments such as Australia or the cold northern lands such as Nunavut. Within 1 second from press to unlock is the ultimate performance goal.

With a product that provides a solution that will be used so frequently, vigorous testing will ensure the product can last the test of time, and not limited to the hardware as hardware can be replaced. The software will also need vigorous testing to ensure that It can handle abnormal situations, abnormal data and large volumes of data to ensure that the device can handle the load without decreasing the optimum operation time. 

With a device like this providing an aftercare service for any faults that occur, regular updates to the software to provide patches, and content releases for new vehicles and further features. With several mediums of communication such as a live chat in the web app, an email for support, a twitter account and other social media platforms. 
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