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I have used 3 commands on itsecgames.com, to find several vulnerabilities that may lie within the Web Server storing the website:
Nikto -h http://www.itsecgames.com -Tuning x would tune the scan for all objects. A webserver with Apache files was found, allowing some understanding of the software that is handling the website. 7 errors and 8 errors were found.
Nikto -h http://www.itsecgames.com -ssl- forced SSL usage through the port. Nothing was found.
Nikto -h http://www.itsecgames.com -nossl disabled SSL on the port. The same Apache server was found, no new vulnerabilities.
nikto -h http://www.certifiedhacker.com -Cgidirs all searched specifically for all types of CGI directories, which is a web server file system that uses external tools and resources for handling user traffic. The same Apache server was found, no new vulnerabilities.

Listing the Vulnerabilities and Mitigation/Prevention Strategies.
For the anti-clickjacking X-frame-Options vulnerability, no measure of preventing clickjacking attacks exists in the server’s system. Since it run on Apache, using “Header always append X-Frame-Options SAMEORIGIN” in the config file would enable the header, after restarting. [1]
The X-XSS-Protection header in the server is undefined, leaving the system open to XSS attacks, in which data can enter the server’s Web application through untrusted sources. Resolution involves making the web server use X-XSS-Protection headers with the value “2; mode=block” on each of the distributed pages.

The X-Content-Type-Options header is not set, meaning that any browsers showing the page can MIME-sniff, which could cause the response body to be misinterpreted as a content type not truly pertaining to it. Resolution involves setting the header to “no sniff” for all pages and stopping the use of browsers that MIME-sniff. [3]
The uncommon header vulnerabilities involve the use of headers in the pages that are not used traditionally in the site structure. “link” and “x-generator” may pertain to certain objects that were implemented into the site, and their contents lead to different sites. It is likely that the contents are suspicious to the Nikto tool, given that they include links to its own page, and an external one. Resolution may involve introducing the headers to the database or preventing the use of uncommon headers in the site structure. Aside from this, it is not a true vulnerability.
The “Server may leak inodes via Etags” vulnerability was shown, as dashes in the header name trigger this ‘vulnerability’. As shown, the file ‘/’ has the header. It is not a considerable vulnerability. [4]
In the HTTP Methods, only POST and GET have any notable stances on security. GET is not secure, because the data the is sent is public, but is user-friendly. POST is useful for its security, preventing involved data from being stored in any logs or the browser history. OPTIONS, however, is not needed, unless it’s used for more complex operations. 
This Apache command in httpd.conf prevents the use of unneeded HTTP methods[6]:
<Location />
<LimitExcept GET HEAD POST>
Require all denied
</LimitExcept>
</Location> 
The final issue of an Apache default file being found is moderate, as any default file may be logged a used to compromise the system in some way, using its information. [6] Resolution on Apache may involve:
Preventing any kind of user override of security using:
<Directory />
AllowOverride None
</Directory>
Hiding the OS from the client side:
Go to ./conf/httpd.conf,
Input “ServerTokens Prod” and “ServerSignature Off”
Conclusion
In my own opinion, since the web server’s Operating System could be detected with several HTTP-based weaknesses and default files, the server was vulnerable to various types of cyber-attacks, such as clickjacking and XSS attacks, putting user control and data at risk. The target was www.itsecgames.com, being a known website that is deliberately vulnerable. If a device were to use a similar setup, several setting on Apache would need to be changed, such as the use of unnecessary HTTP methods, and the activation of several means of ensuring that all data pathways are secure, only allowing internal and trusted sources.
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$ nikto -h http://wm.itsecgames.com ~Czidirs all
- Nikto v2.1.6

+ Target Ip: 31.3.96.40
+ Target Hostname:  ww.itsecgames.com

+ Target Port: 80

+ Start Time: 2022-03-09 23:18:10 (GMT0)

+ server: Apache

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XsS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME ty
+ Uncommon header 'link' found, with contents: <http://31.3.96.40/>; rel="canonical®,<http://31.3.96.40/>; rel="shortlink"

+ Uncommon header 'x-generator’ found, with contents: Drupal 7 (http://drupal.org)

+ server may leak inodes via ETags, header found with file /, inode: e43, size: 5d7959bd3c800, mtime: gzip

+ Allowed HTTP Methods: OPTIONS, GET, HEAD, POST

+ 0SVDB-3233: /icons/README: Apache default file found.

+ 26513 requests: 7 error(s) and 8 item(s) reported on remote host
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