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R1#show run
Building configuration...

Current configuration : 4502 bytes
!
! Last configuration change at 09:22:09 UTC Wed Aug 20 2025
!
version 17.9
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
!
!
!
!
!
!
!
ip domain name swre-lab.com
ip dhcp excluded-address 192.168.20.1 192.168.20.244
ip dhcp excluded-address 192.168.30.1 192.168.30.244
!
ip dhcp pool VLAN7
 network 192.168.20.0 255.255.255.0
 default-router 192.168.20.1
 domain-name swre-lab.com
!
ip dhcp pool VLAN8
 network 192.168.30.0 255.255.255.0
 default-router 192.168.30.1
 domain-name swre-lab.com
!
!
!
login on-success log
!
!
!
!
!
!
!
subscriber templating
vtp version 1
multilink bundle-name authenticated
!
!
!
crypto pki trustpoint TP-self-signed-3985831165
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-3985831165
 revocation-check none
 rsakeypair TP-self-signed-3985831165
!
!
crypto pki certificate chain TP-self-signed-3985831165
 certificate self-signed 01
  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 33393835 38333131 3635301E 170D3235 30383230 30393033
  31375A17 0D333530 38323030 39303331 375A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 39383538
  33313136 35308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
  0A028201 0100ACAC 1E4D73A4 27388C00 5B46CC63 5D3726B3 08324C0C 0EE3CB33
  7D9ED7EA 14791ED5 E5BBE65B FF8FDF0B E070A624 B14C133C BB439C42 C3CF8ECF
  3E9B04E3 EF13686F 2407ABC4 9A6353ED 6481777F CB52A5DB 0657F25F 830014FA
  F87FBF6D EECC0437 486ED6F9 B8CDE8D9 347BAB6D D9B471AC 57208B21 E045234E
  F888EEF5 081BFB61 EFD0391E 1E082EFB 2371E45A 8F981ABB DF5DCFF3 CBF8A3DB
  9AB43EC4 3D13F123 B82788A0 A7EAE618 B7C60C3C 9F75A809 9657527D BB81699E
  F15338C1 D90A24CC 410D3720 604B335E 077A2775 3CE565FC A355D143 5DE7D5AA
  FB278057 EC536387 74F8E474 28BAED40 63115713 887C856E 38C9D39E D4BDC8CD
  6EE59BB4 ECAF0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
  301F0603 551D2304 18301680 14E9056D D6DABADE 48491C74 F448D312 FE1D803C
  D5301D06 03551D0E 04160414 E9056DD6 DABADE48 491C74F4 48D312FE 1D803CD5
  300D0609 2A864886 F70D0101 05050003 82010100 5090986D B95885E6 A6B9B112
  70DA0749 FEADFA05 99B75C7F D44A41B1 872BE8EB EAA2F155 F3B5132E 65427202
  0CD43C63 A8E14534 04A51890 9FADD971 FB8B9BB9 6D0382F5 8EA9AE9A A629AF7B
  1A8FF9DE F6EE697E 6FA9A99B 1B27ACF4 49011F86 7001F029 F2FCA8F1 E1A0B6E7
  650C6AFF 55FF3ED2 EC7DBE71 33BAFC5E 50D23DA2 2DDF3457 F0FE7F31 66C11097
  D5735A86 4F00C803 6F131154 114C9D42 421D25DE 34A3D5A5 41A5F35A B4FE7B7B
  4A13156E B70FCDEF 42FAAD1C 660A162A 08AAB5C7 A91FDEF9 E139BB3E 6227B2D0
  DD3968C9 C6ACCC38 FDD0469F 6D6E86A0 2D0149D8 4F09AAAA 7F50704D 5F1731D7
  60ADC34A B8E96E77 858D235C DFCBE3AA 232D0B53
        quit
!
!
license udi pid C8200L-1N-4T sn FCZ2818R0L8
memory free low-watermark processor 62972
!
diagnostic bootup level minimal
!
spanning-tree extend system-id
!
enable secret 9 $9$U..87vUH5E.SmU$3RSj2E7a9n45pNPdLnSe4utIiHaDRqTPZfB8tUGUAgs
!
username cisco secret 9 $9$68IPCWTTAJmQeE$91G9ZrzBdxGKWfVDDKNJZtz.pBsbei40Yjts52WPpE2
!
redundancy
 mode none
!
!
!
!
!
!
!
!
interface Loopback0
 ip address 209.165.201.1 255.255.255.0
!
interface GigabitEthernet0/0/0
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1.7
 encapsulation dot1Q 7
 ip address 192.168.20.1 255.255.255.0
!
interface GigabitEthernet0/0/1.8
 encapsulation dot1Q 8
 ip address 192.168.30.1 255.255.255.0
!
interface GigabitEthernet0/0/1.9
 encapsulation dot1Q 9
 ip address 192.168.40.1 255.255.255.0
!
interface GigabitEthernet0/0/1.11
 encapsulation dot1Q 11 native
!
interface GigabitEthernet0/0/2
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/3
 no ip address
 negotiation auto
!
interface Serial0/1/0
 no ip address
!
interface Serial0/1/1
 no ip address
!
ip http server
ip http authentication local
ip http secure-server
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 Loopback0
!
!
!
!
!
!
control-plane
!
!
line con 0
 password 7 104D000A061843595F
 login
 stopbits 1
line aux 0
line vty 0 4
 login local
 transport input ssh
line vty 5 15
 login local
 transport input ssh
!
!
!
!
!
!
!
End





S1 Configuration


S1#show run
Building configuration...

Current configuration : 3525 bytes
!
! Last configuration change at 09:36:47 UTC Wed Aug 20 2025
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$jgkDMjT5oQrmAK$AXFyC2kDtyT7cC5FIdmY31sU5v32dpJfzBF8srzuH2E
!
username cisco secret 9 $9$E4vmwvIMVRJLIi$LzaII7g6P9K1MEwViltQq/Ua6n9HCHLNDNKuOlgAWg6
no aaa new-model
switch 1 provision c1000-24t-4g-l
system mtu routing 1500
!
!
no ip domain-lookup
ip domain-name swre-lab.com
!
!
!
!
!
!
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
!
!
!
interface Port-channel1
!
interface GigabitEthernet1/0/1
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode desirable
!
interface GigabitEthernet1/0/2
 switchport trunk native vlan 11
 switchport mode trunk
 channel-group 1 mode desirable
!
interface GigabitEthernet1/0/3
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/4
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/5
 switchport trunk native vlan 11
 switchport mode trunk
!
interface GigabitEthernet1/0/6
 switchport access vlan 7
 switchport mode access
 switchport port-security maximum 3
 switchport port-security
!
interface GigabitEthernet1/0/7
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/8
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/9
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/10
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/11
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/12
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/13
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/14
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/15
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/16
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/17
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/18
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/19
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/20
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/21
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/22
 switchport access vlan 10
 switchport mode access
 shutdown
!
interface GigabitEthernet1/0/23
 switchport access vlan 10
 switchport mode access
 shutdown

