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[bookmark: __RefHeading___Toc314_3166590948]Abstract
This report looks at the main cybersecurity and data governance challenges faced by Steel Form Manufacturing Ltd (SFM). As the company has introduced cloud systems, IoT devices, and automated production processes, protecting its information and keeping its operations secure has become increasingly important. The report identifies the main threats that could affect the business, including phishing attacks, ransomware, unauthorised access, insecure USB devices, and risks linked to third-party suppliers. It also recommends practical measures to reduce these risks, such as improving staff awareness through regular training, strengthening access controls, keeping systems up to date, monitoring the network continuously, and following a clear incident response process. By putting these recommendations into practice, SFM can reduce the risk of cyber attacks, better protect its systems and sensitive information, and build a stronger security culture that supports the company's long-term success.
[bookmark: __RefHeading___Toc316_3166590948][bookmark: _Toc236220878]Introduction
The increasing use of digital technologies, cloud computing, and Internet of Things (IoT) devices has transformed the manufacturing industry, improving productivity and operational efficiency. However, these technologies have also increased the risk of cyber attacks, making cybersecurity an essential part of protecting business operations and sensitive information. In the case of SFM, previous cybersecurity incidents, including phishing attempts and unauthorised access to the production network, highlight the need for stronger security measures. As the IT Security Manager, the purpose of this report is to identify the main cyber threats facing the company, assess their potential impact on business operations, and recommend appropriate security policies and practical controls to reduce these risks. The report also outlines network monitoring, incident response, and employee training measures to strengthen SFM's overall cybersecurity posture. The recommendations in this report are based on recognised cybersecurity best practices, including ISO/IEC 27001 [1] and the NIST Cybersecurity Framework [2], which help organisations improve information security and reduce cyber risks.
[bookmark: __RefHeading___Toc318_3166590948][bookmark: _Toc236220879]1. Identification of Internal and External Threats
[bookmark: __RefHeading___Toc320_3166590948][bookmark: _Toc236220880]1.1 Internal Threats
Without formal cybersecurity training, employees in the production and purchasing departments could cause significant security incidents through human error.
•  Phishing (Purchasing Department): In the purchasing department, phishing is a significant threat because employees regularly communicate with suppliers and process financial transactions. Fraudulent emails may impersonate legitimate suppliers to obtain sensitive information or steal login credentials.
•  Unauthorised USB Devices and Unattended Workstations (Production Department): The production department is vulnerable because it relies on automated machinery, connected IoT devices, and cloud-based production systems. The use of unauthorised USB devices and unattended workstations increases the risk of malware infections and unauthorised access to the production network.
[bookmark: __RefHeading___Toc322_3166590948][bookmark: _Toc236220881]1.2 External Threats
•  Industrial Espionage and Supply Chain Attacks: SFM is an attractive target for industrial espionage because it manufactures customised components for the automotive and aerospace industries. Its cloud systems store valuable engineering designs that could provide competitors with a significant advantage if stolen. Large manufacturers usually have stronger cybersecurity defences, so attackers often target smaller suppliers such as SFM as an easier entry point. According to a 2025 industry report by BitSight [3], the manufacturing sector has been the most targeted industry for cyber attacks for three consecutive years. Attackers may target SFM to gain access to confidential information belonging to its major automotive and aerospace clients.
•  Ransomware: Ransomware is a significant threat to SFM because it could encrypt the company's production systems and disrupt manufacturing operations. This risk is particularly important in a manufacturing environment, where production depends on the availability of connected systems. According to Sophos [4], 32% of ransomware attacks in manufacturing begin through the exploitation of unpatched vulnerabilities.
•  Malware and Unauthorised Access: Phishing emails, infected USB devices, and stolen credentials are common ways for attackers to gain unauthorised access to SFM's systems. As the company has already experienced unauthorised access attempts, these threats should be considered a significant cybersecurity risk.
[bookmark: __RefHeading___Toc324_3166590948][bookmark: _Toc236220882]2. Security Policies
The following security policies are based on recognised information security principles and reflect good practices recommended by ISO/IEC 27001 [1] and the NIST Cybersecurity Framework [2].
[bookmark: __RefHeading___Toc326_3166590948][bookmark: _Toc236220883]Phishing Awareness and Email Security Policy
Employees, particularly those working in the purchasing department, must complete regular phishing awareness training. They must verify requests involving payments, supplier bank account changes, or confidential information through a trusted communication channel before taking any action. Suspicious emails, links, or attachments must not be opened and should be reported immediately to the IT department. This policy reduces the risk of fraud and unauthorised access caused by social engineering.
[bookmark: __RefHeading___Toc328_3166590948][bookmark: _Toc236220884]Password and Access Control Policy
All employees must use strong, unique passwords that meet the company's password requirements and must not share their passwords with anyone. Multi-factor authentication (MFA) must be enabled for all remote access services, including VPNs and remote desktop connections. Access to company systems must follow the principle of least privilege, meaning employees should only have access to the information and systems required for their job roles. User accounts must be reviewed regularly, and access rights must be removed immediately when an employee changes roles or leaves the company.
This policy reduces the risk of unauthorised access by strengthening authentication, limiting unnecessary system access, and protecting SFM's production network from compromised credentials.
[bookmark: __RefHeading___Toc330_3166590948][bookmark: _Toc236220885]Patch Management Policy
All company servers, production systems, and software applications must be regularly updated with the latest security patches. Critical security updates must be installed as soon as possible after they have been tested and approved by the IT department. IoT devices and production equipment shall be included in the company's patch management process and checked regularly to ensure that firmware and software remain up to date. Where devices cannot be patched immediately due to operational requirements, temporary security controls must be implemented, and the updates should be scheduled during the next planned maintenance window.
This policy reduces the risk of cyber attacks caused by unpatched vulnerabilities, helping to protect SFM's production network and minimise the likelihood of ransomware and unauthorised access, which are common threats in the manufacturing sector [4].
[bookmark: __RefHeading___Toc332_3166590948][bookmark: _Toc236220886]Removable Media and USB Device Policy
Employees must not connect personal USB devices or other removable media to company computers, production equipment, or IoT devices. Only company-approved and encrypted USB devices may be used when there is a legitimate business need. All approved removable media must be scanned with the company's antivirus software before being connected to any system. USB ports on production machines should be disabled or physically blocked where they are not required for operational purposes. Any file transfers needed for maintenance or production activities must be carried out using secure company-approved methods whenever possible.
This policy reduces the risk of malware entering SFM's production network through removable media, helping to protect automated machinery, IoT devices, and critical production systems from disruption.
[bookmark: __RefHeading___Toc334_3166590948][bookmark: _Toc236220887]Third-Party and Supplier Security Policy
All third-party suppliers and contractors with access to SFM's systems or confidential information must comply with the company's cybersecurity requirements. Before access is granted, suppliers must undergo a security assessment to ensure they meet SFM's security standards. Access must be limited to the systems and information required for their work and reviewed regularly to ensure it remains appropriate. Suppliers must immediately report any security incident that could affect SFM's systems or data, and their access must be removed once the work or contract has ended.
This policy reduces the risk of supply chain attacks by ensuring that third-party access is properly managed and monitored, helping to protect SFM's production systems and confidential information from unauthorised access and industrial espionage [3].
[bookmark: __RefHeading___Toc336_3166590948][bookmark: _Toc236220888]3. Mitigation Measures
[bookmark: __RefHeading___Toc338_3166590948][bookmark: _Toc236220889]Phishing Awareness and Email Security
To implement the Phishing Awareness and Email Security Policy, SFM should use email filtering software to detect and block suspicious emails, malicious links, and infected attachments before they reach employees. Staff, particularly those working in the purchasing department, should complete annual phishing awareness training, supported by regular refresher sessions and simulated phishing exercises. Any request involving payments, supplier bank details, or confidential information should be verified through a trusted communication channel, such as a phone call to the supplier's registered contact. Employees should also be encouraged to report suspicious emails immediately to the IT department so that potential threats can be investigated and contained quickly.
[bookmark: __RefHeading___Toc340_3166590948][bookmark: _Toc236220890]Password and Access Control
To implement the Password and Access Control Policy, SFM should use an identity and access management system to enforce strong password requirements and multi-factor authentication (MFA) for all employees, particularly those accessing systems remotely. User permissions should be assigned according to job responsibilities and reviewed regularly by the IT department to ensure that employees only have access to the systems they need. Access should also be removed immediately when an employee leaves the company or changes roles, reducing the risk of unauthorised access through unused accounts.
[bookmark: __RefHeading___Toc342_3166590948][bookmark: _Toc236220891]Patch Management
To implement the Patch Management Policy, the IT department should use patch management software to monitor and deploy security updates across servers, production systems, and employee devices. IoT devices and production equipment should be included in a regular maintenance schedule to ensure that firmware and software updates are installed without disrupting production. Critical security updates should be tested before deployment and applied as quickly as possible to reduce the risk of attackers exploiting known vulnerabilities.
[bookmark: __RefHeading___Toc344_3166590948][bookmark: _Toc236220892]Removable Media and USB Devices
To implement the Removable Media and USB Device Policy, SFM should disable or physically block USB ports on production machines where they are not required. Only company-approved encrypted USB devices should be permitted, and all removable media should be scanned automatically using antivirus software before use. Regular inspections and employee awareness training should also be carried out to ensure that staff follow the company's procedures when transferring files.
[bookmark: __RefHeading___Toc346_3166590948][bookmark: _Toc236220893]Third-Party and Supplier Security
To implement the Third-Party and Supplier Security Policy, SFM should carry out a security assessment before granting suppliers or contractors access to its systems. This assessment could include reviewing the supplier's cybersecurity policies, security certifications, and incident response procedures. Third-party access should be limited to the systems required for their work, monitored regularly, and removed immediately once the contract or project has ended. These measures help reduce the risk of supply chain attacks and protect SFM's production systems and confidential information.
[bookmark: __RefHeading___Toc348_3166590948][bookmark: _Toc236220894]4. Monitoring and Incident Response
SFM should continuously monitor its network using a central security monitoring system, such as a Security Information and Event Management (SIEM) solution, which collects and analyses logs from servers, cloud services, IoT devices, firewalls, and production systems. This system should generate automatic alerts whenever suspicious activity is detected, allowing the IT team to respond quickly. Examples of warning signs include repeated failed login attempts, unusual remote access, unexpected communication from IoT devices, abnormal network traffic, or large numbers of files being accessed or modified within a short period of time. Continuous monitoring helps SFM identify potential cyber attacks at an early stage and reduce their impact on production operations. This approach also reflects the Detect and Respond functions of the NIST Cybersecurity Framework [2] by helping SFM identify potential threats early and respond quickly to minimise their impact.
When a threat is identified, SFM should follow a structured incident response plan, illustrated in Figure 1 below. The affected device must first be isolated from the network, rather than shut down, so that evidence is preserved. The IT team should then investigate system logs to trace how the attack occurred before containing it, recovering affected systems from clean backups, and reviewing security controls to prevent similar incidents in the future.
[image: ]
Figure 1: SFM incident monitoring and response process
[bookmark: __RefHeading___Toc350_3166590948][bookmark: _Toc236220895]5. Training and Awareness
SFM should provide cybersecurity awareness training to all employees as part of their induction process, followed by mandatory annual refresher training. Short awareness sessions or security updates should also be delivered throughout the year to keep staff informed about new cyber threats. While all employees should receive general cybersecurity training, additional role-specific training should be provided for departments facing higher risks. For example, employees in the purchasing department should receive extra training on phishing, supplier fraud, and social engineering, while production staff should focus on the safe use of USB devices, workstation security, and reporting suspicious activity. The training should also cover password security, multi-factor authentication, and the safe use of artificial intelligence tools, ensuring that employees understand what company information can be shared with AI systems and what confidential information must never be disclosed. Regular training helps reduce human error and strengthens SFM's overall cybersecurity posture.
The effectiveness of the training programme should be assessed regularly through simulated phishing exercises and employee participation records. A reduction in the number of employees who click on simulated phishing emails, together with an increase in reported suspicious emails, would help SFM measure whether the training is improving staff awareness and reducing cyber risks.
[bookmark: __RefHeading___Toc352_3166590948][bookmark: _Toc236220896]Conclusion
This report has identified the main cybersecurity threats facing SFM and examined how they could affect the company's production systems, business operations, and confidential information. It has also proposed a range of security policies, practical implementation measures, network monitoring procedures, and employee training to reduce these risks. Together, these recommendations show that effective cybersecurity depends not only on technology but also on well-defined processes and informed employees who understand their role in protecting the organisation. By implementing these measures, SFM can strengthen its overall security posture, reduce the likelihood of future cyber incidents, and protect its operations, reputation, and relationships with its automotive and aerospace clients. Following recognised frameworks such as ISO/IEC 27001 [1] and the NIST Cybersecurity Framework [2] will help SFM improve its cybersecurity and reduce the risk of future cyber attacks.
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