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[bookmark: _Toc70003130]Abstract 
For many years, security has always been the main need when creating a home network. However, over the years they have become the primary target for malicious activity, where the attacker manipulates the network in order to possess data stored or even control the connected devices for their own personal gain. This investigation consists of analysing Internet Service Provider routers that are present in modern day home networks. The knowledge is built up from the Literature Review, which is critical in learning where other researchers have built their methods and understanding from, and to progress from that point to be able to develop new alternative methods of security that can enhance the performance of ISP router security. Furthermore, an experiment, using Kali-Linux (Virtual Machine) is to be performed, to be able to gain an in depth understanding of what vulnerabilities are currently residing in the routers and know how devices react under a real-time attack.
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[bookmark: _Toc70003131]Introduction
During the research aspect of the project the world entered a pandemic, which led to countries issuing their citizens to stay at home, this meant that those who work in office settings now rely on their home networks in order to carry out their jobs from home. Meaning that more sensitive information is being stored on home devices compared to a ‘normal’ scenario where the data would be stored on highly secured servers making it difficult for attackers to steal, because of this new situation, more vulnerabilities will continue to arise from ISP routers.
This project is about the effectiveness of current security of home networks, including the security of the equipment provided by the ISPs and how well the security can protect the devices that are connected when they are under threat from an attack. The chosen topic is being explored to be able to give an additional way to improve modern security measures for home networks to protect them from ongoing threats.
The focus of this project is putting ISP routers under a new spotlight to show what components they have currently and what is beneficial about upgrades/updates that can be implemented to strengthen the security of modern ISP networks. Home network users are already at risk if they are unsure of how to change the default SSIDs that are provided upon joining an ISP, by giving more insight to what should be done to protect their network.
Following this, it is important to cover all possible research of this topic that will be referenced and assist in the development of the investigation to discuss network security. By critically analysing the research used, it will be able to extend the possibilities of reaching the desired outcome and finding a security measure that will benefit home networks. The ability to look at current research that has been investigated can provide a clear outlook on the methods of how home networks can be upgraded/improved in the security aspect. The project will give an insight into other factors of security features that are available, such as the security provided by ISP (Internet Service Provider) routers/broadband. 
An expected outcome for this investigation is to be able to produce features that will be able to strengthen the security of the network by being able to analyse existing issues and comparing it to available research to be able to provide an outcome which improves security somewhat.








[bookmark: _Toc70003132]Aim
[bookmark: _Hlk69220303]The aim of this project is to provide methods of security to be implemented on ISP routers, after researching the current areas of improvement that are needed.

[bookmark: _Toc70003133]Objectives  
· To investigate home network security implemented in ISP Routers.

· To develop an understanding of existing security problems with home networks by analysing the research gathered in the Literature Review.

· To replicate a home network and test the security that is implemented on the ISP routers, to be able to produce results and compare them against own understanding that has been learned from the literature review.

· To critically analyse the results gathered from the experiment to provide recommendations.
[bookmark: _Toc70003135]Structure of Project
[bookmark: _Toc70003136]Chapter One – Provides the introduction to the project, and lists the aims and objectives, followed by the expected outcomes.
Chapter Two – Contains the Literature Review aspect of the project which discusses the sources that have been used to progress the project.
Chapter Three – Research
Chapter Four – Design & Implementation
Chapter Five – Testing
Chapter Six – Conclusion & Recommendations
Chapter 7 – Reflections
Chapter 8 – Bibliography/References









Chapter 2: LITERATURE REVIEW 
[bookmark: _Toc70003137]Introduction

This section of the project discusses the literature used in order to further the development of the research for the prototype. The topic chosen for this project is regarding the security that is implemented onto ISP routers and finding their current vulnerabilities which can be improved to reach the expected outcome set in the beginning. By being able to investigate what experiments in this area have already been completed and finding possible gaps, it will be able to set a more definite approach in what needs to be tackled throughout the Design & Implementation chapter of this project. 

Each piece of literature that will be used to aid the progress of the project will be critically analysed along with how each individual piece of research will assist in the development of the experiment.

Methodology

Due to choosing to do the experiment-based project, it was essential to choose more practical research papers in order to distinguish what security aspects have already been investigated in a test-based environment. Choosing the most relevant papers were crucial to progress the understanding of the topic chosen to see what elements have already been tackled when investigating the modern security of ISP routers and to fill in those gaps.
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Enhancing Network Security through Software Defined Networking (SDN)
Software Defined Networking (SDN) is an emerging technology that attracts significant attention from both industry and academia recently. By decoupling the control logic from the closed and proprietary implementations of traditional network devices, it enables researchers and practitioners to design new innovative network functions/protocols in a much more flexible, powerful, and easier way. We believe SDN provides new research opportunities to security, and it can greatly impact network security research in many ways. However, till today, SDN has not been well recognized by the security community yet. In this systematic survey on SDN security, we investigate how the new features provided by SDN can help enhance network security and information security process. By systematically reasoning the opportunities introduced by SDN to network security, we hope to provide new insights for future research in this important area. Index Terms—Software-Defined Networking, Network Security
This piece of literature discusses the emerging technology known as Software Defined Networking which has gained a large amount of attention from the areas of industry and academia. The research discusses how SDN could be implemented into networks in order to bolster more modern security and enhance features that network possess. 
[image: ]
Fig 1 – Researcher’s implementation of SDN with Network Intrusion Detection System
As depicted in this piece of literature discussing software defined networking it has declared that is a promising network technology for future networks by using a separation or control plane from data plane it was allowed a new edition of creative and powerful network functions and protocols. SDN has attracted a large amount from various areas. Further discussed SD N has enable creators to design and distribute a new type of an innovative flow handling and network control algorithms simply. Within this paper, the authors state but it has been compared which both the networking and security community but all both slow and embracing the use of SDN. Through the reading this paper it is clear the SDN are the wide range of security issues that will benefit all types of networks including home networks. However, due to this piece of literature being the first of its kind there will be limited resources that can be compared to this research. 
The researchers state that SDN and can bring great benefits to all forms of security research and it can be combined with other existing research. Researchers have begun reviewing all possible features that are provided by St N and then study how those features can enhance different security functions and then apply them to different challenges which are currently affecting security applications in the real world. 
The research also shows a potential to tackle any possible network level attacks such as DDoS attacks since it can catch important data from the entire network within a timely manner and then apply defence mechanisms which have been programmed to detect such attacks. SDN can easily be edited due to it consisting of simple hardware modules it can put out different complicated control multi modules it also provides a chance of extensions for new network functions. 
As stated by the researcher’s previous research have posed new data plane architectures for the SDN community which will make the data plane more suitable for security usage. This opens new opportunities of SDN and security applications for wireless networks. As discussed in the paper there are many steam features but will benefit the network security these are, prevention, detection, under spots which has been known to enable defence more in depth. The strengths of this research SDN how is the dynamic flow control feature which can enhance the prevention process without adding middle boxes. 
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Fig 2 – Researchers show a scenario of Dynamic Flow Tunnelling 
In this research they listed possible weaknesses may be faced such as dynamic flowing tunnelling, and if correctly used Chris possible that the dynamic flow control feature could allow a malicious flow of aid define access control policies.  As discussed, detection is a basic security method to discover any possible network intrusions two types of detection methods commonly used on misuse detection and the normally detection. Misuse detection tax attacks based on loan patterns Meanwhile anomaly detection claims attacks by finding any possible patterns are malicious in traffic and do not conform to an expected normal behaviour. 
The results of this study claim that SDN can benefit network security functions in a wide range of ways. The first way being that it can control network flows and output more flexible security functions on a network due to its allowing of enabled security functions of SDN enabled network devices without needing to install additional hardware such as ‘middleboxes’, SDN can provide network-wide visibility can show monitoring in terms of security.


























Broadband router security: History, challenges and future implications
P. Szewczyk and R. Macdonald
The authors, Patryk Szewczyk and Rose Macdonald, are looking at the overall security history of routers and the security issues that they have. They also discuss the different types of encryption that are available, and what vulnerabilities they have when it comes to be under threat.

The key concepts which the research is focused on is the security issues which previous routers have faced and what flaws that modern routers possess. Results of this study detail the steps which can be taken in order to implement stronger security on SoHo networks, along with underlying current flaws which different Wi-Fi encryption methods have and how these can be tackled. The study shows how attacks on routers can often provide hackers with direct access to the routers operating system and allow full control of the network and its devices. It indicates that ISP consumers tend to be unfamiliar with how the security on the provided routers work and how to improve it, showing that ISPs are to be blamed due to the lack of explanation of how to add basic and beneficial security for home routers. A further result gained from this research which can be a main factor within the major project is that most SoHo routers are sold with the remote administration disabled and with default password/admin names, allowing them to be exploited in attacks, as stated above, due to the consumers lack knowledge as the ISP has not provided information regarding the settings and how to change them [1].

This piece of research confirms current research regarding flaws within ISP routers security, except this research adds to this field due to its acknowledgement and processes on how to combat the ongoing threats that the component in question is constantly under. The authors discuss how routers are currently an ideal target for cyber-attacks due to the lack of ‘minimal or next to no security’, often due to consumers not understanding the use of the. The publication can contribute to the project as it pinpoints the flaws within modern routers alongside the security present. 

There are many strengths within this research which have been listed below:

· ‘Vulnerabilities include vendor backdoors, debug interfaces left active’, 

· ‘vulnerabilities associated with coding flaws in the firmware development stage is an ongoing issue’

The strengths identified after reading this, is that the research conducted was able to identify the vulnerabilities which are present in routers and were able to provide successful counter measures that can be applied regardless of experience with technology. It covers flaws with coding in firmware, which is created during the developmental stage of routers, meaning this is an ongoing issue for modern routers, by doing this the researchers can give an outcome which will benefit new implementations for modern routers. 


Authentication-Bypass Vulnerabilities in SOHO Routers
Rotenberg, N., Shulman, H., Waidner, M. and Zeltser, B.

In this piece of research done by, Nadav Rotenberg, Haya Shulman, Michael Waider and Benjamin Zeltser they discuss the extensive history of the vulnerabilities, such as Authentication-Bypass, that are allowing attacks to breach the security implemented in home routers. Authentication-Bypass permits the attacker to gain access to all applications and devices, by having the same privileges as someone who would be considered as being an authorised user on the home network, implying that the hacker would have no issues retrieving any ‘protected’ data stored on devices without having to go through the authentication methods that would typically take place. The attack creates a diversion from the authentication and does not have to fake a form of identity, the study was carried in multiple countries to locate a variety of vulnerable devices, to find any ‘misconfigurations’ and ‘insecurity issues’ that are in SoHo routers [10].

[image: ]
Fig 3 – Researchers display the results gathered showing the unprotected devices in different countries.

This research paper is addressing the vulnerabilities that are common in SoHo routers, and the history of routers having weaknesses in their security. The paper discusses the types of attacks that hackers use on home networks such as ‘authentication bypass’ allowing to have complete control over the devices which are connected [10]. The attackers possess the ability to give themselves access to all applications and devices with similar privileges to those who are an authorised user set on the network as stated in the research paper, meaning that the attackers can obtain any potentially sensitive information without having to go through all the security measures. 

The strengths that were found within this research is that it was able to provide a stronger understanding of how current experiment-based research papers are being conducted, and by learning how each step was taken in order to reach their expected outcomes. This research paper only focuses on one specific weakness that has been identified, whilst the project will be looking at the current issues that modern ISP router possess and look for security methods that can be implemented to enforce a more reliable aspect of security. However, by knowing of this vulnerability, it can be applied with in the testing element of the project, to see whether the selected ISP routers contain these bypasses that this research discusses and to be able to produce methods of protection for the ISP routers.


[bookmark: _Toc70003140]Not All ISPs Equally Secure Home Users an Empirical Study Comparing Wi-Fi Security Provided by UK ISPs
Z. Cliffe Schreuders, Adil M. Bhat
This literature discusses how Internet Service Providers have become relied on, to produce consumers home with broadband and equipment which provides a suitable amount of security and will protect the networks devices from any possible threats. As stated in the paper, the results collected compare the security provided by ISPs, using ‘passive wireless data collection’ on over 7,000 access points throughout the UK [21]. The authors collect evidence from various ISPs, rather than focusing on one provider, this will be beneficial to look at in order to help benefit the progress of the experiment aspect of the project, by understanding any possible security issues that are currently available in the equipment, it will aid in pinpointing what security implementations can be tailored into the experiment and provide another security measure as a result. 

Schreuders and Bhaat discuss further about the results which were discovered when testing the security of an access point provided by BT/Sky, which showed that these particular ISPs had configured the point with WEP (Wireless Equivalent Privacy) which as an encryption method is often provided in routers that they provide their new customers with, it has been discussed that WEP contains flaws which allows attacks to be more efficient and grants access to the network and the devices. The research goes into depth of encryption methods that are currently available and shows how these encryption methods, if the ISPs explain how encryption works, it can be reinforced, and consumers will have more knowledge to also strengthen their networks security [21].

The research paper focuses on the encryption method of WEP which have been implemented onto ISP routers. Due to the investigation being related to ISP routers, this form of research will be crucial in understanding what was achieved and what methods were used in order to correct this vulnerability and if there are any further methods that can be used in order to prevent this. 

Discussions, by Schreuders and Bhaat, show that ISPs should set the requirements of tracking all customers routers to ensure that they are updated with all available firmware and if possible be upgraded, they go on to state the similar encryption to WEP are to be considered ‘broken’ due to the flaws that it contains and grants real-time encryption for the attackers, as referenced in another research paper as discussed by Bittau, M. Handley and J. Lackey [23]. Even though it does not provide suggests in order to improve WEP, the research still provides a solid understanding of other ways which can still enhance the ISP networks security. It goes on to suggest that ISP consumers often lack knowledge of how to make changes to the configurations of their router’s settings, leaving a vulnerability in the home network. 

[image: ]
Fig 4 – Results gathered of security in ISP routers [21]

The researchers set out to be able to detect what levels of security ISPs were providing to their consumers for home networks and set out to find if there were any vulnerabilities with the security. They collected a variety of data by using an antenna set on top of a car, and driven around Leeds, to collect statistics of the ISP networks and then to compare their findings [21]. As this investigation involves testing the vulnerability of a SKY router, the tests that they collected from that company, showed that they provided WEP the lowest in comparison to other providers, and the use of WPA was higher. In comparison to SKY, Virgin media was one of the ISPs that still provides routers with either WEP or no encryption whatsoever for their home networks.























[bookmark: _Toc70003141]Design Space of Smart Home Networks from a Security Perspective 
P. Morgner, Z. Benenson, C. Muller and F. Armknecht
In this piece of literature, the authors address the vulnerabilities of Wireless System Networks and are looking for security methods that can prevent this from happening, it also investigates smart home networks from the security perspective to identify all current issues with existing smart home networks. As stated, the main aim of their research is to close any gaps between ‘deployed security mechanisms and formal verifications’ [22].

The key concepts of the research are listed as followed:

· Confidentiality: Shared information in smart home networks is only disclosed to authorized entities.
· Integrity: Data shared between multiple entities of the
· network has not been modified during transport or in storage.
· Availability: All smart objects of the smart home network are available to offer their services, even under critical
· environmental conditions.
· Authenticity: The originator of data is authentic and can be verified by other authorized entities in the smart home network [22]


The paper discusses potential threats that the scenario network is vulnerable to, for example, external and internal adversaries and even manufacturers of the created router/smart network that has purposely built backdoors into the systems in order to obtain information about their consumers. The smart home network also includes having multiple devices and sensors connected to it, in order to gain a more beneficial and realistic output of results. Discussed in the research is that the management of the network is only done by using control panels or using more modern smartphone applications, it also implements further security measures where only authorised users possess the ability to control and manage the network.
The researchers introduce a 'design space' for a step towards a 'formal security model' that can be introduced for smart homes [22].

The researchers were able to assemble what can be considered as the ‘first step’ forward for a security model for home networks after investigating the vulnerabilities from the security perspective. However, upon further analysis even in its strong points the researchers indicated that there would be even more work that would need to be completed to establish an ‘extensive security framework for networks’. 

Following this they have stated that the next step would create a security/attack model and furthering the goals set in place. By using this research to strengthen the understanding of what security measures can be implemented in order to protect networks from attacks, it provides a clear message that possibly stemming from other foundations of security that have been created will be a good path to take in order to produce a form of beneficial security.





Secure the Internet, One home at a time 
K. Xu, F. Wang and X. Jia
The authors, K. Xu, F. Wang and X. Jia, have created this piece of literature to discuss how routers that are poorly maintained in home networks are constantly vulnerable from cyber-attacks through the internet and use the gathered information to commit crimes due to the fast growth of ISPs and their abilities to provide various resources, such as video streaming and remote healthcare [5]. Within this study, the researchers create a model which observes cyber attackers’ patterns when the attack home networks and its connected devices, by doing this they achieved the result of traffic flow patterns in the home network and then use it to be able to characterise attacks.

This publication adds more understanding to the field, due to its various testing using different methods to provide results. The test used for this research is a tool called ‘Bloom Filter’, a data structure created by Burton Howard, designed to tell users whether a particular element is available in a data set [5].


[image: A Gentle Introduction to Bloom Filter - KDnuggets]
Fig 5 – Burton Howards’ ‘Bloom Filter’


The researchers were able to show the capability with compressed bloom filters, by detecting threats which are long-term and persistent, regardless of where they are, meaning that they will prove to be essential in analysing cyber-attacks of a larger scale and keeping tracking of anonymous attackers and continuous threats. They state that the most important factor is the space-efficient the data structure of Bloom filters, making it able to perform security analysis and monitoring on all connected machines and can allow the connected users to have access to all the most recent trends that cyber-attacks possess towards home networks [5].

[image: ]
Fig 6 – Researchers show size of counting bloom filter and the probability of identifying false persistent attackers [5]

The basic bloom filter was discovered to be unable to remember the number of occurrences in an element. However, to be able to identify the cyberattacks, that continue to cause threats towards home networks, it is crucial to be able to identify the attackers who are more frequent by being able to track the number of unnecessary traffic flow with each attack. The researchers suggest using the counting bloom filter, which is another type of bloom filter, it can record the number of times all the attackers have been recognised in the homes network traffic [5].

The paper ensures that the use of the bloom filter produces results which are validated, in order to ensure that the researchers used experiments in order to analyse possible fake positive in bloom filters by random testing and using real IP address, then comparing the collected results. This ensures that this paper will hold weight when being used for methods that can benefit home network users [5]. The research indicates by using bloom filters to be able to locate attackers that are more persistent and have the intention of violating vulnerabilities found in the same network, to which the bloom filters can send out the IP addresses of the persistent attacker amongst home networks. The results show that their bloom filter technique can detect long-term threats and attacks and can provide in depth details when identifying dangerous hackers [5]. 
 




[image: ]
Fig 7 – Researchers display results of unwanted traffic flows of persistent threats [5]

They state that home networks commonly have users that are unsure of methods which can be applied to their devices in order to detect any vulnerabilities or threats that may reside on their network. A report that they reference in their study, analysed a compromise of many home routers and stressed how important it is for the security to be improved and to give some form of knowledge to the home users in order to ward off these attacks. The results show that home routers and its devices often share similar vulnerabilities making them more favourable to target by attacker at the same time. They study and correlate these forms of attacks from various networks in order to produce their results which can provide details of vulnerabilities [5].
[image: ]
Fig 8 – Researcher’s graph, showing unwanted traffic on a home network over a year time period [5]

Because of the shared vulnerabilities if home networks have a similar ISP router, they are often susceptible to repeated exploits by different attackers over a period. By providing the knowledge of the popular and non-random ports via unwanted traffic, could help reveal more common vulnerabilities of home networks, and the interest of the attackers, and in turn the researchers can develop an effective algorithm to identify the ports in question [5]. 

They state that due to the continuous increase of traffic/applications and connective devices on home networks, it has manipulated both Internet traffic and cybersecurity. Despite the large amounts of research that has been conduct on the development of home networks, papers rarely address the security of them. There are reports regarding the many home routers which have been compromised by attackers and have listed rising threats that are targeted at home networks specifically. The researchers state that their research has collected traffic from home networks using a built-in home monitoring system based in programmable routers, there it is able to analyse all threats towards the home network, and attacks that are aggressive towards other home networks [5].















































[bookmark: _Toc70003142]Internet of Vulnerable Things (IoVT): Detecting Vulnerable SOHO Routers 
P. Poornachandran, R. Sreeram, M. Krishnan, S. Pal, A. Prem Sankar and A. Ashok
This literature piece, composed by, P. Poornachandran, R. Sreeram, M. Krishnan, S. Pal, A. Prem Sankar and A. Ashok, detail an uprising of vulnerable ISP routers in the past few years. The attackers can manipulate settings of DNS on routers making them vulnerable to different MITM attacks. The aim of the study is to develop a better understanding the patterns of the attacks, by focusing on Autonomous System Number Space, and using a 3-month time period to scan vulnerable routers and gather DNS information from them. It will be beneficial to this investigation as they have collected a detailed report of the scanning and provide an insight of trends of attacks and provide a method of security to prevent this from happening [7].

They note that there has been a continuous change in IoT. But the protocols that were created in order to make it work, are not advanced in the eyes of security. Because of this many devices are incredibly vulnerable to attacks. They continue that, there is not a way to detect if a device is secure whilst connected to the internet, but by ensuring that new protocols were developed the chances of being able to inspect this are high [7]. 

[image: ]
Fig 9 – Graphs from research showing DNS redirects from vulnerable routers [7]

Depicted in the graph above, the researchers tested routers with two acknowledge vulnerabilities, showing how easy it is for attackers to gain unauthorised access to these home networks [7].

The paper goes on to discuss the current security of home networks connected to the internet, and set the question, Are the devices providing internet connections secure? From here they were able to investigate a variety of cyberattacks that were deployed to exploit home networks [7]. Their aim was to be able to analyse the spreading of common vulnerabilities, that are known to those in the security community, and gain more knowledge of the security implemented on devices and to provide methods to counter the threats. By exploring the protocols created for security, ranging from manufacturers of devices to ISPs, they detected many vulnerabilities in the consumers devices that would be at great disadvantages if they were attacked [7].

Their results indicated that ISPs often used weak forms of authentication that can be guessed by users with malicious intent, and with ISPs typically tend not to follow any standards during the start of the configuration of devices. They suggested that an implementation of a mechanism, that could forward incoming requests to an IP to prevent remote access and having the known vulnerabilities of routers being made secure by their ISP. Finally, they state that simply setting protocols that are to be followed when the device is first being configured can be a massive step towards improving the security being provided by ISPs [7].
























[bookmark: _Toc70003143]A DDos Attack Mitigation Scheme in ISP Networks Using Machine Learning Based on SDN
N. Tuan, P. Hung, N. Nghia, N. Tho, T. Phan and N. Thanh
This piece of literature begins by stating that keeping all those who use the Internet are protected from cyber-attacks amongst other threats what is the most challenging aspect for security network operators. There are other major threats such as denial of service which has become one of the biggest attacks created on the Internet, which is difficult to deal with efficiently as most DDoS attacks will cause the system to no longer work due to its methods. States that SDN as an emerging technology which can be applied to networking will allow networking operators to be able to configure a manage networks more dynamically [17]. They go on to say by having a more flexible and centralised management of SDN and controller for allow flexibility deployment of complex security algorithms. Within this literature the researchers proposed DDoS attack mitigation in an SDN based ISP, by using machine learning approach to understand flood attacks and by using a test pad to implement proposed algorithms to understand the accuracy and mitigation efficiency [17]. 
The results of this piece will be beneficial to the investigation in question as this is another method which can be applied to home networks by their ISP in order to benefit all consumers against threats that their routers are vulnerable to.   
They claim that the architecture of SDN is flexible because the network admin, can use various programming languages to provide many functions of security that can benefit the network. Their methodology states that the detection that is currently provided consists of being able to monitor different network traffic patterns, between regular and when it is being attacked, and go on to say that once a DDoS threat has been applied, it becomes harder to identify between the two types of traffic on the network [17].
[image: ]
Fig 10 – Researchers designed system architecture [17]

They proposed that by using SDN in combination of IDS (Intrusion Detection System) in order to combat network attacks, this idea comes from another research paper created by Manso, P [18]. Their research discusses the benefits of using SDN IDS, when implemented into network infrastructure to be able to detect threats of DDoS automatically and then can dispense an alert to a SDN controller. A series of tests were carried out to monitor the effects that are presented because of a DDoS attack, their software analyses 10 packets in a second from any IP source in their testing network, once it discovers an attack it begins a combat phase to deploy prevention [18]. 

[image: ]
Fig 11 – Research shows the set up for a testbed, which includes POX as the SDN controller, OpenVSwitch (OvS as the SDN-enabled switch [17].

There are several research directions that would be worthy for more in-depth investigation in the future. As mentioned earlier in this work, DDoS mitigation is much more difficult than DDoS detection, as innocent traffic should be differentiated from attack traffic on-the-flight. In this paper we show some features that support this differentiation for ISP networks, where botnets reside in corporate networks with local IP subnets [17].






















[bookmark: _Toc70003144]Adaptive Security Monitoring for Next-Generation Routers
C. Mansour & D. Chasak
This piece of literature talks about how long routers rely on high end performance multiple processing systems in order to be able to support flexible and avoid range of protocol operation and applications. The researchers to pick but the process systems a programmable and can replace the traditional fixed logic ASICs in routers. Which in turn move and vulnerabilities and faults would be introduced due to the programmability, making systems more susceptible to attacks and failures, careful it would be a difficult task to discover whether processing core, behave correctly or if it will present a  failure from errors or attacks, the researches have been able to create this paper which addresses these problems in order to prove the correct way that a network processor should be operating [13].

Within this research that has been collected and analysed they have been able to propose a more secure and fault tolerant, reliable monitoring system which will be able to function alongside the processing call that is implemented in routers and help detect any attacks which would in turn change the process of behaviour of the processor.  All factors must be considered due to modern networks constantly increasing in size, meaning that the progression of new protocols and forms of communication will need to be developed in order to improve the future networks. They state that the function of today’s internet is becoming more reliant on software, with SDN becoming more common, vulnerabilities will be more apparent. They mention that vulnerabilities that are present within the network structure can cause plenty of problems, since routers have shared infrastructure, and the attackers that target these vulnerabilities can use this to their advantage in order to gain access to all data and system resources [13].




[image: ]
fig 12 – Researcher’s method ‘Monitoring System Logic’ [13]
The research mentions a monitoring method which can be used in order to monitor the processors of the network and check whether the processors execution trace is in the permitted behaviour or not, they base their monitoring method on the design of ‘software diversity’ to be able to develop the security and resilience of the network. The monitoring system that they discuss possess a security model that show how the operation of the internet currently works. By understanding some basic code of the routers and that attackers tend to target them to manipulate the code to carry out malicious activities on the network, they address that the activities can carry an overflow attack that can corrupt the routers variables and has the possibility to contain vicious code inside data packets [13]. 
As previously stated, ‘software diversity’ in the researcher’s design is that if a version of code were to become a target by an attacker through a disguised packet, that packet will then be discarded and the processing stack will reset itself, then a new code could be put in its placed. That same packet will no longer be able to affect the newly created code as the past vulnerabilities of the disregarded code would be protected, in turn making it difficult for the attacker to be able to use the same attack to cause malicious attacks to the network.

After the experiments that have work conducted, they were able to prove this created system would have the ability to detect malicious software and help to store the routers operation to a different yet functional state they also showed explore the experiment, but their approach has a better efficiency when compared to other existing research pieces [13]. They state that the monitoring system will be fitted with different behaviours to be able to respond to various executions of binary to be processed, and the system will always be checking what the processor is outputting and will trigger a recovery mechanism if the original behaviour path is strayed from. Finally, the researchers declare that the prototype of the monitoring system is effective when applied, as it protects the network infrastructure and, in the future, can be beneficial if applied to the internet to be a reliable source.

This will be key to make note of for this investigation, as it can provide on step forward on benefiting the security of future ISP home routers. If the ISP were to add this feature onto their routers, it can decrease the chances of a repeat attack happening, as the method is able to learn the patterns and dispose of its old vulnerabilities. If this mechanism is compatible with SDN, by having the router recognise patterns and have SDN aspects controlling the network flows and allowing the security functions to be flexible, it can enhance the overall performance of home networks and allow the users to have more control over their network.














































[bookmark: _Toc70003145]Detecting DDoS Attacks on ISP Networks
A. Akella, A. Bharambe, M. Reiter and S. Seshan
This piece of literature discusses how past methods for detecting DDoS attacks, and learning who the attacker is, were through locating the end-node victims. But ISPs have not been putting their time into solving these issues on their end. The researchers look at the main challenges that are implemented in helping networks formed by ISPs to detect attacks aimed at its network or those on sites which use the ISP network. They set out to create a detection mechanism, that allows routers to analyse router traffic anomalies and compare it to the normal router traffic by using ‘stream sampling algorithms’, with it is key to note that ISP routers have the ability to exchange data with each other in order to enhance their detection decisions [16].
Their results were able to show that a router can make note of characteristics of traffic on the network and then identify any anomalies which contain a false positive and negative rate. They state that the profile constructions are beneficial and can support high speeds, and that the deployment of this technique can be done, though it may impact how effective the distributed decision making will be. They have done this experiment due to the rise of DDoS becoming a regular disturbance with modern internet, alongside their understanding of other research which has been completed in order to combat these forms of attacks by creating a mechanism. But the current research completed only has the aim of assisting the victims that are under attack, whilst this research looks at the problem from an ISP perspective, which will be key in aiding this investigation being carried out in finding methods that will benefit home network users with their current vulnerabilities [16].
Their predictions on this mechanism, is that if there are small amounts of traffic in the ISP network, then the results outputted may trigger false positives. Meaning that the approach that they need to take will have to be made stronger by allowing routers to relay any suspicions to other routers connected on the network, to detect whether it contains the same patterns as an aggressive attack. They state that there is a method which attackers can bypass their created mechanism, is by disguising their traffic to be able to match a normal profile of the routers. However, they follow this by explaining that even if the attacker were to take a small number of paths on the ISP network, it would still relay a high amount of traffic meaning the attacker would be caught. The research discusses that by selecting the correct set of statistics to account for the normal profiles, it can make sure that the original approach of copying profiles will become difficult to do [16].
The conducted experiment showed that there will always be a multitude of continued investigations, even when one method of security is provided to act as a counter measure against DDoS threats. Their results showed that by identifying what routers can provide the best detection and have the best algorithms to be deployed. The researchers have planned to validate the created algorithms found on routers by running their scenario on real attack datasets [16].




Overall, this research will aid the investigation as they have been able to research methods that can be deployed/implemented onto ISP routers, in order to successfully defend home networks against the threats of DDoS attacks, they have also described how the created mechanism can communicate patterns of these attacks and are able to deploy methods in order to combat them. Like the previous research viewed regarding SDN, it provides a new path for future routers that ISPs can introduce to ensure the security of all their networks, providing that ISPs begin to take initiative to implement more security.








































[bookmark: _Toc70003146]Implementing Pushback Router Based Defense Against DDoS Attacks
J. Ioannidis and S. Bellovin
Pushback is a mechanism for defending against distributed denial-of-service (DDoS) attacks. DDoS attacks are treated as a congestion-control problem, but because most such congestion is caused by malicious hosts not obeying traditional end-to-end congestion control, the problem must be handled by the routers. Functionality is added to each router to detect and preferentially drop packets that probably belong to an attack. Upstream routers are also notified to drop such packets (hence the term Pushback) in order that the router’s resources be used to route legitimate traffic. In this paper we present an architecture for Pushback, its implementation under FreeBSD, and suggestions for how such a system can be implemented in core routers [14]. 

[image: ]
Fig 13 – researchers depicting how DDoS attacks occur [14].

The authors of this literature, implies the use of Pushback to be implemented on routers in order to defend networks against DDoS attacks. Stated is that DDoS attacks can be treated as a ‘congestion-control problem’, but types of this problem are caused by hosts that are considered malicious and not obeying the rules of end-to-end congestion control [14]. as explained functionality is implemented in each router so that it can detect and dropped any packet stop along to an attack, with upstream routers have also been created to be notified to drop these packets, which is why the term push back is used, so that resources used by the winter can be properly used to certify traffic. This paper the researchers have created an architecture for push back following previous research conducted and provide suggestions for how the system can be implemented in routers cores [14].

Further along, researchers describe DDoS attacks as a more frequent disturbance of the Internet and that they are becoming extremely difficult to defend against as they do not target the vulnerabilities of a system, but instead target the connected devices of the network. That attack does not have to find security hole of the target to create a problem over doing so will be beneficial to the hacker. With most attacks, there is not any form of protection which can be used by the victim to prevent the attack, since the hacker is not attacking any specific vulnerability, but just the fact that the target is connected to the network [14]. 

They go on to suggest that a different style of approach to detect a DDoS attack that is in progress and then respond to that attack. There are various forms of tracking the packets that are being suggested, the state but some have already tried to construct a map that contains the paths that attacks are taking, they state that there are two different paths: traceback and packet marking [14]. They start with a map of the network and can locate the routers which the attack traffic is incoming, this is done by flooding it and monitoring the attack traffic whilst it decreases. Meanwhile in traceback methods, the routers pick the outgoing packets.

With that being said, the attackers can inject their own traceback packets, unless there is a compromised router allocated near the target, and it will only be able to achieve the ability to create a subtree where the attack may have started.  The research continues to state that the approach presents its own failures, as it is difficult to implement with IPv6, and say that they ask the question of what should occur if the paths the attack has taken is located yet remains and may require human involvement to sort this. Yet the most common problem is that the available tracking methods available is that the source address which can be found in attack packets are not to be trusted since they are simple to create [14].
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Fig 14 – The researchers simulation implemented PushBack [14].

The researchers decided to implement a mechanism which can treat DDoS attacks as a congestion-control problem and can act by identifying and dropping any traffic aggregates that are responsible for the congestion. By using PushBack, it is a good way to defend networks against these forms of attacks [14]. They have been able to simulate the experiment on real machines to provide more realistic set of results that can provide an output to see what memory and computer power is required to be able to run this protection. This has been done in hopes of ISP implementing PushBack onto their router’s codes. 

This research piece will be extremely beneficial in finding new methods of security that can be implemented into ISP routers. However, due to PushBack having some problems with IPv6, which could become the future of IP addressing in routers, it would be an ideal piece of software which can be integrated to benefit home networks and prevent the spread of DDoS attacks.







[bookmark: _Toc70003147]Security Vulnerabilities in SOHO Routers
C. Heffner and D. Yap
The researchers of this paper, declares that the purpose of this paper is to display the security measures that are being implemented into ISP routers by their manufacturers to prevent attacks in home networks, and how these forms of security act and what vulnerabilities lie within them.  They acquire the use of current networking tools available in order to analyse vulnerabilities that are more common in a variety of devices, to expose the weaknesses of them, from then they examine the more common trends found in security measures which are found across all router manufacturers and use the results to see how to improve security [15].

[image: ]
Fig15 – Results gathered from their vulnerability testing [15]

A noticed trend that they have found the most common amongst new home routers is that they have moved away from HTTP authentication mechanisms, the routers now possess a web-based login in order to set-up the router correctly [15]. They also address that IP address authorisation is now in place instead of using ‘session cookie-based authorisation’, they detail that this new implementation typically has a timeout period of around 10 minutes, while the web authentication shows that the admin credentials would only be set once, meaning that the ip-based authorisation is not a good implementation on the manufacturers part [15].

They note that the routers that were examined as part of the research, used IP-Based authorisation, but none of them could contrast between wired and wireless parts of the network. Meaning that, if an authorised user were to log onto the admin interface using the wired network, a possible attacker who was located on the wireless network can modify their IP address in order to have the exact IP address of the machine that the authorised user and will allow the attacker full access to admin content [15].
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Fig 16 – Default configurations of a device tested [15]

By investigating the original settings of the router, showing that they are not typically considered as a vulnerability, but any setting can become an issue when cryptography comes into the picture. Typically, most ISP routers use WEP and WPA keys when it comes to home routers, as only a few routers are being produced which do not allow the use of wireless features. They list that some router manufacturers have started to send them with wireless encryption already enabled by default, however, the manufacturers choose to use WEP, where previously discussed in a previous literature piece, is the most broken out of encryption methods, as shown in this paper the BT Home Hub router uses WEP by default and can be reverse engineered in order to grant the attacker access to the network [15].

As previously mentioned in another literature paper, the vulnerability which can be considered the worst would be the ‘Authentication Bypass’. This study, like others, show that they have been detected in various ISP routers found in home networks including Linksys routers. The vulnerabilities are often because of the user interface parts of web interface will check for authentication whilst scripts that are able to process configuration changes do not do this. They mention that the manufacturers of the routers are beginning to develop the security implemented on the devices, but still have a long way to go until it can be considered secure.  And each encryption method found on routers have their own vulnerabilities when put under threat [15].


By considering all current vulnerabilities that each ISP router currently possess, it will allow for more understanding on what gaps of security can be filled and the areas that can be improved by the ISP routers manufacturers. With this information, provided by this research paper, ISPs need to provide more methods of security, such as new and improved encryption methods, to prevent the ever-changing threat of attacks against home networks. By using the default settings for all provided routers will only lead to a further increase in threats.













[bookmark: _Toc70003148]Threat Modelling as a Basis for Security Requirements
Suvda Myagmar Adam J. Lee William Yurcik
This research paper investigates the use of threat modelling being applied as a foundation when it comes to the specifications for security requirements. Even though there are large quantities that have been researched regarding threat modelling, most lack an integrated and systematic approach to creating a complex system. The researchers inspect differences found in modelling software products and complex systems and then lay out the approach to be able to identify the ongoing threats towards network systems. This research also displays case studies of threat modelling, which can be investigated and possibly applied as a recommendation as a result to improve the security of ISP routers.

By understanding that secure computer systems are becoming more difficult to design, proves that regardless of what future methods are put in place in order to benefit security, the attackers will always find a way to manipulate the systems that have been put in place. So far however, many techniques that are powerful have been created in order to develop security methods. As previously stated, the security requirements, threats are typically analysed based on how effective they are, then a choice is made by the system on if it should engage the threat or let the risks continue [20]. The researchers say that the designers of the system can decide the security mechanism is available for the system, then the progress of that mechanism will follow general software engineering process for design/implementation etc.

[image: ]
Fig 17 – showing the system security engineering [20]

The research goes on to state that by being able to identify the threats available, it can help modify a more realistic and meaningful set of requirements when it comes to the development of security. Which is a crucial aspect as if the requirements were not of standard, the security of that system will not be secure. Ensuring that threats are identified properly, and that sufficient action is used in order to counter act the threats, it will reduce the overall ability of the hacker when trying to access the network. The ability to use threat modelling will mean that analysts will have to adapt to all perspectives, including attackers [20]. Making it easier to fully understand the system and being able to characterise the system that is to be put into place, along with knowing what type of resources need to be allocated and the risks that may come into play.

This paper highlights a crucial factor that must also be considered for the investigation being carried out, this is that access points on the network is what hackers typically attack in order to gain access onto the network and its connected devices. The mention of trust boundaries is another factor, which is any location on the network where data can be transferred between two process is considered a trust boundary, such as transferring data from a computer to a disk. Another detail is that there may be threats which can from in or out of the system, whether they are authorised or unauthorised users who may of use methods like the authentication bypass method to get past implemented security methods, meaning that all areas must be considered when discussing different levels of security, and applying security systems.

[image: ]
Fig 18 – Researchers created a layout of the architecture as an example of VisFlowConnect [20]

It is capable of filtering traffic to display only traffic with certain attributes and indicate traffic dynamics over time by animating flows with a user adjustable time window. VisFlowConnect relies on NetFlow [12] data as its input data source. Each record in NetFlow log files contains a variety of information about a network flow such as source/destination IP address and port number, number of bytes and packets transferred, protocol used, and start/end time of the transmission. Although VisFlowConnect is a security monitoring tool, it is essential to identify its threats. Threat modelling of VisFlowConnect helps understand its limitations in detecting DoS attacks against the monitored network and ensure that the tool does not introduce new vulnerabilities to the system or inadvertently makes attacks on the system easier.

This paper states that threat modelling is an important factor to consider when developing security requirements for computer systems. As without being able to analyse threats, it would be impossible to provide a guarantee for the system and provide a justification for the security measures used. The future research that they have set in place is to create new security requirements, by following threat modelling on a variety of security tools that have been developed, in order to broaden the understanding for systems that are already implemented.


Finally, the paper suggests a security measures that could be implemented in order to benefit the network, however, the tools do seem more beneficial towards larger scale networks than home networks but could be useful to note regardless. The tool, VisFlowConnect, as suggested this is a visualisation tool which was developed to strengthen the ability of a network admin, to be able to detect and analyse traffic anomalies. It is also capable of seeing the network traffic between the designated network and the internet. However, this tool does rely on NetFlow as a data source, each of the records stored details a network flow, such as port numbers and destination IPs, it also does not make any new vulnerabilities onto the network nor does it make it easier for attackers to access the network.




[bookmark: _Toc70003149]Conclusion


With the research that has been used in order to complete the literature review the subject of network security has undergone a vast amount of research in order to improve its current state. After analysis of a variety of literature resources, the implementation of SDN in any type of network can provide a great number of benefits for its users. 

If ISPs were to make more of an investment, then they currently are, in the security of their routers, it would allow less room for current vulnerabilities. The most apparent vulnerabilities that apply to present-day ISP routers is their configuration methods are too basic, allow anyone with a substantial knowledge of how to use cyberattack tools can gain access and manipulate them. Moving forward with this idea, is that routers created by more in demand ISPs tend to use broken encryption methods such as WEP, as shown in the literature papers above this method on multiple occasions has been described as broken cryptographically.

























[bookmark: _Toc371255541][bookmark: _Toc70003150]Chapter 3 - RESEARCH METHODOLOGY
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[bookmark: _Toc371255544][bookmark: _Toc70003153]Introduction
The research conducted within the project aided to progress the understanding what methods have been the most successful in improving the security in modern routers for home networks. This chapter of the project will discuss the research aspect, along with the research methods that have been used for data collection and then further link it with the aims and objectives that were set in the beginning.
In this chapter the following will be discussed, as listed below:
· The research conducted.
· How the data was selected and chosen
· How the research was analysed
· The tools that were used to aid the research.
· Why these methods were used. 
The following discusses to why the experiment methods have been chosen in order to provide a more solid foothold within the results provided for the project. An experiment is crucial in aiding this investigation, as it possesses the ability to give a first-hand insight into ongoing security issues of ISP routers. 
[bookmark: _Toc266447530][bookmark: _Toc371255545][bookmark: _Toc70003154]Research Overview
Within this chapter of the project, it will show how the research process was used in order to fulfil the aims and objectives that were set out to be completed in the first chapter. By being able to follow this process, it will assist in creating a smoother progress in ensuring that the research gathered to aid the experiment-based project provides the expected outcome. 
[image: ]
Fig 19 - Example of Gantt Chart used for Dissertation.
By following these steps created in completing the research and the use of the updated Gantt chart which has assisted in a steady flow of work and helped greatly ensuring time management was maintained, it will ensure that the work will be of quality. 


[bookmark: _Toc70003155]Saunders Research Onion
By following a method, called Saunders Research Onion and applying it to the investigation of the security in ISP routers, it will assist in finding the most beneficial sources and ensure that it is relevant to the project.
[image: understanding the research onion]
				Fig 20 - Saunders Research Onion [24]
The first layer of the research onion is ‘Research Philosophy’, in this element the research discusses Ontology and Epistemology. Ontology is regarding how authentic the information and the interpretation of the source, whilst Epistemology is validity of information that is needed for the research and how it can be obtained. When it comes to Philosophy in dissertation projects it is often split between both positivism, that assumes the knowledge is separate from the project being investigated, while Interpretivism states that observers will have their own views and understanding of that investigation. For this investigation, the use of positivist study methods due to it having a standing in testing elements of projects [24].
Second layer regards the approach after choosing the suitable methodology that will be applied to the dissertation. The first approach available that is discussed in Sanders, the deductive approach that begins with a set hypothesis and its development is formed from the literature review conducted by the researcher, and then tests it to see if it holds together. On the opposing side of this is an inductive approach where the research begins with an observation and then a new theory is created [24]. 
Following this Saunders Research Onion, goes on to discuss the next step which involves Strategy, this part of the research forms the experimental research for this investigation, and often requires data for this area in order to achieve a successful study. Choice of methods is the next step, of which Saunders, offers a variety of methods for researchers to conduct their study, ranging from ‘mono-method’, using only one method, ‘mixed method’ using different methods of research. For this investigation, the use of mixed method will be used, due to having to have reliable information to inspect the vulnerabilities on ISP routers [24].
As Saunders Research Onion shows in the next step, the time management is crucial when carrying out the investigation/research. The final layer regards Data collection and Analysis, this is where the explanation of the purpose of the investigation, and to decide between the use of primary or secondary data along with qualitative/quantitative data, this layer is considered the core of the framework amongst research pieces [24].
[bookmark: _Toc266447531][bookmark: _Toc371255546][bookmark: _Toc70003156]Research Process
In this part of the Research Methodology chapter, creating a process which would be the most suitable for aiding in the investigations progress was key, to ensure that the results would be successful. By looking at papers which were like what type of investigation was being conducted, it would deploy a guideline to what areas could display any possible gaps in research. There were a multitude of papers that were like the current investigation taking place, that can assist in backing up any existing knowledge and research done.
[bookmark: _Toc266447532][bookmark: _Toc371255547][bookmark: _Toc70003157]Research Philosophy
As emphasised in the ‘Research Process’ the use of quantitative data will be used in this project rather than qualitative data.  The reason why this method will be chosen is due to it being used to confirm assumptions made in research projects, quantitative research is used in order to ‘establish’ facts about a certain area. This will be of effective use when applied in this area, as the project is being used to develop an understanding of ISP router security and to carry out an experiment-based project which will provide results that can contribute to the outcome of showing what vulnerabilities are apparent.
[bookmark: _Toc266447533][bookmark: _Toc371255548][bookmark: _Toc70003158]Research Methodologies
The best method to ensure that research is conducted effectively is by following the standards of quantitative data methods. By having a mixture of both primary, which is data collected from researchers as a main source and secondary data collection, using data which has already been collected through various primary resources, it will be able to establish a wider variety of information that can be beneficial to achieving a suitable outcome. There are multiple things which must be taken into consideration which could go wrong during this investigation, that have been listed below:
· Equipment
Due to the ongoing climate, there will be a limited amount of equipment that will be accessible during the investigation, but to ensure that the results produced have been done using everything possible, is to use every tool that can benefit the results.
· Time Management
This is a main factor as part of the investigation, if there is a large amount of testing which needs to be conducted during the Testing phase of the investigation, then it could hinder the progress of completion. However, to ensure that this does not happening, by updating the Gantt Chart that was conducted at the very beginning to show if there are any parts which may take a bit longer or need more work on towards the end. It will allow a better performance overall of progress.
[bookmark: _Toc266447534][bookmark: _Toc371255549][bookmark: _Toc70003159]Data Collection
[bookmark: _Toc266447535][bookmark: _Toc371255550]When it comes to ensuring that the correct methods of data collection are used for the research, it is crucial to have. By using grounded theory, such as document collection, researching about what others have studied and the materials that were used to give them their outcome can depict a clearer picture on the topic in question. An alternate method which could be used to see how others experience their ISP routers security within their own home, using a questionnaire/survey, by doing this it can provide a more personal approach to see more home environment issues rather than only creating an outcome based on gaps in current research.
[bookmark: _Toc70003160]Research Design
The chosen methodology used will be following the quantitative data, this is because of the experimental nature of the project. When it comes to the experiment/testing element, there will be a variety of results gathered from the ISP routers, which will be analysed and discussed, and recommendations will be provided based on these. As previously declared, this research will contain both primary and secondary resources, as it will be a benefit to have a variety of information that can increase the number of recommendations provide when it comes to network security. 
[bookmark: _Toc266447537][bookmark: _Toc371255551][bookmark: _Toc70003161]Research Deliverables
The main outputs that are expected from conducting the research, is gaining an enhanced understanding of how in-depth the security on modern ISP routers is and the ongoing vulnerabilities. Continuing from this, is producing a report from the experiment that will be conducted, where a variety of routers will be tested using software to replicate a hacker performing an attack and then detailing in the report how the security elements responded. Following this, using the results gathered from the previous steps created to gain an understanding of the vulnerabilities that are implemented in ISP routers, is to create new features of security.
[bookmark: _Toc266447538][bookmark: _Toc371255552][bookmark: _Toc70003162]Triangulation
By using various forms of data collection, it will show a more solid understanding of what vulnerabilities currently exist in ISP Routers.  To ensure that the sources used are legitimate in their research, by finding similar papers and seeing if their research also correlates can help provide a more thorough approach to research gathered. By reviewing various methods and software which were used to obtain results, it can provide a more logical approach rather than only focusing on one method, which could cause a more biased result and tamper with the outcomes that are discovered at the end of the investigation.

[bookmark: _Toc70003163][bookmark: _Toc266447539][bookmark: _Toc371255553]Limitations & risk assessment 
With this investigation there will be limitations due to the ongoing pandemic and the limited software available to be used in the home environment. During setting out the design implementation, it was discovered that the networking software Cisco Packet Tracer was limited on its ability to replicate the required scenario for the project, after this it was decided that the use of Kali-Linux would be used in order to test the vulnerabilities of the ISP routers as it would be able to give more results. Due to the current pandemic, there was a limited number of routers that could be gathered and tested to produce a report, therefore more tests will occur in order to counter these limitations. 

A limitation that was discovered during the testing for the investigation, was that some devices contained anti-virus software, and had hindered the experiment as it constantly prevented the network from the threat, this however led to testing both a subscription based anti-virus and a free version, to provide results on which one were to be beneficial for home networks.
[bookmark: _Toc70003164]Conclusion
It is crucial that when carrying out the research process for an investigation, to have all elements covered to ensure a smooth process. The research methodology is a crucial step in making sure that reliable data is collected that will be relatable to the topic and will provide somewhat accurate results that have been carried out in correlating research. By following the created Gantt chart, it will give an easier perspective of how much time each segment of the investigation used, and if there is any spare time remaining, to use it to an advantage which would benefit the outcome of the investigation.












[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc70003165]Chapter 4 - DESIGN & IMPLEMENTATION
[bookmark: _Toc341174545][bookmark: _Toc371255555][bookmark: _Toc70003166]Introduction
This chapter of the project discusses the Design and implementation of the project. The experiment will require a variety of routers from different ISPs, then by using software, such as a virtual machine and Kali Linux, they will all be set up as if it were a small home network, following this the routers will then be attacked to see how their security works, along with what vulnerabilities they possess. This will then give a more personal understanding of the flaws and what gaps that the project can cover in order to improve the gaps in security.

[bookmark: _Toc371255556][bookmark: _Toc70003167]Problem formulation
The problem that this project is aiming to solve is the current vulnerabilities with home routers, this project will carry out an experiment to detect these underlying issues. The first piece of software which will be used will be Cisco Packet Tracer, to create the ‘layout’ of the home network being created to carry out the experiment, this software allows the user to place routers and various devices that may connect to the network. The next piece of software in use will be Kali-Linux, this software has various hacking tools which can be used in order to exploit the routers that will be connected to the virtual network over the virtual machine being used.
The original plan set out for this project, which relied on the use of Cisco Packet Tracer alone to act out how the routers cope under the attack would not be enough due to the software being limited on its ability in this scenario discussed. By having different solutions to completing the investigation of what security elements that ISP routers have and are lacking, it will aid in furthering a personal understanding along with filling in any possible gaps in current research.
[bookmark: _Toc371255557][bookmark: _Toc70003168]Design
After reviewing the information which has been gathered in the literature review aspect of the project, it has shown that multiple (ongoing) vulnerabilities have been discovered which compromise modern home networks. The reason to why the choice of doing an experiment-based project is to gain a more in depth understanding of what other vulnerabilities in ISP routers exist, which may have been missed in previous investigations, and what variants of security could be implemented into ISP routers in order to benefit their consumers home networks.


[image: ]
Fig 21 – A visual representation of a network and a hacker using Cisco PKT.
As shown in the figure above, by using the networking software ‘Cisco Packet Tracer’, by creating a visual layout of what the investigation set up would look like in a more modern scenario. The ISP Router represents the routers that will be used to be attacked by hacking tools in order to test their overall security that has been provided. As further discussed in ‘Implementation’, Cisco PKT was only used in order to show what the initial layout of a home network would appear as. And the main software used for the experiment was based on Kali-Linux.
[bookmark: _Toc371255558][bookmark: _Toc70003169]Implementation
To ensure that this project is successful, a variety of software will be used in order to ensure that the experiment aspect of the project is completed. At the initial start of the investigation Cisco Packet Tracer was going to be used, to create a layout of what the network would look like in a home setting, with all configurations implemented and then carry out the presented scenario. 
However, due to limitations of the software, it was decided that the use of Kali-Linux, being Virtual Machine, used to perform attacks on the variety of ISP routers collected to gather the results of what security vulnerabilities they possess, that will then be further displayed in the project in the Findings element of the following chapter.
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Fig 22 – Virgin Router (Hub3)
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Fig 23 – SKY Router (Q)
As shown above, these were the routers collected to test for vulnerabilities using Kali-Linux. In the Testing phase, a comparison table was created to show the default configurations for these routers.

[image: ]
Fig 24 – NetGear Wi-Fi Extender
Later explained in the next chapter, testing a router led to discovering a vulnerability of a connected device on the network. Further tests were then conducted on this device for more vulnerabilities.



[bookmark: _Toc371255559][bookmark: _Toc70003170]Conclusion
The understanding of how the experiment aspect of the project will be conducted is crucial to ensure that the results will reach the ‘Expected Outcomes’, that were set in the beginning of the investigation. With the current circumstances, having other options available to ensure a successful investigation will provide the needed results that can be critical in providing recommendations.


[bookmark: _Toc371255560][bookmark: _Toc70003171][bookmark: _Toc341174561]Chapter 5 – Testing and Evaluation  
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In this element of the investigation, ISP routers will be gathered and experimented on using tools from Kali-Linux, in order to test the type of security which have been implemented on them. By having a more in-depth knowledge of what router security modern routers have, it will be beneficial in aiding the outcomes and providing new standards of security that would greatly benefit home users. 
To ensure a variety of results, ISP routers from both SKY and Virgin Media, were tested to see what vulnerabilities they currently possess. The results will be captured, and further discussed in this segment on the project. Upon the experiment being carried out, the anti-virus set on the device, which was connected to the routers upon the testing, triggered a response, which provided a detailed report of the risk level, the IP Address and the model of the device used to carry out the attack. This allowed the testing of a paid subscription anti-virus and a free anti-virus, to see which one would be the most suitable in protecting vulnerable devices on home networks. 

Included for this part of the investigation is a table of the tested routers and the default configurations that were present:
	
	Sky Hub (Q)
	Virgin media. (3)

	Encryption
	WPA
	WPA

	Username
	admin
	admin

	Password
	sky
	changeme

	WPS
	✓
	✓

	Network Key Length
	12 (Alphabetical)
	12 (Alphabetical)


Table – Comparison of Norton360 & AVG
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				        Fig 25 - List of Vulnerability tools
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Fig 26 - Using Nmap to test for open ports.
By using nmap, it scans the entire network to see all available hosts by sending out IP packets in order to identify all the devices which are connected to the targeted network and then provide further information about the OS. This will be crucial in seeing if there are any open ports and if they are vulnerable to attacks. 
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Fig 27 – The options/tools within RouterSploit
For testing what vulnerabilities exist within the router, with the use of the software, Routersploit, will be used as it can quickly identify and then exploit more common vulnerabilities found in routers. It also contains other various tools in this packet, which can be used to directly pinpoint certain vulnerabilities.
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Fig 28 – Discovering a vulnerability on Virgin Media Hub 3
As shown in this image there was one detected vulnerability that was connected on the Virgin Router. This vulnerability was one of the Wi-Fi extenders attached to the network, which indicated that it was not changed from the default settings once it had been set up and would be vulnerable if attacked. Upon further investigation, this model is vulnerable to a variant of a Worm virus and can be infected by exploiting authentication bypass.



[image: ]
Fig 29 – (Default) Configurations of the NetGear Wi-Fi Extender
After further investigation of the Extender that displayed vulnerabilities in testing, it was clear that despite the extender being configured upon set up, there were features not on clearly displayed, which was where the vulnerability was located.
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Fig 30 – (Default) Continued - Configurations of the NetGear Wi-Fi Extender
Once the extender has been connected to the router, it automatically sets its password to be identical to the router that has been linked. To those who do not have an understanding on how crucial it is to change these settings to prevent vulnerabilities, they can fall foul to attacks. 
It is clear at this point, that manufacturers of network devices (routers, etc.) need to adapt a more apparent feature that tells its user how important it is to configure and update their settings. 

[image: ]
Fig 31 - Using Nmap on Wi-Fi extender
Due to the previous test indicating that there was a vulnerability with one of the wifi extenders connected on the network, a further test was conducted in order to get a better understanding of the flaws. After analysis, 3333/tcp is vulnerable to an attack called ‘buffer overflow’ where the attacker can the execute code on that system or cause software to crash [19].
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Fig 32 - Testing for Vulnerabilities on Sky Router
Despite having devices connected to it, no vulnerabilities were detected on the Sky router.
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Fig 33 – Using Misfortune Cookie
Using another Routersploit tool, on Virgin Hub 3, to detect if there are vulnerabilities in the firmware of the router. Misfortune_Cookie is linked with HTTP cookies and allows the attacker to manipulate the cookies and can corrupt memory, following this it can fool the device that has been attacked into treating sessions with admin controls. It can grant the attacker full access of the network and its devices and can even manipulate the router and install malware.















[bookmark: _Toc70003173]Anti-Virus
During the testing phase of this investigation, there were multiple occasions where the installed anti-virus had interfered with the experiment, which provided a detail report of what device was attacking the network. After this incident had occurred, upon carrying out the attacking scenario, another test was set out to test what a free anti-virus software would provide upon an identical attack on the network.
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Fig 34 – A detailed report from Norton360 during testing phase of investigation
After testing for vulnerabilities on the network, Norton360 had detected the attack and then provided an in-depth report. This included the level of the risk, the name of the threat and in some cases the model of the device that the attacker used.
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Fig 35 – Report from AVG during testing phase of investigation
During the testing of AVG software it was noticeable in comparison to the previous free software that even though a paid subscription was necessary to get more protection, the software was still able to cancel a connection to the wireless extender, meaning that even though that would be more advantages of having a paid subscription with this software you would still be protected regardless. Even though the detail about the attack is not as extensive as Norton 360s report it still gives an idea of what the threat was. 
	
	Norton 360 (Paid)
	AVG (Free)

	Smart Scan
	✓
	✓

	Password Manager
	✓
	X

	VPN
	✓
	X

	Dark Web Monitoring
	✓
	X

	Parental Controls
	✓
	X

	Web Protection
	✓
	✓

	Performance Checks
	✓
	✓

	Cloud Back up
	✓
	X

	Reports
	✓
	X

	Anti-Virus Protection
	✓
	✓



Table 2 – Comparison of Norton360 / AVG





[bookmark: _Toc341174562][bookmark: _Toc371255561][bookmark: _Toc70003174]Chapter 6 – Recommendations & Conclusion
The recommendations are as followed:
· Change the Default Configurations for devices that are connected to the network.
Although this falls to the users of the home network, this aspect can be applied to ISPs and their routers manufacturers. By having default configurations that were as basic as displayed in the testing chapter can be dangerous for the devices, as these configurations can be found by searching them on the internet, allowing everyone to have knowledge of. Therefore, this recommendation is that ISP providers need to start setting randomised username and password of routers, in order to prevent those who, have no understanding of networking, a secure home network and avoid malicious activity from external sources.
· Future routers being implemented with SDN.
Even though SDN has just properly started to surface in the network industry, this is an interesting piece of software that can be of great benefit in monitoring the network and protecting the devices, due to it being able to recognise any traffic patterns that could be considered as abnormal and conduct a method to defend against those attacks and memorise it for future reference.
· Anti-virus on connected devices on the network
It is a clear benefit the antivirus on devices will provide ample protection in case of a threat on the network. However, there are clear advantages of having a paid subscription with a company who provides antivirus software as it gives a clearer report of the threats that the network device is facing, and I will allow network users who may not understand how dangerous a cyber-attack is the better understanding.
· ISPs to become more aware of firmware and security implemented on the routers. 
By having the Internet service providers become more aware of the type of threats that their consumers a currently under threat from, hopefully will encourage them to introduce a more reliable based security fact that customers can benefit from. As shown in not only the experiment but in the literature research as well they all negligent in ensuring that creating networks using their routers have up to date firmware installed and to create new default configurations rather than using the current default settings that have been found to be broken and incredibly vulnerable to attacks. 





· ISPs to stop using encryption methods that are broken. 
shown in the research, even though it is the most common encryption method it is not one of the strongest encryption methods available. ISPs should consider using WPA2 rather than WEP, due to it being the strongest encryption method and will allow better security on home networks.
· Provision of information about threats that target home networks to ISP users.
this recommendation is since not many consumers understand how important it is to be protected whilst using the net the Internet start many chances of attacks and threat, but many consumers will fall foul due to the lack of knowledge provided. so, with possibly some form of information being sent with the routers containing different forms of security features which can be applied to their connected devices to prevent those attacks.
After completing the experiment aspect of the investigation, there are a multitude of recommendations that can be provided in order to help secure any possible vulnerabilities that reside on provided ISP routers.  This section of the investigation will discuss the overall findings gathered from the experiments and apply them to be able to produce a set of recommendations that can be applied to ISPs and their consumers. 
With the use of Routersploit to analyse the network, the experiment made it clear that even connected devices can allow a chance of attacks against network systems, showing that any device that get allowed access on the home network, would have to be configured from their defaults settings. The results indicate that if devices, such as the Net gear Wi-Fi extender, are not completely configurated, they can leave severe holes of security for the entire network to be targeted by malicious activity. 
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Fig 34 – A detailed report from Norton360 during testing phase of investigation
A note made during the testing phase, was when using pen-testing tools on Kali-Linux, anti-virus installed on a connected device began interfering with the experiment and immediately blocked the attack, along with a fully detailed list containing the information of the types of attacks attempted and the model of the device used. After this had happened, the choice of testing a free version anti-virus was conducted, on seeing if the results were similar and using those results gathered to provide a report stating which one home network users should be using to protect themselves. It was clear that a paid subscription software to ‘Norton 360 – Anti-viruses’ was the best in comparison to ‘AVG’ a free software, as unlike Norton, it only carried out simplistic scans of the folders stored and did not provide security options like VPN, which carries plenty of advantages for the user in encrypting data and hiding IP addresses, making it more difficult to be vulnerable once connected on the internet.
As the understanding gathered from the literature review segment of the investigation, it is clear now, that all factors of the network must be considered not just the router provided by the ISP. By being able to provide these recommendations that can be applied by those who have home networks, it can provide help to those who may not have an in depth understanding of how to use software that has been made available for them in order to counteract all forms of threats set the home network will encounter.
In this experiment the following was carried out, the first step must gather a variety of routers to be able to detect any vulnerabilities that could be exploited by attackers. Concluded in the limitations of risks analysis in the research methodology, due to the pandemic currently circulating there is a limited number of routers that would a gathered to be used for this experiment so other elements of testing are carried out. 
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Fig 31 - Using Nmap on Wi-Fi extender
Following the test of the proctors there was one vulnerability that was detected in the Virgin Media router, upon further investigation of this vulnerability where another tool was used called Nmap, it showed that a Wi-Fi extender connected onto the network had open ports which could be exploited if under attack, as shown using some images taken during the experiment chapter there were some default configurations that had not been edited and had left some ports open. However, unlike the ISP routers that have been provided the Wi-Fi extender has an interface which is a lot clearer it and easier to understand on changing the settings and even grants you the ability to change the encryption key and let you decide on whether you would like to use the same password as the networks router or create your own password. 
An incident happened but during one testing of the Sky router the antivirus on a connected device in the network had picked up on the attack and had disconnected the connexion with the router that was under threat, this led to further investigation of whether having an active subscription with an antivirus software provided more benefits over a free vision and diverse software. As shown in the investigation Norton 360 provided a rather in depth report of all traffic on the network and detailed the model of the device carrying out the attack whilst free vision software AVG provided a slight insight which showed what the attack was and where it came from but didn't provide the same benefits unless they paid for the software, this indicated that having a subscription was far more beneficial than a free software as it provided far more security options for connected devices.
The information that has been gathered from the experiment pulled this investigation, links in with current research that has already been conducted the results gathered match the expected outcome in order to provide set of recommendations. 
[bookmark: _Toc371255565][bookmark: _Toc70003176]Recommendations for Further Research
A possibility that could be considered in further research, would be the implementation of Software Defined Networks in home networks. By adapting Machine Learning, ISPs can benefit from the security elements and analysing the traffic patterns of attacks against their routers, in turn deploying counter measures.
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Fig – ISP routers communicating back to ISP.
An idea that was made during the research chapter of this investigation, was by using machine learning and  the implementation of SDN on home networks to be able to detect when an attack is taking place and monitor all traffic then to dispense relevant countermeasures, it then sends this pattern back to the ISP who can then send this back out to all routers that can learn the pattern and apply it should they be under threat of a similar attack. If an attack that shares some properties with attacks that have already been learned, then the routers can attempt to use countermeasures that it has already learned.
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Chapter 7 – Reflections

In this chapter, the discussion of the investigation. It includes what I would personally do different given the opportunity to do the research again with the knowledge that has been achieved through this period, following this what had/had not worked well during the experiment and how I was able to tackle the problems discussed and if there were any changes in the experiment. I talk about the skills that were achieved throughout the progress of this paper and how they can be applied to other situations. Finally, I explain what I had learnt due to the research gathered and the experiment conducted and if the meetings that I had with my supervisor were suitable and steered me onto the right course to achieve a positive outcome of my investigation.

During the testing phase of the investigation, I had encountered a variety of limitations, but had overcome these by implementing new approaches to the study. After discussing the initial idea with my project supervisor, it was brought to my attention that there were aspects of the experiment that could not be conducted using the software Cisco Packet Tracer, due to it being used to imitate computer networks and not being able to simulate real-time attacks. Because of this, I decided that using Kali-Linux, a virtual machine, to set up a small network and then carry out tests of vulnerabilities on ISP routers, which had proven to be successful and provide real-time results.

Although, given that the testing was successful, if given the opportunity to repeat this investigation, and not in the current restrictions, I would gather a larger variety of ISP routers to see what ISP router provides the best security in comparison to its competitors. I would like to have the chance to gain a better understanding of the implementation of SDN on network devices, as I feel that it would advance a better feature that could be implemented in security measures.

To ensure that the investigation was progressing within the time limit given, using a Gantt Chart in order to keep track of the progress being made, was the most efficient way to keep on track. Aside from the project, the use of time management can be applied to any future job due to the need of fast paced environments and needing to reach certain objectives within a given time. 

The use of communication in this investigation was crucial, by setting up meetings with my supervisor to discuss the current understanding/findings are the progress of the project were extremely helpful. I say this, as my supervisor was able to acknowledge what I wanted to do achieve for my experiment, after the discussion of using the software Cisco Packet Tracer in order to complete my experiment, my advisor had asked if I had any alternatives in case, I had encountered any limitations, following this the decision of using Kali-Linux was used, after discovering that Cisco Packet Tracer was limited in its ability on being able to simulate attacks in a network. By using the tools that Kali-Linux has available, I was able to gather results linking to the vulnerabilities on ISP routers within a real-time environment using my own small network I created using both SKY and Virgin Media routers.

This investigation has allowed a better understanding of the ongoing issue of security of ISP home networks. After discovering research which looked at introducing SDN onto routers for a multitude of benefits that targeted DDoS attacks on home networks, it introduced an implementation that could be made, as discussed in the recommendations of further research that could be looked at in further studies.

If this investigation were to be conducted at another point in time, when the current circumstances are less dire, the access to a wider amount of security tools would be available, allowing more approaches of testing collected ISP routers and an increased amount of ISP routers to be tested. After learning about SDN, it would be something that I would like to investigate, as it seems an extremely interesting software which could enhance the security of routers that are integrated with home networks.
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Join Threat9 Beta Program - https://wm.threat9.con
Exploits: 132 Scanners: 4 Creds: 171 Generic: 4 Payloads: 32 Encoders: 6

zsf > use scanners/autopun
zs€ (10 1) > show options

Target options:
Name Current settings  Description

target Target IPv4 or 1Pv6 address

Module options:

Name Current settings  Description
vendor any Vendor concerned (default: any)
http_use true Check HTTP[s] service: true/false
http_ssl false HTTPS enabled: true/false

ftp_use true Check FTP[s] service: true/false
fp_ssl false FTPS enabled: true/false

ssh_use true Check SSH service: true/false
telnet use  true Check Telnet service: true/false
snmp_use true Check SNMP service: true/false
threads s Number of threads.

xs£ (autopun) > Il
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luren@lali ~lroutersplot -mx
File Actions Edit View Help

http exploits/caneras/brickcon/corp_network_cameras_conf_disclosure is not vulnerabl

http exploits/routers/ipfire/ipfire_shellshock is not vulnerable

http exploits/caneras/brickcon/users_cgi_creds_disclosure is not vulnerable

http exploits/caneras/xiongmai/uc_httpd_path_traversal is not vulnerable

http exploits/caneras/honeywell/hicc_1100pt_password_disclosure is not vulnerable
http exploits/caneras/mvpower/dvr_jaws_rce is not vulnerable

http exploits/caneras/sienens/cvns2025_credentials_disclosure is not vulnerable
http exploits/misc/miele/pgs528_path_traversal is not vulnerable

http exploits/misc/asus/bin_projector_rce is not vulnerable S
http exploits/misc/wepresent/wipglo®d_rce is not vulnerable

telnet exploits/caneras/grandstrean/gxv3611hd_ip_canera_backdoor is not vulnerable

http exploits/routers/cisco/firepower_nanagenent6_rce is not vulnerable

9999 custon/udp exploits/routers/asus/infosvr_backdoor_rce is not vulnerable ’
80 http exploits/routers/zyxel/zywall_usg_extract_hashes is not vulnerable

|| 192.168.0.1:80 http exploits/routers/ubiquiti/airos_6_x is not vulnerable

[+] Elapsed tine: 56.5300 seconds

[+] 192.168.

Starting default credentials check

192168 http creds/routers/pfsense/webinterface_http_forn_default_creds is not vulnerable
1192168 http creds/generic/nttp_basic_digest_default is not vulnerable

192168 http creds/routers/asmax/webinterface_http_auth_default_creds is not vulnerable
192168 http creds/cameras/basler/webinterface_http_forn_default_creds is not vulnerable
192168 http creds/caneras/acti/webinterface_http_forn_default_creds is not vulnerable
1192168 http creds/cameras/brickcon/webinterface_http_auth_default_creds is not vulnerable
192168 http creds/cameras/axis/webinterface_http_auth_default_creds is not vulnerable
192168 http creds/cameras/canon/webinterface_http_auth_default_creds is not vulnerable
192168 telnet creds/generic/telnet_default is not vulnerable

192168 ssh creds/generic/ssh_default is not vulnerable

192168 Ftp creds/generic/ftp_default is not vulnerable
[+] Elapsed time: 2.1400 seconds

[+] 192.168.0.1 Could not verify exploitability:

- 192.168, http exploits/routers/3con/of ficeconnect_rce

- 1920168, http exploits/routers/asus/asusurt_lan_rce

- 192.168.0.1:80 http exploits/routers/billion/billion_5200w_rce

- 192168 http exploits/routers/netgear/dgn2200_dnslookup_cgi_rce

- 1921168, 0 http exploits/routers/dlink/dsl_2740r_dns_change

- 192168 0 http exploits/routers/dlink/ds1_2730b_2780b_526b_dns_change

- 192.168 0 http exploits/routers/dlink/dsl_2640b_dns_change

- 192.168. custon/udp exploits/routers/dlink/dir_815_8501_rce

- 1920168, http exploits/routers/cisco/secure_acs_bypass —
- 192.168.0.1:23 custon/tcp exploits/routers/cisco/catalyst_296
- 192.168 http exploits/routers/shuttle/91sum_dns_change

1

[+] 192.168.0.1 Device is vulnerable:
Target Port  Service  Exploit
192.168 80 http exploits/routers/linksys/eseries_themoon_rce

| 192.168.0.1 Could not find default credentials
xs€ Coitorn) > 3




image30.png
Hardware Version: EX2700  Firmware Version: V1.0.1.56
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[ (auren® ali)-[~]

$ nmap 192.168.0.1

starting Nmap 7.91 ( https://nmap.org ) at 2021-04-20 19:15 BST
Nmap scan report for 192.168.0.1

Host is up (0.0095s latency).

Not shown: 998 filtered ports

PORT  STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 5.15 seconds

[ (auren® kali)-[~]

$ nmap 192.168.0.21

starting Nmap 7.91 ( https://nmap.org ) at 2021-04-20 19:16 BST
Nmap scan report for 192.168.0.21

Host is up (0.0045s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp  open http

3333/tcp open dec-notes

49152/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 4.95 seconds
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[-] telnet exploits/caneras/grandstrean/gxv3611nd_ip_canera_sqli is not vulnerable

(& http exploits/cameras/dlink/dcs_9301_9321_auth_bypass is not vulnerable

-1 http exploits/cameras/cisco/video_surv_path_traversal is not vulnerable

(-] http exploits/cameras/brickcon/corp_network_cameras_conf_disclosure is not vulnerabl

e

) telnet exploits/caneras/grandstrean/gxv3611hd_ip_camera_backdoor is not vulnerable

| http exploits/cameras/brickcon/users_cgi_creds_disclosure is not vulnerable

(-] http exploits/cameras/honeywell/hicc_1100pt_password_disclosure is not vulnerable

-] http exploits/cameras/sienens/cvms2025_credentials_disclosure is not vulnerable =
-1 http exploits/cameras/xiongmai/uc_httpd_path_traversal is not vulnerable

(-] http exploits/cameras/nvpower/dvr_jaws_rce is not vulnerable

(] http exploits/misc/miele/pg8528_path_traversal is not vulnerable A
(-3 http exploits/misc/asus/bla_projector_rce is not vulnerable ’
-] http exploits/misc/wepresent/wipgl000_rce is not vulnerable

(=l custon/udp exploits/routers/cisco/ucn_info_disclosure is not vulnerable

T snmp exploits/routers/thonson/twgs49_info_disclosure is not vulnerable

-] 143690 custon/udp exploits/routers/huawei/hgs20_info_disclosure is not vulnerable

|| 192.168.0.1:53413 custon/udp exploits/routers/netcore/udp_53413_rce is not vulnerable

| 192.168.0.1:22 ssh exploits/generic/ssh_auth_keys is not vulnerable

| 192.168.0.1:9999 custon/udp exploits/routers/asus/infosvr_backdoor_rce is not vulnerable

[+] Elapsed time: 40.9100 seconds

[+] 192.168 rting default credentials check...

- 192.168 http creds/routers/pfsense/webinterface_http_forn_default_creds is not vulnerable
192,168 http creds/generic/nttp_basic_digest_default is not vulnerable

| 192.168 http creds/routers/asmax/webinterface_http_auth_default_creds is not vulnerable

192168 ftp creds/generic/ftp_default is not vulnerable

1192168 ssh creds/generic/ssh_default is not vulnerable

| 192.168 telnet creds/generic/telnet_default is not vulnerable

| 192.168 http creds/cameras/basler/webinterface_http_form_default_creds is not vulnerable
192,168 http creds/cameras/brickcon/webinterface_http_auth_default_creds is not vulnerable L
192,168 http creds/cameras/acti/webinterface_http_fora_default_creds is not vulnerable

| 192.168 http creds/cameras/axis/webinterface_http_auth_default_creds is not vulnerable

192168 http creds/cameras/canon/webinterface_http_auth_default_creds is not vulnerable

() Elapsed time: 2.8800 seconds

[+] 192.. 1 Could not verify exploitability:

exploits/routers/3con/of ficeconnect_rce
exploits/routers/asus/asuswrt_lan_rce
exploits/routers/billion/billion_5200w_rce
exploits/routers/netgear/dgn2200_dnslookup_cgi_rce N
exploits/routers/dlink/dsl_2740r_dns_change
exploits/routers/dlink/ds1_2730b_2780b_526b_dns_change
exploits/routers/dlink/dsl_2640b_dns_change

.1:1900 custon/udp exploits/routers/dlink/dir_815_8501_rce

- 192.168.0.1:80 http exploits/routers/cisco/secure_acs_bypass

- 192.168.0.1:23 custon/tcp exploits/routers/cisco/catalyst_2960_rocem

- 192.168.0.1:80 http exploits/routers/shuttle/915wn_dns_change

| 192.168,

1 Could not confirm any vulnerablity

| 192.168.0.1 Could not find default credentials
xs€ (autoran) > Il
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| RouterSploit stopped

[ (lauren® kali)-[~/routersploit]
$ sudo python3 ./rsf.py

JEERN
-/ /.
" ,\||| /
|\ NO T
AW A 4
Exploitation Framework for ,l by Threat9
Embedded Devices
Codename : I Knew You Were Trouble
Version 3.4.1
Homepage https://wmi.threat9.com - @threatnine

Join Slack : https://wm.threat9.com/slack
Join Threat9 Beta Program - https://wm.threat9.com

Exploits: 132 Scanners: 4 Creds: 171 Generic: 4 Payloads: 32 Encoders: 6

4

> use exploits/routers/multi/misfortune_cookie
(Uisiortine Cookic) > set target 192.168.0.1
target = 192.168.0.1

(Misfortune Cookie) > check

Target is not vulnerable

(Misfortune Cookie) > I

4

el

o
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Security History [

Show | Recent History - &) [ Quick search Go

Severity Status Date&Time + | | Details
2570372021
® Info IPS Detection Statistical Submission Submitted 133733 I mmended Act
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Threat secured
We've safely aborted connection on 192.168.0.21 because it was infected
with URL:Blacklist
We can also protect you from other types of threats

UPGRADE YOUR PROTECTION CLOSEALL (3)

Hide details ~
Threat name URL:Blacklist
URL http://192.168.0.21 /cgibin/dget.cgi?

omd=wifi_AP1_ssid wifi_AP1_hiddenwifi_AP1_passphrasewifi_
AP1_passphrase_wep,wifiAP1_security_modewifi AP1_enable.
\get_mac_flter_listget_mac_fiter_switch,get_client list.get ma

c_address,get_wps_dev_pin,get wps_modege
Process C:\Program Files\Oracle\VirtualBox\VirtualBoxVM.exe
Detected by Web Shield
Status Connection aborted

85e7c0627ae6 () More detections <1/ 3>
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L—(laurenekali)-[-]

$ nmap 192.168.0.1
Starting Nmap 7.91 ( https://nmap.org ) at 2021-04-20 19:15 BST
Nmap scan report for 192.168.0.1

Host is up (0.0095s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 5.15 seconds

L—(lauunehli)-[—]

$ nmap 192.168.0.21

Starting Nmap 7.91 ( https://nmap.org ) at 2021-04-20 19:16 BST
Nmap scan report for 192.168.0.21

Host is up (0.0045s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp  open http

3333/tcp open dec-notes

49152/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 4.95 seconds
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