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[bookmark: _Toc228822953]1 Introduction
This report covers two tasks. The first task involves designing a custom desktop computer for an Electrical Engineer working from home. The system should handle engineering design and simulation software, report writing, online meetings and everyday secure operation. The second task involves evaluating cybersecurity risks for a manufacturing company engaged in designing and producing power distribution equipment, industrial control systems, and embedded electronic controllers. The report explains each design choice, justifying the alternatives and relating the cybersecurity recommendations to recognised standards and best practices. 
The proposed computer is not a pre-built computer. Each component is selected separately to justify compatibility, performance, and suitability for the given scenario. The chosen cybersecurity strategy is a defensive-in-depth approach, with governance, technical controls, user training, supply chain assurance, and incident response planning.



[bookmark: _Toc228822954]2 Task 1: Custom Desktop Computer Design
2.1 Specification and Justification
[bookmark: OLE_LINK1]The build must be responsive for CAD, stable for engineering software, able to multitask and secure for remote work. SolidWorks recommends SSD storage, certified graphics drivers, at least 16GB of RAM with 32GB recommended for general use [1]. The proposed build exceeds this as simulations, reports, datasheets, browsers and online meetings may be run together. 
Reliability is as important as raw speed. SolidWorks electrical, PSpice and LabVIEW benefit from fast single-core performance for interactive work, while extra CPU cores and Ram help when simulations, Teams, browser research and Office files are open together. The result is a balanced workstation rather than a gaming PC or basic office computer. 
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Figure 1: Engineering workstation workflow



	Area
	Selection
	Justification / Comparison

	CPU
	AMD Ryzen 9 7900
	12 cores / 24 threads, up to 5.4 GHz and 65W TDP[2].
Chosen for strong CAD responsiveness and simulation multitasking. A Ryzen 5/Core i5 is cheaper but leaves less headroom; Ryzen 9 X/Core i9 options are faster but create more heat and noise. Its 65W rating also supports a quieter home office build.

	Motherboard
	ASUS TUF B650-Plus Wi-Fi
	AMD5, DDR5, M.2, USB-C, HDMI/DP, Wi-Fi and 2.5Gb ethernet. B650 is cheaper than X670E while still giving the I/O and upgrade path required.

	RAM
	64GB DDR5, 2 x 32GB
	Selected over 32GB to avoid slow disk paging with CAD, PSpice, LabVIEW, Office and Teams open. 128GB is unnecessary unless very large simulations/VMs are used. The 2 x 32GB layout leaves spare slots for upgrade.

	Storage
	2TB PCIe 4.0 NVMe SSD
	Fast boot, software loading and project access. Better than SATA SSD or HDD for active engineering work; HDD/NAS can be added for archival backup.

	Graphics
	NVIDIA RTX 2000 Ada 16GB
	Workstation GPU with professional-driver path and VRAM headroom. Selected over GeForce as CAD stability/certification matters more than gaming speed [1]

	Case / PSU / Cooling
	Fractal Pop Air, Corsair RM750e, dual-tower air cooler
	Airflow case, efficient 750W modular PSU and quiet air-cooling suit long home-working sessions and future upgrades.

	Monitor / Peripherals
	27-inch 4K monitor, Brio 500 webcam, MX keyboard/mouse
	4K screen supports schematics and reports side by side. Webcam and ergonomic input devices support regular meetings and long writing sessions.

	Network/Security
	2.5GbE, Wi-Fi 6, Bluetooth, Windows 11 Pro
	Use Ethernet as primary connection, Wi-Fi as backup. Windows 11 Pro adds BitLocker, Secure Boot support and business management features.

	Software
	SOLIDWORKS Electrical, PSpice/OrCAD, LabView, Microsoft 365, Teams/Zoom, Defender/Bitdefender
	Covers engineering design, simulation, test automation, reports presentations, budgets, meetings and malware/browser protection. Wired ethernet is preferred for stable meetings; Wi-Fi 6 is a useful fallback.
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	Component
	Product
	Specification
	Price
	Image/source

	CPU
	AMD Ryzen 9 7900
	12C/24T, AM5, 65 W
	£281.99
	Image on AMD/Scan page

	Motherboard
	ASUS TUF B650-PLUS WiFi
	ATX, DDR5, M.2, Wi-Fi, 2.5 GbE
	£140.00
	Image on ASUS/Amazon page

	RAM
	Crucial Pro 64 GB DDR5 kit
	2 x 32 GB dual-channel
	£599.99
	Image on Crucial/retailer page

	Storage
	WD_BLACK SN850X 2 TB
	PCIe 4.0 NVMe SSD
	£133.77
	Image on WD/retailer page

	GPU
	NVIDIA RTX 2000 Ada
	16 GB workstation GPU
	£787.67
	Image on NVIDIA/retailer page

	PSU
	Corsair RM750e
	750 W modular Gold-class
	£79.99
	Image on Corsair/Amazon page

	Case
	Fractal Design Pop Air
	ATX airflow case
	£56.99
	Image on Fractal/retailer page

	Cooler
	Thermalright Peerless Assassin 120 SE
	Dual tower air cooler
	£34.99
	Image on retailer page

	Monitor
	Dell U2723QE
	27-inch 4K USB-C hub monitor
	£590.00
	Image on Dell/Amazon page

	Webcam
	Logitech Brio 500
	1080p meeting webcam
	£76.99
	Image on Logitech/Argos page

	Keyboard/mouse
	Logitech MX Keys S Combo
	Wireless keyboard/mouse
	£187.48
	Image on Logitech/Amazon page

	Software
	Windows 11 Pro + security + Microsoft 365
	OS and annual tools
	£381.58
	Microsoft/Bitdefender pages



Estimated total: £3,351.44 excluding specialist engineering licenses, delivery and assembly.

The price is higher than a normal office PC, but it is justified by faster project loading, smoother multitasking and fewer CAD compatibility issues. If budget had to be reduced, the webcam or monitor could be downgraded before the CPU, RAM, SSD or professional GPU, as those parts most directly affect engineering productivity.
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3.1 Risks, Impacts and Priorities
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