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[bookmark: _Toc228433173]TASK 1 
Abstract
      The zero trust (ZT) security model has emerged as a response to the fundamental limitations of traditional perimeter-based architectures. this paper critically analyses the core principles of zero trust, explicit verification, least privilege access, and assume breach, while also examining the significant implementation challenges faced by modern organizations. through a comparative evaluation with the perimeter-based security model, the study demonstrates that ZTA offers a superior security posture for cloud, hybrid, and remote work environments, despite high initial costs and operational complexity. 
      The findings indicate that organizations adopting ZTA experience a 50% reduction in attack surface and significant improvements in threat detection and response.


1. [bookmark: _Toc228433174]Introduction
      The accelerated digital transformation, proliferation of cloud services, and widespread adoption of hybrid work models have fundamentally redefined the cybersecurity threat landscape. The traditional perimeter security model, conceived in the era of mainframes and closed corporate networks, assumes that everything inside the network is trustworthy — an increasingly dangerous premise in an ecosystem where data, users, and applications exist simultaneously across on-premise, public cloud, and private cloud environments.
      The concept of Zero Trust (ZT) was first articulated by John Kindervag at Forrester Research in 2010, grounded in the fundamental principle: "Never trust, always verify" [1]. Unlike the perimeter paradigm, Zero Trust eliminates the notion of a trusted internal network, treating every access request as potentially malicious, regardless of the source's location.
      This paper structures its analysis around five main directions:
· The theoretical foundations of ZTA,
· A critical comparison with traditional models, 
· Implementation challenges, 
· Automated detection and response mechanisms, and 
· Compliance implications.
      The central objective is to provide a rigorous perspective on Zero Trust's capacity to anticipate, protect against, detect, and automatically respond to modern threats.



2. [bookmark: _Toc228433175]Fundamental principles of Zero Trust
2.1 [bookmark: _Toc228433176]Explicit Verification 
The first pillar of ZTA mandates the continuous authentication and authorization of any identity user, device, or application based on all available data points: identity, location, device compliance, service/workload, data classification, and behavioural anomalies [2]. 
NIST SP 800-207 formally defines Zero Trust Architecture as a set of design principles that shift defence from the static network perimeter to a focus on users, assets, and resources [3].
      Multi-factor authentication (MFA) represents the minimum baseline component; however, modern ZTA incorporates continuous behavioural analysis and dynamic risk scoring. Next-generation Identity and Access Management (IAM) solutions leverage machine learning to detect deviations from users' baseline behaviour, triggering adaptive re-authentication or automatically blocking access.

2.2 [bookmark: _Toc228433177]Least Privilege Access
      The least privilege principal limits users' access to only the resources strictly necessary for their current task, dramatically reducing the lateral attack surface in the event of a credential compromise. Network micro segmentation, dividing infrastructure into isolated zones with granular access policies constitutes the architectural implementation of this principle.
      Gartner research estimates that proper implementation of least privilege can reduce the impact of a ransomware attack by up to 70%, by limiting attackers' lateral movement within the network [4].

2.3 [bookmark: _Toc228433178]Assume Breach
      The third principle operates on the premise that network compromise is inevitable or has already occurred. This mindset drives "assume breach" architectures: continuous monitoring systems, end-to-end encryption of all internal communications, strict segmentation, and pre-defined incident response plans. Philosophically, this approach aligns organizations with the reality of the contemporary threat landscape, in which advanced persistent threats (APTs) can remain undetected in compromised networks for an average of 197 days [5].

3. [bookmark: _Toc228433179]Comparative analysis: Zero Trust vs. Traditional models
3.1 [bookmark: _Toc228433180]The Perimeter Model — Structural Limitations

      The perimeter-based security model protects the network through an external defensive layer firewall, DMZs, VPNs assuming that internal users are trustworthy. This architecture was adequate when applications resided exclusively on-premise and the workforce was physically confined. The transformations of the 2010–2020 decade structurally invalidated these premises.
      The 2020 SolarWinds attack perfectly exemplifies the perimeter model's limitations: attackers compromised the software supply chain, gaining legitimate access to over 18,000 organizations through digitally signed updates a vector entirely invisible to perimeter-based defences [6].

3.2 [bookmark: _Toc228433181]Synthetic Comparative Analysis

	Criteria
	Perimeter
	Zero Trust

	Trust model
	Implicit internal
	Explicit, continuous

	Lateral movement
	Implicitly permitted
	Structural blocked

	Cloud native
	Poor integration
	Optimized

	Implementation cost
	Low initially
	High initially

	Scalability
	Limited
	High 

	Compliance
	Partial
	Comprehensive



TABLE I. Perimeter Model vs Zero Trust Comparison

4. [bookmark: _Toc228433182]Implementation challenges
4.1 [bookmark: _Toc228433183]Architectural Complexity and Cost
Implementing a mature Zero Trust Architecture (ZTA) requires the coherent and functional integration of several essential technologies. These include the Identity Provider (IdP), Privileged Access Management (PAM) solutions, network micro-segmentation through Software Defined Networking (SDN), continuous monitoring provided by Security Information and Event Management (SIEM) platforms, and process orchestration through Security Orchestration, Automation and Response (SOAR) solutions. Each of these components plays a distinct and interdependent role, and the absence of any one of them can compromise the entire security ecosystem. Their integration requires not only considerable technological resources, but also rigorous strategic planning and robust governance to ensure that all elements function cohesively under a unified security policy.
From a financial and operational perspective, Gartner estimates that a complete ZTA implementation program requires many years and involves investments ranging from $2 to $10 million USD for mid-sized organizations. These figures reflect not only the costs of licenses and technological infrastructure, but also the efforts required to reconfigure internal processes, train personnel, and continuously adapt to an ever-evolving threat landscape. Organizations must therefore approach ZTA not as a one-time project, but as an ongoing commitment to security maturity that demands sustained investment over time [7].
A critical barrier to ZTA adoption is the acute shortage of certified cybersecurity specialists. According to (ISC)² reports, there is a global deficit of approximately 3.4 million cybersecurity professionals. This shortage significantly exacerbates the difficulties associated with implementing, configuring, and operating ZTA solutions, as these require consistently advanced and up-to-date technical competencies. Organizations thus face a dual challenge: on one hand, the need for substantial financial investment, and on the other, the difficulty of recruiting and retaining the human expertise that is indispensable to the success of such a comprehensive security transformation program [8].
  
4.2 [bookmark: _Toc228433184]Organizational Resistance and Legacy Systems
    User friction arising from frequent authentication prompts and granular access controls represents a significant managerial and organizational challenge that should not be underestimated. Studies indicate that 68% of employees perceive strict security measures as impediments to productivity, fostering a culture of resistance and generating behavioural tendencies to circumvent established controls [9]. This phenomenon, often referred to as "security fatigue," can paradoxically undermine the very protections that ZTA seeks to enforce. When users are repeatedly interrupted by authentication requests or find their workflows unnecessarily restricted, they may resort to shadow IT practices, shared credentials, or other workarounds that introduce new vulnerabilities into the environment. Addressing this challenge requires a careful balance between security rigor and user experience, achieved through adaptive authentication mechanisms, single sign-on (SSO) solutions, and continuous user education programs that foster a security-aware organizational culture.
A further structural obstacle lies in the widespread prevalence of legacy systems, particularly in the financial, government, and healthcare sectors. These systems were designed in an era that predates modern identity and access management paradigms and frequently lack native support for contemporary authentication protocols such as OAuth 2.0, SAML, and OpenID Connect. Integrating such systems into a ZTA framework demands substantial investment, either in full-scale modernization initiatives or in the deployment of costly intermediary proxy solutions that act as compatibility bridges between legacy infrastructure and modern security controls. Beyond the financial burden, these integration efforts introduce additional architectural complexity and potential points of failure. Organizations operating in heavily regulated industries must therefore develop a pragmatic, phased modernization roadmap that balances security imperatives with operational continuity and budgetary constraints.

4.3 [bookmark: _Toc228433185]Specific Challenges in Multi-Cloud Environments
      Organizations operate on average across 2.6 public cloud environments simultaneously, each with distinct identity models and access policies. Ensuring the consistency of ZTA policies across AWS IAM, Azure Active Directory, and Google Cloud IAM requires Cloud Infrastructure Entitlement Management (CIEM) solutions a relatively immature category with limited standardization.

5. [bookmark: _Toc228433186]Automated threat detection and response
5.1 [bookmark: _Toc228433187]Continuous Monitoring Architecture
One of the most compelling capabilities of Zero Trust Architecture lies in its native integration with User and Entity Behaviour Analytics (UEBA), a sophisticated layer of intelligence that fundamentally transforms how threats are identified and addressed. UEBA systems operate by establishing comprehensive behavioural baselines for every user, device, and entity within the environment, continuously monitoring deviations from these established patterns through unsupervised machine learning algorithms. Unlike traditional rule-based detection methods, which rely on predefined signatures and are therefore ineffective against novel or insider threats, UEBA leverages statistical modelling and artificial intelligence to identify subtle anomalies that would otherwise go undetected. Modern UEBA systems are capable of processing millions of events per second, correlating telemetry data drawn from a wide array of sources, including endpoints, network traffic, cloud environments, and business applications. This multi-dimensional correlation enables the generation of dynamic, real-time risk scores for each entity, allowing security teams to prioritize their response efforts based on contextual threat severity rather than raw alert volume, thereby significantly reducing alert fatigue and improving operational efficiency.
The true power of ZTA is further amplified through its seamless integration with Security Orchestration, Automation and Response (SOAR) platforms, which bring a new level of speed and precision to incident response operations. When anomalous behaviour or a confirmed threat is detected, SOAR-driven automation can execute a series of predefined response actions without requiring manual intervention. These actions include the automatic isolation of compromised endpoints from the network, the immediate revocation of access tokens and session credentials, the escalation of critical alerts to the appropriate security personnel, and the orchestration of end-to-end investigations through structured, predefined playbooks. This automation eliminates the delays inherent in manual response processes, ensuring that threats are contained before they can propagate laterally across the environment.
The measurable impact of this integrated approach is substantial. According to Akamai, organizations that have achieved a mature ZTA implementation experience a 60% reduction in Mean Time to Detect (MTTD) and a 40% reduction in Mean Time to Respond (MTTR) when compared to organizations relying on traditional perimeter-based security models [10]. These metrics underscore the transformative potential of ZTA in building a resilient, adaptive, and highly responsive security posture.
    
5.2 [bookmark: _Toc228433188]Threat Intelligence Integration
Zero Trust Architecture derives significant strategic value from its native integration with external threat intelligence feeds, which enable the dynamic and continuous updating of access policies in response to the global threat landscape. When a new indicator of compromise (IoC) is identified, whether a malicious IP address, a suspicious domain, or a known malware signature, it can be automatically propagated across the entire infrastructure within minutes, triggering targeted blocks and policy adjustments without requiring manual intervention. This capability represents a fundamental departure from static perimeter-based models, where policy updates were often delayed by hours or even days due to manual processes and siloed security tooling, leaving critical windows of exposure that adversaries could readily exploit.
Perhaps the most sophisticated dimension of modern ZTA implementations is the concept of "continuous adaptive trust," a paradigm that moves beyond the binary notion of authenticated versus unauthenticated access. Rather than treating a successfully authenticated session as inherently trustworthy for its entire duration, continuous adaptive trust involves the ongoing recalculation of the trust level assigned to each active session, drawing upon real-time telemetry signals gathered from endpoints, network activity, application behaviour, and contextual metadata. This dynamic reassessment ensures that trust is never assumed, but perpetually earned and verified throughout the lifecycle of every interaction.
Should an authenticated user suddenly initiate the download of an unusually large volume of sensitive data, access resources outside their established behavioural profile, or connect from an anomalous geographic location, the system can autonomously respond by reducing their access privileges, enforcing step-up authentication, or terminating the session entirely, all without human intervention. This real-time adaptability transforms ZTA into a living, responsive security framework capable of containing threats even after initial authentication has been granted.
      
6. [bookmark: _Toc228433189]Compliance and regulatory implications
      ZTA aligns structurally with the requirements of the major regulatory frameworks: GDPR, the HIPAA Security Rule (technical safeguards for PHI), PCI DSS v4.0 (network segmentation, access control), and ISO/IEC 27001:2022. 
      NIST SP 800-207 provides an implementation guide explicitly referenced in the U.S. Executive Order on Cybersecurity of May 2021, accelerating ZTA adoption in the public sector.
      From an audit perspective, ZTA generates granular logs for every access decision, simplifying the demonstration of compliance and reducing audit costs by an estimated 30% compared to traditional architectures, according to Forrester studies [11].

7. [bookmark: _Toc228433190]Conclusions
      The critical analysis demonstrates that Zero Trust Architecture does not represent a mere technological evolution, but a paradigm shift in organizational security philosophy. By eliminating the assumption of implicit trust and implementing continuous verification, micro segmentation, and the least privilege principle, ZTA offers a significantly superior security posture to the perimeter model for contemporary hybrid and distributed environments.
      The challenges identified — architectural complexity, high implementation cost, legacy system resistance, and a shortage of specialists — are real and substantial, yet they do not negate the strategic value of ZTA. They call for a gradual approach grounded in progressive organizational maturity, rather than an accelerated transition.
    ZTA is native automated detection and response capabilities UEBA, SOAR integration, dynamic threat intelligence, directly address the contemporary requirement for proactive threat anticipation and response. Organizations that adopt ZTA are not merely acquiring security technology; they are implementing an operational 

philosophy that recognizes absolute security as an unattainable ideal, and that resilience in the face of inevitable breaches becomes the central objective of modern security strategy.
     Future research directions include the standardization of ZTA maturity metrics, evaluation of the impact of generative artificial intelligence on ZTA-specific attack vectors, and investigation of implementation challenges in sectors with critical infrastructures.
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[bookmark: _Toc228433192]TASK 2

[bookmark: _Toc228433193]1. Organizational Structure - Medi Trust Analytics Ltd

Any serious security program starts with people, not tools. You can buy the most expensive solutions on the market, but if there's nobody around who actually understands them, configures them properly, and reacts when things go sideways, the money's wasted. The structure below is designed to cover the realities of a multi-cloud environment dealing with medical data and European compliance pressure.
CISO EU — the central coordination role. This isn't a decorative title: under NIS2, executive leadership is legally on the hook for security incidents, and the CISO is the person who translates technical risks into board-level language. They manage relationships with regulators, oversee strategy, and make calls when emergencies can't wait for a committee meeting.
Cloud Security Architect — the person who actually designs and maintains the Zero Trust architecture across the multi-cloud environment. Concrete responsibilities include network micro-segmentation, defining IAM policies, working with DevOps teams to bake security controls directly into CI/CD pipelines, and continuously monitoring cloud configurations through CSPM (Cloud Security Posture Management). An undetected configuration drift — an S3 bucket left public, overly broad IAM permissions — can turn into a major incident within hours.
DevSecOps Lead — the role that makes sure security isn't bolted on at the end, but is built in from the very first line of code. Automated vulnerability scanning, SAST/DAST analysis, secrets management through Vault, and maintaining an SBOM (Software Bill of Materials) for every release. Software supply chain attacks have exploded in recent years — SolarWinds, XZ Utils, log4shell — and without a dedicated DevSecOps person, the organization is exposed.
DPO (Data Protection Officer) — mandatory under GDPR for any organization processing medical data at scale. Monitors compliance, handles DSAR requests, and is the point of contact with data protection authorities.
SOC / Threat Intelligence Analyst — continuous monitoring, SIEM alert triage, incident response. This is the team that never really sleeps, because attackers don't respect working hours.
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Fig 1.  Organization Chart of Medi Trust Analytic LTD




[bookmark: _Toc228433194]2. Policies and Procedures

2.1 AI Usage Policy
AI models used in clinical decision support aren't ordinary software products — they can directly affect patient health. That's why every model needs to go through a rigorous validation process before being deployed to production. That means testing for bias (a model trained on data from a single demographic can perform poorly for other populations), adversarial robustness (how easily can the model be fooled with manipulated input), and verifying the integrity of training data.
Training data containing personal information must be anonymized or pseudonymized in line with Art. 25 GDPR (Privacy by Design). This isn't a recommendation, it's a legal requirement. Access to this data is strictly need to know, with full logging. You don't want to find out after the fact that a contractor downloaded the training set onto their personal laptop.
AI models sourced externally or from open-source need model provenance evaluation before use. It's not about avoiding open-source, it's about understanding what data the model has seen, under what licenses, and whether there are risks of backdoors or poisoned data from pre training.
Regular bi annual reviews of deployed models are required: model performance can degrade over time (data drift), and what was safe six months ago might no longer be.

2.2 Secure SaaS Configuration Policy
Any new SaaS application must go through a Third-Party Risk Assessment before purchase. How many times has a team been using a cloud tool for months without IT knowing about it? Shadow IT is one of the biggest sources of uncontrolled risk.
Authentication in SaaS is done exclusively through federated SSO (SAML 2.0 or OIDC) integrated with the central Identity Provider. No local accounts. A forgotten local account in a SaaS app, with no MFA, is an open door.
Security configurations are reviewed quarterly using an SSPM (SaaS Security Posture Management) tool. Getting the configuration right once isn't enough, settings can change, permissions can creep, external sharing can accidentally get switched on.
Clinical data can only be stored in SaaS platforms with ISO 27001 certification and GDPR-compliant data processing agreements (DPAs). Data transfers outside the EU are prohibited without a valid legal mechanism, either Standard Contractual Clauses or another mechanism recognized by the European Commission.

2.3 BYOD Policy for a Hybrid Workforce
The reality is that employees and remote collaborators will access systems from personal devices. You can ban this through policy, but you can't completely prevent it. Better to manage the risk realistically.
Personal devices can only access web applications through a secured browser, no corporate apps with direct access to clinical data installed on BYOD. Access is provided through VDI (Virtual Desktop Infrastructure) or Browser Isolation, so no clinical data ever ends up stored on the personal device.
BYOD devices must meet minimum requirements verified through MDM: up to date operating system, active antivirus, screen locked with PIN or biometrics. Sessions are monitored through UEBA to detect abnormal behaviour, a user who suddenly starts downloading 10GB of clinical data at 3am triggers an automatic flag.
When someone leaves or ends their collaboration, access is revoked immediately through automated offboarding. Manual processes are slow and error-prone, automation is the only scalable option.

[bookmark: _Toc228433195]3. DORA and NIS2 Compliance

DORA
DORA (Digital Operational Resilience Act) applies to financial entities and ICT providers serving the financial sector. If Medi Trust Analytics LTD provides technology to such entities, a TIC risk management framework must be implemented, reviewed annually.
The incident reporting requirement is strict: major incidents must be reported within 4 hours of detection. That means detection and classification processes need to be fast and well-calibrated — you can't spend three and a half hours figuring out whether an incident is "major" or not.
Annual penetration testing is mandatory, plus Threat-Led Penetration Testing (TLPT) every 3 years. TLPT is more complex than a standard pen test — it simulates a real threat actor, coordinated with supervisory authorities.
Third-Party Risk Management includes the register of ICT contracts with third parties, audit clauses, and documented exit strategies. What happens if a key vendor becomes unavailable? The plan needs to exist before the problem shows up.
NIS2
Under NIS2, Medi Trust Analytics LTD qualifies as an important entity in the healthcare sector. Incident reporting timelines are: initial notification within 24 hours to the national CSIRT, detailed report within 72 hours, final report within 30 days.



Mandatory minimum measures include risk analysis policies, supply chain security, data encryption, MFA, and vulnerability management. This isn't an optional list — non-compliance can attract significant penalties.
One important and often underestimated aspect: management responsibility. The board and executive leadership are legally responsible for compliance under NIS2. It's no longer "the IT department's problem" — it's a business and corporate governance issue. Mandatory training for C-level isn't a formality, it's a legal requirement.

[bookmark: _Toc228433196]4. Governance and Strategy — NIST CSF 2.0

NIST CSF 2.0 adds a sixth function compared to the previous version: GOVERN. It's an explicit acknowledgment that security can't be fully delegated to the technical team, it requires leadership commitment.
GOVERN: Cybersecurity Risk Committee with C-suite representation. Security policies need to align with concrete business objectives: protecting AI intellectual property is a real competitive advantage, and compliance with GDPR/NIS2/DORA is a condition for operating in the European market. Risk tolerance must be formally documented, what level of risk the organization accepts and what it doesn't.
IDENTIFY: Full asset inventory: AI models, data pipelines, cloud instances, APIs. Data classification by criticality level: clinical data (critical), AI training data (high), operational data (medium). Data flow maps for every third-party integration.
PROTECT: Zero Trust Architecture in practice: continuous identity verification, micro-segmentation, least privilege applied consistently. End-to-end encryption for data at rest and in transit (AES-256, TLS 1.3). PAM (Privileged Access Management) for administrators, privileged sessions are recorded and auditable.
DETECT: SIEM with custom rules for healthcare-specific scenarios (e.g. unauthorized access to patient records outside business hours, abnormal data export volumes). UEBA for internal user behaviour. Continuous CSPM for cloud posture.
RESPOND: Response playbooks for the most likely scenarios: ransomware, clinical data breach, AI model compromise. Internal CSIRT with clearly defined roles and quarterly tabletop exercises.
RECOVER: Recovery plans tested annually, crisis communication with clinical partners and authorities, and a formal lessons-learned process built into continuous improvement.

[bookmark: _Toc228433197]5. Risk Management

The methodology combines STRIDE with GDPR and NIS2 - specific impact analysis, because technical risks don't exist in isolation from their legal and reputational consequences.
Data poisoning on AI models. A malicious actor who manages to insert manipulated data into a training set can subtly degrade a clinical model's performance without triggering obvious alerts. The treatment involves dataset integrity validation, digital signing of models, and complete isolation of the training pipeline from the production network. Risk assessed as high — medium probability, critical impact.
Software supply chain attacks. Open-source dependencies are a major attack vector. The practical solution is automation: SCA (Software Composition Analysis) integrated into CI/CD, SBOM generated for every release, and a patching policy with a maximum 30-day window for critical vulnerabilities. High probability, high impact - high risk.
Cloud misconfiguration. The most common type of incident in cloud environments. A public S3 bucket or excessive IAM permissions are constantly being discovered in organizations without CSPM. Treatment: continuous CSPM, Infrastructure as Code with pre-deployment validation, and periodic access reviews. High probability, critical impact - critical risk.
Third-party vendor compromise. If a vendor with access to clinical data gets compromised, the impact propagates directly. Due diligence at onboarding, contractual security clauses, limited access to real data (preferably synthetic data for test integrations). High risk.
Data exfiltration through a remote employee. A combination of DLP, UEBA, VDI for BYOD, and privileged session monitoring significantly reduces this attack surface. High risk.
Ransomware on AI training infrastructure. Critical impact if training data or source code gets encrypted. Immutable backups (WORM storage), network segmentation, and EDR with automated response are essential. Annual ransomware simulation exercises, not just tabletop, but technical ones too.

[bookmark: _Toc228433198]6. Disaster Recovery Plan - Ransomware

The most complicated scenario to handle isn't a data breach, it's ransomware that simultaneously encrypts AI training data and source code repositories. The reason: there's no immediate patient emergency (clinical platforms can be separated), but recovery can take days and affects the entire organization's operational capacity.

[image: ]
Fig 2. Incident Response Process - Mind Map  

Phase 1 — Detection and Containment (0–4 hours): Automatic alert from EDR or SIEM, immediately followed by SOC and CSIRT notification. Isolation of affected systems through automatic network segmentation, without waiting for a human decision. Revoking access to potentially compromised accounts through PAM. Crisis Management Team activated: CISO, Cloud Architect, DevSecOps Lead, Legal, Communications. Initial NIS2 notification within 24 hours.
Phase 2 — Assessment and Eradication (4–24 hours): Digital forensics to identify the attack vector. Determining the scope — which systems are affected, what data is exposed. Verifying backup integrity before any restore operation, a corrupted backup discovered mid-recovery is a nightmare. Eradicating the malware, patching the exploited vulnerability. Detailed NIS2 report within 72 hours.

Phase 3 — Recovery (24–72 hours):

	System
	RTO
	RPO
	Strategy

	Source code repository
	4 h
	1 h
	Restore from immutable Git backup

	AI training data
	24 h
	24 h
	Restore from encrypted snapshot in separate cloud account

	Production clinical platforms
	2 h
	15min
	Automatic failover to secondary region

	IoT monitoring system
	1 h
	5 min
	Active-passive redundancy

	
	
	
	




Phase 4 — Post-Incident (30 days): Final NIS2 report, detailed post-mortem with causes and timeline, updating playbooks, additional training for teams involved, and retesting the updated DR plan. Lessons learned must produce concrete changes, not just get filed away.






[bookmark: _Toc228433199]7. Protection Mechanisms — Specific Controls

	Control
	Technology
	Why it matters

	CSPM
	Prisma Cloud / Wiz
	Continuous detection of misconfigurations across multi-cloud

	SIEM
	Microsoft Sentinel / Splunk
	Event corelation with custom rules for medical scenarios

	EDR with automated response
	crowdStrike / Sentinel One
	Behavioural detection and automatic isolation against ransomware 

	Phishing-resistant MFA
	FIDO2 / WebAuthn
	Eliminates SMS / TOTP risk for critical systems

	PAM
	CyberArk / Beyond Trust
	Full audit of privileged access

	SSPM
	Obsidian / Adaptive Shield
	Monitoring SaaS configurations and detecting shadow IT

	SCA + SBOM
	Snyk / OWASP Dependency Check
	Vulnerabilities in open-source dependencies

	DLP
	Microsoft Purview
	Preventing clinical data exfiltration in hybrid environments

	ZTNA
	Zscaler / Cloudflare Access
	Replace VPN with per-session contextual verification

	HSM / Management
	AWS KMS / Azure Key Vault
	Centralized management of encryption keys

	
	
	












[bookmark: _Toc228433200]Conclusions

The security program proposed for Medi Trust Analytics Ltd isn't a checkbox list. It's an architecture that connects every technical decision to a real risk, a legal requirement, or a concrete business objective.
Zero Trust only works in practice if it's treated as a mindset, not a product to purchase. Continuous identity verification, micro-segmentation, and the least privilege principle need to become organizational reflexes — not settings configured once and forgotten.
Compliance with DORA and NIS2 adds extra pressure — strict reporting deadlines, management-level accountability, and periodic testing requirements. But at the same time, the European legal framework also offers an advantage: an organization with demonstrable compliance is more credible to clinical partners and investors than one that treats security as a cost to be avoided.
The real investment isn't in tools — it's in people who understand the context, processes that hold up under pressure, and a culture where security isn't exclusively the IT department's problem, but a responsibility shared across every level of the organization.
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