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As cyber threats continue to grow in both frequency and sophistication, cybersecurity
concerns need to be extremely important for all, but especially for financial organisations.
Threats such as ransomware, social engineering, and the exploitation of system
vulnerabilities pose serious risks to the confidentiality, integrity, and availability of sensitive
financial data [1], [2].
In the past, organisations mainly relied on perimeter-based security models, which focused on
protecting the network boundary using tools like firewalls and VPNs. However, these models
assume that once a user is inside the network, they can be trusted. This approach is no longer
effective, especially with the rise of cloud computing and hybrid working environments [3],
[4].
To address these challenges, many organisations are adopting a Zero Trust approach, where
no user or device is trusted automatically. Instead, access is continuously verified based on
factors such as identity, device security, and behaviour [4].
This report outlines a Zero Trust framework for VTAM, identifying modern threats,
proposing security policies, and recommending practical technical controls, along with
monitoring and training strategies.
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One of the most common threats today is Ransomware-as-a-Service (RaaS), where attackers use shared tools and infrastructure to carry out large-scale attacks. LockBit is a well-known example of such an attack, showing how easily ransomware can be deployed using phishing emails or unpatched systems [5], [1], [6], often targeting critical infrastructure, public sector organisations, and businesses with high-value data and limited security maturity. 
Another major threat is AI-powered social engineering, including phishing emails and voice-based attacks (vishing). These attacks are becoming more convincing due to the use of AI, making them harder for users to recognise [2], as attackers can personalise messages at scale, mimic writing styles, and even generate realistic deepfake audio or video content.
AI is also being used more broadly in cyberattacks, for example in automating vulnerability discovery and creating zero-day exploits, which increases both the speed and impact of attacks [7], [8], allowing threat actors to identify weaknesses faster and exploit them before organisations have time to respond or patch systems effectively.
In addition, supply chain attacks are becoming more common, where attackers exploit trusted third-party suppliers to gain access to an organisation’s systems [9], often bypassing traditional security controls and leveraging existing trust relationships to infiltrate networks and exfiltrate sensitive data without immediate detection.
Finally, the move to cloud computing and hybrid work has introduced new risks, such as
misconfigured services, excessive permissions, and unsecured remote access [4], which can expose sensitive systems to the internet and increase the overall attack surface significantly if not managed properly.
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Internal threats are also a concern. Insider threats can occur when employees misuse their access, either intentionally or accidentally [9], for example by accessing sensitive data without authorization, mishandling confidential information, or failing to follow established security policies and procedures during their daily activities.
Another common issue is credential compromise, where attackers gain access to accounts through phishing or weak authentication methods and then exploit excessive privileges [10], often moving laterally within systems, escalating access rights, and accessing critical systems or data without being detected due to insufficient monitoring controls.

[bookmark: _Toc229655659]3. Zero Trust Architecture – Never trust always verify
Zero Trust Architecture is a security model (see Figure 1) that assumes no user, device, or system is inherently trustworthy regardless of location or network. It requires continuous authentication, authorisation, and validation of identities, devices, and activities, with strong visibility across users, endpoints, applications, and network traffic to detect anomalies. Access is granted only when risk levels are acceptable and policies are met, improving monitoring, reducing lateral movement, and strengthening overall security posture.
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Figure 1: Zero Trust Architecture (adapted from NIST SP 800-207) [4], [11]
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To support Zero Trust, VTAM will implement a range of security policies based on best practices from NIST CSF and ISO 27001:
• Identity and Access Management Policy – enforcing MFA and least privilege, ensuring role-based access controls and continuous authentication checks for users
• Device Security Policy – ensuring only secure, compliant devices can access systems, including regular patching, endpoint protection, and compliance monitoring mechanisms
• Network Segmentation Policy – limiting lateral movement within the network, using micro-segmentation techniques and strict access controls between network zones
• Cloud Security Policy – ensuring secure configurations and monitoring, with continuous logging, automated alerts, and adherence to shared responsibility models
• Incident Response Policy – defining how incidents are handled, including clear escalation paths, communication plans, and post-incident review procedures
• Supplier Security Policy – managing third-party risks, requiring due diligence, regular assessments, and contractual security obligations for all vendors
These policies ensure that access is controlled and continuously verified rather than assumed [4], [9].
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To reduce the risks identified, VTAM is recommended to implement several practical controls:
• Multi-Factor Authentication (MFA)
This will be applied across all systems to reduce the risk of stolen credentials being used [4].
• Cloud Security Posture Management (CSPM)
CSPM tools will monitor cloud environments for misconfigurations and ensure security settings are maintained.
• Endpoint Detection and Response (EDR)
EDR solutions will detect suspicious activity on devices and allow quick isolation if a threat is found [2].
• SIEM (Security Information and Event Management)
A SIEM system will collect and analyse logs from across the organisation to detect threats.
• SOAR (Security Orchestration, Automation, and Response)
SOAR will automate responses to common threats, reducing response times.
• Patch Management (CISA KEV)
Vulnerabilities will be prioritised based on the KEV list to ensure critical issues are fixed quickly [10].
• Immutable Backups
Backup systems will be protected to ensure recovery from ransomware attacks [1].
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VTAM is recommended to implement a 24/7 monitoring system through a Security Operations Centre (SOC). This ensures that all activity across users, devices, and cloud services is continuously monitored.
A SIEM platform will collect and analyse logs, using rules and behavioural analysis to detect suspicious activity such as unusual logins or privilege escalation [9], [12].
SOAR tools will automate responses to high-risk alerts, such as disabling compromised accounts or isolating infected devices.
Security analysts will review alerts, investigate incidents, and follow a structured response process (detect, contain, investigate, recover). This approach ensures quick response times and continuous improvement [4], [9].
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The SIEM and SOAR flowchart in Figure 2 shows how an organisation monitors and responds to threats as a step-by-step process. First, data is collected from different sources such as cloud systems, endpoints, and user accounts. This data is then analysed by the SIEM, which looks for unusual or suspicious activity using rules and threat intelligence. If a threat is detected, an alert is created and passed to the SOAR system. SOAR can automatically respond by taking actions like blocking access or isolating devices. After that, security analysts review the alert, investigate the issue, and improve the system to prevent similar incidents in the future [13]. 
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Figure 2: SIEM and SOAR Monitoring Flow (adapted from NIST CSF and IBM SIEM model) [9], [12]
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VTAM should introduce a continuous and engaging security awareness programme. Training should be ongoing and focused on helping employees build better habits over time [13]. This is especially important because a large number of data breaches happen due to human error, meaning employees play a big role in keeping systems secure [13].
A key part of this programme would be running regular simulated cyber-attacks, including both phishing emails and vishing (phone scams). For example, employees could receive fake emails from HR asking them to reset their password, or get a call from someone pretending to be IT support. These simulations should be updated regularly to reflect real threats, since phishing is still one of the most common cyber-attacks used today [14].
Research shows that doing these simulations regularly actually works. Organisations that run them often (monthly or even weekly) see much better results compared to those that only do them occasionally [15], as employees get used to spotting suspicious behaviour and are less likely to fall for real attacks. Combining simulations with proper training also leads to the biggest improvement in awareness and response [15].
Further, when employees interact with these simulations, they should get immediate feedback. For example, if someone clicks on a fake phishing link, they could be shown a short explanation of what they missed, such as a suspicious email address or urgent language. This “learn from mistakes” approach helps people remember what to look out for in the future [16]. It is also important to track things like how many people click links or report emails, so the organisation can see where improvements are needed [17].
Another important part of the programme is role-specific training. Not every employee faces the same risks, so the training should be tailored depending on their job role [18]. For example:
· Finance staff should learn about invoice scams and payment fraud
· HR staff should focus on protecting employee data and spotting social engineering
· IT staff and developers should learn about secure coding and system security
· Managers and executives should be trained to recognise targeted phishing attacks
This type of targeted training is more effective than giving everyone the same content, as it relates directly to what employees deal with in their daily work [19].
To make cyber security training appealing, VTAM could include gamification, such as leaderboards, rewards, or team competitions. For example, employees could earn points for correctly reporting phishing emails. This makes the training feel less like a task and more engaging, which helps people stay involved and remember what they learn [20].
Finally, a supportive environment where employees feel comfortable reporting mistakes also helps improve reactions. Instead of blaming people for clicking on phishing emails, the focus should be on learning and improving. Encouraging people to report issues quickly helps reduce risks and improves overall security [21].
[bookmark: _Toc229655666]8. Conclusion
Overall, adopting a Zero Trust approach allows VTAM to better protect itself against modern cyber threats. By combining strong identity controls, secure cloud practices, continuous monitoring, and effective user training, the organisation can develop a more resilient and proactive security posture.
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