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Due to the constat rise in technology over the years there has also been a substantial increase in the rate of cybercrimes committed around the world and in this report, I will be going in-depth into the types and uses of forensic tools as well as the most frequently used tools by computer forensic professionals and categorizing them based on their functionality.
Introduction
Forensic tools are hardware and software used in cybercrimes like hacking and identity theft to collect, analyse and store digital evidence obtained, making it crucial to investigations.
Categories of forensic tools
There are many categories of forensic tools such as, disk/data capture, file viewing/analysis tools, network/database tools and specialized analysis tools.
Disk/data capture forensic tools are specialised software and hardware used to get evidence or data from storage devices like hard drives and SSD chips.
File viewing/analysis tools are applications used to view or examine evidence gotten digitally along with being able to analyse such evidence and allowing data to be extracted from various storage media.
Network/database tools are specialised software used to monitor and gather evidence related to network and database activities.
Specialized analysis tools are software that focus on a specific aspect if digital forensic investigations like sorting image and recovering network artifacts.
Types forensic tools
There are many types of forensic tools, such as;
Digitial forensic tools- These are hardware and software used by professional to gain digital evidence as well as analyse digital evidence from computers.
Computer forensic tools- specialized hardware and software designed to help digital forensic investigators collect and preserve digital evidence gained from computers. 
Network forensic tools- software and hardware used to monitor and record network traffic to gain evidence against illegal activities to be used in security investigations. This also helps organisation understand network activity and identification of potential network security risks.
Memory forensic tools- software applications used to capture a computer's memory as evidence in an investigation, like system activity, network connections and malware.
Mobile device forensic tools- hardware and software designed to extract data from phones, tablets, and such with internal memory.
Most used forensic tools
Some forensic tools are used more than other forensic tools by professional computer forensic technicians like, Encase, FTK, FTK imager, volatility, SNORT and TSK.
Encase is a widely used digital forensic software/tool made by guidance software which was designed for the use in computer forensic investigations which allows investigators to acquire data as well as analyse and report on digital evidence obtained from various electronic devices like computer, phones, and networks. It also supports various files systems and devices making it a reliable choice for computer forensic professionals.
Features of Encase 
[bookmark: _Int_tiW9FdfH]Advanced analysis- Encase is able to analyse recovered files, detect deleted files and metadata. 
Disk imaging- Encase can make a bit for bit copy of any device like a hard drive or SSD card.
Data Aquisition – Encase allows investigators to get data from a wide range of devices like phones, computer, and tablets, which also ensures the data is uncompromised and is admissible as evidence in an investigation.
Reporting – Encase can generate a comprehensive report on any investigation processed on the software and document the process taken in it like chain of custody and compliance with legal requirements.
Use cases for Encase
Digital crime investigation – Encase is used to gather evidence ok digital crimes like hacking and identity theft.
Digital evidence analysis – Encase can a analyse digital evidence, including email and images
Benefits of Encase 
Advanced security – Encase has a feature that allows new evidence files captured to be encrypted in the application itself, providing another layer of security to the file.
Data integrity – Encase makes sure all data evidence and any data activity is logged into the software preserving a chain of command
Advanced searching – Encase can search with the use of keywords and can also enter optional characters into the keywords.
Limitations of Encase
Encase is an only English language-based software making it unable for other languages to use.
Encase has a slow processing speed when it comes to average volumes of digital evidence which can be detrimental when the evidence needed is urgent.
Encase has a steep learning curve as specialized training is required to use it 
Encase is resource-intensive in the aspect that it needs a powerful piece of hardware to be able to function properly.
FTK (forensic toolkit) is a comprehensive software used for forensic investigations designed by AccessData. This software helps investigators analyse, process and report on digital evidence.
Features of FTK
Data visualisation – FTK can show digital evidence in a clear and concise manner using table or charts to show what activities has been done on the device
[bookmark: _Int_5gchbK02] Scalability – FTK is able to handle and process large volumes of digital evidence at a reasonable time.
Email analysis – FTK can process or analyse email data from any media.
Evidence processing – FTK supports several types of file systems like NTFS, FAT and Ext, it can also recover deleted files on a computer or mobile phone.
Use cases for FTK
Evidence preservation – FTK preserves digital evidence acquired to be admissible in court.
Incident response – FTK can be used to respond to data breaches and prevents digital evidence from getting tainted.
Benefits of FTK
Entire tool suite – the FTK software comes with an arsenal of forensic tools, which stops investigators from switching between various software and saving them time on tasks.
Fast processing speed – FTK can process various volumes of digital evidence at an incredible fast rate due to the advanced indexing and analytics capabilities.
Easy to use interface – the FTK interface is very user friendly as it shows a step-by-step process to get the result and lowers the learning curve.
Stong data recovery – this is the most notable benefit of FTK is that it can do a deep dive into devices to find deleted pieces of digital evidence that can be used in an investigation. 


Limitations of FTK
The FTK software is expensive for smaller organisations or solo investigators.
FTK is resource intensive, so an exceptionally good hardware is required for it to function properly.
[bookmark: _Int_Rp1uh9Lw]Has a steep learning curve in regard to inexperienced users.
FTK has some problems with interactions with database as this is a problematic matter as digital evidence can be corrupted as well as having the software crash.
FTK Imager is also anther software designed by AccessData. It is a prominent tool in forensic investigations as it acquires accurate and concise forensic images in an investigation. It is compatible with various devices and wide range of file formats making it a highly sought out tool for forensic investigations.
Features of FTK Imager
[bookmark: _Int_xEGznx4F]Disk imaging – this software is capable of making exact forensic images of storage mediums like hard drives and USB drives.
Verification and validation of images – FTK imager can determine whether an image which was captured in a forensic investigation is accurate by validating it against the source media.
Hash verification – FTK imager user hash values to determine whether an image obtained during a forensic investigation is reliable and accepted in an investigation.
Bit for bit copy – FTK imager makes an exact copy of the original data, ensuring its preservation and integrity.
Use cases for FTK Imager
FTK imager is used in digital forensic investigations to create images of disks and other storage devices
FTK imager can be used to collect digital evidence from sources like computers, phones, and tablets.
FTK imager can be used to create an extra forensic image in case if the system had been corrupted by malware.
[bookmark: _Int_aDEVe7YD]FTK imager is able to provide support to encrypted files and devices.
Benefits of FTK Imager
FTK imager is very versatile and easy to use to both professionals and beginners in the field of forensic investigations because of it easy to understand user-friendly interface.
FTK imager has a feature that allows it to scan live RAM data for investigators to capture volatile memory, which can then be used to reveal valuable knowledge like open network connections and encryption keys.
[bookmark: _Int_dDimGpG3]Due to FTK imager having advanced analysis capabilities investigators are able to extract metadata, examine files and perform keyword searches efficiently. Which makes the investigation faster and costs effective.
Limitations of FTK Imager
This tool is only used for imaging and analysis, so it does not work for a full investigation.
Even though the user interface is friendly, it will be hard for someone that has no technical background.
FTK imager cannot multitask as only one image can be processed at a time.
FTK imager might have compatibility issues with new file systems or encryption methods.
Using images generated by FTK imager has legal implications and might not be supported in court.
Volatility is a memory forensics tool written by python and is used to analyse data stored in a RAM. The data gotten is called a memory dump and is essential in investigations because it contains volatile information like network connections and potential malware.

Features of volatility
Memory dump – volatility can process memory dumps in the format of raw dumps, VMware, and hibernation files.
Platform independence – volatility can process memory dumps from multiple operating systems like windows, Linux and OS. This makes it a particularly important forensic tool in cross-platform investigations.
Plugin system – volatility has a plugin system in which users who use the software can add other features unto it in the form of plugins which can change the functionality of it. For example, like netscan which displays active network connections, filescan which scans memory for open files and malfind which scans for malicious malware code injected into processes.
Uses of volatility
Malware analysis – volatility can identify memory resistant malware that do not leave traces.\
Incident response – during an attack volatility can determine or identify and send insights into what the attackers' activities are such as compromised credential or lateral movement.
Rootkit detection – volatility can determine rootkits which is used to change system behaviour and evade standard detection protocols.
Benefits of volatility
Volatility is open source and is freely available to the public.
Volatility has a vast community and detailed guides to help inexperienced users who have no experience.
Volatility has numerous plugins which allow users to experiment with distinctive features and boosting its capabilities.
Limitations of volatility 
User needs to have a background in python coding language as the software is a python-based software,
Accurate analysis depends on the OS profile.
Large memory dumps are time consuming and need lots of resources.
Some plugins may not be compatible with all versions of volatility and operating systems.
SNORT is an open-source network forensic tool that works as an intrusion detection system that follows a set of rules to define malicious activity and warns users by generating packets against the malicious activity.
Features of SNORT
Network traffic analysis – SNORT can detect and track network traffic to detect potential security threats.
Packet logging – SNORT can automatically log network packets to a disk through its packet logging mode. It also sorts all the packets in a hierarchy based on the users Ip address.
OS fingerprinting – SNORT can identify which OS system is being used to access a network as each OS system has a unique TCP/IP stack.
Real time traffic monitoring – SNORT can track and monitor traffic that goes in and out of a network and issues a warning to users when it encounters malicious packets that threaten IP networks.
Uses of SNORT
Packet sniffer – SNORT can display captured network traffic on a local area interface like tcpdump.
Real-time alerting – SNORT generates alerts when it identifies suspicious activity.
Network intrusion detection/prevention system (ID S/IP S) - this is the core function of SNORT as it monitors network traffic, determines if it is a malicious pattern by analysing packets and sends alerts.
Benefits of SNORT
It is cost-effective because as an open-source tool it is free to download and easily customizable
[bookmark: _Int_xmngJ8sp]Because of SNORT extensive rules it is able to detect a wide range of malicious network threats.
[bookmark: _Int_q7rZAfoE]SNORT is highly scalable as it is able to work on small networks and big networks like a company.
Limitations of SNORT
[bookmark: _Int_KF6L3xjj]SNORT needs a piece of hardware that is able to handle all the traffic it will bring.
Rules may need to be changed or fine-tuned as SNORT can give false positives.
Integration of other digital forensic tools with SNORT might prove to be difficult. 
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Conclusion 
In conclusion forensic tools are essential in investigating digital crimes and analysing digital evidence as well as processing it. Encase, FTK, FTK imager and volatility are the most used tools by forensic professionals because they provide an in-depth analysis of the digital evidence acquired as well as strives to keep the integrity of the evidence to allow be accepted in court. Even though they all have their differences they are still slightly related as they all share similar functions.


Task 2
I. Introduction
The recovery of deleted files is an essential aspect of digital forensic as those files my contain valuable information or evidence needed in a critical investigation. This report will show the necessary methods taken as to allow said evidence to be accepted in court which is called the forensic methodology, highlighting tools, techniques and procedures done in the investigation.
II. Preparation
In this phase the affected item is identified, and a decision was made to use a forensic imager like FTK imager to make a copy of the device using it bit-for-bit copy feature which makes exact replica of the device so as the main device is not affected if anything goes wrong.
III. Imaging
After the FTK imager makes a copy of the device to preserve the integrity of it.
IV. Analysis
In the analysis phase the image is then put through a specialised analysis tool like Encase or FTK, which will then process the data and image acquired from the device and start recovering deleted data files.
V. File recovery
This phase uses a data carving technique to start recovering the deleted files specialized tools like scalpel, autopsy and photorec.
VI. Verification
In the verification process the FTK will determine if the files recovered are the correct files by comparing them against the good copies to verify the accuracy and were analysed for any signs of tampering.
VII. Tools and techniques used
[bookmark: _Int_EBOPuikQ]The tools used where FTK imager to create the copy of the device, Encase which was used to analyse the forensic image and recover deleted files with the assistance of autopsy and the file carving technique.
VIII. Results
As a result, deleted files were recovered and verified to be authentic to the copy files meaning they have integrity. 
IX. conclusion  
In conclusion the methodology used to recover deleted files resulted in the correct method to get Rich’s files back in a timely manner without any loss to authenticity.
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