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[bookmark: _Toc505936834]Issues Affecting Dynamic Websites
[bookmark: _Toc505936835]Security
Due to most dynamic websites possessing sensitive or confidential information, they are obvious targets for some hackers and because of this correct security measures should be put in place to prevent people from accessing this information. SQL injection is one of the most popular techniques of hacking and is specifically targeted towards websites that use databases. SQL injection works by inserting SQL query statements into input fields on the website in hopes of being able to manipulate or delete rows, tables or columns within the database. An example of SQL injection from MonsterPost shows an unprotected SQL statement looking some like…
“$query = “SELECT * FROM users WHERE username = ‘niki’”;”

Based on this, the SQL injection query would look like this…
“$query = “SELECT * FROM users WHERE username = ” or ’1=1′”;” (1)

In theory, this would display all of the contents of the ‘users’ table since 1=1 is always true. This is a major security issue as the ‘users’ table could contain usernames, passwords, email address’ and even personal information about the users. good example
Session and cookie hacking is another technique used by attackers. However, unlike SQL injection, session and cookie hacking cannot access the database that the website uses, they instead try to intercept the session which could lead to accessing a users’ account. The hacker will attempt to obtain the session ID which would contain the users’ username and password and would allow the hacker to use the account for themselves.
Cross-site scripting (XSS) attacks are one of the most popular methods of hacking in today’s world. XSS attacks use client-side injections where the hacker can execute harmful scripts on the users’ device through the website in question. The attacker does this by making use of vulnerable sections of the site, more specifically invalidated user input fields (2). Below is a diagram on how XSS works (3).
[image: ]Once the code is first injected then it is stored within the site’s database. The result could be code that steals session or cookie information or could even redirect the user to a harmful website or even use keylogging if the code is injected into the HTML source.





[bookmark: _Toc505936836]Scalability
Investopedia describes scalability as “a characteristic of a system, model or function that describes its capability to cope and perform under an increased or expanding workload” (4).  Translating this into the subject matter, it would entail how the website grows in terms of content, userbase and location. One of the main issues that would be caused by this is if the servers would be able to deal with the added stress of expanding. This would lead to money being spent on more servers to have a smooth experience for the users. Due to the increased scale of the website, it is likely that the size of the database originally created will soon become redundant and will need increasing. This as well as other factors will require more maintenance on the website on a whole to ensure that everything runs in a quick and suitable manner. valid points
[bookmark: _Toc505936837]Usability
The usability of a website comes down to how easy it is to use. Because of this it mainly revolves around the design of the website. Some problems that could occur with this is; having too much text on the pages, putting important information in the wrong place and just the general layout of the website. If the website is displayed in professional manner which is easy for the user to comprehend, then it improves its usability. This includes using the same layout for each page with the same designs and same navigation options.
Another important factor with the usability of a website is its load time. “People will visit a website less often if it is slower than a close competitor by more than 250 milliseconds.” said Steve Lohr in an article for the New York Times in 2012 (5). This goes to show how important loading times can be and how, in some instances, could determine how well a business does. very good point
[bookmark: _Toc505936838]Issues with Website Created
[bookmark: _Toc505936839]Security
The website created is subject to some security issues such as SQL injection as the proper measures have not been taken to fully prevent it. One thing that could have been done would be to forbid key words such as ‘insert’ or ‘drop’ from being entered into the input field to stop attackers affecting the tables of the database. SQL parameters could also be used. These are values that are added to an SQL query when they are executed. These parameters would be checking to make sure that they are legitimate values for the columns they are associated with and are not a piece of SQL that will be implemented (6). However, a method of prevention that is implemented in the site is encrypting important information such as passwords, so that if SQL injection is used the attacker wouldn’t see much of use to them.
The site is also vulnerable to session and cookie hacking as the session ID stays the same. However this could simply halted by using the function “session_regenerate_id()” which assign the user a new ID each time they sign in. Another simple process would be to encrypt the users’ password session variable so that the original password cannot be seen by the attacker.
As well as session and cookie hacking, the website in question could be a potential threat of XSS. However, similarly to session and cookie hacking, XSS is preventable by simply using a function. Preventing XSS would be done by characters that are used within HTML and JavaScript such as ‘<’ and ‘>’. An example of this is the ‘htmlspecialchars()’ which will convert some predefined characters into HTML entities. These include ‘&’, ‘”’, ‘’’, ‘<’ and ‘>’ (7).
[bookmark: _Toc505936840]Scalability
The website created in its current state wouldn’t have any scalability issues as all aspects (content, userbase and location) would be small. If the site were to grow and become more popular then considerations would need to be made as to how growth of the site should be handled. As mentioned previously, this would require money for servers and overall maintenance to ensure the website would still function and be useable.
[bookmark: _Toc505936841]Usability
The usability is a positive aspect of the website produced. It uses a simple design that doesn’t contain too much text on each page and keeps a consistent style throughout. Another key feature that the site possesses is that the navigation doesn’t lead to any pages with no navigation so that the user can always go somewhere. The site also has quick load times which is an encouraging feature for any website to have. However, this is likely to change overtime as the database and userbase will grow larger and larger and will in turn influence load times. good to be aware of this
Advanced Features
For advanced features that were added to the created website, please see appendix [1] as well as appendix [2] for screenshots of website.


Appendix
[1] One of the advanced features added to the site which is essential to any dynamic nowadays is the ability to hash passwords in an attempt to prevent them from potential leakage. This was done in the website by using the password_hash() function that is available in php. 
[image: ] This is the result of using the function on the passwords that the user inputs when they sign up to the website.



Another advanced feature used is the method of populating a drop-down menu with values from a table. This is the code used to implement this…
[image: ]
Here is the SQL table for reference…
[image: ]
Populating the drop-down this way is useful because it reduces the amount of code needed to display the menu. As well as this, if more genres need to be added, they can simply be added through the database instead of having to add it into the code where errors could potentially occur.
[bookmark: _GoBack]The website also makes use of session variables so that each user will have a unique greeting on the main page that says “Welcome” and then the username of the person signed in. This is useful because they are also used to determine what user has submitted what review.
[2]
[image: ]
This is the first page that the user will encounter when they go onto the website. They only have the two options of signing up or logging in as all features of the website are only available to members.
[image: ]
Here is the page where the user will sign up by selecting a username and password as well as providing a valid email. These fields are required and validated accordingly.
[image: ]
This is the log in screen where existing users will enter their username and password in order to access the full features of the site.
[image: ]
This is the main page where the user has the options of adding reviews, searching for them as well as editing or deleting them.
[image: ]
This is the part of the website where the user will write and submit their reviews.
[image: ]
[image: ]
Here a user would input the name of a movie, director or genre and then the relative results will appear in a table for them to view.
[image: ]
This page will display all of the reviews submitted by the user who is signed in.

[image: ]
[image: ]
These pages will allow users to search through their review and edit them however they want. However, the only fields that cannot be changed are the movie title and director as these rely on the user to correct them correctly the first time of submission.
[image: ]
[image: ]
These pages work similarly to how the user edits review but instead allows them to delete one of their reviews.




[bookmark: _Toc505936842]Reference List
1. Sharma S. 5 PHP Security Issues and What You Can do About Them? [Internet]. MonsterPost. 2018 [cited 7 February 2018]. Available from: https://www.templatemonster.com/blog/php-security-issues/
2. What is Cross-site Scripting and How Can You Fix it? [Internet]. Acunetix. 2018 [cited 7 February 2018]. Available from: https://www.acunetix.com/websitesecurity/cross-site-scripting/
3. Podjarny G. Snyk - XSS Attacks: The Next Wave [Internet]. Snyk.io. 2018 [cited 7 February 2018]. Available from: https://snyk.io/blog/xss-attacks-the-next-wave/
4. Scalability [Internet]. Investopedia. 2018 [cited 8 February 2018]. Available from: https://www.investopedia.com/terms/s/scalability.asp
5. Lohr S. Impatient Web Users Flee Slow-Loading Sites [Internet]. Nytimes.com. 2018 [cited 8 February 2018]. Available from: http://www.nytimes.com/2012/03/01/technology/impatient-web-users-flee-slow-loading-sites.html
6. SQL Injection [Internet]. W3schools.com. 2018 [cited 9 February 2018]. Available from: https://www.w3schools.com/sql/sql_injection.asp
7. PHP htmlspecialchars() Function [Internet]. W3schools.com. 2018 [cited 10 February 2018]. Available from: https://www.w3schools.com/php/func_string_htmlspecialchars.asp

[bookmark: _Toc505936843]Bibliography
1. Sharma S. 5 PHP Security Issues and What You Can do About Them? [Internet]. MonsterPost. 2018 [cited 7 February 2018]. Available from: https://www.templatemonster.com/blog/php-security-issues/
2. SQL Injection [Internet]. W3schools.com. 2018 [cited 9 February 2018]. Available from: https://www.w3schools.com/sql/sql_injection.asp
3. Patel N. 8 Ways to Improve the Usability of Your Website [Internet]. Quick Sprout. 2018 [cited 8 February 2018]. Available from: https://www.quicksprout.com/2014/08/08/8-ways-to-improve-the-usability-of-your-website/

12

image3.PNG
«<select id="genre" name="genre"required>
<option value-"" disabled selected>Genrec/option>
<2php while(Srow = mysqli_fetch_array(sresult))
<

echo "<option value'".Srou[‘genrenane
3
</select>

$rou] ‘genrename ]."</option>"




image4.PNG
v genreld

3: Copy @ Delete

i Copy @ Delete

Copy @ Delete

i Copy @ Delete

i Copy @ Delete
i Copy @ Delete
i Copy @ Delete
i Copy @ Delete

i Copy @ Delete

i Copy @ Delete

i Copy @ Delete

1

2

3

10

1

genreName.
Action

Adventure
Comedy

Crime

Drama
EpiciHistorical
Horror
MusicallDance
Science Fiction
War

Western




image5.png
Moovie Reviews HOME SIGN UP LOGIN

20 e O B S W@ R Azam o B





image6.png
(] Moovie Reviews x

<« C | @ localhost/pr

Moovie Reviews SIGN UP LOGIN

Sign Up





image7.png
(] Moovie Reviews x

<« C | @ localhost/pr

Moovie Reviews HOME SIGN UP LOG IN





image8.png
(] Moovie Reviews x

<« C | @ localhost/ph

Moovie Reviews YOUR REVIEWS

LOG ouT

Welcome, benmc

Write a Review
Search for Reviews
See your Reviews

Edit your Reviews

Delete your Review





image9.png
(] Moovie Reviews x

@

C | @ localhost

Website1/wri

Moovie Reviews

Write a Review

[Movie Title Director Genre v |[Rating ¥

Write your review here.

‘Submit || Clear Review

Review by benmc

Back

LOG ouT





image10.png
(] Moovie Reviews x

€ > C | @ localhost/p

Moovie Reviews L0G ouT

Search for a review

Search by movie, director or genre...
cat

Search

Back





image11.png
(] Moovie Reviews x

& C | ® locahost/pr

Moovie Reviews L0G ouT

Search results

Title Director Genre Rating Comments
[Cat [Ralph [Crime B [Poor
[cat [Ralph [crime [10 [Superb





image12.png
(] Moovie Reviews x

@

C | @ localhost

Moovie Reviews

Reviews by benmc

Title Director Genre Rating Comments

[The Dark Knight [Christopher Nolan [Action [10 [very good movie

[The Shining [Stanley Kubrick [Horror 8 [very scary, very decent
[Phonebooth [Paul Greengrass [action 7 Intense

Back





image13.png
(] Moovie Reviews x

& > C | ® locahost/php

Moovie Reviews

Search for a review to edit

Search by move title...
the dark knight

Search

Back

LOG ouT





image14.png
(] Moovie Reviews x

@

C | @ localhost

Website1/editReview.php

Moovie Reviews

Edit a review

Title Director Genre Rating Comments
Very poor movie.
The Dark Knight Christopher Nolan Action vz v
4
Make Changes

Back

LOG ouT





image15.png
(] Moovie Reviews x

@

C | ® localhost/php

Moovie Reviews

Search for a review to delete

Search by move title...
[ihe dark knight

Search

Back

LOG ouT





image16.png
(] Moovie Reviews x

< C | ® localhost;

Moovie Reviews L0G ouT

Delete a review

Title Director Genre Rating Comments
Very poor movie.
The Dark Knight Christopher Nolan Action vz





image1.jpg
A

Injects malicious script website
Malicious script is
saved to the database

Daa conaining the
malicious script is
loaded

Malicious seript might be
‘executed and call back to.
the attacker




image2.PNG
T v userd a1

[ & Edit 3i Copy @ Delete
(] & Edit 3 Copy @ Delete

[ & Edt 3iCopy @ Delete
(] & Edit 3 Copy @ Delete
[ & Edt 3iCopy @ Delete
(] & Edit 3 Copy @ Delete
[ & Edt 3iCopy @ Delete

(] & Edit 3 Copy @ Delete
[ & Edt 3iCopy @ Delete
[ & Edt 3 Copy @ Delete
(] & Edit 3 Copy @ Delete
[ & Edt 3iCopy @ Delete
(] & Edit 3 Copy @ Delete

14

15

16

17

18

19

20

21

2

2

25

2%

27

username
benmc29

Kt
benc
ben
user
hf
juhfd
123
1234
que
bena
ian

benmc.

password
$2y5105YCQTXPKIGByv5QMnUYVivej

$52y51083/vK305vIbWoAPHNFHIO
52$10Sn7Vwrd6Ngj0 1MgnwiyMOr
$52y5105037pJbtQbEF5sAILWBRIBEK

52y5105bPRs qnFAzbVL/umL ES3kuX
52y5105C2HxkqzJsoXYhJBWCSET40u

52y510SbekAn7l LHLxk4Z2dBKFOI
$52y5108lidFVTIKjfcaFio75ImK]y
52y$10SEMzRIFAEPPNBZ3VX TSTEOJ
52y$10SS1FCwmZHXn3MCMOVGRKz Od
52y510StquguIuPNjMZsbbuloQHF JiBGerDZCBSTLZXa XDH.
52y$10SbEnPxhPOX15uffdLmcOt j1QKQaTT5xJHu2QpvnlB0.

52y3108VDZQKHDcehQZoZ0ylzOVex3mPRAJ05yvSCT5ebUYeP.

emai

benmc@ben com
ben@as com

benc@c com

ben@123 com

useer@1.com

hi@hf com

benmc29@live co.uk
123@123 com

isfo@!1

que@l!

ben archer@vritemedia co uk
ian@ian com

benmc@lol




