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First, the user logged on to the Server1 virtual machine. The command prompt was opened and ‘ARP -A’ was entered. It then displayed the internet address, physical address, and type for Server1.
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[image: ]The user then typed ‘Route Print’. This displayed information such as the Netmask, Gateway, Interface, and Metric.
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[image: ]The user then logged on to the Server2. The user then opened Server Manager. They then clicked on Add Roles and Features. On the installation type page, Role-based or feature-based installation was chosen.


[image: ]On the destination server page, Select a server from the server pool was checked. Server2 was then chosen from the Server Pool.


On the select server roles page, Web Server (IIS) was checked.
[image: ]


On the select role services page, the FTP Server and FTP Service options were checked.
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[image: ]The ‘Install’ button was then clicked. This then installed the features.


The user opened Server Manager. They then went to Tools and then they clicked on Computer Management. In here, they right-clicked on Users, and chose New. A new user was then created in the Users file in Local Users and Groups. The username was ‘ftpuser’, and the password was ‘P@ssw0rd’.
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The user then went to Internet Information Services Manager. In here, a new FTP Site was added. The FTP site name was ‘1STFTPSITE’. The C: was then chosen for the Physical path.
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On the bindings and SSL settings page, ‘No SSL’ was chosen. The port was also set to 21.
[image: ]

Basic Authentication was chosen as the preferred mode. The drop down menu was clicked and ‘Specified users’ was chosen. In here, the name of the server and the name of the account was entered. Both ‘Read’ and ‘Write’ permissions were checked.
[image: ]







The user then went back to Internet Information Services Manager. The user expanded ‘1STFTPSITE’ and then they clicked on ‘FTP messages’. A banner was then created for the Server2.
[image: ]

In the File Explorer, the C: was selected. In here, the Inetpub file was opened and the ftproot properties were opened. The user went to the Security tab. The ‘Edit’ button was clicked and then the ‘Add’ button was clicked.
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The ftpuser user was added to the ftproot properties. The FTP Service was now running on Server2.
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A new file called ‘FTPuploads’ was created in the ftproot folder.
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The user then checked to make sure that the Firewall was disabled on the Server2.
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The user then logged on to the Client2 virtual machine. A folder was created in the C: which was called ‘FTPFiles’. In the folder, a text document was created which was called ‘ftpfile2upload.txt’.
[image: ]




In the command prompt, “ftp 192.168.101.1” was entered. The banner that was created is displayed. The server name and ‘ftpuser’ was entered for the username. ‘P@ssw0rd’ was entered for the password. The command prompt then logged the user in.
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After the user had logged in, “lcd C:\FTPFiles” was entered. This changed the directory on the client that stores the file. After this, “dir” was entered to give a list of all of the things that are stored in the directory. Then “put ftpfile2upload.txt” was entered. This sent the file into the folder on the Server2.
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The user then logged on to the Server2 virtual machine. The ftproot file was opened to see if the file had been uploaded. The file was successfully uploaded which meant that the FTP Server worked correctly.
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[image: ]The user then logged on to the Server1 virtual machine. Server Manager was opened and Add Roles and Features was clicked. A Role-based or feature-based installation was chosen.


[image: ]In the Server Pool, Server1 was chosen. The ‘Next’ button was then clicked.


On the Select Server Roles page, Remote Access was turned on. The ‘Next’ button was then clicked.
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In the Role services page, DirectAccess and VPN (RAS) was enabled. The Routing option was also enabled.
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Once all of the features were selected, they were installed.
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[image: ]After the installation was completed, the user clicked the ‘Run the Getting Started Wizard’ button.



[image: ]At the Configure Remote Access screen, the ‘Deploy VPN only’ button was clicked.


At the Routing and Remote Access window, the user right clicked on ‘DC1-NWT’. They then chose ‘Enable and Configure Routing and Remote Access’.
[image: ]

At the Configuration wizard screen, ‘Custom Configuration’ was chosen.
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‘LAN Routing’ was chosen. The ‘Next’ button was then clicked.
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The ‘Start Service’ button was then clicked.
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The service had now started and it was running.
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‘DC1-NWT’ was expanded. ‘IPv4’ was then expanded. The user right-clicked on ‘General’ and they then chose ‘New Routing Protocol’. The ‘RIP Version 2 for Internet Protocol’ was chosen. ‘RIP’ is now listed as an available protocol.
[image: ][image: ]





The user right-clicked on ‘RIP’ and they selected ‘New Interface’. The two interfaces were then added. These steps were repeated for Server2.
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The user then logged on to the Server1 virtual machine. They pinged from Server1 to Server2 ‘PublicNet’. The ping worked correctly which means that the routers are connected to the same network.


[image: ]

The user then pinged from Server1 to Server2 ‘PrivateNet’. The ping worked correctly which means that the LAN hosts inside each ‘PrivateNet’ LAN are connected to the routers in their networks.
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The user then logged on to the Client1 virtual machine. They pinged from Client1 to Client2 ‘PrivateNet2’. The ping did not work as a message was displayed which said “transmit failed. General failure”. This meant that the responses were not being received as all of the packets were lost.
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The user then logged on to the Server1 virtual machine and they opened Server Manager. Routing and Remote Access was then opened. In here, ‘DC1-NWT’ was expanded. In General, ‘PrivateNet1’ was selected.
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The user right-clicked on ‘PrivateNet1’ and selected Properties. They then selected ‘Inbound Filters’.
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The ‘New’ button was clicked. The ‘Destination network’ option was selected. The IP address was set to 192.168.100.1. The Subnet mask was set to 255.255.255.255. The Protocol was set to ‘ICMP’.
[image: ]





In Filter action, the option that was chosen was ‘Receive all packets except those that meet the criteria below’.
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The user then logged on to the Client1 virtual machine. The user tried to ping 192.168.100.1 to see if the inbound filter worked. There was no reply which means that the filter worked correctly.
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The user was also unable to ping 192.168.1.100. This is because a message was displayed which said “transmit failed. General failure”.
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The user then logged on to the Server1 virtual machine. First, Server Manager was opened. Routing and Remote Access was then opened. In here, ‘DC1-NWT’ was expanded. In General, ‘PublicNet’ was selected.
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The user right-clicked on ‘PublicNet’ and selected Properties. They then selected ‘Outbound Filters’.
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The ‘New’ button was clicked. The ‘Destination network’ option was selected. The IP address was set to 192.168.1.101. The Subnet mask was set to 255.255.255.255. The Protocol was set to ‘TCP’. The Destination port was set to ’21’.
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In Filter action, the option that was chosen was ‘Transmit all packets except those that meet the criteria below’.
[image: ]



The user then logged on to the Client1 virtual machine. The user tried to access the FTP Service that is running on Server2. In the command prompt, they typed “ftp 192.168.101.1”. A message was displayed which said “ICMP network unreachable”. This meant that the user was not able to access the FTP Server. This means that the outbound filter works correctly.
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The following filter will only allow specific hosts in ‘PrivateNet1’ to access the FTP Service on Server2.

The user logged on to the Server1 virtual machine. First, Server Manager was opened. Routing and Remote Access was then opened. In here, ‘DC1-NWT’ was expanded. In General, ‘PrivateNet1’ was selected.
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The user right-clicked on ‘PrivateNet1’ and selected Properties. They then selected ‘Outbound Filters’.
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The ‘New’ button was clicked. The user then entered the information for Client1. The ‘Source network’ option was selected. The IP address was set to 192.168.100.2. The Subnet mask was set to 255.255.255.255. The Protocol was set to ‘ICMP’.
[image: ]








In Filter action, the option that was chosen was ‘Drop all packets except those that meet the criteria below’. This means that the packets that come from Client1 will not be dropped as they meet the criteria. This means that Client1 is the only host that can access the FTP Service that is running on Server2.
[image: ]




The user logged on to the Server1 virtual machine. This filter was then tested. Server1 pinged the FTP Service to see if it had access to it. Server1 did not have access to the FTP Server which means that this part of the filter worked correctly.
[image: ]



The user logged on to the Client1 virtual machine. The filter was then tested. Client1 pinged the FTP service to see if it had access to it. Client1 did not have access to the FTP Server either which meant that this part of the filter did not work correctly.
[image: ]
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3 a) How do Routers reference which networks they are able to connect to?
Routers are able to reference which networks they are able to connect to by using routing protocols. Enabling routing protocols allows systems like routers to learn about new networks. Routing protocols are able to identify all of the existing network routes. Routers are able to learn about routing by using remote network administrators [1]. There are different types of routing. These are static routing, default routing, and dynamic routing. Static routing is a router which has a single path to a destination. Default routing is when a specific route to the destination is not known. Dynamic routing can find the best path to a destination by using predefined algorithms. There are many different types of routing protocols. Some of these are RIP, OSPF, EIGRP AND IGRP, IS-IS, and BGP and EGP [2]. This is how routers know which network they are able to connect to.
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5 a) Give a detailed explanation of the concepts that need careful consideration when considering the usage of Failover Clustering
When using failover clusters, there are things which need to be considered to ensure that the failover cluster works correctly. One careful consideration that needs to be considered when using failover clusters is the hardware specifications of all of the computer systems [3]. The hardware specification needs to be considered as all of the computers need to have the same hardware in order for the failover cluster to work. If one of the computers has different hardware, the performance of the computer is going to be different and the failover cluster will not work.
Another careful consideration that needs to be considered when using failover clusters is communication [4]. Cluster communication is important because the nodes need to communicate to make sure that they are all synced up. If the nodes are not synced up, the failover cluster is going to have issues. If there is cluster communication between the nodes, the nodes will know if they need to sync up or not to ensure that the failover cluster is working correctly. These are some of the careful considerations that need to be considered when using failover clustering.
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6 a) Draft a network policy from the point of view of a Network Administrator of an Enterprise Network which operates in multiple locations nationwide
The following network policy will contain a variety of information regarding the business application, availability practices, and security practices for the network. 
The first thing that will be talked about is the architecture of the network. The architecture will be based around the Cloud. This is because the network operates in multiple locations nationwide. The Cloud would be a useful and easy way of linking all of these locations together which could help the users to get more work done as all of the locations will be able to communicate with each other quickly and efficiently [5]. This is why the architecture will be Cloud based.
The next thing that will be talked about is the topology of the network. The topology that will be used for the network is a HYBRID topology [6]. The reason why a HYBRID topology will be used is because it is effective, scalable, and flexible. This is because it can be a mixture of multiple topologies which is useful. This is because different offices may have different topologies so if they were to join the network, it would be easy as their topology could easily be added to the HYBRID topology. This is why the topology will be a HYBRID topology.
Another thing that will be talked about is the design and layout of the network. It is important that the network can support multiple computers. This is because there will be a lot of users which will all have their own computers. There must also be multiple routers. This is to ensure that all of the computers have a strong connection. This will help the users get more work done as they will not be limited to a slow connection. A concentrator is also needed so data packets can be transmitted within the network [7]. For the layout, the computers will be connected to the routers. The routers will then be connected to the concentrator. The concentrator will then be connected to the other routers in the network. This is the design and layout of the network.
For the network access, it is important that the provider which is picked offers high upload and download speeds. This is because there will be a lot of people on the network who are constantly uploading and downloading things. It is important that the users can upload and download these things quickly so they can get more work done without having to wait due to low upload and download speeds.
The next thing that will be talked about is the security team. The security team needs to be able to have control of all of the computers on the network. This is so they can enforce security policies when needed. Enforcing security policies can help to make the network more secure which is necessary to ensure that there are no threats to the network. The security team must also be in charge of analysing any security risks. This is so they can find solutions to prevent these security risks to make the network more secure. The security team must also be responsible for analysing the scope of the security changes if it is necessary. This means that they need to analyse how the network may be affected if they need to make a change to the security. They would also have to monitor the security operations to ensure that there are no errors that could cause any security risks to the network. Finally, if there are violations of security, the security team would need to mitigate the violations by finding solutions to ensure that the network is secure.
This concludes the network policy. All of these things need to be considered in order for the network to run smoothly, efficiently, and securely.
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