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[bookmark: _Toc534821916][bookmark: _Toc226429191][bookmark: _Toc445208995]Abstract  
This report is targeted for Hyper-fort. The document will describe what Bring Your Own Device (BYOD) and Bring Your Own Technology (BYOT) is. It states the assumptions made regarding the company. Related work will explore research conducted to describe some of the legal requirements and the use of Mobile Device Management (MDM) including the MobileIron application. A problem formulation has been created to evaluate some of the problems that the company may experience. The mitigation steps have also been included within the section. An implementation section will document the steps Hyper-fort are to enforce for a BYOT framework. The results section will summarise the findings throughout. The document will finish with a conclusion, recommendations and future work. 	Comment by arya sdgh: 
Good start on the abstract, however rather than explaining the structure of the report, try to focus on giving an overview of what the reader is expected to find out. 
[bookmark: _Toc534821917]Introduction	Comment by arya sdgh: 
It would be useful to explain how the report is structured in your introduction section, i.e. section 2 examines the relevant literature on BYOD which is followed by section 3 discussing ....
[bookmark: _Toc445208996][bookmark: _Toc534821918]Background

In recent years there has been an increase in demand for employees and visitors to bring their own devices and connect to company networks. 
Within the workplace, BYOD is when an employee brings their own smart phones, iPad’s, laptops, USB sticks etc to the workplace. BYOT is the use of such devices within the workplace. The increasing demands and trend for using such devices has increased pressure on business owners to implement a BYOD/BYOT framework [1]. 
[bookmark: _Toc445208997]The scope of the document will outline the devices owned by the company or by the individual which require access to corporate networks, systems and data.
BYOT can aid in achieving business goals. As an estimate of Hyper-fort being 95% wireless the demands to move towards BYOD/BYOT will only continue to increase. However with the increased pressure and demands for companies to allow such access there is significant security risks involved. Setting out a comprehensive framework will require all aspects of the company’s enterprise network. 
As a consultancy firm with a global presence a flexible approach of allowing employees to work the way they want with what technology they want at any time and place will be promoted through the use of BYOT.
Some of the advantages to BYOT are [2]:
· Users have personal choice of what device they use for work purposes. 
· It is believed to improve employee productivity. 
· Can decrease the amount of equipment required for the company to purchase.
· Allow users to work remotely whenever or wherever they may be. 
[bookmark: _Toc534821919][bookmark: _Toc445208998]Assumptions 

During the creation of this document the following assumptions have been made: 
· It is a large company that uses cloud services to deliver IT services to staff and clients. 
· Around 95% of the company is wireless. 
· Hyper-fort has a large online presence. 
· An enterprise network is already set up for employees to use. 
· There are Wi-Fi hotspots around the building. 
· Hyper-fort has a specialised I.T support department. 
· Sufficient funds and resource are available for a BYOT framework to be implemented.  
· The company holds personal data for employees and clients. 
· The users connecting to a MDM will be employees and administrative staff. 
· Clients only require access to Wi-Fi points to access the internet. 
· All devices using BYOT are iOS, Android or Windows operating systems only.

[bookmark: _Toc534821920]Related Work 
A crucial part of BYOD is the awareness of what devices are logged onto your network and monitoring the information available to the user. Assigning access rights to the user, device and connection will promote company control of their network. 
Authorisation, Authentication and Accounting is a framework for controlling access to computer resources, auditing and enforcing policies [3].
Authentication is the identification of the user. Setting up user authentication will allow and deny users access to the network. 
Authorisation is the permissions granted to the user to conduct certain tasks. This can be set up for senior managers, employees and clients. Specific authentication processes will link the permissions granted to users for their authorisation level. 
Accounting monitors the system time, data sent and received by the user and can be beneficial with the analysis of the policy. Capacity issues can also be targeted within the accounting as the server can identify trends and demands [3].   

The amount of access and support granted to users can be determined with the business aims and objectives. A survey identified in “MANAGEMENT ISSUES FOR BRING YOUR OWN DEVICE” communicates 95% of companies allow employees to use their own devices where 36% offer full support and 48% support selected devices [4]. The company will be responsible for the application and connection to MobileIron not the whole phone. MobileIron is exampled below.

There are many legal requirements the company will have to consider when implementing a BYOT framework. 

The compliance of licensing requirements of the devices will need to be clarified. Consideration around whether the licences are funded by the organisation or individual will need to be identified [5]. The arguments for licencing being funded by the individual is the increased user demands to use their own devices. If they choose to use their devices they should have the responsibility of ensuring the device is compliant. The argument against this approach is that the users are connecting to the businesses enterprise network. The network holds sensitive and personal data and if it’s not managed correctly can lead to severe consequences e.g. malware attacks, personal data being leaked, reputation etc.  As identified within appendix B, compliancy software will be the responsibility of the company. 

It is a General Data Protection Regulation (GDPR) requirement that data controls are in place for technical and organisational measures against unauthorised and unlawful processing of personal data [6]. The awareness of the user responsibilities should be agreed before connecting to the company network. A number of policies have been created to ensure device security, management and loss is covered. Please see appendix for security policies. 

Restrictions can be applied to what data users can access. For instance, clients only have access to the company Wi-Fi. Employees and administrative staff can have different policies which limit the amount of access they received. Procedures can also be put in place to manage the control access and in some cases specific data may never be appropriately accessed through BYOT.

There are many tools out there such as MDM which can help manage such concerns. MDM can help companies deploy, secure, monitor and integrate BYOT into their workplace. It allows enterprises to efficiently manage mobile devices wirelessly without interpreting users [7].
Some of the advantages for MDM is listed below: 
· Security Management – if a device is stolen or missing data can be remotely removed and cleaned from the company or personal device [7].
· Policy Management- sets out regulations such as password protection, automatic screen locks, and inability to screenshot or take photos to protect the company data [7]. 
· Software Distribution- standardised applications can be installed on devices without having to do every mobile device individually [7]. 
· Inventory Management- reporting and tracking of data on how users are interacting with applications and data [7].

Although there are many advantages to MDM there are also some disadvantages: 
· User Acceptance- MDM may discourage users from using their own technology as they may have concerns with the company accessing their personal devices [8]. 
· Collaboration- IT department may experience user frustration from the requirements associated with MDM. These divides could lead to future IT problems [8].
· Resource- MDM increases the development, support and distribution costs to the company [8]. 

MDM allows companies to implement BYOT policies to improve employee productivity and enhance customer experiences along with securing their data [8]. Ensuring the right policies are in place before users are able to access the company enterprise network will mitigate some of the disadvantages. 

MobileIron is the chosen solution for MDM. It governs access to resources such as email, calendar and other central applications. Configuration of mobile devices can also be utilised to ensure the user has the correct access rights [9]. It provides automated device setup, documents editing tools and provides visual privacy policy guidelines [10]. 

 
As Hyper-fort uses cloud services additional security measures are required to protect business data. MobileIron has the ability to verify users with multi-factor authentication steps and applies risk-based policies which match the user’s environments. Reinforcing such security measures will have to be user friendly. According to MobileIron, users are able to use a one-touch enrolment and have functions such as password-less sign on from secure endpoints [11]

MobileIron is recorded to be the choice for 17,000 businesses [11]. The package for MobileIron can vary from businesses size and requirements. As made in the assumptions earlier, Hyper-fort has the funding for MobileIron. Users are able to download the application free from their app store.  The company can purchase e.g. 200 licences for MobileIron which will be up to managers to who the licences are granted to. If employees leave the company the licence is revoked and available for another user.


Clients will not have access to MobileIron and will only have access to public resources.


[bookmark: _Toc534821921]Problem formulation
The decision to incorporate BYOT is not straight forward. There are many advantages, disadvantages and legal requirements when it comes to such frameworks. 

As described on BCS [12] research has been conducted by Fortinet which found among 3,200 people ages 21 to 31 across 20 countries that 51% said they would ignore policies banning use of their own devices at work. This finding re-iterated the increasing demands that many organisations including Hyper-fort are facing for users to BYOT. 	Comment by arya sdgh: 
Write abbreviations out in full on first use.

The finding identified above is one problem, it backs up the argument of distrust from companies and IT departments towards users of their network. Another challenge the company may experience is the personal use of the device within the working environment.
Users of the company network should follow the policies provided to ensure security is not breeched. Setting out clear policies to follow and ensuring the correct steps in protecting the company is protected will reduce these trust issues and limit the amount of personal use on the device. 

The following section will assess and evaluate some of the legal requirements alongside the advantages and disadvantages a BYOT framework can have to the company, network and wider economy. Three potential problems are examined below.

[bookmark: _Toc534821922]Types of data retained
When connecting the user device through the company network the user will be required to access data. Allowing certain data to be retrained on the user’s device has potential security risks for data leaks. Cached data such as documents and emails can be accessed by the user without being on the network. Allowing for offline resources. Screenshots of data and copy and paste functions can be enabled and disabled in MDM according to the user profiles. Disabling these features will limit the company treats to internal and external attacks as the employee will not be able to store the data on their devices.
 
Connecting through a MDM such as MobileIron will allow the user to cache information such as user details which include passwords, downloaded data and access to systems. This data can be retained and when connecting to the company Wi-Fi will automatically connect the user dependant on their security setting installed through MobileIron. 

Storing such data can pose threats. Out of date information may be stored for the user which could deny access to applications and data. The impact could be reflected on more demand for the IT department to deal with. Due to the nature of BYOT personal and business devices may be used, the amount of storage on the device may be a limitation to retaining data. Employees will be responsible for the maintenance and specification of their personal devices, however these factors may not hit the requirement for a BYOD.

Clients connecting to Wi-Fi hotspots could have their log in credentials saved once connected to the network. When they are out of range the connection will not be available. A capped availability of 30 minutes can be put in place for internet use while in range.   

General security concerns are associated to retraining data such as loss of device, compliance of device and the availability of information. Please see Lost Device and Employee Leaver Policy for more information (appendix C). 

Setting out clear MDM policies and ensuring clients and employees accept the regulations before connecting to the network will improve security measures. The availability for IT departments to report on the authorisation, authentication and accounting aspects of the framework can allow risk assessments and reviews to be conducted in regards to retraining data.

[bookmark: _Toc534821923]Potential risks of data leakages 
Some of the potential risks of data leaks are unauthorised access to confidential data, breaches of GDPR, negative impact of company reputation and loss of data. 

It is said that over 2,124 reports have been raised against human error compared to 292 being deliberate cyber incidents. Allowing users to access data more accessibly can contribute to the potential risks of data leakages [13]. 
To control the impact that human error may have for data leakages, regular training and awareness of policies and expectations held within the GDPR will educate staff and clients of the individual expectations they are agreeing to. 

Clients connecting to the network may not be aware of their responsibilities towards the company. They pose a threat to leaking personal data due to their lack of awareness. To overcome this, clients can be notified of the policies when choosing to accept the connection to the company Wi-Fi. The security parameters will allow the client to access websites such as social media and company promotional sites. Restricted groups will limit the company’s personal data available to the client and can only allow access to the public data. 
[bookmark: _Toc534821924]Use of different brands and operating systems
Following a survey on YouGov, the top twenty Mobile phones are all Android/iOS devices [14]. This demonstrates that there are multiple devices available to the public, although they may be different models of devices the most common run Android or iOS software. With that being said there are multiple versions of these operating systems and other devices may use systems such as Windows. 

This is a consideration when choosing an MDM. MobileIron is compatible with a minimum requirement of Android 5, iOS 10 and Windows 8. All users of the software must ensure their device meets the minimum requirements to use MobileIron. This sets a standard for the organisation for compliancy throughout. Also this prevents potential ransomware attacks as devices will have the latest security updates. Please see Ransomware report (appendix D) for further information on the impact and backup strategy.  

Please refer to policies in the appendix for more information regarding Mobile Security, Mobile Device and Lost Mobiles. 

These policies highlight the brands and operating systems which are going to be utilised for BYOT.
[bookmark: _Toc534821925]Implementation 

The steps set out in policies (appendix A, B, C) identify the scope, requirements and procedure to follow when connecting to a MDM.

Given the nature of the employees being a consultancy firm with presence throughout the world the scope of access may be greater than anticipated. One way of sizing the accessibility is communication to the mail environment. This can detect all devices which are connected to your corporate network [15]. 

The scope of clients accessing the company’s network will also need to be considered. When setting up a BYOD procedure access can be restricted to a certain amount of users when trying to access the companies Wi-Fi. 

The identification and scope of users required to connect to a BYOD program will allow the use of the most suitable technology. In the first instance the company may not be able to determine the entire scope. Scaling can monitor the enrolment however a review of the scale can be conducted when the policy is being rolled out. A staged approach to allowing access to such network can also be set up.  

Setting up a MDM such as MobileIron can implement the restrictions a user will be able to access. 
The below diagram illustrates the proposed architecture. 

[image: ]
A user’s mobile device will connect to the Wi-Fi or their mobile network once connected they will open up MobileIron and log in with their user credentials. Authentication will pass through the firewall to the MDM server. The MDM server will check the compliance and authentication to allow the user access to their appropriate files. In this example- email, files and cloud services. 

The use of Packet Tracer has been used to demonstrate how BYOT will be implemented to the enterprises network. 


The company network consists of a router which is secured by a firewall. It has three tiers where the multilayer switch 0 is connected to tier two- multilayer switch 1, 2 and 3. These multi switches connect to switches 1, 2 and 3 of tier three. PC’s will connect to tier three. To incorporate BYOT an access point has been added where the user will connect to access point 0 via their smartphones. Security has been enabled on all of the switches and router. In the Packet Tracer the User Access Verification password is: cisco and the second layer of password will enable admin users to configure the switch, the password is: class. 	Comment by arya sdgh: 
Good discussion of your design.
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[bookmark: _Toc534821926]Results, Findings and discussions
From the results, it is appropriate to advise that Hyper-fort can benefit from implementing a BYOT framework. BYOT will promote growth for the nature of the business as global presence will make it easier for employees and clients to access data. 

The findings are based on the assumptions made regarding the company. 

The advantages have been identified for BYOT within section 2. There are also disadvantages that may be considered [2]: 

· Increased support costs to the company- diminished due to the decrease in equipment costs.
· Loss, theft and damage of device- Lost policy is put in place to follow. 
· Security breaches to company network- Security policy, Device Policy and Lost Policy ensures no security breaches are experienced. 

Implementation of the policies, user training and an MDM system in place will promote security when connecting to the company’s enterprise network. 

There are many arguments for and against the use of BYOT however ensuring a framework is in place and is managed by the company then the demands experienced can be accepted within a controlled process.  





[bookmark: _Toc534821927]Conclusion, recommendations and future work 
To conclude, the research taken around a BYOT framework has identified many areas of concern with legal implications if unfulfilled. However the advantages have outweighed these concerns as mitigation steps can be taken by Hyper-fort, employees and clients. 

It is recommended that all policies (appendix A, B, C) identified are implemented. Ensuring an MDM system is in place for its employees such as MobileIron will protect the company’s enterprise network. 

It is also recommended that the scope of users accessing the company’s network is also monitored. Create restrictions for clients connecting to the company Wi-Fi and allowing certain amount of users to access MobileIron within the rollout. 

Once rolled out review the scope, requirements and compliancy BYOT and MDM is having. Use the reporting tools available through MobileIron to access these aspects. 

A BYOT framework will always require future work depending on the stage the company is at. Hyper-fort should implement the policies, select a MDM and roll out their framework. Once role out is taking place a review is to be conducted to ensure the right steps are being taken to mitigate any concerns, legal requirements and impact it’s having on the company, its employees and clients. 
[bookmark: _Toc534821928]Abbreviations	
	Term
	Definition

	BYOT
	Bring Your Own Technology

	BYOD
	Bring Your Own Device

	GDPR
	General Data Protection Regulation

	MDM
	Mobile Device Management
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Please note- the documents have been copy and pasted in. The formatting may not be the same as the table of contents.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Very good literature offered on various areas such as BYOD, MDM solutions, legal concerns while implementing a BYOT solution.  (Grade mark: 86.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]The report demonstrates a very good level of knowledge and Understanding of the subject area.  (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Good overall analysis of most aspects. However it would have been nice to do a quick comparison in order to justify your choice of MobileIron as the solution. (Grade mark: 80.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]32

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Hierarchical desing is demonstrated with a good level of security configurations. More redundancy could be implemented at the network edge, and although APs are included in the design, the WLAN controlers are absent and the discussed solution is not seen in the PT submission. (Grade mark: 75.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]The report is well organised and written well. There are possible improvements and some minor restructuring that can be made, in particular at the begining of the paper. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]80%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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its cliets and employees. The following sectons will outine the scope, responsibilties nd
palicy for BYOT.

2. Scope

“The following secton will document the scope of what data, devices and systems are
supported through BYOT.

2.11n Scope
“The scope of the document will coverthe organisation, employees and clients of Hyper-fort

Al compatible mobile devices including smart phones and tables, whether vwned by Hyper-
fort or owned by the employee thatwill have acces t the corporate netwrk, systems and
data through Mobile Device Management (MIDVD). User accessis dependent on th security
eroupsaligned with the company nefwork.

ALl users accessng the company’s entepris network ar responsibl fo the co-operation of
the policy and it terms and conditins. I is applicable to management, employees and cliats
accessing Hyper-fots network.

2.20ut of Scope

“The scope identified within the policy is not inclusive o data, appicaions and systems.
‘Continue review of the policy i required o ensurethe plicy is p fo date. All sk
assessments are advised o be conducted before th scope i amended.

3. Policy

3.1 Acceptable Use

“The user i requied t not conduct any legal behaviour o their devices connected or
disconnected o the network.The device i o be used for business activites and notpersonal
when used i & professional manor
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3.2 Devices and Support|
Hiype-fort and BYOT dos 5ot sppoet prsaal e excinced by th e, et and.
o igal ar the et of th rovider, All s e bl o alcots o i
ercna Gvice, Complsey sotware wi be prvided by th sy

3.3 Device Security
“The ollowing points ae requied t ensure the device i secured.

‘The minimom operatin systems ae required: Android 5, 108 10 and Windows §
AN devicesareprotecte by a six igi pin code.

‘Automati lok i enabled to ensure i'slocked aferbeing dle for 15 minutes.
Resticton o photos and seen shots can aiso be enforced.

Afe six led password stempts the user will be Iocked out o th device for s given
period

ANl email and application acces isprotected by an eight digit password.

‘Devices may be blocked ifreported lost, stolen,termination of employmen, virus or
simila treats 0 infrastructore s dtected

3.4 User requirements
For the purpose of ths document the user i defined as an employee o clent which has
acces to Hyper-forts etk

“The following use requirementsars expected when using BYOT:

Only suthorised employees are ranted access to spplicaions and data through
Mobilelron

‘Accessshould b granted to oad only essenial daa elevant totheir role anto their
corporate devices.

‘Users must report all stole o lost devices immediately

“The user i lisble for al costs sssociaed with theirpersonal devices.

Users are iven approprise log n sages o validate their employee role orclieat
detail

Allpasswords and pin codes are kept confdential t0the user and changed regulaly
‘Any miscondict of the device needsto b reported immediaely

Ifsuspicious acivities are detcted the device needs o be reported immediatly
Hiegal orpirated software i not to be uploaded onto thei devices.

Clientsare sbleto gin Wi-Fi access to alow th view of restrited public company
ey
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1. Purpose of document

“The purpose of this document s toset out the processes to folow should adevice linked to
‘Mobilelron b stlen orlost.

2. Scope

‘The document appies o al users of Mobilelron withia Hyper-fort.

3. Lost Device Process

“The following process should b followed if a Mobilelron device s lost.

1. Receive notfction fom usr that devicehas been lost or sole. Notfctions should
be given to Hyper.fort T team.

2. Send s lock commantothe devie to ok th device with the 6 digit code the user
setup

5. Ifth device 105, an optonal message can be displayed o the devie tocontact the
wser f fumnd

4. Log the loss i the companies sk register. Detilin the incident nd teps sken o
gt secunty weues

1 an mployeehaslos thei personal devic then Mobilelron should be removed from

thei device This il not compromis personal dtaon the dvice

Forlos corporae devicss, the device should b wiped of al dta.
“The processes can be followed using Mobilelron Management applications.

4. Employee Leaving

T fllowing processshould b fllowed whenan exployee finishes theeemployment at
Hyperfort.

 1fthe user i using a company devicethen the deviceis required f be rturmed to
Hyper-fort and the data wil be wiped fom the devie.

 Ifthe employee s sing a pesonal device all Mobilelron access will be removed with
all company data stored o the device
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5 Impact
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6 Backup Strategy
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