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What is the workbook for?

The purpose of this workbook is to enable learners to demonstrate and provide evidence of how they meet the learning outcomes set by the College of Policing, for the BSc programme. Essentially, you are being asked to outline your experiential learning based upon your theoretical understanding in a range of operational situations.

· Wellbeing and Resilience
· Evidence based policing
· Research Methods and Skills
· Decision-making and Discretion  
· Vulnerability and Risk
· Criminal justice
· Conducting investigations 
· Decision making and discretion.
· Digital Policing
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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Introduction
Organisational justice refers to how employees perceive fairness in their place of work (Rupp and Thornton-Lugo, 2015). This can include the organisations behaviours and decisions in relation to a wide range of matters including pay, training and gender equality, which effect employees on a daily basis (HR Zone, 2021). Good standards of organisational justice in policing lead to effective operational practices, respect for human rights and fairness in dealing with members of the community (Beckley, 2014).

This essay will explore real life example of organisational justice within policing and what steps local forces are taking to improve ethical standards. 

Distributive justice 
Distributive justice focuses on outcomes (Towler, 2019). When employees believe they are being paid or treated fairly, through pay scales/bonuses or positive feedback, this can result in distributive justice (Adams, 1965). The ‘equity rule’ says that rewards and resources should be distributed in accordance with contributions (Kontakos, 2021). It is no surprise then that distributive justice is strongly correlated with job and pay satisfaction (Schappe, 1998 and McFarlin and Sweeney, 1992).

Greenberg (1990) conducted an experiment on organisational justice in a manufacturing plant whereby both plants saw a reduction in pay. One of the plants had the reasons for the pay cuts explained in a sensitive and respectful manner whist the other plant had no explanation and were informed bluntly of the outcome (Towler, 2019). This study found that theft rates and perceptions of inequity were lower in the plant who received the sensitive explanation. 

This has bearings on policing who see an incremental pay scale implemented whereby those with higher service are paid more than those who are just starting out in the job. Whilst this has been generally accepted within the police culture, recently the police have received a pay freeze despite inflation continuing to rise (Unison, 2021). Also, those students who are on the Police Constable Degree Apprenticeship (PCDA) framework have an extra pay scale and take longer to reach full scale compared to those students with a degree; it takes eight years compared to seven (Polfed, 2021). This can lead to feelings of unfair treatment and resentment amongst student officers who are being penalised for not having a degree.


Procedural justice
Procedural justice focuses on the fairness of the decision making or the process that leads to the outcomes (Towler, 2019). If people feel they are treated in a fair and just way from the outset, those in authority will be respected more and employees will be more likely to comply and engage, even if decisions or processes are inconvenient or unfavourable (Her Majesty’s Inspectorate of Probation, 2020).

Whilst procedural justice is a board concept, it is seen daily within a police officer’s role, for example, giving a person their chance to give their side of the story before using discretionary powers and making a decision (Donne, 2016). On a wider scale, New Orleans Police have used the concept of procedural justice to help improve the force’s perception of integrity, transparency and accountability by the public. These perceptions form part of the police code of ethics which is at the heart of all modern day policing (College of Policing, 2021). 

Studies have been conducted on whether a suspect’s race and demeanour have an effect on officer’s perceptions of the threat of violence and the importance of exercising procedural justice whilst communicating with suspicious subjects (Nix et al., 2017). The results found that the suspect’s race does not have an effect on either outcome. However, a suspect’s demeanour can increase an officer’s perception of the threat of violence which leads them to think that it is less important to exercise procedural justice with disrespectful and uncourteous subjects (Nix et al., 2017). This shows that Betari’s Box has a bigger impact on officer’s decision making than a subject’s race, as previously believed by the mass public (College of Policing, 2020). Despite this, officers are still subjected to comments such as “you’re only stopping me because I’m black’ or ‘are you going to kneel on my neck like you did to George Floyd?’.


South Wales Police (SWP)
Studies have shown that in the UK, black and ethnic minority (BAME) people are statistically more likely to be stopped and searched that white people (Gov.uk, 2021). To help combat this issue along with the perception of procedural justice in police officers dealing with BAME subjects, SWP is working with the Police and Crime Commissioner to be held more accountable (Police and Crime Commissioner South Wales, 2021). This includes things like including the subject’s self-defined ethnicity as well as officer’s perceived ethnicity on stop search forms. These figures can then be published which shows an open dialogue with the public. 

Also, SWP requires all officers to participate in a ‘Let’s Talk About Race’ seminar which enables staff and officers to understand the current climate in relation to race inequality and the impact it is having on policing, staff and their communities (South Wales Police, 2020). 
Finally, South Wales Police are seeking to tackle issues surrounding hate crimes through National Hate Crime Awareness Week which aims to champion diversity and tolerance and encourages those who have experienced hostility based on disability, race, religion or sexual orientation to report their encounters (South Wales Police, 2020). 

These methods will help lead to a closer relationship between SWP and their communities, enhance ethical decision making and ensure officers abide to the Code of Ethics by being open and accountable for their actions. 

Legitimacy is found to have a positive association with officer’s commitment to ethical policing (Nix et al., 2015). When officers feel confident in their authority and valued by the public, they are more likely to support suspect’s rights, are procedurally just in their duties and use the proportionate use of force (Wolfe and Piquero, 2011). 


Conclusion
Organisational justice should be a priority within the workplace as it can reduce absences, disengagement and counterproductive behaviour and encourage trust and communication (HR Zone, 2021). In policing, forces should be striving for legitimacy and procedural justice in their incidents with residents and their communities (Police Executive Research Forum 2014). 

Studies show that people’s assessments of fair and effective policing would be enhanced through policing strategies that emphasise the use of procedural justice in encounters with the public. This will, in reality, be in highly correlated with BAME communities, use of force, stop and searches and arrests. 

By linking ‘internal’ organisational justice and ‘external’ procedural justice models together, it is possible to see how by prioritising fairness and respect could improve the publics perceptions of the police in the long term (Quinton et al. 2015).
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


Introduction 
Working in collaboration is about providing a unified response to individuals with multiple and complex needs (Social Care Institute for Excellence, 2010). Specifically in policing, cooperation between partner agencies is important to help reduce the risk to victims of crimes, ensures appropriate safeguarding and enables crimes to be prevented (College of Policing, 2015). 

Traditionally, mental health is often unrecognised and poorly handled by the police (Parker et al., 2018). Despite this, it is believed that between 20 – 45% of police time is spent engaging with people experiencing mental health issues such as victims, witnesses or offenders (House of Commons Home Affairs Committee, 2015). Therefore, a degree of multiagency working is essential to ensure these individuals receive the appropriate support and help they deserve.

This essay will explore a mental health related policing incident which involved a multiagency approach to reach an agreed and accepted decision. 


The Incident
A male had live streamed himself slicing his own throat on his social media profile. A report was received from the male’s friend concerned for his safety. I have attended the address and under Section 17 of the Police and Criminal Evidence Act (PACE) 1984, I have gained entry into the property. It transpires the male is of Asian heritage and is of Muslim faith. His wife had recently left him causing shame on the family name. He had been unable to see his children due to his substance abuse and decided to end it all. I have talked to the male using tactical communication skills to try and calm him down. I built up a good rapport and got chatting to him about things we had in common before broaching the subject of his mental health and the best course of action which ultimately led to his care being managed by a local mental health hospital. 


Multi-agency Approach Considerations
Other officers
I am aware that within the Asian culture, divorce is not an option and often brings perceptions of shame and guilt on the family name for going against God. It is said that “the most detestable of lawful things before Allah is divorce” so I knew this was a very sensitive issue to the subject (BBC, 2021). I was highly aware of this and considered asking a male colleague who I know is of the Muslim faith to attend the call in order to establish some common ground and provide an empathetic ear to the situation. In the end, I was able to get the subject talking about his family and children in a safe and calm way. 

Crisis Team
The crisis team are an on-call panel of social workers and specialists which can assist in a variety of situations for example when children need to be rehoused in the middle of the night, when individuals are experiencing a mental health episode or they can assist with other key issues such as finance, employment and housing (Mental Health Matters Wales, 2021). In this instance, I rang the out of hour’s crisis team who had prior knowledge of the subject due to his mental health and alcohol addiction. They stated the subject could not be housed in a supported accommodation or receive rehabilitation services until he was mentally assessed and was willing to engage in the process. 

Mental Health Team
Currently a pilot study is being trialled within South Wales Police whereby two nurses are stationed at the police control room to provide advice and signpost services and pathways to officers depending on the urgency of the response required during mental health calls (Broome and Davies, 2020). The nurses can provide guidance on what to do for example suggesting detaining people under Section 136 of the Mental Health Act or encouraging officers to submit a Public Protection Notification Form (PPN) to adult services. 

I asked for the mental health team to monitor and review the incident and to give me a call on my works phone. The team confirmed the subject had Schizophrenia and previous stays at a local mental health hospital. They agreed the best course of action was to take him for a mental health assessment. 

Ambulance
Finally, I asked our control room to liaise with the local ambulance control room regarding sending some paramedics to the scene to assess the male’s neck injuries. Normally this would have been graded as an ‘amber’ call however, the ambulance service agreed to attend as an emergency or ‘red’ call. This falls under the Joint Emergency Services Interoperability Programme (JESIP) which aims to provide a multiagency approach to incidents that is more organised, structured and practiced (JESIP, 2021). The paramedics were able to sterilise the wound, bandage it up and in doing so, were able to establish further information regarding the subject’s mental health during the course of the conversation. 

Decision Making
I used the National Decision Making Model (NDM) to establish the best form of action to take at the time. The NDM provides a structured and consistent approach to decision making which weighs the balance of resourcing against demand, threat and risk (South Yorkshire Police, 2017). 

The next part of this essay will use the NDM to justify my decisions at the incident and highlight any potential consequences. 

Code of Ethics
Firstly, I took into account the Code of Ethics. I ensured my actions were reasonable and I treated the subject and partner agencies with respect. I used objectivity to make choices based on evidence and using my professional judgement. I ensured I acted with fairness and impartiality and did not discriminate against the subject because of his race or religion. I used my powers and authority lawfully and proportionately and respected the rights of the subject throughout (College of Policing, 2014).

Gather Information and Intelligence
The information and intelligence I gathered was from system checks which revealed the subject had warning markers for Schizophrenia and previous occurrences in which he had been taken to a local mental health hospital. The information right in front of me indicated the male was not in the right frame of mind and had attempted to take his own life with a weapon. 

Assess threat and risk and develop a working strategy
I knew the male had used a knife or weapon to cause the injury to his throat. This means he has access to prohibited articles and was not afraid to use them. Individuals can hide articles on their person for example razor blades in their mouth (Hendry, 2018). I was conscious of the fact that I had a duty to protect the male from further harm as well as my colleagues and paramedics. 

Consider Powers and Policies
I utilised by power of entry under section 17 PACE to save life and limb (Clark, 2006). Whilst speaking with the subject I considered detaining him under Section 136 Mental Health Act 1983 however, the male was inside his own property and this specific power only applies when the individual is in a public place (Kent Police, 2021). I also considered the Mental Capacity Act 2005 as the male had a large wound to his neck, which, whilst not life threatening as it was not that deep, it was still an open wound capable of getting infected (Essex Police, 2019).

Identify Options and Contingencies
I was aware through intelligence checks that the subject had a brother in the local area that I could call to attend and speak with the subject to try and calm him down. Another option was to take the subject to the local mental health hospital, however, only if he consented to attend voluntarily. The paramedics also have mental health powers under the Policing and Crime Act 2017, so I was keen to keep them at scene until we decided on the most appropriate course of action (Paramedic Practice, 2017). 

Take Action and Review What Happened
In the end, the male agreed to voluntarily attend the local mental health ward for a mental health assessment by a registered mental health practitioner. The male was subsequently detained and sectioned to the ward for a period of 72 hours as per policy (National Health Service, 2019).

Possible Consequences 
I could have left the male with his brother to look after him and simply submitted a PPN to adult and mental health services to pick up the next day. However, I knew the male was not in the right frame of mind and genuinely believed if I left he would have tried to harm himself further. 

I also could have taken him to a place of safety e.g. the local accident and emergency ward for staff there to care for however, I did not feel this was the most appropriate course of action due to his use of a weapon and him being a potential flight risk.

In the end my decision was justified and proportionate. I was able to use my tactical communications to persuade the male to seek help by people most equipped to deal with individuals during a mental health crisis.

Conclusion 
In conclusion, mental health crisis are complex and dynamic and require the assistance of a range of services and partner agencies to ensure those most vulnerable from mental ill health in our society are cared for and receive the most appropriate support and care. 

The police service are often the first on scene to incidents and it falls to them to coordinate the most suitable course of action. Enhanced training is required for police officers to fully understand the complexities of individuals suffering with mental health problems and the powers available to them under these circumstances (Mental Health First Aid, 2018).

Finally, a systematic review study highlighted that more work is needed to clarify collaboration models encompassing people with mental health problems who come in contact with the police as suspects or perpetrators as well as victims or vulnerable witnesses (Parker et al., 2018).

Word count – 1645 (max 1650)

Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Introduction
Studies show that one in four women will experience domestic abuse from a partner in their lifetime with over 54% of these cases involving repeat victims (The Women’s Commission, 2010). A repeat victim is defined as any instance of abuse between the same victim and perpetrator within a twelve month period, which does not have to criminal in nature, according to Multi-Agency Risk Assessment Conferences (MARAC) (Safe Lives, 2021). Police forces across the UK make their response to domestic abuse a priority and have a duty to support and protect vulnerable people (Her Majesty’s Inspectorate of Constabulary and Fire and Rescue Services, 2019).

This essay will explore a policing incident involving a repeat victim of domestic abuse and the approaches considered by the police to tackle repeat victimisation. 

The Incident
I attended a report of an assault by an Asian female who is well known to police in the local area. She has been assaulted numerous times by her partner and initially makes a statement before retracting it and refuses to engage with services such as Women’s Aid. I know that women in situations like this can be fearful of male officers and I was aware that there is pressure on females from Asian cultures to remain in marriages despite being abused or assaulted and they can often receive death threats from family members to remain in the relationship. This is often referred to as honour based violence. 

This specific report was a 999 call where a female voice could be heard asking for police as she had been assaulted and a disturbance was heard in the background before the call was abruptly ended. Upon my arrival the male was walking off so my colleague has detained him whilst I have spoken with the victim who confirmed on my bodyworn video that she had been assaulted by him. I made sure I kept my distance from her to ensure she felt safe, I talked to her with respect and courtesy and I was non-judgemental when she explained her previous history with the male. 

She initially wanted to make a complaint so I obtained a statement from her and completed the Domestic Abuse Stalking Harassment questions as part of the Public Protection Notification (PPN) to ensure appropriate safeguarding and referrals were implemented. 

The female retracted her statement the next day. 

Approaches to Manage Vulnerability and Risk
Independent Domestic Violence Advisers (IDVA)
I arranged for an IDVA to go and see the victim the next morning. IDVA’s are specialists who work with victims of domestic abuse and who are at high risk of serious harm by providing ongoing support and  tailoring a safety plan to ensure victims and their families are protected from abusive behaviour (Safer Futures, 2021). What is unique about IDVA’s is that they are independent from the police and can often obtain more information from victims as they provide emotional support and encourage them to achieve positive outcomes (College of Policing, 2015). Even if the victim does not wish to pursue a criminal complaint, IDVA’s can assist with civil options such as restraining orders, aid with providing additional security such as locks and alarms and arrange housing options if victims need to flee their homes (Manchester City Council, 2021). However, the only disadvantage to this approach is that victims have to want to engage in the process and consent to the support (West Mercia Women’s Aid, 2021). 

Domestic Violence Protection Notices (DVPN)
I also highlighted in my officers observations on the PPN and during my update that considerations should be made to apply for a DVPN on the victim’s behalf. A DVPN is an emergency non-molestation and eviction notice which is served on a perpetrator by the police. A magistrate can then grant a Domestic Violence Protection Order (DVPO) which prevents the perpetrator from returning to or having contact with the victim for up to 28 days (Home Office, 2020). Even if the victim retracts her statement and the perpetrator is released ‘no further action’ due to limited evidence, a DVPN can still be applied for. This gives victims breathing space to think about their situation by providing temporary respite from their abuser and allow services to provide support without interference (College of Policing, 2015).

What Works for Tackling Repeat Victimisation and Offending
Identification
The first step in tackling repeat victimisation is identifying a person as a repeat victim. This is achieved by the control room picking up on frequent callers, response officers reviewing previous occurrences linked to the involved parties, other agencies reporting information to the police and even the victim themselves confirming this isn’t the first time an incident has happened (Bridgeman and Hobbs, 1997). This is vital as it prevents tragic results such as the Fiona Pilkington case where a mother killed herself and her disabled daughter after suffering years of harassment and failing to be identified as a repeat victim or safeguarded appropriately (Safer Communities Overview and Scrutiny Panel, 2015).

Multi-Agency Approach
Multi-agency work addresses the root causes of violence and supports those who are already victims or offenders of violence in a sustainable way (Public Health England, 2019). In England and Wales, a contemporary approach to reducing victimisation is through multi-agency working hence the development of the Multi-Agency Safeguarding Hubs (MASH) (Sharrock et al., 2020). MARAC meetings have representatives from various MASH services such as children’s services, adult care and health services to reduce the risk to domestic abuse victims (Hampshire County Council, 2021). Results show that MARAC’s are invaluable and assist victims more efficiently and data shows that 6 in 10 victims had not been victimised due to their intervention (Robinson, 2006). 

Perpetrator Interventions
Studies have shown that domestic violence perpetrator interventions or programmes reduced the number of assaults and decreased the amount of domestic abuse calls and other domestic related offending compared to those with no interventions (Hester et al., 2019). Interventions can include things like courses organised through probation services, group work to help challenge perpetrators and help them recognise abuse as well as one-to-one intensive case management to address an individual’s behaviour and other issues like substance abuse and mental health problems (Drive Project, 2021). These interventions hold perpetrators accountable for their behaviour whilst at the same time safeguarding and preventing future risk of harm (Drive Project, 2021).

Conclusion
The cost of domestic violence to the criminal and civil justice systems as well as health, social and housing services is around £3.1 billion per year which shows it is a real and ever present issue in our society (Robinson, 2006). It is vital that the police and partner agencies have the right tools and resources to enable them to provide effective protection to vulnerable and repeat victims of domestic violence (Home Office, 2020). MASH and MARAC services, Women’s Aid and IDVA’s are all examples of services that aim to reduce domestic violence and repeat victimisation through the continued support of those that are most vulnerable. The development of policing powers such as the DVPN as well as the Domestic Violence, Crime and Victims Act (2004) enable the police and criminal justice service to tackle domestic violence in a real and tangible way (The Guardian, 2009). 

Training delivered to police and partner agencies is required to improve sensitivity when dealing with victims, preventing secondary victimisation and ensuring affective multi-agency co-operation where everyone understands their roles (Logar and Vargova, 2015). Also, further research is required to understand the true extend of domestic related interventions in tackling repeat victimisation and offending. 

Word Count – 1249 (max 1375)



Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

Introduction
Fraud involves the use of deception, trickery and a breach of trust in order to gain an unjust or unlawful advantage over another (Gan Integrity, 2021). Simply put, fraud is cheating. Both individuals and businesses can be victims of fraud and it can include things like bank account fraud, benefit fraud, credit card fraud and many more (Lincolnshire Police, 2021). The estimated cost of fraud in the UK is between £130-190 billion a year with individuals more likely to fall victim to fraud or cyber offences above any other crime (Action Fraud, 2021). In particular, employees who commit fraud are able to do so because there is opportunity e.g. through lack of supervision, due to pressure e.g. from personal gambling addictions or due to internal rationalisation e.g. ‘I didn’t get a bonus, the company owes me’ (University of Southern Indiana, 2021).

This essay will explore a serious and complex policing investigation involving a case of employee fraud.




The Incident
I attended the victims address and identified she was of Asian minority however, English was her first language. As I obtained details from her I identified that she was slow to respond to questions and had trouble locating all of her evidence. She later told me she suffered with learning difficulties and stated this is why she hired her employee, so the victim could continue with her dance class business whilst her employee dealt with things like paying other dance instructors, collecting payments from gyms/venues, marketing and advertising through social media etc. 

The victim states the day before, she logged on to the businesses Paypal account when she noticed that the total amount was less than she had been expecting. She had done some digging and noticed several large transactions which she later discovered were sent to her employee’s bank account. This had been done without the victim’s knowledge and permission.

I gave the victim some initial online banking safety advice regarding freezing accounts and obtaining refunds from the bank. I also submitted a Victim Focus Referral Form as I believed the victim would benefit from both emotional and financial support and advice due to her learning difficulties (South Wales Victim Focus, 2021).

Gathering Information and Intelligence

Victim Statement
From experience, I know the most important aspect to an investigation like this is the initial account provided by the victim. I arranged to take a statement from the victim detailing her and the employees relationship, job role agreements, who has access to bank accounts and establishing exactly how much had been taken and when. A statement in this context will provide written support of the allegation of employee fraud and is crucial to the case as it is designed to show the victims evidence in its strongest light (Pinsent Masons, 2011).

The victim disclosed she was nervous about providing a statement so I arranged for the victim interview to take place at her home address rather than at a police station to make her feel more comfortable, as is my duty under the Code of Ethics (College of Policing, 2014). I also suggested that the victim arrange for an Appropriate Adult (AA) to be present due to her learning difficulties. It is my role under the Code of Practice for Victims of Crime to ensure the victim is ‘able to understand and to be understood’ (Victim Support, 2021). I knew that an AA would help facilitate this as part of their role is to assist the victim in communicating with the police and ensure they are being treated properly and fairly (Appropriate Adult Network, 2018).

I also asked the victim for screenshots, bank statements and bank account numbers to assist with my investigation later on. These documents then become relevant material that would later be disclosable to the defence before court, as they have a bearing on the case, as stated under the Criminal Procedure and Investigations Act (CPIA) 1996 (Ministry of Justice, 2005).


Action Fraud
My next action was to log the details of the circumstances with Action Fraud. Action Fraud is the UK’s national reporting centre for fraud and cybercrime who assess the reports and pass it along to the National Fraud Intelligence Bureau (FIB). This is so important as it uses a partnership working approach to share fraud and cybercrime alerts and to raise awareness to prevent the public and businesses from becoming victims (Action Fraud, 2021). Whilst they don’t investigate the crimes, Action Fraud are able to identify if there is a pattern or common emerging scam and then pass this information along to the right agencies to prevent any further economic loss. For example, there has recently been a phone call scam whereby individuals pretend to be from the police and tell victims they are investigating a fraud on their bank account and have someone arrested in custody (Herefordshire Police, 2021). These criminals target elderly people, usually over 60 and ask them to withdraw large sums of money or confirm their PIN numbers etc. 

Economic Crime Investigators (ECI)
The next step I took to gather information and intelligence was to liaise with an ECI in my force. These are specialists that can provide advice to progress economic crime investigations, perform checks and work with partner agencies to uncover intelligence and ensure any material that is generated is recovered, examined and retained in accordance with legislation and policy (College of Policing, 2021). 

In this instance, the ECI completed Experian checks on the suspect’s bank account details that had been provided by the victim. Experian can provide reports on a person’s financial history and activities (Experian, 2021). The checks revealed the name of the bank the suspect banked with including where it had been set and up and the name and address it was registered to. 

This information was vital as it allowed me to complete local force system checks and Police National Computer (PNC) checks to establish if the suspect had any previous convictions for similar dishonesty or theft offences which would help strengthen the case in court. Bad character evidence can be used in court to demonstrate evidence of or a disposition towards misconduct, reprehensible behaviour, previous incidents of lying during interviews and witness intimidation which all call into question a suspect’s character and disregard for the criminal justice system (CPS, 2021).


Data Protection Forms
I used the information from the Experian checks to complete an application for information from Paypal and the suspect’s bank directly, e.g. this could be straight to Lloyds, Barclays etc. The police are able to request personal information from authorities and business under Schedule 2 of the Data Protection Act (DPA) 1998 if the information is for the prevention or detection of crime or to apprehend or prosecute offenders, in this instance, I was seeking both of these things (Bristol Government, 2021). 

The bank and Paypal assessed my request and sent back the information I was looking for, namely, confirming who the account was registered to and transactions from the date/time in question, to and from the business account and the suspects account. The report confirmed the suspect had been receiving a weekly wage from the company but had also transferred larger sums, including amounts of over £1500 on several occasions. 


Charter Application
Also, I considered a charter application in order to obtain communications data on the suspect’s bank accounts and Paypal accounts however, in the end, I did not feel it was needed as I could already attribute the bank account to the suspect from the data protection forms. Charter allows officers to apply for and access private communications data such as attributing a phone number to a suspect or ‘pinging’ their location on a certain date and time to prove they were at a specific location (Parker, 2018). This ultimately goes against Article 8 of the European Convention of Human Rights, the right to respect for your private life and any correspondence e.g. letters, telephone calls and emails (Equality and Human Rights Commission, 2021). Charter applications must be necessary and proportionate and fulfil a specific investigative objective (Parker, 2018). From experience the process can take several months to obtain the relevant intelligence. 


Arrest
I felt with the information I had already obtained and the initial disclosure and evidence from the victim, I had enough grounds to arrest the suspect. Therefore, I began arrest enquiries and ultimately arrested her for Fraud by False Representation under Section 2 of the Fraud Act 2006 which can include things like claiming for costs that were never incurred to falsifying details on a credit card (Ashmans Solicitors, 2020).

During interview the suspect stated that it was agreed between herself and the victim that she was entitled to those funds for extra hours worked and transport up and down the country to various venues. As an officer, I am under a duty to explore any defences or lines of enquiry presented by the suspect, even if they undermine the prosecution or assist the defence (CPS, 2021).

As such, I went back to the victim and obtained a further statement confirming no written or verbal agreement had been made regarding the additional funds. I also obtained evidence of the contract signed by the suspect confirming salary, bonuses and job role. 


Digital Examination 
Upon arrest of the suspect, I completed a Section 32 search at her address, under the Police and Criminal Evidence Act (PACE) 1984 and seized her laptop under Section 19 of PACE as I reasonably believed the device would contain evidence of the offence (Academy Recruit Training, 2015).

From previous experience, I was aware of the protocol regarding if a suspect refuses to provide a PIN or passcode to their phone or media device. As such, during interview, I served her with a Section 49 notice under the Regulatory Investigatory Powers Act 2000 which requires a suspects to disclose pins/passcodes and informed her that failure to provide these details can result in a criminal offence with charges resulting in 2-5 years imprisonment on conviction (Old Bailey Solicitors, 2020).

I then submitted an application for the laptop to be digitally examined by a Digital Media Investigator (DMI). Their role is to extract and analyse data/material from a wide range of digital sources in order to assist in detecting crime and ensuring all intelligence gathered is obtained ethically (Staffordshire Police, 2018). I was hoping to obtain any messages or emails with agreements for payments and any financial information proving the transactions were sent to the suspect’s accounts. 


Conclusion
In conclusion, fraud cases can result in protracted investigations that result in a large amount of intelligence gathered from a wide range of sources that ultimately forms used and unused material that is relevant in court. Officers have a duty to ensure ‘no stone is left unturned’ and all allegations and lines of enquiry are thoroughly investigated.

Police officers have a responsibility to identify any vulnerabilities for example ethnicity, age or learning difficulties which effect the type of service, enhanced or otherwise, victims should receive by the criminal justice service.

Unfortunately, the Covid-19 pandemic has only seen an increase in frauds and scams with those most vulnerable in our society at the greatest risk (UK Finance, 2021). Many people were furloughed or made redundant during the pandemic resulting in a lot of scared and desperate individuals. However, employee fraud can have huge implications for the organisation, from inventory and revenue loss, to bankruptcy filings (Strealine Telecom Inc, 2021). More should be done to raise awareness of the implications and criminal sentences of employee fraud to deter these types of crimes. 
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


Introduction
Digital policing and cybercrimes are increasing in frequency and sophistication with several million internet facilitated crimes reported yearly in the UK (Metropolitan Police, 2021). Cybercrime is one of the fastest growing criminal activities and effects everyone from vulnerable victims to large scale businesses (Bedfordshire Police, 2021).

Criminals are able to access the internet to commit a wide range of offences including phising scams targeting the elderly, domestic abuse aggressors sending malicious communications through social media as well as the recent increase in ‘revenge porn’, where ex-partners send or upload private sexual images without the others consent (Crown Prosecution Service, 2021). Despite these dreadful crimes, one of the most vulnerable users of the internet is children (Tapper, 2021). 

Online grooming if where someone befriends a child online and builds up their trust with the view of exploiting them or causing them harm through sexual abuse, obtaining explicit images or as part of the radicalisation process (Childnet International, 2018).

This essay will explore a policing incident involving a child receiving messages online and explain the subsequent safeguarding measures implemented by the police. 

Digital Policing Incident
I currently work as a response officer in a busy sector within South Wales Police. One shift, a call was reported from a female to say they had discovered their 14 year old sister had been receiving communications online from an unknown person. This person had started to send sexual comments as well as images and videos of his genitals and of him masturbating. He had then started asking for pictures of the child. This unknown suspect has then arranged to meet the child in a nearby path leading to a park.

Myself and another officer attended the victims home address to speak with the mother, sister and daughter to ascertain exactly what had happened and what offences had been committed. Once this had been established, I suggested that officers go in plain clothes to the location in order to facilitate the arrest of this suspect. I knew from experience it could take months to identify them through data protection applications to the suspect’s telephone provider, charter submissions on the suspect’s telephone number and open source searches on the suspect’s social media accounts.

I have then attended the location and after an initial struggle, arrested the perpetrator for Meeting a Child Following Sexual Grooming under Section 15 of the Sexual Offences Act 2003 (Sentencing Council, 2021). Under Code G of the Police and Criminal Evidence Act (PACE) 1984, I explained the necessity for the arrest was to allow a prompt and effective investigation, to prevent harm to another and to protect a vulnerable person (Higgs Newton Kenyon Solicitors, 2021).

I then completed a section 32 PACE search on his person for evidence relating to the offence as I reasonably believed I would find a digital devices used to communicate with the victim (College of Policing, 2020). I located a mobile phone which I seized under section 19 PACE to allow for digital examination (Home Office, 2021). After this, I then completed a Section 18 search of the suspects address, authorised by an Inspector, for any other devices or evidence relating to the offence, which is a triable either way offence (Clark, 2006).

Safeguarding
Following this I have completed a Public Protection Notification form in order to inform the child abuse and public protection team of the circumstances. The purpose of this is to provide the police and partner agencies with relevant and detailed information so they can make decisions about the risk assessment and grading’s and take the appropriate actions required to safeguard victims of crime and abuse (Hampshire Police, 2018). In this case, the public protection team would liaise with relevant third parties including social services for ongoing support to the mother and sister, education services to apprise the victim’s school of what had been going on and health services in order for the victim to gain access to counselling and speak with a child psychologist.

I also completed a Victim Focus Referral form to enable the victim to gain access to further support. South Wales Victim Focus offer immediate and long term help to cope and recover from the effects of crime (South Wales Victim Focus, 2021). This can include emotional support through discussions of options to help relieve stress. Practical support such as installing alarms or accessing the right benefit payments as well as help for parents and guardians to support child victims (South Wales Victim Focus, 2021). I also noted on the referral form that the mother and victim could benefit from education on online safety in the hope they would have an input from a specialist or the police in regards to monitoring children’s activities online. 

Finally, I considered target hardening services. Whilst predominantly used for victims of domestic abuse or anti-social behaviour, these services improve the security of vulnerable victim’s properties to protect and reassure individuals (Government Online 2018). This can include things like alarms fitted to windows, fire proof letter boxes and CCTV cameras installed. Despite this, due to the advancement in technology, there are now services available to provide advice on online safety, assistance in setting up website blockers and parental controls, implementing time and usage limits and enabling parents to monitor their children’s commonly accessed websites more closely. 

Vulnerability
The epidemic of child-victimisation is a problem of national concern as children are one of the most vulnerable victim populations in our society (National Crime Victim Law Institute, 2021). In this instance, as the child is under 17, they will automatically be categorised as vulnerable due to their age under the Victims Code which means the child is entitled to an enhanced service (Action Fraud, 2021). Children are vulnerable due to their low self-esteem and poor self-image and can be easily manipulated in doing things as their sense of right and wrong hasn’t fully developed (Sefton Council, 2021). Further vulnerabilities can include things learning difficulties, poverty, history of abuse, gang association, confusion over sexual orientation, living in foster or care homes or a recent bereavement or loss (Sefton Council, 2021).

Groomers hide who they are and are able to disguise their identity by sending photos or videos of other people, usually around the same age as the victim (National Society for the Prevention of Cruelty to Children, 2021). Groomers use the same websites, games and smartphone applications and learn about a young person’s interests in order to build a relationship and earn their trust. These people may try and isolate the child from their friends and family and make them feel dependant on the groomer. The perpetrator may use blackmail to make a child feel guilt and shame and introduce the idea of ‘secrets’ to control, scare and intimidate them (National Society for the Prevention of Cruelty to Children, 2021). This is why online grooming is becoming one of the worst crimes effecting children in the modern era, because the victim doesn’t see it coming and it happens behind closed doors. 

In this instance, the victim did not suffer with any enhanced vulnerabilities associated with online crimes such as eating disorders, she was not being bullied in school or online and did not have any mental health problems. As such her mother did not believe she was at risk online. This is why parental education is just as important as educating the children themselves. 

Conclusion
With children spending more time at home online, the Covid-19 pandemic has resulted in an increase in the demand for child abuse images and the grooming and sexual abuse of children through digital technologies (Swanwick, 2021). Whilst traditional Child Sexual Exploitation (CSE) methods include physical sexual acts and sexual intercourse, non-contact online activities such as sexual images, encouraging sexual acts and forcing children to watch sexual videos are becoming more prevalent (Lincolnshire Police, 2021).

It is important that parents, teachers, the health sector and the police all play their part in identifying the signs of CSE and submitting the relevant referrals to safeguard the victims of these crimes. With a multiagency approach, victims can receive targeted support, vulnerable victims will be identified and receive an enhanced service and less will go on to become repeat victims. 

Education has a big role to play in reducing digital crimes. It is recommended more is done at a local level through talks in schools from police forces and agencies such as the National Society for the Prevention of Cruelty to Children (NSPCC) on developing awareness and teaching children the skills needed to keep safe online (NSPCC, 2018). On a national level the government and law enforcement agencies should publicise and distribute campaigns on the importance of monitoring children online.  

Word Count – 1443 (max 1650)

[bookmark: TITUS2HeaderFirstPage] 


[bookmark: TITUS2HeaderEvenPages] 


[bookmark: TITUS2HeaderPrimary] 


[bookmark: TITUS2FooterFirstPage] 

9


[bookmark: TITUS2FooterEvenPages] 

24


[bookmark: TITUS2FooterPrimary] 

23

Task 6 
Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace 2and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
 
 
 
 
Confirmation of the progress on the Occupational Competency Portfolio (OCP). 
 
I confirm that I am progressing with the Occupational Competency Portfolio (OCP) in accordance to the regulations.  
 
Signed:  L. Evans 
 
Date: 11/11/2021
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