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Healthcare companies are a popular target for cyber criminals because they have valuable patient data. HealthPlus Analytics (HPA) is a UK company that stores medical information for hospitals. Recently, HPA had two security problems: attackers accessed patient data in the cloud, and ransomware locked the analytics servers. These events show that the company needs better protection.
In this report, I look at what threats HPA faces from outside and inside the organization. I then suggest four security policies that follow ISO 27001 and UK GDPR rules. The report also describes technical solutions like encryption and multi-factor authentication. There is a plan for watching the network and responding to attacks, based on the NIST framework. Finally, I explain a training program to teach employees about security.
If HPA follows these recommendations, it can protect patient data better, avoid legal problems, and keep the trust of its hospital partners.
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The healthcare industry has become one of the main targets for cyber attacks. According to the Verizon Data Breach Investigations Report, healthcare organizations experience more security incidents every year [6]. Criminals want to steal patient data because it is very valuable on the black market. One patient record can be sold for much more money than a credit card number.
HealthPlus Analytics works with sensitive medical information from UK hospitals and clinics. The company uses cloud services and analytics software to process this data. In the past few months, HPA experienced two serious incidents. First, there was unauthorized access to patient records stored in the cloud. The investigation showed that the cloud storage was not configured correctly. Second, a ransomware attack encrypted files on the analytics servers and stopped work for several days.
These incidents have serious consequences. UK GDPR requires companies to protect personal data, and the Information Commissioner's Office can give fines up to 17.5 million pounds or 4% of annual turnover [3]. NHS partners also expect their suppliers to follow the Data Security and Protection Toolkit standards [4]. If HPA cannot demonstrate good security, it may lose important contracts.
The board of directors asked me to create a security framework for the company. This report presents my analysis of the threats, proposed policies, and practical recommendations. The goal is to build a system that protects data and creates a culture where everyone understands their responsibility for security.
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Before we can protect the company, we need to understand what we are protecting against. Security experts use the CIA Triad model to think about this [2]. CIA stands for Confidentiality (only authorized people can see the data), Integrity (the data is correct and not changed), and Availability (systems work when needed). Different attacks target different parts of this triad. For example, a data breach attacks confidentiality, while ransomware attacks availability.
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External threats come from criminals, hackers, and sometimes even governments who try to attack from outside the company network.
Ransomware is now the biggest threat to healthcare organizations. In 2023, the Verizon report found that ransomware was involved in 24% of all healthcare breaches [6]. Attackers encrypt company files and demand payment, usually in cryptocurrency. Healthcare companies often pay because they cannot work without their data. The WannaCry attack in 2017 showed how much damage ransomware can do to the NHS. HPA already experienced this type of attack, which proves it is a real danger.
Phishing remains the most common way attackers get into systems. ENISA reports that 94% of malware is delivered through email [5]. Criminals send emails that look like they come from trusted sources. When an employee clicks a bad link or opens an infected file, the attacker gains access. Healthcare workers are busy and may not always check emails carefully, which makes them easy targets.
Cloud misconfigurations are a growing problem as more companies move data to cloud services. If storage buckets or databases are not set up correctly, anyone on the internet might access them. This is what happened at HPA. Many organizations do not fully understand the shared responsibility model, where the cloud provider secures the infrastructure, but the customer must secure their own data and settings.
Supply chain attacks happen when criminals compromise software or services that a company uses. The SolarWinds attack in 2020 showed how dangerous this can be. If HPA uses third-party analytics tools or libraries, an attacker might inject malicious code through an update.
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Not all threats come from outside. Sometimes the danger is inside the company. Internal threats can be accidental or intentional.
Human error causes most data breaches. The Verizon report found that 74% of breaches involve a human element [6]. Employees may send emails to wrong addresses, use weak passwords, lose laptops with patient data, or click on phishing links. These mistakes are not malicious, but they can cause serious damage. At HPA, the cloud misconfiguration was probably also a result of human error during setup.
Malicious insiders are employees who deliberately steal or damage data. This might be for money, revenge after a conflict with management, or because they are leaving to work for a competitor. Healthcare data is valuable, and a dishonest employee with database access could copy thousands of patient records.
BYOD (Bring Your Own Device) risks appear when employees use personal phones, tablets, or laptops for work. These devices may not have security software, may connect to unsafe networks, or may be shared with family members. If an employee accesses patient data on a personal phone that gets stolen, this creates a data breach.
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Policies are the foundation of any security program. They tell everyone in the organization what they must do and what they cannot do. Good policies are based on international standards. ISO 27001 is the main standard for information security management systems [1]. UK GDPR sets legal requirements for protecting personal data [3]. The following four policies cover the most important areas for HPA.
[bookmark: _Toc227255974]4.1 Data Protection Policy
Patient data is the most asset HPA has, and also the most sensitive. This policy sets rules for how to handle it throughout its lifecycle. First, all data must be classified into categories: highly sensitive (patient medical records), sensitive (contact information), and internal (business documents). Each category has different protection requirements. Highly sensitive data must always be encrypted using AES-256 standard, both when stored and when sent over networks. Staff can only access data they need for their specific job tasks — ISO 27001 calls this the principle of least privilege [1]. When data is no longer needed, it must be destroyed securely, not just deleted. HPA will keep records of all data processing activities as UK GDPR Article 30 requires [3].
[bookmark: _Toc227255975]4.2 Access Control Policy
Controlling who can access systems and data is critical for preventing both external attacks and insider threats. Every person who uses HPA systems must have a unique user account - shared accounts are not allowed. Passwords must be at least 12 characters with a mix of letters, numbers, and symbols. For any system that contains patient data, multi-factor authentication (MFA) is mandatory. This means users need both a password and a second factor like a code on their phone. Access rights will follow the Role-Based Access Control (RBAC) model, where permissions are assigned to job roles rather than individuals. The IT team will review all access rights every quarter and remove unnecessary permissions. When an employee leaves the company, their access must be disabled within 24 hours - not at some point in the future.
[bookmark: _Toc227255976]4.3 Acceptable Use Policy
This policy explains what employees can and cannot do with company equipment and systems. Company laptops and phones are for work purposes. Personal use should be minimal and must never involve activities that create security risks. Employees must not install software without IT approval, as unauthorized programs might contain malware. They must not connect to public WiFi networks when working with patient data, unless using the company VPN. Passwords must never be shared with colleagues, written on sticky notes, or sent by email. Computers must be locked when leaving the desk, even for a short time. Any suspicious emails or security concerns must be reported to IT immediately. Employees who break these rules may face disciplinary action, and serious violations can lead to dismissal.
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When a security incident happens, fast and organized response can limit the damage. This policy defines what counts as an incident: any event that threatens confidentiality, integrity, or availability of data or systems. All employees must report potential incidents immediately to the IT Security team using email or a dedicated phone number. The security team must assess the severity within one hour. Serious incidents require notification to senior management right away. UK GDPR requires that personal data breaches be reported to the ICO within 72 hours, so documentation must be accurate from the start [3]. After each incident is resolved, the team will conduct a review to find the root cause and prevent similar incidents. All incident records will be kept for at least three years.
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Policies tell people what to do, but we also need technical and organizational measures to enforce them and add extra layers of protection. Table 1 shows how each identified threat maps to specific countermeasures.
Table 1: Mapping of Threats to Mitigation Measures
	Threat
	Mitigation Measures


	Ransomware
	Daily offline backups, endpoint detection and response (EDR), network segmentation to limit spread

	Phishing
	Email filtering with anti-phishing rules, MFA to reduce impact of stolen credentials, regular staff training

	Cloud misconfiguration
	Cloud security posture management tools, configuration audits, encryption of all stored data

	Human error
	Security awareness training, data loss prevention (DLP) software, email encryption for sensitive data

	Malicious insider
	Least privilege access, user activity monitoring, background checks for sensitive roles

	BYOD risks
	Mobile device management (MDM), mandatory VPN, remote wipe capability for lost devices



The most important technical measure is a Security Information and Event Management (SIEM) system. This tool collects log data from all systems across the network and uses rules and machine learning to detect suspicious patterns [2]. For example, it can alert when someone tries to access systems outside normal working hours or when large amounts of data are being copied. HPA should also conduct penetration testing at least once a year, where ethical hackers try to break into the systems to find weaknesses before real criminals do.
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Security is not something you set up once and forget. Threats evolve, new vulnerabilities appear, and attackers become more sophisticated. HPA needs continuous monitoring to detect problems early and a clear process to respond when something goes wrong.
The SIEM system will run 24 hours a day, 7 days a week. It will collect logs from firewalls, servers, cloud services, and user workstations. The security team will configure rules to detect common attack patterns: multiple failed login attempts that might indicate password guessing, connections to known malicious IP addresses, unusual data transfers outside working hours, and changes to critical system files. When the SIEM detects something suspicious, it sends an alert to the security team for investigation.
For incident response, HPA will follow the NIST Cybersecurity Framework which has six phases [2]. Figure 1 shows this process. (1) Preparation means having tools, trained people, and documented procedures ready before an incident happens. (2) Identification is about detecting that something bad is happening and understanding what kind of attack it is. (3) Containment focuses on stopping the attack from spreading — for example, disconnecting an infected computer from the network. (4) Eradication removes the threat completely, such as deleting malware and closing the vulnerability that allowed entry. (5) Recovery brings systems back to normal operation safely, often from clean backups. (6) Lessons Learned is a review after the incident to understand what happened and improve defenses.
[image: ]
Figure 1: NIST incident response lifecycle. The process is circular because lessons from each incident improve future preparation [2].

HPA will create an Incident Response Team with members from IT, legal, HR, and communications departments. Each person will have a specific role defined in advance, so there is no confusion during a real crisis.
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Technology alone cannot make HPA secure. The Verizon report shows that 74% of breaches involve human factors [6]. Employees who do not understand security risks will make mistakes that even the best technical controls cannot prevent. A comprehensive training program is essential to create a security-aware culture.
Onboarding Training: Every new employee must complete security training before they get access to any systems. This is not optional. The training will take approximately four hours and cover: why security matters for healthcare, the four main company policies, how to recognize phishing emails with real examples, rules for handling patient data, password best practices, and how to report security concerns. At the end, employees must pass a quiz with at least 80% correct answers.
Quarterly Refresher Sessions: Security threats change rapidly. What was safe last year might be dangerous today. Every three months, all employees will attend a one-hour session that covers new types of attacks seen in the industry, any security incidents that happened at HPA (anonymized), reminders about key policies, and updates to procedures. Attendance will be tracked, and managers will follow up with anyone who misses sessions.
Phishing Simulations: Reading about phishing is not enough - people need to practice spotting it. The IT security team will send fake phishing emails to employees throughout the year without warning. These emails will look realistic but will be harmless. Employees who click on links will immediately see a message explaining what happened and offering additional training. ENISA recommends this approach as one of the most effective ways to reduce phishing risk [5]. Results will be tracked over time to measure improvement.
Role-Specific Training: Different jobs have different risks. IT administrators need deep technical training on secure configurations, patch management, and log analysis. Staff who work directly with patient data need extra training on UK GDPR requirements, data minimization, and secure data transfer. Managers need to understand their responsibility for their team's compliance and how to handle security incidents in their department. Each group will have specialized training modules.
Measuring Effectiveness: The training program will be evaluated using several metrics: phishing simulation click rates (target: below 5%), time to report real suspicious emails, number of policy violations, scores on annual security assessments, and employee feedback on training quality. If click rates are not improving, the training content and methods will be reviewed and updated.
Table 2: Annual Training Schedule
	Training Type
	Frequency
	Audience

	Onboarding
	First week of employment
	All new employees

	Refresher sessions
	Quarterly
	All staff

	Phishing tests
	Monthly
	All staff

	Technical deep-dive
	Twice per year
	IT team only

	GDPR compliance
	Annually
	Data handlers
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The two recent security incidents at HealthPlus Analytics were a wake-up call. They showed that the company was not prepared for modern cyber threats. This report has analyzed the risks HPA faces and proposed a comprehensive framework to address them.
The main threats come from ransomware, phishing attacks, cloud misconfigurations, and human error. To counter these threats, HPA needs four core policies covering data protection, access control, acceptable use, and incident response. Technical measures like encryption, MFA, and SIEM monitoring will enforce these policies. The NIST-based incident response process will help the company react quickly when problems occur.
Perhaps most importantly, a strong training program will transform security from an IT concern into a shared responsibility. When every employee understands how their actions affect patient data security, HPA will be much harder to attack. By implementing these recommendations, the company can meet UK GDPR requirements, satisfy NHS partner expectations, and earn the trust of the patients whose data it protects.
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[bookmark: _Toc227255983]10. Appendix - Board Presentation

The attached PowerPoint presentation summarizes the key findings and recommendations from this report. It is designed for a 10-minute presentation to the board of directors to help them understand why these security measures are necessary and what resources will be required for implementation.
Presentation structure:
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