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[bookmark: _Toc214277284][bookmark: _Hlk213936847]Task 1 – Reflection Essay

[bookmark: _Toc214277285][bookmark: _Hlk213936880]Introduction
This essay reflects on Chapters 2 – 4 of the DevNet – Network Programmability Module, leading to a deeper understanding of online DevNet resources such as learning labs and sandboxes. Key concepts in software development, design and APIs were also explored enhancing technical confidence in network programmability.
[bookmark: _Toc214277286]Chapter 2 – The DevNet Developer Environment 
Chapter 2 (2.1.1) introduces a range of tools and platforms that support developers in network programmability. Learning labs offer guided tutorials and simulations enabling learners to engage with real-world scenarios using Cisco technologies. These labs are self-paced and include coding exercises that reinforce key concepts in automation and API usage. Sandboxes provide access to isolated Cisco environments for testing, allowing developers to experiment with APIs and scripts without needing physical hardware. This is particularly useful for validating configurations before deployment, reducing the risk of errors in live environments and improving overall confidence.
Chapter 2 (2.2.4) expands on collaborative platforms such as Code Exchange, which enables developers to share and reuse code via a central repository hub. Automation Exchange showcases network automation use cases with toolkits and solutions. Ecosystem Exchange connects developers with solution providers across industries, offering a head start in design and innovation. 
The key terms introduced are: 
Sandbox – A safe, isolated environment for testing code and simulating network behaviour.
Learning Labs – Self-paced tutorials with coding exercises.
GitHub – An interface for developers to work with GitHub repositories. 
Network Automation – Software that manages and configures network devices automatically.
The tools introduced in Chapter 2, such as sandboxes, learning labs and GitHub are applicable in professional IT and networking environments. Sandboxes allow engineers to safely test scripts and configurations before deploying them to live systems, reducing the risk of service disruption. Learning labs simulate real-world scenarios using Cisco technologies, helping learners and professionals build confidence with automation tools. 

One challenge encountered was navigating the sandbox interface, which presented multiple options without clear links to associated labs. However, the learning labs were well-structured and easy to follow. The module exam was particularly helpful, allowing students to complete at their own pace and to retry without repercussions, reinforcing learning through practice. 
[bookmark: _Toc214277287]Chapter 3 – Software Development & Design 
Chapter 3 (3.7.1) summarizes technical concepts in software development and network programmability, including software development life cycles (SDLCs), design patterns, version control systems, coding basics, code review, testing, and data formats. The SDLC section compares Waterfall, Agile, and Lean models. Agile promotes flexibility and iteration, whereas Waterfall follows a linear structure suited to projects with fixed requirements. Lean focuses on reducing waste and delivering value efficiently.
Design patterns offer reusable solutions to common coding problems, grouped into creational, structural, and behavioural categories. The observer pattern allows objects to receive updates when changes occur in another object, as seen in Google Maps responding to traffic changes in real time. 
Version control systems (VCS) manage changes to code. Git is a distributed VCS that allows developers to work locally, syncing with remote repositories. GitHub adds features like code review and bug tracking.
Chapter 3 (3.7.1) also covers clean code principles emphasizing readability. Code comments explain why something is done, not just what it does. Code reviews, whether formal, over-the-shoulder, or via email improve quality and consistency.
Software testing includes functional and non-functional types. Unit testing checks smaller components of code, while integration testing ensures they work together efficiently.
Data formats like XML, JSON, and YAML structure information for exchange. YAML builds on JSON’s syntax and is designed for easier readability.
The technical concepts in Chapter 3 are foundational to software and network development. Agile and Lean methodologies are widely used in industry to support iterative development and continuous improvement, while Waterfall remains relevant for projects with fixed scopes.
One challenge was understanding the observer pattern in Chapter 3 (3.2.3). However, the social media example clarified the use of observers and subjects. Another challenge was distinguishing functional from non-functional testing in Chapter 3 (3.5.3), which was clarified through Test-Driven Development in Chapter 3 (3.5.6).




[bookmark: _Toc214277288]Chapter 4 – Understanding and Using APIs
Chapter 4 (4.9.1) focuses on technical concepts such as APIs, their design and architectural styles, rate limits, troubleshooting techniques, REST APIs, and authentication mechanisms. 
An API (Application Programming Interface) defines how developers and users interact with application components. APIs may use web-based interactions, communication protocols, or proprietary standards. Modern APIs are thoroughly tested and integrated into products from the outset.
APIs operate synchronously or asynchronously. Synchronous APIs return data immediately, while asynchronous APIs confirm receipt and send data once processing is complete.
Three architectural styles are introduced:
• 	RPC (Remote Procedure Call) – A request-response model allowing one application to call procedures on another acting as a server.
• 	SOAP (Simple Object Access Protocol) – A platform-independent messaging protocol using HTTP to communicate across platforms or languages.
• 	REST (Representational State Transfer) – A hybrid style built on six constraints including client-server, statelessness, and caching, typically applied over HTTP.
REST APIs communicate over HTTP and return responses based on client requests. Most require authentication to restrict access. Authentication verifies identity, authorisation confirms permission. OAuth combines both for secure, trusted access.
Rate limiting controls how many requests a client can make within a set time. If exceeded, the server rejects the request and returns an HTTP response. Algorithms like leaky bucket or fixed window manage this process.
Troubleshooting API calls involves reference guides and authentication details. Not all requests return status codes; some fail due to client-side errors, connectivity issues, or server problems. Status codes help diagnose issues, 5xx codes indicate server-side errors.
Chapter 4’s focus reflects real-world practices in software integration and automation. REST APIs are widely used in web and mobile applications to retrieve and manipulate data. The Graphhopper API example in (4.9.2) shows how developers use GET requests to retrieve structured data. A challenge was interpreting nested JSON objects, resolved by breaking down the structure step by step.
[bookmark: _Toc214277289]Conclusion 
This essay explored key concepts in the DevNet developer environment, software development life cycles and API fundamentals. Hands-on labs and structured learning enhanced confidence in applying network programmability as shown by module exam results. This led to technical growth, practical understanding and the willingness to engage with real-world automation and API-driven development.
[bookmark: _Toc214277290]Task 2 – Case Study 

[bookmark: _Toc214277291]Introduction
Network programmability and automation can be defined as untangling tasks involved in configuring, managing and operating network topologies, network services and network connectivity according to Oswalt et al [1]. These technologies enable network engineers to move away from manual, device-by-device configuration and instead adopt scalable, repeatable methods using code and APIs. In addition to network programmability, DevOps can be defined as a set of practices that reduce the time between committing a change to the system and the change being placed into normal production, whilst still ensuring a high-quality states Bass et al [2]. 
Together, network programmability and DevOps offer a powerful toolkit for modernising IT infrastructure, particularly in environments where networks are distributed and resources are limited. These approaches are increasingly relevant to public sector organisations, where the demand for digital services is growing but legacy systems and manual processes hinder efficiency. 
[bookmark: _Toc214277292]Scope 
Bridgend County Borough Council is a local authority in South Wales with a centralised data centre in Newport. The council manage a range of public services including education, housing, transport and social care. With around 6000 employees, 60 schools, 5 care homes and office headquarters, their IT infrastructure must support a dispersed set of users and services. Current challenges include manual CLI-based configurations and a lack of API-driven workflows, which limit consistency and the ability to scale network operations effectively. 
[bookmark: _Toc214277293]Objectives 
This case study aims to: 
· Examine how Bridgend County Borough Council can implement network programmability and automation to overcome operational challenges. 
· Analyse the impact of these technologies on workflow efficiency and service delivery within a local authority context.
· Reflect on the broader implications of automation in the public sector, including its opportunities and limitations. 

[bookmark: _Toc214277294]Challenge 1 
Bridgend Council manage a wide network of facilities, each with its own network device. Typically, configuring switches, routers and firewalls requires manual intervention, which can take up to 60 minutes per device equating to 15 hours annually across 5 care homes. This negatively impacts workflow performance as nearly 2 full working days are lost configuring devices across a small number of sites, slowing down departmental operations and increasing the burden on IT staff. In addition, there is an increased risk of human error, where manual input can lead to misconfigured VLANS or incorrect IP addresses. This is supported by Noelle [3] who found that manual configuration changes account for over a quarter of human error-induced network outages.
[bookmark: _Toc214277295]Challenge 2
Bridgend Council must comply with strict data protection regulations such as GDPR. Applying security patches, updating firewall rules or responding to threats across a distributed network can be slow and inconsistent without automation. This can delay service restoration when vulnerabilities are discovered as manually updating firewall rules across 60 schools can take up to 1-2 weeks, such delays can leave systems exposed. This is supported by Fritts [4] who states that firewalls are critical to protecting organisations from internal and external attack vectors, the longer they are left exposed, the quicker they are prone to an attack. Furthermore, there is an increased administrative overhead. IT staff must manually track, test and document changes for audit purposes, consuming time. 
[bookmark: _Toc214277296]Analysis 
To address the operational challenges outlined above, Bridgend County Borough Council can adopt automation tools that support network programmability and DevOps practices. For instance, Python scripts can automate switch and router configurations across Bridgend’s 60 schools and service centres. Instead of manually logging into each device to apply VLAN settings, engineers can write reusable scripts that push configurations simultaneously. Ratanpara & Pithadia [5] note that Python scripting automates repetitive processes, accelerates prototyping, and improves troubleshooting enhancing network administration through flexibility, scalability and automation. 
REST APIs further support remote management, allowing the IT team to control devices across libraries, care homes and schools from a central location. This is especially useful for provisioning services like CCTV or public Wi-Fi without on-site access. Praveen [6] supports this, stating that government agencies and companies like Netflix and Amazon adopt APIS to deliver new services and improve internal efficiency. In Bridgend’s case, REST APIS could be used to query device status, apply configuration changes, or enforce security policies in real time, reducing the need for manual intervention and enabling faster responses to incidents. 
YANG models also play a critical role in automating network tasks. Oswalt et al [1] backs this up by stating that many network vendors use YANG to build their systems with a model-driven approach and allows engineers to define device configurations in a structured vendor-neutral format. This is particularly valuable in Bridgend’s multi-vendor environment, where consistency across devices is essential.
DevOps practices such as CI/CD pipelines and Git version control offer Bridgend a structured, collaborative approach to managing configurations. Git enables multiple engineers to work on files simultaneously, with every change tracked, reviewed and versioned as mentioned by Huda [7]. This is particularly valuable to Bridgend Council during weekly change management meetings where updates can be peer-reviewed and audited before deployment. Version control also supports rollback functionality, allowing the team to revert to a previous configuration if a change causes unexpected behaviour. 
CI/CD pipelines automate testing and rollout, ensuring configurations are validated before reaching live devices. For instance, a VLAN update for all school networks can be tested in a virtual environment and deployed only if it passes predefined checks. Huda [7] highlights that continuous feedback from automated testing helps teams quickly identify and resolve issues, improving collaboration and efficiency. These pipelines also support integration with monitoring tools, enabling real-time alerts and performance tracking across Bridgend’s infrastructure. 
These practices enhance workflow performance in several ways. Faster provisioning is achieved through reusable templates and CI/CD pipelines, allowing services like public Wi-Fi to be deployed across multiple sites in hours rather than days. Downtime is reduced as changes are tested pre-deployment, and rollback mechanisms in Git allow quick reversion if issues arise. For example, if a firewall rule causes unexpected behaviour, the IT team can restore a previous configuration without manual re-entry. This level of agility is essential for maintaining service continuity across a dispersed network. 
As Bridgend expand its digital services or adds new facilities, DevOps workflows can be reused to onboard new devices with minimal overhead. Mahant & Kalapparambath [8] found that organisations using network automation supported 200% more devices and reduced service integration time by 85.71%. For Bridgend, this highlights automation’s ability to handle growing network complexity whilst maintaining operational efficiency. The same study also noted a 75% reduction in manual intervention and an 83.33% decrease in troubleshooting time emphasizing the long-term benefits of adopting programmable infrastructure. 
Bridgend County Borough Council can reflect on the adoption of network programmability and DevOps practices as a strategic opportunity to modernise IT operations and improve service delivery. Automation offers cost savings through reduced manual labour, scalability via reusable scripts, and enhanced customer experience through faster provisioning and reduced downtime. These improvements not only benefit internal operations but also enhance the digital experience for residents, staff and service users across the borough. 
However, these opportunities come with limitations. Initial implementation may require investment in tools, training and infrastructure. Skill gaps may exist among staff unfamiliar with scripting, version control or CI/CD workflows. Oladimeji et al [9] suggest strategies to bridge this gap, such as offering professional development and certifications in automation management. Bridgend could consider partnerships with Cisco to upskill its workforce and ensure long-term sustainability. 
Over-reliance on automation could reduce human oversight, allowing misconfigurations or vulnerabilities to persist if not properly monitored. Amgothu & Kankanala [10] propose designing AI models that support human decision making by offering recommendations rather than executing fully autonomous actions. This hybrid approach ensures that automation enhances rather than replaces human expertise, maintaining accountability and control. 
Looking ahead, trends like AI-driven networks and zero-touch provisioning may further transform IT in public sectors. Predictive maintenance could monitor switch and router performance across schools and care homes, reducing downtime and improving reliability. VLANS, firewall rules, and device settings could be pushed to all sites instantly, speeding up delivery and ensuring consistency. 
Yigitcanlar et al [11] show how local governments are already benefitting from automation. For example, Surrey Council implemented 60 automated processes, saving over 40,000 hours of manual work and generated £600, 000 in annual savings. 
[bookmark: _Toc214277297][bookmark: _Hlk213940167]Conclusion 
This case study has explored how Bridgend County Borough Council can leverage network programmability and DevOps practices to address operational challenges across it’s distributed infrastructure. By automating tasks using Python scripts, REST APIs and YANG models, the council can reduce human error, accelerate service provisioning and improve configuration consistency. DevOps tools such as Git and CI/CD pipelines enhance collaboration, governance and deployment efficiency, whilst supporting compliance and scalability. 
The analysis highlights clear opportunities for cost savings, improved customer experience and future proofing through reusable workflows. However, successful implementation requires addressing limitations such as initial investment, staff training and maintaining human oversight to ensure accountability.
Overall, Bridgend County Borough Council is well-positioned to adopt these innovations strategically, ensuring resilient and efficient service delivery for its employees and residents Embracing these practices will help the council remain agile in the face of evolving digital demands.
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