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[bookmark: _Toc215753726]Task 1
[bookmark: _Toc215753727]1. Introduction
Health Service Executive (HSE) is a national healthcare organisation of Ireland and is charged with the responsibility of providing important medical, administrative and digital services to millions of individuals nationwide. In May 2021, the HSE was hit by a major ransomware attack that turned out to be one of the most disruptive cyberattacks ever experienced against a European healthcare system. The case was with the Conti ransomware group, and the incident led to the closure of clinical systems, a slowdown in patient care, as well as the largest mass emergency in the history of the organisation. To evaluate the actual aspect of the event, the tactic employed by attackers, weaknesses possessed by the HSE that resulted in this attack, and the effect of this attack on the healthcare institution across the country, this strategic threat analysis will be reviewed. The report ends by giving strategic resiliency recommendations for the future [1].


[bookmark: _Toc215753728]2. Background of the Incident
The attack commenced some weeks prior to the execution of the ransomware. In mid-March 2021, a staff member of HSE received a phishing email offering a malicious Excel file. The workstation, later known as Patient Zero, was infected by malware in the document when the file was later opened on 18 March 2021 [2]. The attackers could find their first foothold within the HSE network using this infection. During the next several weeks, attackers ran reconnaissance, acquired credentials, escalated privileges, and increased their access to various hospitals and national healthcare systems.
By the beginning of May 2021, the attackers had gained access to privileged accounts, and they were allowed access to important servers throughout the National Healthcare Network. They operated without being detected, even though there were various security alarms that were raised. During the early morning of 14 May 2021, the attackers deployed Conti ransomware on many servers at the same time, encrypting the key systems and compelling the HSE to sever the national network in an effort to contain the attack. This outage caused a nationwide interruption in clinical, diagnostic, administrative and communication systems.


[bookmark: _Toc215753729]3. Methodology and Analytical Approach
The HSE incident based on identified cybersecurity-driven frameworks [1]. Cyber kill chain model uses the attempts to rebuild the context of the attackers to give a clear picture of every step of the intrusion. Observed behaviour can be mapped into existing techniques of adversarial methods recorded in the MITRE ATT&CK framework, and thus the tactics and methods applied by the Conti group can be classified [3]. The examination is based completely on confirmed, factual data of the official incident investigation, and therefore is accurate without being speculative or hypothetical. This is with the goal of offering an overall, factual and strategic overview of the attack.
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[bookmark: _Toc215753766]Figure 1: Flowchart

The flow chart of the attack shows the full sequence of events of the HSE Conti ransomware attack. It starts with reconnaissance and a phishing email, which delivers a malicious Excel file which resulting in the compromise of the initial workstation of a patient (Patient Zero). The attacker proceeds to execute the tools like the Cobalt Strike, dumping the credentials, setting up persistence and raising privileges. The attacker loads up administrative credentials and navigates laterally across remote services, explores Active Directory, steals information, and ultimately installs Conti ransomware, leaving the entire healthcare sector unable to operate and the entire system in a critical state nationwide.


[bookmark: _Toc215753730]4. Attack Reconstruction
[bookmark: _Toc215753731]4.1 Reconnaissance and Initial Access
This was initiated when a phishing email with a corrupt spreadsheet found its way to an employee of HSE. On 18 March 2021, the user opened the file after which malware was executed in the workstation, which formed the first entry point of the attackers. This first trade-off gave remote access to the attackers, who started investigating the network environment and finding the possibility of further expansion. The assailants took this time to familiarise themselves with the architecture of the systems at the HSE as well as identify privileged accounts and scavenge through domains and servers that they would defraud in future.
[bookmark: _Toc215753732]4.2 Execution of Malicious Tools
After gaining first access, the attackers installed more tools, such as malware parts that are linked to Cobalt Strike. These tools enabled the remote execution of commands, the collection of credentials, and further movement. On 31 March 2021, a set of antivirus software detected actions correlating to Cobalt Strike and credential-dumping tools, however, since the antivirus was set in monitor-only mode [4], these risks were not prevented or evaluated effectively. Consequently, the attackers could go on without a lasting impact.
[bookmark: _Toc215753733]4.3 Establishing Persistence
Persistence mechanisms on the victimised work-station were developed so as to give access to the long term. These were set changes and planned activities that guaranteed them the ability to access the system even after rebooting the infected workstation. On 23 March 2021, they were firmly embedded into the environment, and they could maintain their operations without depending on the original infection carrier.
[bookmark: _Toc215753734]4.4 Privilege Escalation
In late March and April, the assailants stole credentials of the infected workstation using the tools that accessed the memory of the LSASS process [5]. This allowed them to get usernames and passwords to various privileged accounts. The attackers could gain access to the domain controllers, servers and systems in the hospital once these credentials were harvested, and this was huge because they could cause significant damage to the network.
[bookmark: _Toc215753735]4.5 Lateral Movement Across the Network
The attackers traversed the HSE network behind the vulnerable privileged accounts in April and early May. The figure of the network was that of a flat architecture, which hugely supported the process since there were minimal segmentation controls to limit internal movement. The attackers relied on distance services like SMB, PsExec and RDP to get into servers in the hospital networks. They infiltrated several hospitals between 7 and 12 May 2021 and had access to bulk administrative and clinical data, browsing sensitive files.
[bookmark: _Toc215753736]4.6 Command-and-Control Infrastructure
During the intrusion, the attackers communicated command-and-control and used Cobalt Strike beacons to ensure the connection of the systems that were compromised with the outside servers. These messages were coded and thus were hard to identify. The operators could use this channel to send commands and retrieve information, as well as plan further activities.
[bookmark: _Toc215753737]4.7 Exfiltration of Data
The issuers dumped volumes of sensitive data in the preceding days of the deployment of the ransomware. Though no specific number is stated by the official findings, investigators proved that a considerable amount of data was wiped off HSE systems and subsequent samples were later posted by the attackers online. This exfiltration helped to guarantee that, despite the mitigation of the ransomware, the attackers still managed to put pressure on the action through the threat of leaking out patient and organisational information.
[bookmark: _Toc215753738]4.8 Ransomware Deployment and Impact
The attackers implemented Conti ransomware on a series of servers shortly after midnight on 14 May 2021. The ransomware was able to encrypt the crucial systems, such as electronic health records, diagnostics platforms, radiology systems, and administrative databases. The pace and manner in which the attack was executed suggested that the attack had been planned and staged in more than a few weeks. By early morning, it was evident on what scale the attack was, and the HSE disconnected the national network to avoid any additional dissemination. It brought down the healthcare in the country and left all the hospitals with manual procedures.


[bookmark: _Toc215753739]5. MITRE ATT&CK Analysis
The behaviour demonstrated in the case of the HSE incident is aligned with various techniques in the MITRE ATT&CK framework [6]. The first phishing email would fit the method of spear-phishing attachments. The running of malicious code and payloads conforms with the command-line execution and the use of PowerShell. The achieved persistence was through periodically scheduled tasks, and the granting of privilege was through the extraction of credentials from the LSASS memory. The remote services technique in the lateral movement is portrayed by the fact that the attackers traversed the network via RDP, PsExec, and SMB. There is also mutual use of Cobalt Strike as a coded command-and-management apparatus with the reported ATT&CK methods of remote entry and beaconing. Lastly, the application of Conti ransomware to encrypt the systems is an evident instance of the technique of data encryption to disrupt. All of these efforts prove a highly organised and advanced attack similar to those done by human ransomware affiliates. The MITRE ATT&CK diagram visually encompasses the actions of the attacker against the established adversarial methods. It demonstrates how the intrusion started with a phishing attachment, which was then followed by a run of malicious scripts, creation of persistence, and privilege escalation by dumping credentials. The attacker used legitimate accounts and remote services to access the lateral move and also used encrypted command and control channels to communicate. The process of exfiltration was implemented over these channels prior to the ultimate encryption of ransomware. Such mapping shows that the Conti group had mature and advanced enterprise intrusion capabilities at all stages of the attack.
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[bookmark: _Toc215753767]Figure 2: MITRE ATT&CK Mapping Diagram


[bookmark: _Toc215753740]6. Root Cause Analysis
[bookmark: _Toc215753741]6.1 Technical Weaknesses
The attack took advantage of some of the key technical flaws in the HSE environment. Effective network segmentation was one of the most important concerns that was lacking [7]. The national network was mostly flat, which meant that the attackers could move around the systems when they first accessed them. Also, a significant number of systems were on non-supported and obsolete operating systems, which contained high volumes of Windows 7, which lacked modern security measures. Even the lack of contemporary endpoint detection and response features could not allow the organisation to detect and intercept malicious activity in its initial phases.
[bookmark: _Toc215753742]6.2 Operational and Process Failures
There were several operational flaws which contributed to the extent of the incident. Antivirus software raised security alerts, but they were not taken, which indicated that there was clear evidence of suspicious activities. The antivirus setting of monitor-only mode was such that the detected threats were reported but not blocked. The organisation did not have a centralised security monitoring capability, like a Security Operations Centre, which could have correlated and escalated such alerts at an earlier stage of the intrusion. The response strategy was not implemented, and most departments were not properly prepared to deal with a large-scale security attack, which hindered quick action.
[bookmark: _Toc215753743]6.3 Governance and Strategic Failures
The HSE did not have an integrated governance structure on cybersecurity when they entered the incident. The company did not have a Chief Information Security Officer, and no effective coordination existed among the departments regarding cybersecurity tasks. The healthcare system was not consistent in cybersecurity standards, both across the hospitals and other entities that were tied to the healthcare system, thus exposing the whole ecosystem. Furthermore, disaster recovery was not fully developed, and the organisation did not have a well-developed documentation, such as a fully maintained configuration management database, which acted as a barrier to disaster recovery prioritisation and coordination.


[bookmark: _Toc215753744]7. Risk and Impact Assessment
The ransomware had short-term and widespread impacts on the operations of national health care. Patient care critical systems were out of service, and hospitals were compelled to go back to manual operations. There were cancellations of outpatient visits, a severe crisis in the diagnostic services, and great delays in emergency departments. Especially, radiology and oncology services were also impacted, with a few patients failing to get prompt treatment. The release and leakage of sensitive information posed legal and privacy threats, such as the necessity to issue court orders to stop the further spread. It took months of joint effort to recover, with full system restoration taking place over the summer of 2021.
Strategically, the incident revealed that there is a high probability of attack because of the vulnerability of the healthcare sector and its high price to ransomware groups. The effect of the article was tremendous, and it impacted thousands of systems, millions of patients and the provision of healthcare in the country as a whole. The high likelihood and high impact of this event result in this incident being classified under extreme organisational risk.
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[bookmark: _Toc215753768]Figure 3: Risk and Dread

The risk matrix demonstrates the urgency of the attack by the HSE in the form of the highest probability and critical impact, and indicates an inability of the healthcare sector its influence the dynamics and the general environmental chaos. The DREAD scoring visual, which accompanies the threat assesses the severity of the threat in five categories, including the damage, the reproducibility, exploitability, the users affected and the discoverability. The total score of 22/25 puts the event as a very high-risk incident. Combined, these diagrams indicate how the attack resulted in severe organisational, operational and patient-safety risks.


[bookmark: _Toc215753745]8. Strategic Recommendations
The attack pinpointed various areas of long-term improvement. It is necessary to enhance governance in line with appointing a specialist cybersecurity team. Infrastructure modernisation, such as changing the operating system to riskier ones and introducing effective network segmentation, would go a long way in curbing lateral movement. The visibility and reaction speed would increase with the creation of a national Security Operations Centre with extensive surveillance and detection systems. Privileged account multi-factor authentication, enhanced patch management and frequent security training of personnel would also enhance the security of the organisation. There would also be more resilience, which can be achieved through the design of strong disaster recovery and incident response plans with frequent exercise and minimisation of recovery time in future incidents.


[bookmark: _Toc215753746]9. Summary
The Conti ransomware attack on the HSE helps to understand that even the simplest phishing email can be transformed into a nationwide crisis in the case of inadequate technical security, organisational frailty, and unstructured governance. The attackers have successfully exploited known vulnerabilities, used advanced tools and had a dwell time to strategise to successfully implement a ransomware. The consequences of the attack extended far beyond the IT systems, and this directly affected the care delivery and provision to the patients in the whole of Ireland. This review demonstrates that the problems of improved cybersecurity regulation, improved infrastructure and improved preparedness of operations in healthcare organisations are acutely requiring improvement. These and other actions will help ensure that the national healthcare systems will be better placed to avert, detect, and address sophisticated cyber threats.
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[bookmark: _Toc215753748]Task 2
[bookmark: _Toc215753749]1. Introduction
The report below is a simulation of Red Team interaction with Cureton Pharmaceutical Company (CPC) during the project titled Operation IP Shield. CPC is a pharmaceutical firm that undertakes research and clinical information of high value. This was to test the resiliency of CPC against any would-be aggressors who might have an interest in stealing its intellectual property, including highly advanced opposition or even the nation-state actors. This test was run in its entirety in a controlled hybrid environment that was modelled after simulating the environment of a CPC on-premises research network and cloud-hosted portal infrastructure. It was all performed with the assistance of graphical user interface (GUI) applications and tools in the AWS management console and supported with non-invasive verification procedures. There was no offensive basis for the exploit or scanning done. The purpose of this simulation was the safely modelling of the behaviour and the movement patterns of a sophisticated threat actor, without any interference with the ethical considerations and the evaluation requirements.
[bookmark: _Toc215753750]2. Objective of the Engagement
The critical objective was to assess how an adversary could have access to the hybrid infrastructure at CPC, find sensitive resources to eventually have theoretical access to confidential research materials. There was no real exploitation or data extraction performed during this exchange, instead, it was focused on modelling out the potential attack path and locating structural holes that a skilled adversary would exploit. The analysis was also aimed at identifying the strengths of the organisation, commenting on the weaknesses of the detection, and making useful recommendations, which may enhance the defensive position of CPC. Finally, the engagement was supposed to lead to the increased preparedness of CPC, the spreading of awareness throughout its network, and a better comprehension of the cyber threats associated with hybrid structures.
[bookmark: _Toc215753751]3. Environment Overview
[bookmark: _Toc215753752]3.1 Hybrid Architecture Overview.
The simulated environment consisted of two key components that is, an on-prem Research VPC and a cloud-based Portal VPC. The on-prem environment was a replica of the Research and development network at CPC, and it had a core management server, a file server and a workstation that had dummy research data. The externally observable clinical trial portal ( Portal VPC) of CPC was a privately hosted application server and publicly offered system that was used to model the behaviour of attackers. VPCs and all the subnets, route tables, gateways and security policies were configured separately through the AWS graphical interface. This architecture was a reconstruction of major features of an enterprise hybrid network, e.g., the segmentation, layered security, and selective connectivity.
[bookmark: _Toc215753753]3.2 Network Segmentation
The environmental design involved segmentation. Within the Research VPC, workstations and administrative were assigned to different subnets that were private subnets. The file server was situated in a distinct segment that is high-value research storage. The Portal VPC was configured so that the application server was placed on a private subnet, and external-facing services were placed on a separate public subnet. VPC peering was done using the AWS GUI, which enables communication between the on-prem and cloud sides of the network. Security groups were used to control access and isolate systems, and enabled the required communication flows. This partitioning reflected the enterprise's best practices and made cross-environment connectivity very tightly controlled.
[bookmark: _Toc215753754]4. Methodology
[bookmark: _Toc215753755]4.1 Planning and Rules of Engagement
A formal Rules of Engagement (RoE) document was developed before the engagement commenced to ensure that there was compliance, safety and control of all actions. The scope, the authorised assets, the operational constraints, and forbidden actions were determined by the RoE. It clearly limited any type of intrusion, privilege escalation, data manipulation, or running of offensive security tools. Anything was not allowed except safe connectivity tests, hand inspection of AWS settings and simulated adversarial movement without harm. This served the purpose of ensuring that the engagement was a realistic and non-disruptive red-team exercise in line with organisational policy and the expectations of academia.
[bookmark: _Toc215753756]4.2 Threat Emulation Approach
The threat emulation strategy was aimed at emulating the behaviour of the sophisticated opponent along with the decision-making procedure instead of actual exploitation. The foothold was simulated by the deployment of the simulated attacker environment within the public subnet of the Portal VPC. Based on this stance, the interaction was based on examining network relationships, inspection of visual resource metadata, analysis of the reachable network fragments, as well as the examination of how an attacker could theoretically traverse the environment. OS-level measurements, including straightforward connectivity tests, were the safest and helped to understand possible visibility and access points. This gave an actual account of attacker reconnaissance without the need to issue dangerous commands or automated tools.
[bookmark: _Toc215753757]4.3 MITRE ATT&CK Alignment
The conceptualisation of the simulation was aligned to the MITRE ATT&CK framework to make the simulation structured and clear. The threat model mentioned is reconnaissance methods employed by the adversaries to learn the network topology (T1590 – Gather Victim Network Information). The concepts of resource development were used by developing a simulated attacker host (T1583 Establish Infrastructure). The discovery tactics were manifested in the review of system information and accessible hosts by safe observation (T1087 – Account Discovery and T1049 System Network Connections). The concept of collection and exfiltration was modelled by generating and manipulating dummy research data, but implemented fully in a controlled way (T1530 and T1041). These sources added academic and technical thoroughness to the report.
[bookmark: _Toc215753758]5. Execution Summary
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[bookmark: _Toc215753769]Figure 1: Internet Gateway
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[bookmark: _Toc215753770]Figure 2: Portal Private Route Table
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[bookmark: _Toc215753771]Figure 3: Portal Public Route Table
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[bookmark: _Toc215753772]Figure 4: OnPrem VPC
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[bookmark: _Toc215753773]Figure 5: VPC Creation with Resource Map
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc215753774]Figure 6: OnPrem SG
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[bookmark: _Toc215753775]Figure 7: Portal SG
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[bookmark: _Toc215753776]Figure 8: EC2 Servers for the File System and Attackers
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[bookmark: _Toc215753777]Figure 9: Attacker machine
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[bookmark: _Toc215753778]Figure 10: Ping all the machine servers to check reachability
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[bookmark: _Toc215753779]Figure 11: Show IP addresses
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[bookmark: _Toc215753780]Figure 12: Check IP routes
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[bookmark: _Toc215753781]Figure 13: Ping and try to access the file server of Server F1

[bookmark: _Toc215753759]5.1 Environment Deployment
The Portal VPC public subnet was simulated with an attacker system to demonstrate how a foreign foe would be placed in the beginning. Safe observation of internal connectivity and theoretical attack paths was possible through access to this instance. It was an analysis point under control, and the system had no offensive tooling.
[bookmark: _Toc215753760]5.3 Safe Reconnaissance and internal mapping.
The inspection of network tables of the AWS console was performed safely, the local interfaces identification, as done with built-in system commands, was performed, the instance metadata was viewed with the help of the GUI. Basic reachability tests were used to verify the potential communication pathways between the attacker system and internal resources. None of the scanning or enumeration tools was involved, which guaranteed that the engagement was entirely in compliance.
The identification of sensitive data will be conducted here. It was done by creating a dummy research file in the file server to simulate proprietary information. This enabled CPC to know the location of sensitive assets and how these assets can be conceptually attacked by an attacker.
[bookmark: _Toc215753761]5.5 Data exfiltration path Simulation.
There was no actual exfiltration. Instead of this, a hypothetical route was recorded in which data might have been transferred through the file server to the attacker's system in case security was not well implemented. This theoretical direction showed the significance of segmentation, surveillance, and admission controls.
[bookmark: _Toc215753762]6. Findings & Observations
[bookmark: _Toc215753763]6.1 Strengths Observed
The environment was highly segmented, with the appropriate isolation of the workloads and access control policies properly configured. The routing structure permitted required communication and maintained the demarcation. Overall, the hybrid structure of CPC demonstrated good, grounded security.
[bookmark: _Toc215753764]6.2 Detection Gaps
The evaluation revealed that there are ways visibility can be enhanced. There was also a restriction in internal DNS resolution to identify the host. There was a low degree of host-level monitoring, and this minimised the capability of the organisation to identify the presence of suspicious movement. The applications of network inspection and alert systems were not entirely deployed, and there is still the opportunity to enhance the early detection of threats.
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[ec2-user@ip-10-20-1-227 ~1$ ping -c 3 10.10.1.120

PING 10.10.1.120 (10.10.1.120) 56(84) bytes of data.

64 bytes from 10.10.1.120: icmp_seg=1 tt1=127 time=1.27 ms

64 bytes from 10.10.1.120: icmp_seg=2 tt1=127 time=0.817 ms

64 bytes from 10.10.1.120: icmp_seq=3 tt1=127 time=0.858 ms

——— 10.10.1.120 ping statistics ———

3 packets transmitted, 3 received, 0% packet loss, time 2056ms
rtt min/avg/max/mdev = 0.817/0.982/1.272/0.205 ms
[ec2-user@ip-10-20-1-227 ~1$ ping -c 3 10.10.2.184

PING 10.10.2.184 (10.10.2.184) 56(84) bytes of data.

64 bytes from 10.10.2.184: icmp_seg=1 ttl=127 time=0.994 ms
64 bytes from 10.10.2.184: icmp_seq=2 ttl=127 time=0.660 ms
64 bytes from 10.10.2.184: icmp_seg=3 ttl=127 time=0.696 ms

——— 10.10.2.184 ping statistics ———
3 packets transmitted, 3 received, 0% packet loss, time 2073ms
rtt min/avg/max/mdev = 0.660/0.783/0.994/0.149 ms

i-09b41f5d45a00b015 (CPC-Attacker1)

Publicl 191, rivatelPs: 10.20.1.227
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[ec2-user@ip-10-20-1-227 ~1$ ping -c 3 10.10.1.120
PING 10.10.1.120 (10.10.1.120) 56(84) bytes of data
64 bytes from 10.10.1.120: icmp_seq=1 27 time=1.27 ms
64 bytes from 10.10.1.120: icmp_seq=2 27 time=0.817 ms
64 bytes from 10.10.1.120: icmp_seq=3 tt1=127 time=0.858 ms

10.10.1.120 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2056ms
rtt min/avg/max/mdev = 0.817/0.982/1.272/0.205 ms
[ec2-user@ip-10-20-1-227 ~1$ ping -c 3 10.10.2.184

PING 10.10.2.184 (10.10.2.184) 56(84) bytes of data.

64 bytes from 10.10.2.184: icmp_seq=1
64 bytes from 10.10.2.184: icmp_seq=2
64 bytes from 10.10.2.184: icmp_seq=3

10.10.2.184 ping statistics —
3 packets transmitted, 3 received, 0% packet loss, time 2073ms
rtt min/avg/max/mdev = 0.660/0.783/0.994/0.149 ms
[ec2-user@ip-10-20-1-227 ~1$ ping -c 3 10.20.2.170

PING 10.20.2.170 (10.20.2.170) 56(84) bytes of data.

10.20.2.170 ping statistics —
3 packets transmitted, 0 received, 100% packet loss, time 2080ms
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PING 10.20.2.170 (10.20.2.170) 56(84) bytes of data.

10.20.2.170 ping statistics —

3 packets tramsmitted, 0 received, 100% packet loss, time 2080ms

[ec2-user@ip-10-20-1-227 ~1$ ip addr show
e

1link/loopback 00:00:0

inet 127 1/8 scope host lo

valid 1ft forever preferred lft forever

inet6 ::1/128 scope host noprefixroute

valid 1ft forever preferred lft forever

link/ether 16:ff:e5:c2:
altname enp0sS

altname eni-0ab298c717b5892ed
altname device-number-0.0

/24 metric 512 brd ©

d:6d brd ££:£f

inet 10.20.1

valid 1ft 3259sec preferred 1ft 3259sec
2 64 scope link proto kernel 11
valid 1ft forever preferred lft forever

inet6

<BROADCAST, MULTICAST, U, LOWER_UP> mtu 9001 qdisc mq state
£iEfifEifE

<LOOPBACK, UP, LOWER_UB> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
0:00:00 brd 00:00:00:00:00:00

group default glen 1000

scope global dynamic ensS
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altname enp0ss
altname eni-0ab298c717b5892ed
altname device-number-0.0
inet 10.20.1.227/24 metric 512 brd 10.20.1
valid 1ft 3259sec preferred 1ft 3259sec
inet6 scope link proto kernel 11
valid 1ft forever preferred lft forever
[ec2-user@ip-10-20-1-227 ~1$ cat /etc/os-release
NAME="Amazon Limux"
VERSION="2023"
ID="amzn"
ID_LIRE="fedora"
VERSION_ID="2023"
BLATFORM_ID="platform:al2023"
PRETTY NAME="Amazon Linux 2023.9.20251117"
ANSI_COLOR="0;33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2023"
HOME_URL="https://aws.amazon.com/1inux/amazon-1inux-2023/"
DOCUMENTATION_URL="https://docs .aws .amazon. com/1inux/"
SUPPORT_URL="https://aws .amazon.com/premiumsupport/"
BUG_REPORT_URI~="https://github.com/amazonlinux/amazon-1inux-2023"
VENDOR_NAME="AWS"
VENDOR_URL="https://aws.amazon.com/"
SUPPORT_END="2029-06-30"
[ec2-user@ip-10-20-1-227 ~1$ uptime
07:17:45 up 6 min, 1 user, load average: 0.00, 0.03, 0.00
[ec2-user@ip-10-20-1-227 ~1$ ip route

scope global dynamic ensS

defeult via 10.20.1.1 dev =n=5 prote dhcp src 10.20.1.227 metric 512
10.20.0.2 via 10.20.1.1 dev =ns5 proto dhcp sre 10.20.1.227 metric 512
10.20.1.0/2% dev =n=5 proto kermel scope link src 10.20.1.227 metric 512

2011 dev proto dhcp scope link sre 10.20.%
[ec2-user@ip-10-20-1-227 ~]$ nalookup 10.10.1.120
“+ server can't £ind 120.1.10.10.in-addr.arpa: NXDOMAIN
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[ec2-user@ip-10-20-1-227 ~]$ ping —c 2 10.10.1.124
PING 10.10.1.124 (10.10.1.124) 56(84) bytes of data.

64 bytes from 10.10.1.124: icmp_seq=1 tt1=127 time=1.08 ms
64 bytes from 10.10.1.124: icmp_seq=2 tt1=127 time=0.771 ms

10.10.1.124 ping statistics —
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.771/0.927/1.083/0.156 ms
[ec2-user@ip-10-20-1-227 ~1§

i-09b415d45200b015 (CPC-Attacker1)

PubliclPs: 3.235.191.15  PrivatelPs: 10.20.1.227
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