

Synthesize a solution to a potential real-life scenario
By Shamuel Hashan
School of applied computing
Internet Technology and Security
Web Development
10th January 2019
1803153



[bookmark: _8zuz2115o6ab]Abstract	Comment by Simon Downes: 
This is not an abstract, it should set the scene and give a complete overview of the report so that the reader can make a judgement as to whether the report is worth reading.	Comment by Simon Downes: 
Use the heading formats available in Word (Heading 1, Heading 2, etc.) to help you create different heading levels. Your document will also appear more professional.	Comment by Simon Downes: 
Use the formatting features available in your word processing software to help you generate a table of contents – you will probably find it a lot easier than typing up the contents manually.
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[bookmark: _cm2udhzjsv3]Introduction	Comment by Simon Downes: 
Start main sections on a new page, for example, cover page, table of contents, main sections (chapters), references. This will improve the presentation of your report.
I have been given the task to develop a comprehensive Bring your own device framework for the company Hyper Fort. All the aspects of the company’s framework will need to be covered. I am going to look at what device management software to use, advantages of bring your own technology and disadvantages of bring your own technology. I will also discuss the policies of the company. I will also design a network that the company should use.	Comment by Simon Downes: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person? page=all, http://www.wikihow.com/Write-in-Third-Person


Wireless networks
What it is it
	A wireless network is used connect the devices with the network without using any wires. There will be access points to help the devices connect to the network. Wireless networks connect devices such as smartphones or laptops using radio waves. There are various wireless networks. These are:	Comment by Simon Downes: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.	Comment by Simon Downes: 
Please use an appropriate referencing format for your list of references - the school recommends the IEEE/Numeric referencing format - and remember to include a date accessed for web reference sources.

Reference(s):http://www.ieee.org/documents/ieeecitationref.pdf

Please also use references throughout the document to ensure that you give context to any discussion and also avoiding potential plagiarism.
· Wireless Local Area Network (WLAN)
· These are mainly used to connect at least 2 devices
· Wireless Personal Area network (PAN)
· These are used to allow devices within a short range connect to each other
· Wireless wide area network (WAN)
· These are mainly used to connect networks within two cities next two each other
· Wireless Metropolitan Area Networks (MAN): 
· These are used to connect multiple wireless local area networks
	
Why it is needed	
	Wireless networks are needed for various reasons. One of them is that it can be easily set up since you will not have to worry about connecting cables. This saves space and money as well as time. It can also increase the productivity and mobility of users on the network as it allows them to get the work done more easily and it can allow them to work from more locations. It will also improve the mobility as meetings will not always have to happen in conference rooms. They can happen online. This saves time and money. 


Mobile Device Management Software

What is Mobile Device Management Software?
	Mobile device management software’s are software that are used by IT administrators to monitor the network in the organization. It be used to enforce policies for devices using the network like smartphones and laptops. Mobile device management software can also be used to control devices as well as keeping them secure. Mobile device management software comes with various features. For examples, they can be used to make sure that users have a strong password., they can also track devices and wipe them remotely. It can remotely wipe devices, and block access to certain websites.
What Mobile Device Management Software to use?
One mobile management device software that could be good for a Bring your own technology network is Cisco Meraki. This allows the devices in the network to be managed. It can also be used to make the network more secure by implementing device security policies. Multiple managed devices can be troubleshooted remotely using Cisco Meraki. Devices being used in the organization such as tablets, PCs and Macs can be monitored as well. 
Cisco Meraki can also be used to display metrics like what the devices most recent location is or to display information and the software’s and hardware’s in the company. This mobile device management software can also be used to protect the data on the devices being used in the organization. This is because this mobile device management software can enforce security policies on the devices in the network. For example, a password policy might be enforced to make sure the users’ passwords are strong which will make sure the user’s passwords are stronger which will make it harder for hackers to access the information. It can also make the workers more productive as it can block them from going to the app store, gaming or doing other things that might distract them from their work. The requirements that the organization requires will change the pricing on this software.
Cisco Meraki has a lot of advantages that supports why this mobile device management software should be used. Such as:
· It is scalable
· Network policies can be applied depending on what the devices type is
· Network activity can be managed
· Devices are classified automatically
· Devices contents can be managed
· The network activities can be analyzed 
· The network activities will be reported automatically
· Bring your own tech has secure support
BYOT
What is it?
BYOT means Bring Your Own Technology. Bring your own device is where users can bring in their own devices from home to where they are working. Employees might bring their own laptops, memory sticks or tablets to use for work. Students also tend to bring in their own devices to university. They would also be able to use the resources that the organization is providing as well as their own technology. They would connect their device to the organizations network. 

Bring Your Own Technology Advantages
Bring your own tech comes with many advantages. One of the advantages provided by bring your own device is that the employees satisfaction is more likely to improve. The employees or students might also feel better working on their own device since they more comfortable because they know how to work it. This would make them more productive. They would also feel happy with using the device rather then the ones the organizations provide for various reasons. The employee might not like the equipment the organization provides. They cannot choose what the device is since it is up to the organization. However, they will be able to pick their own personal device that they might bring. It is likely that this device will have what they need.
A second advantage that bring your own device has is that it can improve the flexibility of the employee. They will be able to work from home. They can also do work in other places like libraries, internet cafes or on the buses or trains on the way to work or on the way home.
Another advantage with bring your own device is that it can save the organization a lot of money. People bringing their own device might save the organization money as they will not need to spend as much money on certain equipment and devices since the employees are bringing in their own device. The employees might also take more care of that device since it is their device and if something does happen to it then that employee will have to pay for it. This saves the company from spending money on repairs on their equipment. 



Bring Your Own Technology Disadvantages
Bring your own device does have a fair amount of advantages, however there are also a fair number of disadvantages that come with it that can affect the organizations.
The first disadvantage of bring your own device is that, it is a big risk to security. Some of the employees might not have good security software installed on their device. Where company devices might have better security installed and it would have blocked various websites. They will also be able to monitor how that device is being used. These websites could be malicious. If the employees use their own device, then they might not be as protected from certain websites. If the employees are using their own devices and their firewall and anti-virus software is not updated, then they are more likely devices get viruses or hacked, then the organization will be at risk since these are connected to the network. They might also use unsecure Wi-Fi to access the internet while they are on their device in a different location. For example, they might be accessing the Wi-Fi in an airport. This puts the device at risk of getting attacked by hackers who will be able to access the organizations more easily.
A second disadvantage that will come from employees bringing in their own device is the fact that employees will leave the organization. The organization might not have time to get rid of the organizations data and passwords stored on the device if the former employee leaves abruptly. This means there is a chance that this former employee accesses the company data later.
The third disadvantage with people bringing their own device is the fact that there is also a risk of them having the device lost or stolen. This puts the company’s data at risk of getting into the wrong hands. This can also happen if the device is not kept secure.
Another disadvantage that might come with employees bringing their own device is that the organizations network might not be too scalable. The traffic might be too much for the company’s network infrastructure.



Potential issues
Retaining data
	The mobile devices connected to hyper-fort network will have various data retained. For example, workers might have the user’s personal data retained. The files that Hyper fort might retain are probably going to be media files, phone numbers, usernames, emails, internet history passwords and locations.

Potential data leakage
	There is a risk that the company’s data can get leaked when devices leave the workplace. This is because there is a chance that the device can get lost or stolen afterwards or if one of the workers sell it. The data can be encrypted, and the users will be given their own login details so of someone does take their device, they cannot access the data. 

Blending personal and business usage 
	When in the office, users will have to blend the business and personal uses when using a device. They can do this creating a policy where social networking sites, gaming sites and other sites that might distract the workers are blocked for certain workers.

Dealing with different brands of devices
	When it comes to dealing with different brands of devices there could be an issue since one worker might no be able to work as fast as others. For example, the worker might be using an Isus laptop, while another user might be working on an HP laptop and get the work done much faster. The company should issue minimum requirements for different jobs. 

Dealing with different operating systems
	The company will also need to find a way to deal with different operating systems. One user might have a Linux operating system, and another might be using a Windows operating system. The company should set a requirement for which operating system to use.

Dealing with different application on user devices
	Hyper-fort could also have an issue with users using different applications on user devices. This is a problem because each application might be different. The company should give the users a recommendation on what applications to use. For example, they might say to use Visio to for data flow diagrams.

Workers leaving
	Hyper-fort might have a problem if one of their workers is leaving and that worker has used his or her device for work. There is a chance that it might have the company’s data. The workers devices should be wiped to get rid of all the company’s data. The users account should also be deleted when they are leaving.


Policy

1. All of the workers at Hyper fort will be given their own unique username that is going to be unique and it will have to have a password that is 6-32 characters long. It will need to include numbers, lower case letters, upper case letters and special characters.
2. The workers at hyper fort will be given requirements on the specs they need for their devices depending on their department.
3. The company data will be encrypted and will only be able to be accessed by using the correct log in.
4. The hyper fort workers will be given a recommendation for what operating system that they should use. For example, all users might have to use Windows
5. When a worker is leaving the company, Hyper fort should get their technicians to wipe the company’s data on the device. They should also delete the users account.
6. Hyper-fort workers should recommend what applications that they want their workers to use when on a mobile device.
7. Hyper fort will retain data from the mobile devices. The data that is being retained will probably personal data such as phone numbers, device location, internet history and media files.
8. The company should not allow the users to access social media while they are working. 
9. Hyper fort should block certain websites such as websites that could be malicious or websites that might distract the workers such as gaming sites, pornography or gambling. 


[bookmark: _yua10xc2ufoy][bookmark: _z00iemsnlk0b]Implementation

This is a data flow diagram showing the process of the employees of hyper fort and their staff trying to log in. 
[image: ]









This is a design implementation of a reliable network infrastructure on packet tracer showing how the network connects with the devices. It is a three-tier hierarchal model. This model has three layers. I decided to use this one because it can help the network be more scalable, cost-effective, maintainable and reliable. One advantage is that it is not that complex because the three of the layers has its own features as well as functionality. The first layer is used to access the resources, the second is used to help with the connection between the two layers and the third and final layer is used to transport the traffic.	Comment by Simon Downes: 
Your discussion is too brief and does not demonstrate the required level of research. Expand the scope of reference sources consulted.
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[bookmark: _wkqpopq5m63j][bookmark: _ihm5x0itq8zs]Findings
	I have found that wireless networks are a lot more effective than wired ones for various of reasons. I also found that a three-tier hierarchal model is probably the best design for a network that hyper fort should use. I also found out about many issues that the company might face but I also found that they can be fixed by following policies. The should be followed to enhance the company’s security as well as the fact that Cisco Meraki is a good mobile device management software that the company will be able to benefit from using to manage the mobile devices. I also learnt that bring your own technology can be really useful to the company.	Comment by Simon Downes: 
Your discussion is too brief and does not demonstrate the required level of research. Expand the scope of reference sources consulted.
Conclusion 

To conclude, I have learnt about implementing a network and what methods to use. I also learnt about mobile device management software. I studied different ones and I have decided that Cisco Meraki is the best one for hyper fort to use. It has many features that this company can benefit off. I also learnt a fair deal about bring your own technology and the many advantages and disadvantages it has. I think I did a good job on writing up the policies. If I was to improve my findings, I would do better job on designing a network since mine looks a bit messy.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]The lack of references and in text citations makes the research difficult to identify, this prevents the reader from gaining context to the problem solution (Grade mark: 40.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]6

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]As previously identified no IEEE format is being utilised for the referencing scheme, this also includes the bibliography. The format is okay but would be assisted by deploying headings that are numbered and starting a new page per section. It is a requirement within the report to have a table of contents which allows the reader to navigate to the relevant parts of the report. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The report contains a review of technologies that can be utilised in a BYOD design, however the lack of referencing could bring them research into question. Is it personal opinion or taken from blogs, the sections containing the implementation and findings require more in depth discussion to allow for a sufficient conclusion to be identified. (Grade mark: 37.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]15

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]The implementation is very basic and does lack from some basic configurations such as: MOTD, SSH, and Encryption. In addition to this redundancy and actually connecting wireless devices demonstrating the BYOD would have achieved further marks. (Grade mark: 35.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]7

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]The report is laid out in a professional manner, other than the issues identified earlier within the feedback please see the comments for review within the document. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]40%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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