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ABSTRACT/SYNPOSIS

The aim of this research is to configure two tracking devices that could potentially be used within a healthcare environment and perform various Security attacks on these devices. Research into denial of service (DoS) and address resolution protocol (ARP) attacks conducted on Internet of things (IoT) devices used to track patients with dementia and Alzheimer's. The tracking devices selected could be used in a healthcare environment. The project aims to test if sensitive data information could be gathered using ARP attacks and to see if access from the devices can be denied using open-source tools to perform the attacks. The project is important because it shows ways data can be accessed an access denied from the database. 
A laptop is setup with Kali Linux operating system (OS), Bettercap 2, Nmap, Metasploit and Wireshark to perform the attacks. UBEEQUEE and iTrack Mini GPS Trackers configured to the database to send tracking activity. iPhone XS device installed tracking device’s IOS applications to monitor the devices. Phone device is connected to Plusnet Wi-Fi router for Internet connectivity. Laptop with operating system and tools initiates attacks on tracking devices. Better cap was used to carry out ARP attack to sniff for sensitive data. Metasploit was used to initiate SYN flood attack targeting iPhone access device connected to router.
ARP experiments using Bettercap 2 is not strong enough alone to steal sensitive data from the user. The device is secured using SSL making access to data challenging. The device uses Google Maps which also secures and hardens access. Auto redirects HTTP to HTTPS, only allowing HTTPS. The DoS attack was successful. Metasploit is very powerful open-source tool to use for the attack. Recommendation on further research looking into DoS defense methods, suitable patients tracking devices for vulnerable adults, tools to use for ARP attacks to sniff for information. 
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The first device connected to the Internet was a toaster, created by John Romkey in 1990 that could be controlled to turn on or off through the Internet. [1] In 2011 following the launch of Internet Protocol version 6(IPv6) triggered a significant growth and interest. The protocol identifies and locates devices across the internet; all devices using the Internet are identifiable using their own IP address. Throughout the years there has been an increasing growth in Internet of Things (IoT) devices. IoT devices are physical devices that are connected to the Internet; all collecting and sharing data. Any device could potentially be an IoT device given it is connected to the Internet controlling or sharing information.

With the growth of IoT devices, specific devices have been developed for patient tracking to aid patients with Dementia/Alzheimer’s. Using the data gathered from the research, the project is to attempt various security attacks on chosen devices to gain access to information.

Patient trackers available currently on the market include GPS trackers for Dementia patients which allows live tracking and location history of the patient. One of these devices is “UBEEQUEE GPS tracker for the elderly”. [2] This device requires a SIM card to transfer data to the app on the phone which then can pinpoint location in real time and show location history.

As well as patient trackers such as UBEEQUEE, there are other GPS tracking devices that could potentially be used to track patients. One of these devices is “iTrack Mini GPS Tracker” [3] which offers the user real time GPS tracking and alerts when asset moves in or out of their boundary. This device also requires a SIM card to transfer data. The user could immediately be notified using SMS.

The following project conducts research on the chosen IoT device, iTrack Mini GPS Tracker and a patient tracking device currently available on the market, EBEEQUEE GPS Tracker. The research involves setting up patient tracking devices in various ways and creating attacks. This is to see how easily access can be gained to information of the patient and how this information could be used against them. The project to conclude if the chosen IoT device and the patient tracker device would be vulnerable to attacks using various security measures. The outcomes of the attacks are to be documented and compared to identify benefits and limitations for both devices.

[bookmark: _Toc70037986]1.2 Aim
The main aim is to set up both patient tracking devices and configure them in various ways to attempt security attacks on them. This is to determine if an attacker could gain access to information or to the database where they could gain access to the patient and cause harm to them.
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The objectives are to:
· Conduct critical literature review into IoT, patient tracking, DoS and ARP security attacks, and patients with dementia/Alzheimer’s.
· Connect UBEEQUEE GPS tracker and iTrack Mimi GPS Tracker to a database. Attempt attacks on both devices using various security measures. Attempt an attack using default settings, creating a username and password and by hardening security.
· Compare findings from both devices of the security attacks. See how an attacker could gain access to the devices, what information they could gain access to and how they could use it maliciously. Compare and discuss benefits and limitations found on both devices.
· Conclude based on findings which chosen device would be safest choice for a patient to use securely.

[bookmark: _Toc70037988]1.4 Structure of the project
The project can be broken down into 3 main parts. At first research is carried out on recent journals and articles which is used to create a literature review. Further research is then conducted on iTrack Mini GPS Tracker which is an IoT device that could potentially be used for patient tracking. The final research conducted is on UBEEQUEE which is a current patient tracking device available the purchase on the market.

In the second part of the research, security experiments are to be conducted on both patient tracking device and IoT device to see if an attacker could gain access to the patient’s information and to the database where they could access the patient. This to be attempted by using default settings, creating a username and password, and hardening the security on the devices. The findings from the experiments are to be documented.

The third part of the research concludes the findings. Both findings are to be compared with each other highlighting the benefits, limitations, and problems of both devices. The results found from comparing these devices should be broken down into suitable charts or graphs to demonstrate the findings and allow visual comparison. Based on the research found, a conclusion should be made weather the chosen devices could be used for smart patient tracking safely. This part includes recommendations on how the patient tracking devices could be safer to use for patients.

Chapter one presents background information to the chosen research topic of the report, specifying the aim of the project and the objectives required to achieve a successful outcome.

Chapter two focused on the research and review of literature. In this chapter detailed research is carried out on relevant literature to the project. The chapter conducts research on IoT used in wearables, wearables used for dementia and Alzheimer’s patients and IoT security threats including ARP and DOS attacks. These topics are critically reviewed and compared with related work other researchers carried out.

Chapter three discusses research design, philosophy, research methodology and research methods used for data collection and their effect on the aims and objectives of the research. Justify chosen approach and explain use of the approach within the research.

Chapter four outlines the problem to be solved and discusses an ideal solution to solve it. The design of the project is reviewed and justified based on information gathered from the literature review. The components, tools and operating system are to be outlined. The design is to be implemented in this chapter.

Chapter five carries out testing and evaluates the project based on the findings.

Chapter six focuses upon on a conclusion on what was done in the research and the main outputs of the research. Recommendation on further conductible research to be made focusing on more significant areas.

Chapter seven reflects on the extent the aim and objectives of the research were met. The chapter discusses objectives achieved and what could have been done to avoid weaknesses and how challenges were tackled. 

Chapter eight references used for the research.
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The following chapter conduct research on wearable IoT devices. This outlining the development of the wearables and what wearables are currently available to purchase off-shelf. The wearables aid the user and benefit them in various ways.
Further on, research is conducted on Alzheimer’s and Dementia patients, outlining their symptoms and lifestyle changes. Patients with these conditions can be tracked using wearable IoT devices and caregivers can receive notifications if the patient leaves their safe zone. Most patients are happy to where one of the IoT wearable devices, however they would not remember to carry around a mobile phone or they do not like the use of them due to using new technology.
The final part of the chapter conduct research on IoT security threats. This outlining how the attacker could potentially attack or hack the device. Different types of attacks are covered in the chapter that could cause potential harm to the patient. This includes human attacks on IoT devices and different man in the middle attacks also referred to as MITM. 

[bookmark: _Toc70037991]2.2 Internet of things used in wearables.
IoT opened endless opportunities for users to virtually experience. Some of these include basic features such as being able to turn a washing machine on from your mobile phone, but they can also be used in a more complex environments such as operating factories and hospital databases. IoT began to expand on wearable devices used for various purposes. “Modern wearable devices inspire new ways of thinking about the Internet of things for the body and even beyond.” [4] This growing technology developed wearable devices for users to use.

 Majority of these devices include GPS tracking for various purposes from monitoring exercise data to monitoring patients in hospitals and at home for various health related purposes. Some of these include chronic patient healthcare monitoring where patient’s vital signs are monitored to help reduce hospitalisation by reporting abnormalities early. Another purpose is age care monitoring which allows users to live independently in their homes. This is done using the data collected from sensors and processed to detect any abnormalities in the patient’s movement patterns. The final main use is emergency applications allowing the device to detect abnormalities at the right time so emergency services can be alerted.

Fall prevention and fall detection are emergency applications as falls are serious for older adults. [5] One of the benefits of patients using IoT devices is the flexibility for both patient and doctor. Patients can be monitored with chronic conditions and notify doctors of emergency medical conditions by providing GPS location for instant support. Further benefits include ease of communication and reduction of costs by reducing doctor visits. [6]

[bookmark: _Toc70037992]2.3 Wearables used for Dementia/Alzheimer’s patients.
Patients living with chronic illnesses face challenges in their everyday life. Some of these illnesses include Alzheimer’s and Dementia which both effect patients with memory loss and cognitive difficulties. These illnesses present their symptoms in different ways such as “confusion, disorientation, getting lost in familiar places, difficulty planning or making decisions, problems with speech and language, problems moving around without assistance or performing self-care tasks, personality changes, becoming aggressive or demanding, hallucinations, low mood or anxiety.” [7] Alzheimer’s and dementia primarily effects people over the age 65.

As previously mentioned, IoT have many purposes in healthcare but they all have one factor in common. They all track patients in some way, may that be keeping track of their medical files or keeping real time track of the patient’s location. Wearable IoT devices are often used to track patients with these conditions. Many of these devices can be purchased from off shelf. Most wearable IoT devices are compatible with iOS and Android applications to monitor patient tracking.

Smart patient tracking is favourable by users to monitor patient’s location and activity, allowing them to be alerted if irregular activity is detected. Some research found in a case study that patients have been using wearable devices successfully and it reduced the number of times they got lost over a period. The family of the patients are reassured of the patient’s safety and the patients are agreeable to carry the device and tolerate it well. The patients can walk independently using wearable IoT devices. [8] Some other research found that although IoT offers flexibility and independency for the patient, a clinical case found that “the patient focused on the device’s shape which he found too voluminous and not aesthetic and was unable to give an opinion about the device’s functionality.” [9]

[bookmark: _Toc70037993]2.3.1 Related Work
A critical review of Partha Pratim Ray, Dinesh Dash and Debashis De, 2019, A systematic Review and Implementation of IoT-Based Pervasive Sensor-Enabled Tracking System for Dementia Patients, Journal of Medical Systems, vol. 43, no. 9, 2019. [13]
The found article is part of the Topical Collection on Mobile & Wellness Health. The authors of the article conducted a review on IoT-based pervasive sensor-enabled tracking system for dementia patients. “In today’s world 46.8 million people suffer from brain related diseases.” [13] This figure outlines the need for a safe and suitable tracking device for patients. “Consumers have shown growing interest in e-health and telecare services in recent past. Advancement in fields of Internet of Things (IoT), smart body sensors and cloud platforms, has embarked into creation of a wearables industry.” [13] By placing the GPS in to an IoT device it allows the patient to wear the device on their body monitoring their activity.  This is achieved by wearables “attached on different body parts of the dementia patient and virtual geographical boundary is estimated by the caregivers.” [13]

The following article provides an overview of patient tracking devices being offered to keep track of patients with dementia. All devices are wearable devices and are currently in the market or will be launched very soon. [13] The paper systematically reviews the most popular smart wearable tracking devices for dementia patients’ location tracking. Following, the paper performs an in-depth comparative study of the surveyed wearable devices in terms of cost, supplication, supportiveness, user experience and technological enrichment. The paper proposes a novel, low power consuming and cost effective IoT-based wearable sensor system, FSRIoT to validate the comparative analysis towards catering the needs of efficient dementia patient tracking in real-life e-healthcare scenario. The final section of the article discusses current technological gaps in the survey wearables for dementia patient tracking and provides recommendation to further uplift the quality of service in such cases. [13]

Some research found that “all devices can be categorised as wearables that could be worn regularly by dementia patients throughout a day.” [13] This shows that the minimum requirement for an IoT device to be suitable for tracking patients with dementia should be a wearable technology. This article reviews a variety of wearable devices and conducts a real-life scenario experiment using a device that elder remembers with dementia can wear and the caregivers can use to keep track of location. The aim of the research is “to review existing wearables that help dementia patients to track back to own home by him/herself and by caregivers through in-depth and comprehensive review of all aspects of surveyed wearables.” [13] The wearable devices reviewed in the article are GPS Smart Sole [14], Freedom GPS Locator Watch [15], Mindme Locate [16], Safelink [17], MX-LOCareTM [18], iTraq3 [19] and PocketFinder+ [20].

The key findings of the article show that in the real-life scenario “out of 20 times, 100% accuracy was observed for the case of detection of foot-stepping and continuous communication with the external caregiver’s mobile device or remote cloud.” [13] However the results were performed in a homely environment used by the main author of the article “due to obligations of ethical issues, none of the local dementia patients was available to perform this experiment over them, the test seemed to successful per the obtained results.” [13] In the future, the test should be performed on patients with dementia to gain non-based results. In all devices researched in the article, similar facilities are available. The study reveals these current devices lack some important design specifications that would make dementia tracking devices more efficient. These design specifications include lack of biosensors, machine learning algorithm prediction, flexibility in geo-fencing, specialised cloud service, power consumption, user experience, cost and neuro imaging. [13]

In summary, the study outlined key features that current IoT wearables offer and what they lack. Although the experiment was accurate, further studies on the proposed system should “be tested against dementia patients upon their agreements and ethical clearance. Further, battery life calculation and wearable-pervasive prototypes could be provisioned.” [13] This would ensure non-biased results and the improvements would ensure better user experience for both caregivers and patients. The study has provided an insight to show how wearable could be improved and what they are offering now. The article using the research found in currently available wearables conducts an experiment by designing and creating a wearable IoT tracking device and simulates a real-life scenario with the writer of the article wearing the device. This provides great understanding over the accuracy of IoT trackers being worn by users. However, further experiments should be performed using dementia/Alzheimer’s patients.

[bookmark: _Toc70037994]2.3.2 Comparing further research found on wearable IoT
Research carried out by Shahad Saud Aljehani, Rahaf Abdulaziz Alhazmi, Sara Saleh Aloufi, Bushra Difalla Aljehani and Ruqayya Abdulrahman on Apple Smart Watch device show that the device is capable of GPS tracking as well as featuring other useful features such as heart rate monitoring and measuring hours of sleep. “One of the most popular and effective IoT wearable device is Apple Smart Watch” [30] The research shows that this device can be used to monitor patients with Alzheimer's and dementia disease. This device is currently available on the market and would be suitable for monitoring patients, however, this device is priced higher than other devices that would also be suitable for the task. Other more affordable devices can be used for the task of location tracking which can be used for monitoring patients. There are some manufacturers that are currently building trackers to be used for elderly patients to monitor their locations and activities.
Further research carried out by Pratik Kanani and Mamta Padole on an IoT device produced to locate the exact GPS coordinates of the patients and send them to the server highlights the must of illustrating GPS location of the patient on Google Maps API, as “without the visual appearance of the location, the system will not be efficient and useful as hospital staff cannot understand the GPS coordinate numerical values.” [31] The article critically reviewed by Partha Pratim Ray, Dinesh and Debashis De experiments GPS location tracking using devices created for location tracking. The trackers used in the experiments are more affordable than the Apple Smart Watch used in earlier research, and supplies Google Maps API location which earlier research found being a necessary tool. [13]


[bookmark: _Toc70037995]2.4 IoT Security Threats
Like all IoT devices, patient tracking devices are also a threat to security attacks. As the safety risk is the consumer’s responsibility, it is vital that the user increases security measures to avoid these attacks. These attacks can involve patient’s prescriptions being changed and sensitive personal data stolen. To minimise the risk of an attack, the data must be encrypted, and privacy measures increased. The method of attacks varies and depend on the device being used. An attacker could hack the device, also referred to as medjacking in order to gain access with an intention to harm the patient. [10] The attacker could potentially hack the software used, change the account details, live location, and location boundary for the patient. This could put the patient in to physical harm and danger by getting lost.

There are many examples of human attacks on IoT devices. The most common attack is password hacking. Using automated software, attackers make numerous attempts to hack the user password. The software attempts different variations until the correct password is found. Some of these password hacking tools include Brutus, Medusa and THC Hydra. Cyber reconnaissance is another human attack; a malware used to spy on the users and gain sensitive data or access to their systems. Another human attack is tracking; IoT devices have unique identifiers also referred to as UID, which the hackers can use to track every movement of the user through this ID. The exact location of the user can be tracked. The final most common human attacks on IoT devices are controlled attacks where the attackers specifically target the user’s device using a virus which is programmed to function in such way that it destroys the hot device. [11]

A lot of security attacks happen using MITM attacks. MITM attacks usually target individuals and often remain undiscovered and unrecorded in the statistics. MITM attacks can be conducted in several says including address resolution protocol (ARP) cache poisoning, DNS spoofing, session hijacking including side-jacking, evil twin, sniffing and SSL hijacking. [12] These methods will be discussed further in the related work.

[bookmark: _Toc70037996]2.4.1 Related Work
A critical review of Zoran Cekerevac, Zdenek Dvorak, Ludmila Prigoda and Petar Cekerevac, 2017, Internet of Things and the Man-In-The-Middle Attacks-Security and Economic Risks, MEST Journal, vol. 5, no. 2, pp 15-25. [12]
The found article is a part of MEST Journal. The authors of the article present some aspects of the IoT and conducted a review on what attacks IoT devices could be exposed to, this including MITM attacks. The article also provides an insight to the technology of MITM attacks and show what the attacker gains from a successful attack. Following this, the article also provides a possible solution to protect IoT devices against attacks. The article shows assumptions of the future development of these issues.

The paper is aimed to present a brief analysis of technology of MITM attacks along with examples of these types of attacks and outlining some economic factors. The research had a null and an alternative hypothesis. The null hypothesis being set to “MITM attack is an old technology and can’t cause damages to the attacked on the IoT” [12] giving the assumption that MITM would not be a threat due to being outdated technology. However, the alternative hypothesis is set to “MITM attacks are not rare in the IoT and can cause losses to the victims” [12] this meaning MITM would not be a threat to the user.

The study reveals that “only in large scale attacks, it comes to light the extent of the damages caused” [12] by MITM attacks, showing that low-scale attacks often go unnoticed. The analysis on examples clearly outlined the extend of possible MITM attacks and the damages caused by them, despite difficulties collecting relevant data. [12] The results of the paper show various problems how IoT devices could be a threat to MITM attacks resulting in damages caused to the user. One of the problems found was “the tendency of insisting on constant cheapening of production and products.” [12] By creating cheaper products, the level of security against attacks could be significantly lower. The study also found that attackers are at an advantage of both knowledge and in terms of technology at their disposal. [12] The results also showed that “an MITM attack is often combined with other attacks or built into them.” [12]

Given the insight that MITM attacks can attack in multiple ways such as IP spoofing, DNS spoofing, HTTPS spoofing, SSL hijacking and Wi-Fi eavesdropping. Further research showed that “MITM attacks usually target individuals, and the attacks often remain undiscovered and unrecorded in the statistics.” [12] This giving the understanding of small-scale individual attacks go unnoticed, and attacks gain more recognition if the attacks are performed on a large scale. These problems could be avoided; however, it is difficult to ensure all users are updating their software regularly. The research provides an insight of current MITM threats targeting IoT devices and shows that although MITM attacks are thought to be old technology, they could still be a threat and cause damage to the user.

In summary, the article provided an extensive understanding of potential MITM attacks threatening IoT devices in current day. The study solidly concluded that MITM attacks are in fact still a current threat to IoT devices in various way. In summary, the article outlined risks that may occur from insufficient protection when using IoT devices. A simple recommendation would be “not to use public Wi-Fi in situations where doing anything sensitive and/or confidential” [12] as this could put the user at a huge target for attackers. The research has proven the alternative hypothesis and rejected the null hypothesis. “The research showed that the null hypothesis H0 is rejected. The research showed that the MITM attacks, although a rather old technology, is not rare and, even one, can cause damages to the attacker on the IoT.” [12] Given this, the alternative hypothesis is accepted. In conclusion, users should implement security measures on their IoT devices to ensure safe useability. “Because there are, and there will be billions of devices, it is to be expected that IoT devices will be insecure very frequently, at least during the period from the moment when a device was connected to the network, up to the moment when a vulnerability is discovered.” [12] 

[bookmark: _Toc70037997]2.4.2 Related Work
A critical review of Bhargav Pingle, Aakif Mairaj and Ahmad Y. Javadi in 2018, Real-world Man-in-the-middle (MITM) Attack Implementation Using Open Source Tools for Instructional Use, International Conference on Electro/Information Technology. [23]
The article is part of the International Conference on Electro/Information Technology. The authors of the paper discuss how attackers perform MITM attacks using open-source tools including Ettercap tool in Kali Linux environment. This OS and tools can be used to perform ARP sniffing, MITM attack and DNS spoofing.
The aim of the paper is to perform ARP attack using Kali Linux designed for digital forensic and penetration testing. The paper states this is “one of the best security packets for an ethnical hacker”. [23]

The paper states that “during ARP poisoning the host’s ARP table or cache is corrupted, allowing the hacker to redirect all the traffic to his machine. When an attacker sends forged ARP replies, the ARP poisoning happens.” [23]
The authors of the paper implement the MITM attack on Oracle VM VirtualBox. Which is an open-source computer software. A virtual environment is created with two virtual machines. The first virtual machine being the attacker machine that runs Kali Linux operating system and the second being the victim machine which runs Windows operating system. Following the setup, Ettercap tool can scan for the victims IP address. The targets IP address can be selected in the Ettercap and following this, the ARP poisoning can be selected in the MITM section. [23] 

The study reveals that “sensitive data like username and password can be easily sniffed if the user does not follow the security principle when on the Internet” [23] and user credentials can easily be sniffed using Ettercap tool. The study also reveals how easily an attacker can perform MITM attacks using simple and open-source tools like Ettercap. 
 

[bookmark: _Toc70037998]2.5 Denial of Service Attacks
“Internet of things is an innovative technology and became much more popular recently. The internet of things an emerging global internet-based information architecture facilitating the exchange of goods and services. Security concerns associated with it also became much more popular. Denial of service attack is one method of cyber-attack and used widely” [22] DoS attacks are characterised by an explicit attempt by attackers to prevent legitimate users from using resources. An attacker may attempt to flood the network and reduce a legitimate user’s bandwidth, prevent access to service, or disrupt service to a specific system or a user.

Examples of DOS:
· Attempts to “flood” a network, thereby preventing legitimate network traffic.
· Attempt to disrupt connections between two machines, thereby preventing access to a service.
· Attempts to prevent a particular individual from accessing service.
· Attempts to disrupt service to a specific system or person.

Steps to conduct a DNS attack:
· The real attacker sends an “execute” message to the control master program.
· The control master program receives the “execute” message and propagates the command to the attack daemons under its control.
· Upon receiving the attack command, the attack daemons begin the attack on the victim.

Examples of DOS methods:
· Hping3 with random source IP (1200 bytes)
· Hping3 with fixed IP
· SYN Flood
· SYN Flood with proofed IP
· TCP Connect Flood

There are currently no successful defences against a fully distributed DoS attack. Some defences against DOS attacks include filtering routers, applying security patches, disabling unused services and performing intrusion detection.

[bookmark: _Toc70037999]2.5.1 Related work
A critical review of Lulu Liang, Kai Zheng, Qiankun Sheng, Xin Huang, 2016, A Denial of Service Attack Method for an IoT System, International Conference on Information Technology in medicine and education (ITME), Fuzhou, 2016, pp. 360-364. [21] The found article is part of the International Conference of Information Technology. The authors of the article conduct and compare three DoS attacks on a simple IoT system using Kali Linux. The research is aimed to compare the CPU utility, memory utility, time for success of attacks and packer loss rate of attacking. The study reveals the comparison of different DoS attack methods and the factors influencing the attacks are analysed. “Kali Linux can launch a DoS attack at the sensor node, which will influence the connection between PC and sensor node”. [21]

DoS attacks flood the target with traffic or send information to trigger a crash. DoS attacks are one of the more popular cyber-attack methods used. The three methods used to conduct the attacks are hping3 with random source IP, simple SYN flood with proofed IP and TCP connected flood. The command used to execute the first method hping3 with random source IP is “hping3 -c 10000 -d 1200 -S -w 64 -p 6633 -flood -rand-source targetIP”. [21] The command used in the experiment to execute the second method simple SYN is “hping3 -S -P -U -flood -V -rand-source targetIP”. [21] The third final experiment command used to execute TCP connected flood is “nping -tcp-connect -rate=90000 -c 9000000 -q targetIP”. [21]

The study reveals that hping3 with random source and TCP connect flood have very high CPU utility. The study found that time for success of attacks have very small difference. The results agree that hping3 with random source IP has the highest packet loss rate meaning that the attack has the best performance. In Summary, the experiment results show that DoS attacks influence the connection between the sensor node and the PC. A key finding of the experiment shows that using method one, “the larger the size of packets, the better performance of the attack”. [21] The comparison of all three methods is shown. Overall, the experiment shows that method one has the best performance, followed by method two and finally method three. Further studies on more attack methods to be conducted and effect of different attack methods to be analysed.

[bookmark: _Toc70038000]2.5.2 Related Work
A critical review of Qifeng Chen, Haoming Chen, Yanpu Cai, Yanqi Zhang and Xin Huang, 2018, Denial of Service Attack on IoT System, International Conference of Information Technology in Medicine and Education, Suzhou, China, 2018. [22] The fount conference article is also part of the International Conference on Information Technology in Medicine and Education. The authors of the article launch three different DOS attack methods using Kali Linux and compare their outcomes. The aim of the research is to launch DoS attacks on IoT system using Kali Linux. The study reveals the comparison between different DoS methods and analyse the different influence factors.

“Dos attack a cyber-attack that exploits TCP-based protocol vulnerabilities.” [22] Connection made to the internet must be through TCP’s handshake. DoS attacks abuse TCP handshakes and direct a high-volume stream of requests to open a TCP connection with the victim’s server. In order to compare efficiency of different DoS attacks, the authors of the article built a simulated IoT and Kali Linux is the attacker, the tracker/IoT s the victim. The first method used is DoS attack using hping3 with a fixed IP, the second method used is SYN Flood and the third method used is TCP Connect Flood.

The study reveals that using method 2 SYN Flood, the bigger the side of the packets, the higher the efficiency of the attack. The study also shows the comparison of method 2 and method 3 showing method 2 having higher efficiency. “The performance of Method 1 is better than method 3 but worse than method 2.” [22] The experiment found it is important to emphasize the importance of defence against DoS attacks. Future study could be conducted on the defence against DoS attacks.

[bookmark: _Toc70038001]2.6 Conclusion
In conclusion in depth literature review has been conducted on wearable IoT devices suitable for patient tracking purposes. This includes devices created by researchers and devices that can be purchased off shelf. Research also studied characteristics that make devices suitable for the purpose of monitoring vulnerable adults. Further research has been carried out into MITM attacks and ARP spoofing, observing methods the attacks can be carried out, tools used to perform the attacks, and the impact on the victims. Further research has been carried out into DOS attacks looking into tools and methods to perform these types of attacks. Various methods have been looked at including SYN flood attack.


[bookmark: _Toc70038002]Chapter 3- Methodology
[bookmark: _Toc70038003]3.1 Introduction
The following section covers the methodology's used for the project research. The section reasons why the methods have been chosen, what advantages the method gives to the project and if there are any disadvantages to the method then how to tackle them. Using Saunders et al research onion [24] for the methodology, the methods used in the methodology are outlined.

[image: The research 'onion' (Source: Saunders et al., 2007) ]
[bookmark: _Toc70032147]Figure 1-Research onion [24]
Figure 1 shows the research onion used to outline the ideal methods used to conduct a good experiment for the project.

[bookmark: _Toc70038004]3.2 Research Overview
An overview of the process of the nature of the project. Hardware used for the project includes Kali Linux and the trackers used for the project are iTrack TK102 MINI GPS TRACKER and UBEEQUEE GPS TRACKER. A PC will be used to conduct the attack.
[bookmark: _Toc70038005]3.2.1 Research Process
[image: Diagram
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[bookmark: _Toc70032148]Figure 2-Research Process

[bookmark: _Toc70038006]3.2.2 Philosophies
The first step of the research involves the philosophies used in the project. The philosophy used is positivism as it is a more scientific approach. The data is observed over a period through observation of the experiment. During the experiment, two attacks are initiated on two tracking devices. The experiment is observable, and the outcomes are comparable.

[bookmark: _Toc70038007]3.2.3 Approach
The approached used in the methodology is inductive as it aims to test a new theory or hypothesis. The experiment hypothesis is that the trackers can be attacked using DOS and ARP attacks to harm the patient or users. In other words, for malicious attacks upon the user. 
The alternative hypothesis is that trackers will be vulnerable to DOS and ARP attacks. 
The null hypothesis is that the trackers are not vulnerable to attacks and have appropriate safety measures in place. 


[bookmark: _Toc70038008]3.2.4 Strategies
The strategy used for the project is experimental as experiments are to be carried out to achieve the aim of the project. The experiment requires two IoT devices connected to a mobile device to conduct two security attacks on using the attacker’s laptop. The purpose of the attack is to see if the IoT devices used fall victims to the attacks conducted. The attacks to be conducted are an ARP and a DOS attack. The aim of the project is met once a hypothesis is proven. The tracking devices used are iTrack Mini and UBEEQUEE. Both tracking devices to be connected to the mobile device used an iPhone XS to monitor the patient’s location and incoming data. On the attacker’s laptop two attacks are to be initiated, an ARP and a DOS attack targeting the router the mobile device is connected to.

[bookmark: _Toc70038009]3.2.5 Choices
The choices used in the methods are multi methods as two experiments are to be conducted and compared to address the hypothesis. The experiments involve the use of qualitative data to achieve a conclusion. The qualitative methods used in the experiment are security attacks. The first method used is a DOS attack targeting the router. The mobile device is connected to the router receiving location update from both tracking devices to the mobile phone. The DOS attack floods the router with traffic resulting in traffic overflow or crash. The second method used is an ARP attack. The attacker’s laptop is targeting the router the mobile device is connected to, gathering any incoming data from the tracking devices. With the use of a table both attacks are to be documented including if they were successful or unsuccessful and weak points and strengths.

[bookmark: _Toc70038010]3.2.6 Time Horizons
The time horizons refer to the time frame of the research. The time frame is going to be cross sectional as the data will be observed over a short period of time rather than years. This is a suitable method as the duration of the project is less than one year for a strong conclusion to be made. During the process of the project, all data gathered is to be screen captured and documented giving a detailed progress of the timeline of the experiment. Over a short period of time, the data gathered can be compared and a conclusion of the project hypothesis is made.

[bookmark: _Toc70038011]3.2.7 Techniques and Procedures
Data collection and analysis used refers to the techniques and procedures used. This gives an understanding of the ways and proposed that the research was conducted. The data used is primary data and qualitative data. The raw data gathered through experiments is placed into graphs, charts, and tables to view the results and make a conclusion.

[bookmark: _Toc70038012]3.3 Conclusion
Research carried out in areas including IoT used in wearables, wearables used for dementia and Alzheimer’s patients and security threats including ARP and DOS attacks.
The process of the experiment is carried out using an attacker’s laptop targeting the router the mobile device is connected to. The mobile device is receiving incoming data from both tracking devices and this connection is to be disrupted with the use to ARP and DOS attacks.
The design of the process of the attacks would look the following: 
[image: Waterfall chart
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[bookmark: _Toc70032149]Figure 3-Design process of DDOS attack
[image: A picture containing graphical user interface
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[bookmark: _Toc70032150]Figure 4-Design process of ARP attack

Figure 3 and 4 give an overview of the process of the designs. Although it is not the final design, it provides a positive insight of how the project could work.

Overall, the chapter provided an overview of the process and design of the research and experiment. The philosophy used is positivism as the project is taking a scientific approach. The approach used is inductive as the project is testing a new hypothesis. The strategies used are experimental as the project will be conducting various experiments to achieve a conclusion. The choices used are multi methods as two qualitative data are to be compared to meet the aim. The time horizon is cross sectional as the data is observed over a short period of time rather than over a long period. The data collected is raw primary data, and the techniques used to gather the data are graphs, charts, and tables to view the data visually.


[bookmark: _Toc70038013]Chapter 4-Design and Implementation
[bookmark: _Toc70038014]4.1 Introduction
The following chapter discuss the design and implementation used in the project.

[bookmark: _Toc70038015]4.2 Problem Formulation
The problem to be solved is weather the IOT tracking devices can be attacked using the penetration testing tools and software for the attacks. The problem formulated in the project is to set up two tracking devices and connect them to a network through the internet. Both trackers send information to the receiver device, a mobile device connected to a router. The connection is to be disrupted using the penetration testing tools and software for the attacks.

[image: Diagram
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[bookmark: _Toc70032151]Figure 5-Block diagram
Figure 5 demonstrates a block diagram created for the problem formulation of the project. The attacker’s laptop is running operation system and tools used to perform the attacks. The attacker’s laptop will be sending traffic to the Wi-Fi router causing the router to flood and log information coming in from connected devices. A mobile device is connected to the Wi-Fi router, containing applications used for the tracking devices. Tracking device 1 and Tracking device 2 are both connected to the mobile device, sending the user’s location to the device.

The goal is to establish if IoT devices are vulnerable to security threats. To achieve the goal, attacks are to be carried out on both devices to monitor their safety measures. 
 
The problem
Healthcare adapted the use of IoT devices to aid to solve solutions both for patients and for carriers. One of these devices are patient tracking devices which aids the carer and family members to keep track and locate relatives and patients. The IoT devices could be attacked in ways to cause harm to the patient.

Why the problem matters
The problem matters as without the security weakness being addressed and tested, the patient could be a target of attacks that could make their location invisible or steal their sensitive data.

[bookmark: _Toc70038016]4.3 Design
Throughout the process of the research so far, in depth literature review was carried out on relevant areas of the project. These areas include patient tracking devices using IoT devices and what type of users would use them. This narrowing down the criteria of what type of tracking devices would be useful for the experiment. The research showed that the tracking devices must be a small, unnoticeable, and compact wearable that patients with relevant illnesses would use. Further relevant research has been carried out on security threats including DOS and ARP attacks. These attacks were chosen as although they are old and well heard of attacks, some devices sill fall victim to these attacks.

The following section demonstrates a design for the experiment and outlines systems, tools and methods needed for both DOS and ARP attacks. The two experiments require different tools to successfully achieve reliable results. The experiments atter as IoT devices are facing threats from attackers attempting to gain data and or cause harm to the patient. Research carried out in the literature review shows how an attacker could gain access to victim's device and although the attacks are well known and have been around for some time, they can cause just as much harm if the device is not secured accordingly. The target for these types of attacks is the user's router if the router is not secured. The problem effects both the patients and carers. The research on this area focuses on security attacks on wearable devices. Not much research has been carried out specifically designed IoT devices that patients and carers would use. Further research was needed to conclude if these specifically designed devices alright wonderful to cyber-attacks.

The problem is important to be solved as without the security fault/weakness being addressed, patient’s data could easily be stolen and used by the attacker or connection could be denied. Another problem that needs addressing is that using a simple DOS attack, the patient’s location could be made completely invisible, putting the patient in the risk of danger/harm. If the problem is not solved, patient data can be stolen, and their location can be made invisible. This can be achieved with the use of an ARP and DOS attacks. The consequences will be felt by both the patient’s and carers. Carers would not be able to monitor patients due to DOS attack and the patient could be in a dangerous situation/location. The patient's data could be stolen using an ARP attack and used without the knowledge in malicious ways. The problem has a wider relevance as other IoT devices could also fall victim to these types of attacks if security measures are not addressed properly. DOS&ARP attacks are very common with a high success rate that can affect other IoT devices as well as specifically designed ones. 


[image: Diagram
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[bookmark: _Toc70032152]Figure 6-Process of the attack
Figure 6 above demonstrates the process of the attack. The Internet is connected to the router ensuring connectivity. The Wi-Fi router is connected to the mobile device. The mobile device contains applications for both tracking devices to monitor the patients. These applications are connected to tracking devices which are iTrack Mini and UBEEQUEE tracker. The attacker connect to the Wi-Fi launches operating system and tools to begin the process of the ARP and DOS attacks to block the patient's location from being accessible and to steal data that is being sent to the healthcare worker. 

ARP
The ARP attack requires three main components: a router, a sensor, and a laptop. The user must be targeting the router with the laptop using Kali Linux and Ettercap software packets. Once initiated software packets began to attack the router. Information coming from the device that is connected to the router is available to log. This leaves the user able to connect to the router and see no difference in their data being stolen.

DOS
A denial-of-service attack is very much similar to an ARP attack, the difference being that you are disrupting the connection instead of stealing data that is being transmitted. Using the attacker’s laptop, the router can be flooded using UDP and TCP packets that slow the connection down or overwhelm the router into shutting down or restarting. This creating a disruption at the other end for the users that are connected as it slows the speed down to unusable or drop the connection entirely.


[bookmark: _Toc70038017]4.3.1 Design diagram
[image: Diagram
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[bookmark: _Toc70032153]Figure 7-Design diagram

Overview of diagram
Figure 7 illustrates the design for the experiment. The diagram illustrates the process of the attacks. The Internet is connected to the router. The router is connected to the mobile device ensuring and providing Internet connection. The mobile device is connected to both tracking device 1 and tracking device 2. Both tracking devices send data to the mobile device using Internet connection through the router. The attacker's device is connected to the router. The attacks begin, disrupting connection, and stealing data between tracking devices and mobile device.

The connections used in the design are……..

Diagram figures
The human figures used in the diagram represent the participants in the experience. The diagram provides colour coded keys to help understand the process of the attack and where each participant is located. In red, the attacker performing the DOS and ARP attacks is illustrated and where the penetration would take place. The colour green represents the healthcare worker’s monitoring the patient’s and their location during the attack.  The patients using tracking device 1 and tracking device 2 are sending data to the mobile device monitored by healthcare workers are shown in blue colour.

[bookmark: _Toc70038018]4.3.2 Components, tools and software
The devices needed for the experiment include various components, tools and software used. With the combined use of these, the experiment can be implemented.

Tracking devices used:

Tracking Device 1
[image: ]
[bookmark: _Toc70032154]Figure 8-iTrack MINI tracker
Figure 8 demonstrates an image off Tracking device 2 used in the experiment. This tracking device identically to tracking device one will also be connected to the mobile device and it will be sending data from the patient to the health care worker.

Tracking Device 2
[image: ]
[bookmark: _Toc70032155]Figure 9-UBEEQUEE tracker
Figure 9 demonstrates an image of Tracking device 1 used in the experiment. This tracking device will be connected to the mobile device and it will be sending data from the patient to the health care worker. 



Components used:

Attacker’s device 
[image: A picture containing text, computer, indoor, computer
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[bookmark: _Toc70032156]Figure 10-Attacker’s device. Acer Predator Helios 300.
Figure 10 demonstrates an image of the attacker’s device. The attacker’s device used for the experiment is an Acer predator Helios 300 laptop. With the instillation of various penetration testing tools and operating system, the laptop is to carry out attacks on the tracking devices.


Router
[image: A picture containing text, indoor
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[bookmark: _Toc70032157]Figure 11-Router connected to the Internet.
Figure 11 demonstrates the Wi-Fi router used for the attack. The Wi-Fi router is connected to the internet and supplies connection for the mobile device. The penetration testing tools initiated from the laptop is to begin attacks on the router. These attacks are to flood the traffic on the device, disabling connectivity between mobile device and the tracking devices. Another attack initiated is to steal information transmitted between the mobile device and the tracking devices. 


Mobile Device
[image: A picture containing text, wall, indoor
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[bookmark: _Toc70032158]Figure 12-iPhone XS the mobile device used for the attacks.
Figure 12 demonstrated the mobile device used in the experiment. The mobile device is to be connected to both tracking devices. The mobile device is to install both tracking device’s applications to track the patient’s whereabouts.


Operating System and Tools Used:

Kali Linux
[image: ]
[bookmark: _Toc70032159]Figure 13-Kali Linux [25]
Figure 13 shows Kali Linux operating system that is to be used for the attacks. Kali Linux is a free operating system that has over 600 tools that can be used for penetration testing and security analysis. It is aimed to conduct penetration testing and security auditing. It contains tools for various information security attacks including penetration testing, security research, computer forensics and reverse engineering. Another OS that could have been used is Parrot OS.

Bettercap
[image: ]
[bookmark: _Toc70032160]Figure 14-Bettercap [26]
Figure 14 shows the tool suitable for an ARP attack, Bettercap. Better cap is a powerful extendable and portable framework. Better cap is a powerful and portable tool that was created to perform various attacks and to sniff for credentials as well. This tool can be used for various types of MITM attacks. This tool is to be used in the experiment to carry out an ARP attack and sniff for information that is being transferred between the user on the mobile device through the router. 

Metasploit
[image: ]
[bookmark: _Toc70032161]Figure 15-Metasploit [27]
Figure 15 shows the software suitable to conduct the DOS attack, Metasploit. Metasploit framework is a penetration testing platform that enables to write test and execute exploit code. This tool includes various ways that can be used to test for vulnerabilities and execute attacks. This tool is useful in the experiment to carry out a DOS attack on the router. By flooding the router with traffic, the two tracking devices will not be able to communicate with the mobile device. 

Wireshark
[image: ]
[bookmark: _Toc70032162]Figure 16-Wireshark [28]
Figure 16 demonstrates Wireshark, a software tool used to monitor the packets and the flow of the network traffic going through. Wireshark is a packet sniffer analysis tool. Which captures network traffic and stores data for offline analysis. Wireshark can capture network from Ethernet, Bluetooth, wireless and more. The purpose of Wireshark in the project is to monitor the packets flow of the network traffic going through. This will be useful for both attacks, especially for the DOS attack as this tool allows better monitoring purposes for the experiment. 

Nmap
[image: ]
[bookmark: _Toc70032163]Figure 17-Nmap [29]
Figure 17 shows Nmap, a tool that allows for scanning for IP and ports on the network once connected. This allows discovery of the devices and log how they were found. Nmap is short for network mapper which is a vulnerability scanning and network discovery tool. Nmap identifies what devices are running on the system discovering hosts that are available, the services they are offering, finding open ports, and detecting security risks. Nmap discovers the hosts and services on a computer network by sending packets and analysing the responses. The purpose of this tool in the experiment is to monitor devices that are connected to the network and provides information on how they were found. 



[bookmark: _Toc70038019]4.4 Implementation
The following section implements the design of the experiment based on the design diagram created. Following the design diagram created for the project, the devices are to be connected and configured. The devices used are an iPhone XS, PlusNet Wi-Fi router, iTrack Mini GPS tracker, UBEEQUEE tracker and Acer predator Helios laptop. 

[bookmark: _Toc70038020]4.4.1 Device Specifications
The following section provides a general overview of the devices used for the project. The devices chosen for the experiment have specific features to carry out the experiment.
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[bookmark: _Toc70032164]Figure 18-Devices used for implementation of project.
Figure 18 shows the devices used to implement the project.

UBEEQUEE tracker 
[image: Diagram

Description automatically generated]
[bookmark: _Toc70032165]Figure 19-UBEEQUEE tracker ports and buttons.
Figure 19 shows the ports and buttons on UBEEQUEE tracker. The UBEEQUEE tracker feeds live tracking and location history to the online database. The tracker operated using a SIM card and rechargeable battery.  With the help of an SOS button, the user can signal for help. Limited two-way voice also allows for emergency calls. The tracker features a virtual fence that can be set used to set boundaries for the user and alert the carer monitoring once virtual fence passed.
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[bookmark: _Toc70032166]Figure 20-UBEEQUEE IOS application
The device allows application sharing to install on to IOS and Android devices. Figure 20 shows the IOS application of UBEEQUEE.
Tracker technical information:
-Tracking includes GPS LBS and Wi-Fi location accuracy GPS 5-15m LBS 100-1000m.
-Weight 23g.
-Dimension 48x40x14.5mm.
-Fence radius 200-2000m.
-Update rate 1min, 10 min, 60 min.
-Tech spec 2G, GSM, GPRS 850/900/1800/1900Mhz.
-Multi network access.
-Lithium battery 450mAH, Standby 4 days.
-Waterproof, splash/puddle proof.

iTrack Mini tracker
iTrack Mini tracked will be used as for both real time live tracking and as a listening device. The device uses SMS tracking and feeds information to an online database that is available through an online browser and through free IOS and Android application.
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[bookmark: _Toc70032167]Figure 21-iTrack Live GPS IOS application
Figure 21 shows the iTrack Mini’s IOS application. The cost of live tracking starts at 2p per day with O2 network; a SIM card to use is supplied with the device. 
Tracker technical information:
-Dimensions 64mm x 46mm x 17mm.
-Weight 50g.
-Network: GSM/GPRS.
-Quad band 850/900/1800/1900Mhz.
-GPS chip SIRF3 chip.
-GPS sensitivity 159dBm.
-GPS accuracy 5m.
-Battery chargeable/changeable 3.7V 800mAh Li-ion battery.
-Battery life 80 hours.
-Buttons include 1 SOS, 1 power on/off.

Acer Predator Helios 300
[image: Table
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[bookmark: _Toc70032168]Figure 22-Acer Predator Helios 300 specifications
Figure 22 shows the Acer Predator device specification and windows specification. The device name is as shown LAPTOP-786MKH61 and the processor used can be seen. The RAM installed is 16.0GB with 15.8GB useable. The system type is 64-bit operation system, x64-based processor. Furthermore, the product ID and device ID can be seen. The Windows edition installed is Windows 10 Pro, version 20H2.
Laptop technical information:
-Display size/resolution 17.3-inch, 1920x1080 display.
-Storage 512GB SSD.
Tools and OS on laptop
[image: Text
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[bookmark: _Toc70032169]Figure 23-Tools and OS used for attacks.
Figure 23 shows the tools and OS to be installed on the laptop to carry out the attacks. The OS used is Kali Linux and the tools used are Bettercap, Metasploit framework, Wireshark and Nmap to carry out the attacks.

PlusNet Wi-Fi router
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[bookmark: _Toc70032170]Figure 24-WiFi wireless configurations
Figure 24 shows 2.4GHz and 5GHz configuration on the Wi-Fi. The security settings configured on the Wi-Fi is WPA2. The wireless SSID that identifies the router is PLUSNET-PGZS. The figure also shows the wireless interface types, and the channel selection is automatic.
Input slots:
-Broadband DSL
-Gig ethernet 1, 2, 3, 4
-Broadband WAN
-USB
-Reset
-Power
Buttons:
-Power On/Off
-Reset
-Restart
-Wireless WPS

iPhone XS
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[bookmark: _Toc70032171]Figure 25-iPhone XS device information
Figure 25 shows the iPhone XS general information about the device. The name of the device is displayed as Aida’s iPhone. 
iPhone XS device specification:
-Software version: 14.2
-Capacity 256GB and available space 154.98GB
-Wi-Fi
-Bluetooth

[bookmark: _Toc70038021]4.4.2 Configuring devices
The following section configures the devices used for the experiment following the design diagram created. All devices used in the experiment need to be configured to establish connection using ping. Once the devices have been successfully connected and are responding to each other, the testing of the devices can begin. 
[bookmark: _Toc70038022]4.4.2.1 Installing Kali Linux OS and tools on Acer Predator Helios 300 Laptop
During the first part of the configuration of the devices, Kali Linux OS and the tools used for the attacks are installed on the attacker’s device the Acer Predator Helios 300. 
	Screen capture of events and description of events
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[bookmark: _Toc70032172]Figure 26-Kali Linux OS installer menu

	Figure 26 shows the Kali Linux OS system installer menu. Graphical install is selected.
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[bookmark: _Toc70032173]Figure 27-Selecting language for Kali Linux installation

	Figure 27 shows selecting the language for the installation process. English language is selected for the default language of the installed system.
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[bookmark: _Toc70032174]Figure 28-Selecting time zone

	Figure 28 shows the option to select time zone and to help select the system locate. The location selected is United Kingdom.
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[bookmark: _Toc70032175]Figure 29-Keymap selection

	Figure 29 shows the selection of the keymap used. The selected keymap for the keyboard is British English.
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[bookmark: _Toc70032176]Figure 30-Network configuring

	Figure 30 shows the network configuring.
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[bookmark: _Toc70032177]Figure 31-Setting up system hostname

	Figure 31 shows setting up the hostname for the system. The host name given to the system is “AttackersLaptop”.
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[bookmark: _Toc70032178]Figure 32-Network domain name set

	Figure 32 shows the domain name given to the network. No domain name is required on the device.
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[bookmark: _Toc70032179]Figure 33-User account name set

	Figure 33 shows the name set up for the user account. The name of the new user given is “Attacker”.
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[bookmark: _Toc70032180]Figure 34-Username created for account

	Figure 34 shows the username created for the account. The username is set to “attacker”.
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[bookmark: _Toc70032181]Figure 35-Password set for new account

	Figure 35 shows the password used for the new account created. The password set for the account is “attacker”.
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[bookmark: _Toc70032182]Figure 36-Selecting partitioning method

	Figure 36 shows choosing the partitioning method. Option one just sets out the disk standard as open unencrypted, where option 2 uses the disk and sets up an LVM. The last option sets up the disk with an encrypted LVM which secures the disk completely and makes it fully secure against any attempts to read the data on the operating system. The partitioning method chosen is “Guided-use entire disk”.
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[bookmark: _Toc70032183]Figure 37-Available disk space

	Figure 37 shows the available disk space that is used.
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[bookmark: _Toc70032184]Figure 38-All files in one partition

	Figure 38 shows that all files are in one partition.
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[bookmark: _Toc70032185]Figure 39-Overview of partition disk configuration

	Figure 39 shows an overview of the current configuration partitions and mount points. Finish partitioning and write changes on disk.
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[bookmark: _Toc70032186]Figure 40-Partitions formatted

	Figure 40 shows the partitions to be formatted. The changes to the disk are enabled.
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[bookmark: _Toc70032187]Figure 41-Installation of base system

	Figure 41 shows the installation of the base system.
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[bookmark: _Toc70032188]Figure 42-HTTP proxy information

	Figure 42 shows the HTTP proxy information. The section is left blank as no proxy information is required.
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[bookmark: _Toc70032189]Figure 43-Package manager configuring

	Figure 43 shows the configuration of the package manager.
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[bookmark: _Toc70032190]Figure 44-Configuring libpam0g:amd64

	Figure 44 shows enabling the restart services during package upgrade without asking to configure libpam0g:amd64.
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[bookmark: _Toc70032191]Figure 45-Configuring basepasswd

	Figure 45 shows configuring the basepasswd. The change the home directory of user irc is enabled.
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[bookmark: _Toc70032192]Figure 46-Installation of software

	Figure 46 shows the installation of the software.
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[bookmark: _Toc70032193]Figure 47-Software selection

	Figure 47 shows the software selection section. The software to install are Desktop environment, GNOME, Collection of tools, top 10 most popular tools, and default selection plus additional tools.
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[bookmark: _Toc70032194]Figure 48-Installing GRUB boot loader to master boot loader

	Figure 48 shows the installation of the GRUB boot loader to the master boot record. Installation is enabled.
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[bookmark: _Toc70032195]Figure 49-Installation of boot loader on hard disk

	Figure 49 shows the installation of the boot loader on a hard disk. The device for the boot loader installation is selected as “/dev/sda (ata-VBOX_HARDDISK_VBa17d073e-d2b1b575”.

	[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc70032196]Figure 50-Installation complete

	Figure 50 shows the instillation complete screenshot. The system will reboot at this point and will reboot into the GUI interface.
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[bookmark: _Toc70032197]Figure 51-Log in screen

	Figure 51 shows the log in screen. The user created earlier “Attacker” is listed.
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[bookmark: _Toc70032198]Figure 52-Kali Linux OS desktop

	Figure 52 shows the desktop for Kali Linux OS with the installed graphical interface of GNOME after logging in.

	Installing tools on Kali Linux
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[bookmark: _Toc70032199]Figure 53-Bettecap installation

	Figure 53 shows the installation of Bettercap.
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[bookmark: _Toc70032200]Figure 54-Bettercap installation process

	Figure 54 shows the instillation process of Bettercap.
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[bookmark: _Toc70032201]Figure 55-Bettercap installation complete

	Figure 55 shows the instillation of Bettercap completed.
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[bookmark: _Toc70032202]Figure 56-Metasploit installation

	Figure 56 shows the installation of Metasploit tool.
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[bookmark: _Toc70032203]Figure 57-User password

	Figure 57 shows the user password entered.
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[bookmark: _Toc70032204]Figure 58-Database building

	Figure 58 shows the database being built. Once the database is built, the installation is completed.

	[image: A computer screen capture

Description automatically generated with medium confidence]
[bookmark: _Toc70032205]Figure 59-Wireshark installation

	Figure 59 shows the installation of Wireshark. 
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[bookmark: _Toc70032206]Figure 60-Wireshark installation process

	Figure 60 shows the installation process of Wireshark.
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[bookmark: _Toc70032207]Figure 61-Processing triggers

	Figure 61 shows the processing of different triggers. Once the triggers complete processing, Wireshark is installed.
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[bookmark: _Toc70032208]Figure 62-Wireshark loaded up

	Figure 62 shows Wireshark loaded up. “eth0” is selected to view traffic of the packets.
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[bookmark: _Toc70032209]Figure 63-Traffic on eth0

	Figure 63 shows the traffic on eth0. The figure shows the time, source, destination, protocol, length, and info.
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[bookmark: _Toc70032210]Figure 64-Installation of Nmap

	Figure 64 shows the installation of Nmap.
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[bookmark: _Toc70032211]Figure 65-Building and installing packets

	Figure 65 shows the building and installation of packets. A following 26.4MB space is required to complete installation.
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[bookmark: _Toc70032212]Figure 66-Nmap installed

	Figure 66 shows Nmap installed.




[bookmark: _Toc70038023]4.4.2.2 Configuring iPhone XS Mobile device to PlusNet Wi-Fi Router.
In the following part of the configuration of the devices, the mobile device is disconnected to the Wi-Fi router enabling Internet connection for the mobile device. 

	Screen capture of events and description of steps taken.
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[bookmark: _Toc70032213]Figure 67-WiFi password

	Figure 67 shows entering the password into PLUSNET-PGZS to connect to the network. Select “PLUSNET-PGZS” from the Wi-Fi list and enter the password to connect to the network.
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[bookmark: _Toc70032214]Figure 68-iPhone XS connected to PLUSNET-PGZS

	Figure 68 demonstrates the connection made between the iPhone XS mobile device and the PlusNet Wi-Fi router. Now that the mobile device is connected to the Wi-Fi, it can have access to the Internet. 
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[bookmark: _Toc70032215]Figure 69-WiFi details

	Figure 69 provides information of the Wi-Fi address, IP address, subnet mask and the router ID of the Wi-Fi router the mobile device is connected to. 
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[bookmark: _Toc70032216]Figure 70-iPhone XS connected to network

	Figure 70 shows the iPhone XS device successfully connected to the network. By entering 192.168.1 into a browser it connects to the PlusNet Hub where all devices connected to the router are listed. The iPhone XS shows as “Aidas-iPhone”. All other devices connected to the network are listed.
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[bookmark: _Toc70032217]Figure 71-Devices connected to home network

	Figure 71 shows the home network with all the devices connected to the network. “Aidas-iPhone” the iPhone XS used is listed as a connected device.




[bookmark: _Toc70038024]4.4.2.3 Configuring Tracking device 1 to mobile device.
The next part of the implementation is connecting tracking device 1 to the mobile device. Tracking device 1 is iTrack Mini GPS tracker.

	Screen capture of events and description of steps taken
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[bookmark: _Toc70032218]Figure 72-iTrack Mini battery charging

	Figure 72 shows the battery on charge. Prior to setting up the SIM card and connecting the tracker to the mobile device, the battery requires to be charged for 8 hours to enable use for the tracking device. Once the tracker's battery is fully charged, the light on the display will turn green.

	[image: Text, letter

Description automatically generated]
[bookmark: _Toc70032219]Figure 73-SIM card details

	Figure 73 shows the SIM card details. Activate the SIM card by dialling 4444 off any number to use 02 pay as you go to top up the SIM card and to activate it. A balance of £10 activates the SIM card and supplies data through the duration of the experiment. 
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[bookmark: _Toc70032220]Figure 74-iTrack Mini tracking device and components
 

	Figure 74 shows the iTrack Mini tracking device and the components needed to set up.
IMEI Number needs to be noted to use later for the activation of the device. The activated SIM card is to be inserted into the SIM card slot. Once the SIM card is in place, the battery can be inserted to power up the device.
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[bookmark: _Toc70032221]Figure 75-iTrack Mini power on

	Figure 75 shows once the SIM card and the battery have been placed in the device correctly, the device will automatically power up using a bright green signal light.
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[bookmark: _Toc70032222]Figure 76-iTrack Live user registration

	After the device powered up, the user must be registered. Figure 76 shows user registers on “www.itracklivetracking.com” and creates and account. The new user automatically qualifies for 14 days of free trial of the software.
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[bookmark: _Toc70032223]Figure 77-iTrack Mini user registration confirmation

	Figure 77 shows once registered, an email containing the username and password and supplied. Log in to the online database using the username and password received from iTrackLive. Once logged in, functionality buttons and map can be accessed.
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[bookmark: _Toc70032224]Figure 78-Creating net object on iTrack Live

	Figure 78 shows how to add a new object on iTrack Live database. The name set for the new object is Tracker 1. The number used to set the IMEI is the number printed inside the tracking device: 864894030652920.
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[bookmark: _Toc70032225]Figure 79-New object created

	Figure 79 shows device appearing as new object.
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[bookmark: _Toc70032226]Figure 80-Setting SMS number for Tracker 1

	Figure 80 demonstrates setting the SMS number for Tracker 1. Once the device has been added as a new object to the database, the device SMS number needs to be set. Edit the object, set SIM card number. The SIM card number used is 07999986804.
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[bookmark: _Toc70032227]Figure 81-Configuring new device to database

	Figure 81 shows the configuration of the new device added to the database. Once the device has been added as a new object to the database, the device needs to be configured using SMS commands. The following commands are sent to SIM number 07999986804 using the iPhone XS:
-Command begin123456
-Wait for tracker to respond.
-Command adminip123456 213.136.81.111 10200
-Wait for tacker to respond.
-Command apn123456 payandgo.o2.co.uk
-Wait for tracker to respond.
-Command gprs123456
-Wait for tracker to respond.
-Command fix030s***n123456
-No response from tracker.
After the execution of the commands, iTrack Mini tracking device begins to send information to the iTrackLive database using the IP address given.
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[bookmark: _Toc70032228]Figure 82-iTrack Mini sending data to online database

	Figure 82 shows the iTrack Mini feeding data to the database meaning the device is successfully connected to the database. The tracker is sending data of its live location with object name, address, position in coordinates and time readings were taken.
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[bookmark: _Toc70032229]Figure 83-Test device connectivity

	Figure 83 shows a short journey with the iTrack Mini device to test if the device is configured correctly. The device feeds information to the online database of any stops made, speed of the journey, time of data collected, graph to demonstrate the activity and the map to show the route taken.
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[bookmark: _Toc70032230]Figure 84-Instillation and launch of iTrack Live IOS application

	Figure 84 shows the installation and launch process of the iTrack Live GPS application. The application is installed from Apple Store on the iPhone XS device. Launch iTrack Live GPS application and log in using the same login details created to log in.
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[bookmark: _Toc70032231]Figure 85-Tracker connected to database with history showing

	Figure 85 shows once logged in to the application, the object added at an earlier stage Tracker 1 is connected to the same database. The location of the tracker and the route taken by the tracker is observable.
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[bookmark: _Toc70032232]Figure 86-Information received from Tracker 1

	Figure 86 shows the general information received from Tracker 1. The output shows the start of tracking time and the date of stops and journeys.
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[bookmark: _Toc70032233]Figure 87-Graph showing data received from Tracker 1

	Figure 87 shows the graph created based on the data received from the tracker through the day. The graph shows the time and duration of activities and shows the speed of the tracking device.






[bookmark: _Toc70038025]4.4.2.4 Connecting tracking device 2 to the mobile device.
Following in the implementation tracking device two is connected to the mobile device to monitor the location of the user. Tracking device 2 is UBEEQUEE tracker.
	Screen capture of events and description of steps taken
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[bookmark: _Toc70032234]Figure 88-UBEEQUEE tracker connected to power

	Figure 88 shows the tracking device connected to the power to charge the battery. The battery needs to be fully charged priority two setting up the tracking device. 
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[bookmark: _Toc70032235]Figure 89-IOS application installed

	Figure 89 shows the IOS application for UBEEQUEE tracker. The application is downloaded and opened to begin user and device registration.
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[bookmark: _Toc70032236]Figure 90-UBEEQUEE user registration

	Figure 90 shows the email address and password set up to register an account.
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[bookmark: _Toc70032237]Figure 91-UBEEQUEE login process

	Figure 91 shows the username and password created entered to login to the tracking application.
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[bookmark: _Toc70032238]Figure 92-UBEEQUEE home screen and how to add new object.

	Figure 92 shows once logged in, the user’s location who is tracking the object is displayed on the map. To create a new object, the top right menu can be pressed to set up a new object to track.
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[bookmark: _Toc70032239]Figure 93-UBEEQUEE IMEI number and REG code

	Figure 93 shows the tracking device’s registration code and IMEI number that is necessary for the set up of the tracker.
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[bookmark: _Toc70032240]Figure 94-UBEEQUEE SIM card slot, input slot and function button

	Figure 94 shows the SIM card already inserted into the tracking device. The SIM card is supplied by the device manufacturer and is already set up and connected the manufacturer’s network. A subscription fee of £4.95/month enables basic tracking features for the device. This subscription was purchased with the device.
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[bookmark: _Toc70032241]Figure 95-Device REG code entered for new device

	Figure 95 shows the device registration code entered to set up a new object. Basic information including the name of the tracker and the relationship of the person monitoring the tracker can be input when adding a new device. 
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[bookmark: _Toc70032242]Figure 96-New object added showing last online location

	Figure 96 shows when the new object has been successfully created, the object’s last active location is displayed. This location is the manufacturer’s warehouse.
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[bookmark: _Toc70032243]Figure 97-Tracker flashing blue to establish connection

	Figure 97 shows the tracker looking to establish connection. Once the blue light is off completely, connection has been made.
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[bookmark: _Toc70032244]Figure 98-Connection established with tracker

	Figure 98 shows the location of the tracker once connection has been made with the online database.
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[bookmark: _Toc70032245]Figure 99-Location request from tracker

	Figure 99 shows once connection with the device has been made, location requests can be sent to the tracker.
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[bookmark: _Toc70032246]Figure 100-Location request feedback from tracker

	Figure 100 shows the location request feedback received with up-to-date location and data of user.




[bookmark: _Toc70038026]4.5 Conclusion
The problem formulated outlines the issue to be solved regarding the security risks the use of IoT devices carry in healthcare. The block diagram created offers a solution to the problem and how to solve it. The diagram shows how IoT tracking devices can be attacked and how to carry out testing to solve the problem. By doing the testing, better understanding is gained of the vulnerabilities the devices have and where improvement needs to be made. A design diagram was created to demonstrate the process of the experiment to be carried out. Using labels, the diagram outlines and explains the design process of a successful experiment including the components, tools and operating systems used. The devices used for the experiment are UBEEQUEE Tracker, iTrack Mini GPS Tracker, iPhone XS mobile device, PLUSNET Wi-Fi router and Acer Predator Helios 300 Laptop. All components have labels stating the name and feature of the component in the experiment. The design shows that the aim of the experiment is to disrupt the connection and sniff for data that the iPhone XS is receiving from the tracking devices, iTrack Mini and UBEEQUEE. The iPhone XS mobile device is connected to the internet through the PLUSNET Wi-Fi router. Acer Predator Helios is the Attacker’s laptop that will be carrying out the attacks on the PLUSNET Wi-Fi router.
The specifications of the components and the tools used for the experiment have been listed discussed. The components discussed above, for the use of the experiment have been listed and discussed regarding how they help the project. Furthermore, the OS used for the project and tools have also been outlined and discussed, these are Kali Linux OS, Bettercap, Nmap, Wireshark and Metasploit.
The devices used for the implementation have been configured so they are connecting with each other and communicating. This is shown with the steb-by-steb screenshots taken above of the implementation. The devices used for the experiment are now ready to be attacked by the laptop and the OS and tools installed to carry out the DOS and ARP attacks. 


[bookmark: _Toc70038027]Chapter 5-Testing and Evaluation
[bookmark: _Toc70038028]5.1 Introduction
The chapter carries out the testing on the implementation configured in the earlier chapter. The testing is to be carried out on the devices set up and configured for the experiment. Both UBEEQUEE and iTrack Mini tracking devices are to be tested by carrying out an ARP and a DOS attack on the Wi-Fi router that the iPhone XS is connected to. The results to be compared with the findings from the research found in the literature review. Once the results have been found and compared to the literature review, a conclusion is to be made if the results were expected over not expected and if they meet the objectives and aim of the project. 

[bookmark: _Toc70038029]5.2 Testing iTrack Mini GPS tracker
Using Nmap to discover devices connected to the network.
Nmap is set up to discover connected devices on the network. 
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[bookmark: _Toc70032247]Figure 101-Command used to discover devices on network
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[bookmark: _Toc70032248]Figure 102-Device located on network
The first part of the testing involves running a simple Nmap command to scan for devices on the network. Figure 101 shows searching and discovering devices on the network. Figure 102 shows the only device found and located on the network was an iPhone. This device is the iPhone XS used.

Performing a MITM attack on iTrack Mini GPS tracker.
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[bookmark: _Toc70032249]Figure 103-Bettercap initial set up
Figure 103 shows the initial stages of setting up Bettercap 2. The following commands are used to set up the parameters.
	Command
	Purpose of command

	“set http.proxy.sslstrip true” 
	To enable SSL stripping

	“set arp.sploof.internal true”
	Local connections among computers of the network will be spoofed as well.

	“set arp.spoof.targets 192.168.1.192”
	Setting target.

	“set net.sniff.verbose false”
	This removes packets that are of no interest. If set false only the parsed at the application layer (sni and http) but if set true, every capture and parsed packet will be sent to the events stream for displaying.

	“net.sniff on”
	Enables packet sniffer to be sniffed across the network.

	“http.proxy on”
	Enabling http proxy.

	“arp.spoof on”
	Enabling ARP spoofing.



The following commands work by using a HTTP transparent proxy that can be scripted using java script modules used together with a spoofer. This results in all HTTP traffic being redirected to the source IP and it will automatically handle port redirections as needed.
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[bookmark: _Toc70032250]Figure 104-iPhone XS connecting to proxy server
Figure 104 shows the iPhone XS’s browser IP address and port that connects the phone to the proxy server. Following the completion of this, all packets are logged from the iPhone XS device.
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[bookmark: _Toc70032251]Figure 105-Information sent and received from iTrack Mini to iPhone XS.
Figure 105 shows the information received by the iPhone XS device sent from the iTrack Mini GPS tracker. The information from figure was concealed with an SSL certificate making the information hard to be seen or read as it was all encrypted. Meaning, trying to steal login or any sensitive information was difficult to be found or seen. The information that was being sent over from Google Maps API was also encrypted which stopped the information from being read. More successful results to this type of attack could be achieved if a spoofed TLS certificate were created to intercept and to get the client to authenticate it then the data could be decrypted.

As earlier research in the literature review carried out by Bhargav Pingle, Aakif Mairaj and Ahmad Y. Javadi found, Ettercap was used by the researchers to carry out the experiments and their results were successful, and they found the tool to be strong enough tool to sniff out for usernames and passwords credentials. [23] However, the tool used in this experiment is Bettercap 2, which does not support poisoning well and this made it more challenging for this sort of attack to be carried out. Although this attack was unsuccessful, a future attack could be performed with more tools at a higher success rate. These results at the beginning of the research were not expected as the original tool to be used for the experiment was to be Ettercap. This tool had to be changed due to the release of a more recent tool, Bettercap 2. When the tool for the experiment was changed, it was not clear that the new tool would lack some of the attacks the old tool used to offer. This caused lack of data being stolen from the user. 
In conclusion the device security is hard enough to prevent a small ARP attack from getting inside of the data being sent across, making this device secure against ARP attacks. By giving the experiment more time and future tools, better results could be achieved.

DOS Attack on iTrack Mini GPS
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[bookmark: _Toc70032252]Figure 106-Wireshark normal traffic flow
Figure 106 shows Wireshark with normal traffic flowing through it, containing bits of information from devices that are connecting back and forth through the devices.
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[bookmark: _Toc70032253]Figure 107-Metasploit loading up and attack chosen.
Figure 107 shows the initiation of Metasploit being loaded up. Metasploit is using a database full of exploits, auxiliary and more attacks that can be used to take advantage of victims or to exploit victims. The information in the figure is showing the options for auxiliary/dos/tcp/synflood attacks. This attack is sending multiple TCP packets at the target and flood them with traffic.
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[bookmark: _Toc70032254]Figure 108-Exploit running
Figure 108 shows the exploit running and the command to get the exploit to time out of cancel it is “ctrl + c”.
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[bookmark: _Toc70032255]Figure 109-TCP flood
Figure 109 shows flooding of TCP packets. Around 3553 packets have been captured within minutes following the launch of the attack.
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[bookmark: _Toc70032256]Figure 110-iPhone XS unable to connect to IOS application.
Figure 110 shows that because of the attack, the iPhone XS was failing to connect to the iTrack Mini’s IOS application due to the router being flooded with traffic.

The attack performed was an SYN flood attack targeting the PlusNet Wi-Fi router. Based on the results of the testing, the attack was successful as it blocked the user from being able to access the IOS application from the iPhone XS mobile device. This highlights how effective an SYN flood attack still is although it is an old attack. Research carried out by Qifeng Chen, Haoming Chen, Yanpu Cai, Yanqi Zhang and Xin Huang [22] was also successful when conducting the testing using the SYN flood method. The study reveals that the bigger the packets the more efficient the attacks are. [22] However, for this attack it was not necessary to send large pockets to block access to from IOS application. In comparison with the literature review carried out, the results agree with the findings. The research conducted shows that majority of SYN flood attacks performed are successful and the testing shows that it is evident that this attack is still a threat. These results were expected following the in-depth literature review carried out and the understanding of how powerful Metasploit tool is and the efficiency rate of this attack. 

[bookmark: _Toc70038030]5.3 Testing UBEEQUEE GPS tracker

Demonstrating testing of UBEEQUEE GPS tracker connected to iPhone XS device. The PlusNet Wi-Fi router is attacked using DOS and MITM attacks. The first attack to be carried out if the MITM attack using the Acer Predator Helios 300 Laptop. The attack is to be carried out identically the same way as the attacks on the first device were carried out. This is to mirror the effects of the attacks from both devices using the same steps of the attacks.

Performing MITM attack on UBEEQUEE tracker
The MITM attack has been set up to attack the PlusNet Wi-Fi router using the same method used for testing the iTrack Mini GPS tracker.
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[bookmark: _Toc70032257]Figure 111-Laptop attacking router.
The results of the MITM attack show that the iPhone XS device does not support SNI. Figure 111 shows the laptop attacking the router, but no data can be gathered due to the iPhone XS device not supporting SNI.
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[bookmark: _Toc70032258]Figure 112-Device connecting to https proxy not supported by client.
Figure 112 shows the device trying to connect to a https proxy, but the client does not support SNI. Meaning, both attacks are limited to only a http proxy. Both websites use HSTS. Only HTTPS pages were allowed on both devices. This auto redirects any HTTP to HTTPS which secures both sites, making access challenging. The action of sslstrip redirects pages to non-HTTPS versions meaning a https website would become http. As a result, this would unencrypt the traffic.

Similarly to the first attack, on this device the ARP attack was also unsuccessful due to Bettercap 2 lacking attacking tools that Ettercap used to have. Referring to the research carried out in the earlier chapter in the literature review by Bhargav Pingle, Aakif Mairaj and Ahmad Y. Javadi, an older tool called Ettercap was used that offered more attacking tools for the user, making them able to access user credentials such as username and password. [23] In the attack carried out in this research the newer tool Bettercap 2 was being used and due to this there were limitations to what could be seen by the attacker. The client did not support SNI, meaning the attacks were limited to a HTTP proxy. This result was different to what was expected at the beginning of the research as it was not considered that the new tool being used for the attack would not have the same attacking tools built into it as the older tool. With more time and with more research it is possible that more user credentials could be sniffed out using this attacking tool. However, Bettercap 2 does not support poisoning well.

Performing DOS attack on UBEEQUEE tracker.
The second attack carried out is the DOS attack on UBEEQUEE tracker. The attack is to be performed identically as the attack for iTrack Mini GPS tracker was carried out. The attack is targeting the connection between the PlusNet Wi-Fi router and the iPhone XS mobile device. This connection is to be flooded with traffic, to result in failure to connect the iPhone XS device to the UBEEQUEE GPS tracker’s IOS application.
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[bookmark: _Toc70032259]Figure 113-UBEEQUEE data sent without performing attacks.
Figure 113 shows data being sent from UBEEQUEE tracker to database that the iPhone XS device is connected to through the PlusNet Wi-Fi router. The figure shows data flowing to the database at stable state. No attack was performed during this time.
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[bookmark: _Toc70032260]Figure 114-UBEEQUEE tracker DOS attack.
Figure 114 shows the PlusNet Wi-Fi router flooded with traffic attacking the UBEEQUEE GPS tracking device. The connection has been flooded with traffic, resulting in the connection to become unusable.
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[bookmark: _Toc70032261]Figure 115-Unable to connect to UBEEQUEE IOS application
Figure 115 shows UBEEQUEE IOS application unable to load due to the DoS attack targeting the network.

These results were expected to be like the first attack as the attacks were set up identically. These results also support the research carried out in the literature review found by Qifeng Chen, Haoming Chen, Yanpu Cai, Yanqi Zhang and Xin Huang [22] when performing similar attacks on IoT devices. The IOS application was unable to be accessed from the iPhone XS device during the launch of the attack. This was due to the Plusnet Wi-Fi router being flooded with traffic. These results where the expected results from this experiment. 

[bookmark: _Toc70038031]5.4 Evaluation of testing
Both UBEEQUEE and iTrack Mini tracking devices have been configured identically to an iPhone XS device. The iPhone XS mobile device connected to the PlusNet Wi-Fi router have been attacked using ARP and DOS attacks, to gather data from the trackers and to block the user from being able to monitor the device.

The conclusion of the experiments drawn based on the results of the ARP attack experiments performed on both iTrack Mini and UBEEQUEE tracking device, show that the devices are secure enough against a simple ARP attack conducted on Bettercap 2. When performing an ARP attack on iTrack Mini GPS tracker, the attack was unsuccessful due to the link being concealed with SSL certificate. SSL certificate encrypted the information, making it difficult to access and view. The information was also challenging to access due to it being sent through Google Maps API which also encrypts the information. UBEEQUEE tracking device’s IOS application uses HSTS which only allows for HTTPS pages and redirect HTTP to HTTPS to secure the sites. This making the access to data sent from the tracker challenging. Another difficulty is the device not supporting SNI which makes it unable to gather data from the tracking devices.
The conclusion of the results shows based on the DoS attacks performed on both iTrack Mini GPS and UBEEQUEE GPS tracker devices were both successful. The aim of the attack was to flood the PlusNet Wi-Fi router with traffic, making the device inaccessible from the iPhone XS mobile device. This was achieved with a simple DOS attack, as expected from the experiment. The attack performed was SYN Flood on both tracking devices. The results show that the DOS attack was a strong enough tool to target the user device and flood the network with traffic, this resulting the user not being able to access the IOS application from the mobile device. 

The ARP attack conducted on both devices show that more tools and time would be needed to carry out a successful attack in the future. The attacks carried out in this experiment had their limitations due to only one tool being used for the attack and time limitations. The outcome of the experiment was expected further in the project, due to the applications being concealed with SSL certificate and the information is being sent through Google Maps API which both encrypt the information, so the attacker is unable to see it. As previous research carried out by Pratik Kanani and Mamta Padole indicated that without the Google Maps API location showing, using only coordinates alone would not have been useful for medical staff. [31] The ARP attack’s results were different from expected at the beginning of the experiment due to the device’s security being strong enough to defend against from such attack and protect sensitive data from a simple attack. More tools would be needed for a future attack to be successful. The DOS attack conducted on the tracking devices show that is simple DoS attack is a strong tool with a high success rate when it comes to denying access from a user to a network. The expected outcome of the attack was that the mobile device would not be able to connect to the IOS applications used by the tracking devices. This assumption made earlier in the project was confirmed with the testing conducted. The results achieved were the expected results and both attacks were successful as the IOS applications were both unacceptable to be access from the iPhone XS device.

The ARP experiments carried out in the testing were based on the literature review conducted in earlier chapters found on Bhargav Pingle, Aakif Mairaj and Ahmad Y research. [23] The results of the testing carried out did not match when comparing to the results found by the other researchers. This was due to the factor of earlier research carried out used Ettercap tool to perform the ARP attack, and this experiment used Bettercap 2 which is a more recent tool to carry out the testing. Bettercap 2 tool lacks attacking tools that Ettercap used to have. Due to the limitation of attacking tools supplied by Bettercap 2, only certain information was able to be accessed from the tracking devices. No sensitive data such as username or password variable to be accessed using Bettercap 2 alone.

The DoS attacks carried out on the Wi-Fi router to block access from the IOS applications from the iPhone XS device were successful as expected based on the literature review carried out in earlier chapters. Research carried out by Lulu Liang, Kai Zheng, Qiankun Sheng, Xin Huang explained how DoS attacks can disrupt connection between sensor nodes and device. The research also demonstrated DoS attacks can flood a target with traffic resulting in a crash and they are one of the most common cyber-attacks to be used. [21] The results of the testing carried out on UBEEQUEE and iTrack Mini GPS trackers show that DoS attacks can target any network and easily lock access for devices on that network. When performing the attack, the IOS applications were unable to be accessed using the iPhone XS device, supporting the assumption of research found in the literature review. More research carried out by Qifeng Chen, Haoming Chen, Yanpu Cai, Yanqi Zhang and Xin Huang performed a SYN flood attack like the testing performed. The attack that researchers performed was successful with a high success rate of denying access of the service. [22] The testing experiment performed on UBEEQUEE and iTrack Mini GPS trackers show that these devices are vulnerable to DoS attacks as the SYN flood attack was successful. This supports the assumption made earlier in the literature review. The IOS applications were inaccessible from the iPhone XS device when the attack was being performed, meaning the DoS attack was successful, like the attack performed by the researchers was. Both attacks performed support the conclusions of all research found in the literature review, the need for more research in this area and how to make it safe against these types of attacks.

The first objective of the project was to conduct in-depth literature review into IoT, patient tracking, DoS, and ARP security attacks. This was achieved at earliest stages during the literature review where in-depth research was carried out in these areas. These areas helped guide the project towards a successful direction and decisions making on tools, operating systems, and devices to use for the experiment. Both UBEEQUEE and iTrack Mini GPS tracked was configured and connected to the IOS database. These devices have been attacked using DoS and ARP attacks and the findings have been compared from both devices. The conclusion on which tracking device would be more suitable for a vulnerable elderly person to use is inconclusive as neither of the devices were easy enough to set up for a patient with such illness. The devices disconnect from the network very easily and it is difficulty to put the device back online. This would not be possible to achieve for a user that the device was intended for. On multiple occasions during the testing implementation of the device, customer support had to be contacted for assistance.

The aim of the project was to set up both patients tracking devices and to configure them in various ways to attempt security attacks on them. This was to determine if the attacker could gain access to the information on the database that they are connected to and how they could gain access to the patient to cause harm for them. This aim was met to an extent as the DOS attack that was performed blocked the user from being able to monitor the whereabouts of the location of the tracking device. But the ARP attack was not successful because only limited information could be gathered from the tracking device that was not enough to actually use in a real-life scenario against a vulnerable user.

Overall, the results of the experiment were expected to a limited extent. The DoS attacks results were expected based on the literature review carried out in earlier chapters as they support the fact that DoS attacks are very powerful, and they are one of the most used cyber attacking tools out there. This attack was very simple to perform using Metasploit and it worked immediately every time. The IOS application was unable to be accessed from this device confirming the expected answer. The ARP attack however had an unexpected outcome due to changing the tool used for the attack. If Ettercap tool was used for the attack, it is possible that more information could have been sniffed from the tracking devices. However, Bettercap 2 tool was being used and this does not have the same attacking tools as the older tool Ettercap used to have. Due to this the results were different to what was expected.

In the case where the experiment was to be carried out again, it is recommended to attempt to find a copy of Ettercap tool to carry out the ARP attacks and to see if more information can be sniffed such as username and password credentials. If this tool were not able to be accessed, Bettercap 2 can still be used for the experiment however, more tools would be needed for it and more time would also be needed for it. In future studies more time would be allocated for the testing purposes as it is evidenced that when new tools come out some of the actions that they used to be able to perform are no longer available.


[bookmark: _Toc70038032]Chapter 6-Conclusions and Recommendations
[bookmark: _Toc70038033]6.1 Introduction
The following chapter summarises the main body of the report and some of the research conducted in the experiment. Furthermore, recommendations for future projects and work carried out in this area are provided. 

[bookmark: _Toc70038034]6.2 Summary
In summary, the main body of the report conducts research on IoT devices, these are UBEEQUEE and iTrack Mini GPS Tracker. These trackers are connected to the iPhone XS mobile device that is connected to a Wi-Fi router that was attacked using a laptop installed Kali Linux and other tools to conduct the attacks on. These tools were Bettercap 2, Metasploit, Nmap and Wireshark. These tools carried out DoS and ARP attacks targeting the Wi-Fi router the mobile device is connected to. The expected outcomes were to block the user from being able to monitor the patient's whereabouts by conducting the DoS attack. Another expected outcome was to be able to gather sensitive information of the user including password and username credentials by carrying out the ARP attack.

The objectives were met in various ways throughout the project and several procedures have been put in place to meet these objectives. This including the critical literature review that has been conducted that was mentioned earlier, which effected the design and implementation of the devices used for the project. As stated, both tracking devices have been configured and connected to a database. These databases are IOS applications for the tracking devices stored on the iPhone XS device. Following the configuration of the devices, attempts to attack these devices have been made by carrying out DoS and ARP attacks. The findings have been compared from both devices based on the security attacks carried out on them and an evaluation has been made.

When carrying out research in the literature review, it was evident that a suitable IoT variable device for this experiment would need to be small and easy to use for the user. By carrying out this research it was showing a clearer direction to what sort of tracking devices should be used. This literature review affected the design and implementation of the research. The tracking devices chosen based on the literature review were iTrack Mini GPS tracker and UBEEQUEE GPS tracker. These tracking devices were chosen following research found that elderly patients with Alzheimer's and dementia do not like wearing bulky items or carry around smartphones which meant the devices chosen had to be small and unnoticeable. Furthermore, the literature review carried out also directed the project to what attacks should be carried out on these devices. As found in the research, DoS attacks are one of the most used attacks with a very high success rate. This was the reason for choosing this attack. The other attack chosen was ARP attacks as these types of attacks can cause a lot of harm to users and take sensitive information from them that could be used against them.

The design of the research was set to perform two types of attacks from a laptop targeting the Wi-Fi router that the mobile device is connected to. This mobile device includes two IOS applications that are all receiving information from two tracking devices. As demonstrated the aim of this was to attack the router. This design was implemented by configuring the chosen tracking devices, iTrack Mini GPS tracker and UBEEQUEE GPS tracker. PlusNet WiFi router, iPhone XS device, and the Acer Predator Helio 300 laptop were also configured. The laptop was configured with Kali Linux OS, Bettercap 2, Nmap, Wireshark and Metasploit tools.  When implementing their attacks on the Wi-Fi router to block access to the tracking devices and to try sniffing sensitive data from them. These attacks have been carried out; the DOS attack was successful however the ARP attack was not as expected. As previous chapters suggested the outcome of the ARP attack was to sniff out sensitive data from the user to be able to use it against them. This attack was not successful due to both device’s security being hard enough to withstand such an attack and because of using a different tool to what was originally intended, based off the literature review conducted. The DoS attack was successful as it was carried out based on similar attacks carried out by other researchers found in the literature review.

[bookmark: _Toc70038035]6.3 Conclusion
The intention of the project was to be able to block a user from being able to access the IOS application that the trackers use from the iPhone XS mobile device that is connected to the PlusNet Wi-Fi router. This was to be done using a DoS attack. The DoS attack was successful on both tracking devices, as the users was unable to connect to the IOS applications and see the whereabouts of the tracking devices. The other intention of the project was to conduct an ARP attack on both devices that was to sniff for user credentials such as username, password, and other sensitive information. This attack did not have the expected outcome as only limited amount of data could be sniffed due to the devices being more secure and a different tool being used in comparison to the one that was originally intended to be used based on research carried out in the literature review. 

In chapter 1, the purpose of project has been discussed and the aim and objectives have been outlined. A brief structure of the project has been created to guide throughout the research. In the second chapter, thorough literature review was conducted on key areas that the project focused on. These were IoT wearables used for Dementia and Alzheimer's patients, IoT security threats, and DoS attacks. This literature review helped as a guidance to have a better understanding of wearable devices that are used in the healthcare and highlighted what sort of device a patient with such conditions would be able to wear. After carrying out this literature review, there was a clearer understanding of what sort of wearable IoT devices were suitable to use for the project. When researching IoT security threats, research has been carried out into ARP and MITM attacks. This gave a good understanding of how commonly used these attacks are and what tools are used to perform them. The final part of the literature review carried out research into denial-of-service attacks where two similar papers have been compared to give a good understanding of how to successfully perform the most efficient attacks. After doing this it gave a clear understanding that SYN flood attack is a strong enough tool to use for the experiment purpose of the project. Chapter 3 outlines the research methodology that the project is to follow. With the help of the research onion diagram a clear way of how the research was going to be conducted has been outlined. This was then used in within the design, implementation, testing and evaluation.

Chapter 4 identifies the problem the project is to overcome and with the use of a design diagram shows how that problem is going to be solved. Following the design diagram created, the implementation is put in place. During the implementation phase, all devices used in the project have been configured and connected to each other. Kali Linux operating system and tools have been installed on Acer predator Helios 300 laptop. Both tracking devices have been configured to the iPhone XS mobile device that is connected to the PlusNet Wi-Fi network. The iPhone XS device and the PlusNet Wi-Fi router have also been configured based on the design created. Chapter 5 tested the design that was implemented in chapter 4. This was done by carrying out DoS and ARP attacks on both iTrack Mini GPS tracker and UBEEQUEE GPS tracker. Chapter 5 evaluates the testing results and compared it to the literature review to see comparison of the outcome with other people’s findings.

[bookmark: _Toc70038036]6.4 Recommendation for future research
Further work should be conducted in relevant fields to gain better understanding of how DoS and ARP attacks can affect patient tracking wearable IoT devices. This was evident when conducting the DoS attacks as it shows that no matter how good the protection of the device is, the attack works every time. More research into defence methods against DoS attacks should be undertaken. Further work into ARP attacks should also be investigated to find more suitable tools to conduct such an attack and what information can be accessed using them. This project does not show clearly what information can be taken from the user due to lack of time and tools used. Thus, more work should be carried out using different tools to experiment with similar devices and similar environments.

Benefits gained from carrying out this project highlights the risks DoS attacks have on current IoT devices. The attack was carried out on a very powerful tool that can be accessed by anyone for free which shows the danger this could have if someone were to use it in a malicious way. The benefit of this project was that this gives an understanding of where more work would need to be carried out and it shows that more security this needed against DoS attacks. Further benefits gained from the project include highlighting ways IoT devices can be used to monitor patients whereabouts. This demonstrating a convenient way for carers to monitor patient’s locations without physical attendance. Based on the research carried out, it is unlikely that a simple ARP attack will get any data from these devices due to the security that is implemented on them. The only way the connection can be affected is using a DoS attack.

Future research should be carried out on current tools used to conduct ARP attacks and best suited tools to get sensitive data from IoT devices. This demonstrating way to gain access more simply to sensitive data with tools that support these sorts of attacking actions. Future research should also be investigated in wearable IoT devices that are suitable for patients with Alzheimer's and dementia disease. One of the devices that was looked at in the experiment UBEEQUEE GPS Tracker was designed specifically for elderly users. The device had a lot of technical difficulties when configuring the device and the setup of the device was not straightforward. When using the device, it is difficult to use, and the SOS button can be pressed very easily. This shows that future work should be carried out to develop a device that is suitable for these types of tasks. The other device chosen was iTrack Mini GPS tracker. This device had to be manually configured and it was very challenging to set up. This shows that this device would not be suitable for someone elderly with minimal technical knowledge. Altogether the experiments carried out show that to an extent wearable IoT devices can be victims to some cyber-attacks, and the tracking devices chosen are not ideal for the users it was intended for.


[bookmark: _Toc70038037]Chapter 7-Reflections
[bookmark: _Toc70038038]7.1 Introduction
The following chapter shows a reflection of the research carried out and how problems were overcome. The section will also show the extent the objectives have been met and the aim of the project. Furthermore, the project reflects on skills acquired, lessons learned, things that could have been done differently along with barriers experienced and guide is further research.

[bookmark: _Toc70038039]7.2 Aim and Objectives
The project has been carried out as expected. The main aim of the project was to set both patient tracking devices up and configure them in various ways to attempt security attacks on them. This was to determine if an attacker could gain access to the information on the database and ways that information be used to cause harm to the user. The aim of the research was met by conducting DoS and ARP attacks on the two tracking devices that have been configured and connected to a database. By doing this, knowledge on DoS and ARP attacks have been gained to perform these attacks. Further knowledge was gained on old and new tools that can be used to carry out these types of attacks. 

The objectives set out in earlier chapters have been met. The first objective was to conduct literature review into relevant areas. Knowledge in these areas have been gathered giving a better understanding of how to perform MITM attacks, and DoS attacks. The literature review also demonstrated suitable wearable IoT devices that can be used in healthcare. Another objective was to connect the two tracking devices chosen to attempt ARP and DoS attacks on the tracking devices. These devices have been successfully configured which widened the knowledge of configuring home devices to carry out attacks. The attacks have been carried out on the devices and knowledge has been gained on how they should be performed and what to do in the future. This became evident when carrying out the ARP attack using Bettercap 2 tool that lacked attacking tools that Ettercap used to have. 

Another objective is to compare the findings from both devices following the security attacks carried out. The objective was met, and the findings have been compared with what other researchers found from research carried out in the literature review and evaluation has been made. When carrying out this part of the research a lot of knowledge has been gained on the effectiveness of these attacks. When looking at a DoS attack, it is evident that this type of attack is a very powerful attack and can be easily done. The ARP attacks showed that in this experiment that no data could have been gathered from the user but by having more time and tools, sensitive credentials such as username and password could be stolen from the user. The final objective was to choose a device that would be the safest choice for the patient to use securely. This objective was not quite met as neither of the devices would be suitable for patients with dementia or Alzheimer's disease. Both these devices were very difficult to configure, and they disconnect from the database very easily. Further research should be carried out in the field of wearable IoT devices that are suitable for patients with these conditions. 

[bookmark: _Toc70038040]7.3 Learning outcome of research
There are various learning benefits gained by carrying out the research. These include learning about performing DoS and ARP attacks as the project provided knowledge and practical skills to perform these types of attacks and more emerging tools that are used in current day to perform these attacks. Another learning benefit was learning about security measures that IoT devices use and have in place as these devices are being used more commonly and correct strengthen security measures need to be in place to avoid malicious attacks. During the project, further knowledge was gathered of device specifications and requirements for IoT devices in health care that can be used to monitor patients. During research Kali Linux operating system, Bettercap 2, Metasploit, Nmap, and Wireshark tool were used, giving more experience of operating attacking tools and OS. Further learning outcome gained regarding configuring devices following the design diagram created to perform the attacks. During the process of this research, when formulating a problem and designing designed to solve the problem formulated, a lot of knowledge has been gathered and methodology techniques learned from the project have been implemented to complete a successful research.

Skills acquired and developed:
· Gantt chart development and updating based on route of the project. 
· Communication between project supervisor using remote tools. 
· Working under pressure whilst working towards other projects, coursework, an exam revision. 
· Meeting scheduled project deadlines.

Lessons learnt:
· Managing tasks. 
· Meeting deadlines. 
· Breaking tasks down into weekly progressions. 
· Sticking to schedule planned out by supervisor. 
· Getting work up to date after falling behind. 
· How to meet all objectives set. 

Things that could be done differently:
· Project could have been started at an earlier date to give time to plan and be ahead of the planned schedule. 
· Conduct more research into relevant literature by other researchers to compare with other people’s findings in literature review. 
· Allocating more time for completion of tasks. 
· Use of the front devices along with different cyber-attacks. 

Barriers experienced:
· Tracking device UBEEQUEE not functioning and waiting for replacement device was time consuming. 
· Due to many other tasks due to be completed throughout the project research, self-management of time was challenging. 

Positives:
· Supervisor feedback was helpful guidance throughout the project. 
· Technical assistance received from both tracking device companies was helpful to guide set up the tracking device is.

Guidance to future students:
· Identify research topic of project.
· Conduct in depth research into relevant subject areas to help guide and conclude research. 
· Self-motivation and focus on meeting deadlines and giving plenty of time for alterations to be made. 
· Attend regular supervisor meetings.

[bookmark: _Toc70038041]7.4 Conclusion
Two wearable IoT devices iTrack Mini GPS tracker and UBEEQUEE GPS tracker have been configured and connected to the online databases. Using IOS applications on an iPhone XS mobile device, the tracker’s database is accessed. The mobile device was connected to PlusNet Wi-Fi router which was attacked by Acer predator Helios 300 laptop with Kali Linux operating system on it and other attacking tools to carry out the DoS and ARP attacks. The ARP attack was carried out on both devices to see what the information could be sniffed and gained from the user device. No sensitive information could be gained from these devices when attempting an attack due to being concealed with SSL certificate that encrypts information making it hard to see. The information was also being sent through Google Maps API which also encrypts information. The other issue when carrying out the ARP attack was the use of HSTS as that only allows for HTTPS pages and auto redirect HTTP to HTTPS to secure both sites. The applications were not supporting SNI, makings the access very challenging and because of this no data could be gathered. This was not the expected outcome of the research, as it was expected that data could be gathered from the tracking devices using the attacking tools. This was not successful due to a different tool being used in comparison to the tool used in the literature review. In the future this issue could be overcome by more research carried out into how to conduct a successful ARP attack and looking into what is the best practice to carry out the attack. The results of this research could have been better if the original tool intended to be used for the attack was used.  The DoS attack carried out on both tracking devices were successful as the network was flooded with traffic making the iPhone XS device unable to connect to the database to monitor the tracking device’s locations. This was the expected outcome based on the literature review carried out in earlier stages. The DoS attack carried out it was SYN flood attack which has a very high success rate, and it was expected to succeed. In the future research, larger size packets could be sent over to ensure the network is flooded and down.
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[bookmark: _Toc70038045]Appendices 1.a-Original Gantt chart
Original Gantt chart used for the project, the route the project expected to take.
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[bookmark: _Toc70032262]Figure 116-Original Gantt chart
Figure 116 shows original Gantt chart showing expected route of the project.
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[bookmark: _Toc70032263]Figure 117-Close up original Gantt chart tasks
Figure 117 shows closer look of original Gantt chart tasks, duration, and comments.
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[bookmark: _Toc70032264]Figure 118-Close up original Gantt chart timeline
Figure 118 shows closer look of original Gantt chart timeline and tasks completed and to be completed.

[bookmark: _Toc70038046]Appendices 1.b-Actual Gantt Chart
Actual Gantt chart representing how the project went in reality.
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[bookmark: _Toc70032265]Figure 119-Actual Gantt chart
Figure 119 shows actual Gantt chart, the route the project actually took.
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[bookmark: _Toc70032266]Figure 120-Actual Gantt chart close up
Figure 120 shows closer look of actual Gantt chart tasks, duration, and comments. Changes to the route the project took been made.

[image: Graphical user interface

Description automatically generated with medium confidence]
[bookmark: _Toc70032267]Figure 121-Close up of actual Gantt chart timeline.
Figure 121 shows close look of actual Gantt chart timeline of tasks completed for the project.

[bookmark: _Toc70038047]Appendices 1.c-Risk analysis
Rick analysis and risk minimalization strategies. Changes made to the objectives.
	Risk analysed
	Minimalization strategy

	Sensitive personal data stolen from mobile device used to conduct experiments.
	Device name changes to fake name, device usage dedicated towards experiments for the project only.

	Elderly patient data being stolen.
	No vulnerable participants used. Only participant of the experiments is the author of project. All personal data used to set up tracking devices is fake.

	Harm cased to participants during tracking experiments.
	No other participants to be used but the author of the project. Travel purpose for tracking location is limited.

	Wi-Fi device permanent damage from attack experiments.
	Wi-Fi router used for the project dedicated sole use to the project. No home devices to be used.

	Location stolen based on local IP.
	Avoid use of personal network. Local network ca still be detected based on IP showing but not exact location.

	Use of OS
	OS installed on new clean drive to avoid future errors.



The table shows the risks outlines and methods taken to minimalize the risks.



[bookmark: _Toc70038048]Appendices 2-Ethics Form
Ethics form reviewed and approved by university chair of ethics community, Nik Whitehead.
APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  

Delete the Guidance Notes at the end of the form BEFORE submitting your application

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Aida Luca Lamer

	2
	Tick all boxes which apply:

	Member of staff:
	☐
	Honorary research fellow:
	☐

	3
	Undergraduate Student
	☒	Taught Postgraduate Student
	☐	Postgraduate Research Student
	☐


	4
	Institute/Academic Discipline/Centre:
	Swansea IQ


	5
	Campus:
	Swansea IQ


	6
	E-mail address:
	1706552@student.uwtsd.ac.uk


	7
	Contact Telephone Number:
	07539845454


	
	For students:

	8
	Student Number:
	1706552

	9
	Programme of Study:
	Computer networks and cybersecurity

	10
	Director of Studies/Supervisor:
	Carlene E Campbell






SECTION B: Approval for Research Activity
	1
	Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)
	YES
	☐	NO
	☐
	
	
	Date

	2
	If Yes, please indicate source of approval (and date where known): Approval in principle must be obtained from the relevant source prior to seeking ethical approval
	Research Degrees Committee
	☐	

	3
	
	Institute Research Committee
	☐	

	4
	
	Other (write in)

	☐	



SECTION C:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines.

	1
	UWTSD Research Ethics & Integrity Code of Practice

	☐
	2
	
UWTSD Research Data Management Policy
	☐

	3
	

	☐



SECTION D: External Collaborative Research Activity
	1
	Does the research activity involve collaborators outside of the University?
	YES
	☐
	NO
	☒

	2
	If Yes, please provide the name of the external organisation and name and contact details for the main contact person and confirmation this person has consented to their personal data being shared.as part of this collaboration.

	3
	Institution
	


	4
	Contact person name
	


	5
	Contact person e-mail address

	

	6
	Has this individual consented to sharing their details on this form?
	YES
	☐
	NO
	☐

	7
	Are you in receipt of a KESS scholarship?
	YES
	☐
	NO
	☐

	8
	Is your research externally funded
	YES
	☐
	NO
	☐

	9
	Are you specifically employed to undertake this research in either a paid or voluntary capacity?
	Voluntary
	YES
	☐
	NO
	☐

	10
	
	Employed
	YES
	☐
	NO
	☐

	11
	Is the research being undertaken within an existing UWTSD Athrofa Professional Learning Partnership (APLP)
	If YES then the permission question below does not need to be answered.
	YES
	☐
	NO
	☐

	12
	Permission to undertake the research has been provided by the partner organisation
	(If YES attach copy)
If NO the application cannot continue
	YES
	☐
	NO
	☐




Where research activity is carried out in collaboration with an external organisation
	13
	Does this organisation have its own ethics approval system?
	YES
	☐
	NO
	☐

	14
	
If Yes, please attach a copy of any final approval (or interim approval) from the organisation




SECTION E: Details of Research Activity
	1
	Indicative title:
	Security vulnerability of smart patient trackers using Internet of Things

	2
	Proposed start date:
	06/10/2020
	Proposed end date:
	07/05/2021

	3
	Introduction to the Research (maximum 300 words)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	4
	Purpose of Research Activity
The purpose of the research is to establish weather IoT tracking devices all one verbal to security attacks. By doing this research activity it will outline where the security weaknesses are and how the information the attacker is able to get to how they could use that to harm the patient. 


(this box should expand as you type)

	5
	Research Question
The research question are IoT tracking devices one ruble to security attacks? 


(this box should expand as you type)

	6
	Aims of Research Activity
The aim of the research is to set up two patient tracking devices and configure them in various security settings an attempt to security attacks on them. This is to determine if an attacker could conduct these attacks to cause palm to the user/patient. 


(this box should expand as you type)

	7
	Objectives of Research Activity
The objectives of the research is to conduct critical literature review into patients of dementia, IoT trackers, DOS and ARP attacks. To connect both tracking devices to a database that is connected to avoid a Wi-Fi to the Internet and conduct attacks on both devices using various security settings. Another objective is to compare findings from both devices of the security attacks. Documents how an attacker could gain access a device and what information they could access and I they could use it. The final objective is to conclude based on findings which device would be safer for patient to use and give recommendations on improved design for tracking device. 


(this box should expand as you type)

	8
	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed.



	9
	Throughout the research some methods that may be used would be experiments carried out on tracking device says. This would include an attack that is conducted on both tracking devices and it can be monitored on a database that is an application on a mobile phone or using tools. The type of data collected is going to be primary data and the author is  going to be the main participant in the project as the project will be carried out Anne a controlled environment and with one participant due to COVID-19. 
To data collection method includes collecting data through monitoring the outcomes from various security attacks. This data can be put in two graphs to be compared and visualized from a better perspective and read more clearly. The data will be collected from the single participant or for the projects which minimizes health risks and security risks. 
(this box should expand as you type)




	10
	Location of research activity
Identify all locations where research activity will take place.

	11
	The project will take place in one location which is the home location of myself the author. The location of the address is 126 Altamar, Kings Road, SA1 8PP. 

(this box should expand as you type)

	12
	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	13
	
The research activity will not take place outside of the UK. 

(this box should expand as you type)



	14
	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	
	YES
	☐

	15
	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)



SECTION F: Scope of Research Activity
	1
	Will the research activity include:
	
YES
	
NO

	2
	Use of a questionnaire or similar research instrument?
	☐
	☒

	3
	Use of interviews?
	☐
	☒

	4
	Use of diaries?
	☐
	☒

	5
	Participant observation with their knowledge?
	☒
	☐

	6
	Participant observation without their knowledge?
	☐
	☒

	7
	Use of video or audio recording?
	☐
	☒

	8
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	9
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	10
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	11
	Investigation of participants involved in illegal activities?
	☐
	☒

	12
	Use of procedures that involve deception?
	☐
	☒

	13
	Administration of any substance, agent or placebo?
	☐
	☒

	14
	Working with live vertebrate animals?
	☐
	☒

	15
	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☐

	16
	Details of any other primary data collection method:
The primary data collection method used in the project will be experimental and observation. 



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION G: Intended Participants
	1
	Who are the intended participants: Myself
	
YES
	
NO

	2
	Students or staff at the University?
	☒
	☐

	3
	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	4
	Vulnerable adults?
	☐
	☒

	5
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	6
	Prisoners?
	☐
	☒

	7
	Young offenders?
	☐
	☒

	8
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	9
	People engaged in illegal activities?
	☐
	☒

	10
	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	11
	Other – please indicate here:

(this box should expand as you type)
	
	



	12
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	13
	How many participants are expected?

	Only one of participant will be expected. The only participant in the experiment is myself go through the project. 

(this box should expand as you type)

	14
	Who will the participants be?

	
Myself author of the project. 

(this box should expand as you type)

	15
	How will you identify the participants?
	
The participants in the project want be clearly identified. The project will only outline the results of both experiments and tracking devices used. Tracking device 1 and tracking device 2.

(this box should expand as you type)


	16
	Information for participants:
	
YES
	NO
	
N/A

	17
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	18
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	19
	Will you obtain written consent for participation?
	☐
	☐
	☒

	20
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	21
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	22
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	23
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	24
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	25
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	26
	If NO to any of above questions, please give an explanation 

	27
	

(this box should expand as you type)






	28
	Information for participants:
	
YES
	NO
	
N/A

	29
	Will participants be paid?
	☐
	☐
	☒

	30
	Is specialist electrical or other equipment to be used with participants?
	☒
	☐
	☐

	31
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	32
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	33
	If YES to any question, please provide full details 

	34
	The electrical equipment used will be a router, a laptop, a mobile device, and two tracking devices. 


(this box should expand as you type)



SECTION H: Anticipated Risks
	1
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	2
	Full risk assessment completed and appended? 

	Yes 
	☐

	
	
	No
	☐

	3
	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	4
	Risk to Participant:

Leaking personal data 

(this box should expand as you type)
	How will you mitigate the Risk to Participant

No personal information of the participants will be used in the experiment. All data used in the experiment will be fake accounts set up to serve the purpose of the experiment. 


(this box should expand as you type)

	5
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	the data used in the experiment will be a dummy account set up to be used. No real personal information will be used in the experiment to minimize the risks. 


(this box should expand as you type)

	6
	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to Investigator:
Leaking personal data 

Harm/damage to the electronic equipment after conducting attacks on it 

(this box should expand as you type)
	How will you mitigate the Risk to Investigator:

to minimize this fake account will be used so no real personal data can be leaked or mishandled.

to minimize any harm being caused to the electronic devices no personal use devices are going to be used. All the device says he was in the attack a purpose for the experiment.  

(this box should expand as you type)

	7
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to University:
Data protection 

(this box should expand as you type)
	How will you mitigate the Risk to University:

to minimize the risk of leaking data, no existing names or personal details will be used. all data used will be created and made up to solve the experiment. 

(this box should expand as you type)



	8
	Disclosure and Barring Service

	9
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	10
	Does your research require you to hold a current DBS Certificate?
	☐
	☐
	☒



SECTION I: Feedback, Consent and Confidentiality
	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	
The feedback provided back to participants will be made aware to the offer as they are conducting the experiment. No other participants will need to be given feedback as there is only one participant in the project that is the author, myself. 

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	
The only participant in the project is myself hence no informed consents are required. 

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	Anonymity and confidentiality will be tackled by only having one participant in the experiment that is myself the author of the project. The details set up on the tracking devices will be made up details that are only used for this experiment. 

(this box should expand as you type)



SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	1
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	· ☐
	☐

	2
	If YES, provide a description of the data and explain why this data needs to be collected:

	
	The data used will be an IP address. The IP address used is the author’s IP address and this IP address is needed for the experiment as the attack is taking place using a mobile device connected to a Wi-Fi router that is connected to the Internet. This IP address is needed to monitor the information and to configure the device says. No other data will be collected. All other data used in the experiments is going to be made up and its sole purpose is to aid the experiment. 

(this box should expand as you type)

	3
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
· ☐

	4
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	
	

(this box should expand as you type)



	5
	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	6
	Manual files (i.e. in paper form)?
	☐
	☒

	7
	University computers?
	☐
	☒

	8
	Private company computers?
	☐
	☒

	9
	Home or other personal computers?
	☐
	☐

	10
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	11
	“Cloud” storage or websites?
	☐
	☒

	12
	Other – specify:

	☐
	☒

	13
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	
	

The attacks will be carried out on a personal laptop computer. This laptop will be safely and securely set up to conduct 2 attacks on the router. The laptop is password protected and all attacks will be safely carried out. 

(this box should expand as you type)

	14
	All Data Storage

	15
	Will the research activity involve any of the following activities:
	YES
	NO

	16
	Electronic transfer of data in any form?
	☒
	☐

	17
	Sharing of data with others at the University?
	☐
	☒

	18
	Sharing of data with other organisations?
	☐
	☒

	19
	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	20
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☒
	☐

	21
	Publication of data that might allow identification of individuals?
	☐
	☒

	22
	Use of data management system?
	☐
	☒

	23
	Data archiving?
	☐
	☒

	24
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
	

Some electronic data will be used in the experiment. This data is transmitting and feeding back to the mobile device from tracking device one and tracking device to. This data will transmit to the mobile device through the connection of the router. The mobile device is able to access the applications using the Internet that's connected to through the Wi-Fi. The laptop will aim to attack the router attempting to take some electronic data that is being transmitted or sent packets to flow the traffic and block could the connection. 

In order to conduct the experiment two tracking devices need to be set up and connected to a database which is a mobile phone application. In order to achieve this SMS is used in both devices for the connection to be made. Due to this  some personal details such as the telephone number and SIM card details that was used to set up the tracking device says is going to be used. 


(this box should expand as you type)

	25
	List all who will have access to the data generated by the research activity:

	
	Myself the author

(this box should expand as you type)

	26
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	Myself the author

(this box should expand as you type)

	27
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
	


All data collected will be kept securely on a safely secured laptop device. Furthermore, the data is also backed up On Google drive documents and it is secured and only accessed by myself. 
(this box should expand as you type)

	28
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
	


(this box should expand as you type)

	29
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☒

	
	
	NO
	☐

	30
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒

	
	
	NO
	☐





SECTION K: Declaration
	31
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	
	Signature of applicant:
	Aida Lamer
	Date:12/03/2021




For STUDENT Submissions:
	32
	Director of Studies/Supervisor:
	
	Date:

	33
	Signature:
	

	



For STAFF Submissions:
	34
	Academic Director/ Assistant Dean:
	
	Date:

	35
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☐
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration



	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.

	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.



This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 


Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   

Notes for guidance in completion of this form

Section A:  About You
Please complete all relevant sections

Section B:  Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval.  The proposal approval only becomes final when the ethical approval is received.  

The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean

Section C:  External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.

Section D:  External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form.  If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.

Section E:  Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research.  The information provided should therefore be jargon free and clearly stated.

Indicative Title:  please use the same title as used on the research proposal.

Purpose:  the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives.  Excessive additional data collection can be seen as unethical.

Proposed Methods:  the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents.  This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data.  Please be specific.

Location:  this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals).  If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.

Research Activity outside of the UK:  please complete this section in detail, and note any guidance you have received.  Also describe your own familiarity (or not) with the location that you will be utilising.

Section F:  Scope of Research Activity
Please tick ALL of the research activities that might be undertaken.   If any additional types of activity are intended then please add an extra box and describe these.

If you have answered no to all questions in F then sections G and I do not need to be completed.  .  Signatures are still required in section K.

Section G:  Intended Participants
Please tick all categories that might apply.

Numbers & Source:  if you are using a series of different methods or research activities please list numbers for each stage/phase.  Be clear about how you will find respondents.   Will you use intermediaries, and if so how?  How will you ensure compliance with your sampling strategy?

Information for participants:  all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide.  The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.

Section H:  Anticipate Risks
All research carries some level of risk.  The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form.  In that case, please tick the box indicating this has been provided.  You will not then be required to complete Section H.

Risk to participants   Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants.  You might identify the risk as small but it would still be a risk.  Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.  
In some locations physical risk is very real to both participants and yourself, please consider this.

Risk to you, the researcher   Think about where you will meet people, if there are any dangers involved in the location.  If you are meeting people as individuals think about using a public place.  In general do not visit people in their own homes or remote locations.  If you are talking to individuals about certain issues think about how their responses might affect you emotionally.  What about the risk of collecting insufficient data?

Risk to the University   When undertaking your research, you are acting as a member of the University (student or staff).  Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this.  What will you do to ensure this?  You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors.  Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice.  Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers

Adverse Outcomes.  Think carefully about the possibilities, and cover here

Section I:  Feedback, Consent and Confidentiality

Feedback to participants:  outline your approach.   Will interview transcripts be shared with respondents to check accuracy?  Will summaries of questionnaire analysis be made available to respondents in some way?   Will an overview report be provided?  How and when?

Informed consent:   Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity.  Explain clearly how you will ensure confidentiality and anonymity.

Section J:  Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information.   The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data.  You will need to explain these in relation to compliance with the Data Protection Act.

Think carefully about who will have access to your data, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system.  If you are seeking an access bar for a period of time after completion then mention it here.  If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section.  But also think about the general principle of data sharing, as explained in the Research Data Management information.

In terms of storage of data please ensure security, and also mitigate against loss of data.

Section K:  Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.



[bookmark: _Toc70038049]Appendices 3-Project Logbook
Project logbook. Dates the project was carried out and what progress was made during the given time. Meetings with supervisor recorded and feedback given.

	Date
	Weekly progress
	Feedback on progress

	16/10/2020-23/10/2020
	First project meeting with supervisor has taken place. Discussions of requirements of the projects taken place. Planning of the project has it begun and work on chapter one introduction started. 
	Supervisor gave feedback on project proposal idea. Discussing requirements of the project. Supervisor instructed to begin work on aims and objectives. 

	23/10/2020-30/10/2020
	Second project meeting taken place. A discussion of the aims and objectives have taken place. This week the completion of the introduction of the project has been made. The aim has been specified and the objectives have been stated. 
	Discussing introduction, aims and objectives.

	30/10/2020-06/11/2020
	The project content has been reworded to be based on security attacks. Aims and the objectives of the project have been completed. Research on related academic papers for literature review has begun. 
	Discussion has taken place on improvements of the aims and the objectives of the project. Discussions of starting the literature review and what areas to look at has been made. By the following meeting to know if the aim of the project is going to be monitoring information or attempting security attack. 

	06/11/2020-13/11/2020
	Work on literature review started. Critical review on chosen academic papers looking at wearables, man in the middle attacks, and denial of service attacks. 
	Literature review has been discussed. Ideas of direction and what areas should be reworded has been looked at. 

	13/11/2020-20/11/2020
	Continue literature review.
	Supervisor meeting canceled this week. Continuation on literature review. 

	20/11/2020-27/11/2020
	Redefine project aims and cut down on unnecessary objectives. Complete literature review on variables and begin work on IoT security threats. Research related work on man in the middle attacks including ARP attacks and denial of service attacks. 
	Discuss aims, objectives, and literature review of the project. Rephrase aims and objectives to suit the project. Discuss what areas to look at and the literature review. 

	27/11/2020-04/12/2020
	Complete write up of literature review. Edit the paragraphs and breakdown large paragraphs. 
	Literature review paragraphs are too long. By next meeting shorten paragraphs and restructure literature review. 

	04/12/2020-11/12/2020
	Complete final work on other related work for man in the middle attacks researched and compare. 
	Meeting cancelled this week. Complete literature review by the next meeting. 

	11/12/2020-18/12/2020
	Research on onion diagram started. Methodology chapter to be started. Research methods to use for the project to be looked at.
	Literature review is completed, moving on to the methodology chapter. Discussing the methodology, introduction to the onion diagram. Begin working on methodology by next week. Research onion diagram and implement it in the project. 

	18/12/2020-25/12/2020
	Type up methods used for the project and outline what tools and software are going to be used in the project.
	No meeting this week. 

	25/12/2020-01/01/2021
	Complete final changes to methodology. Clearly state the methods used in the project. 
	No meeting with supervisor this week. 

	01/01/2021-08/01/2021
	Order devices needed for the project and consider design ideas. Begin work on the design and outline problems to be solved and how to solve them. 
	No meeting with supervisor this week.

	08/01/2021-15/01/2021
	Complete work on the project and work on interim viva. 
	No meeting with supervisor this week. 

	15/01/2021-22/01/2021
	Preparation work for project interim viva. Prepare a PowerPoint outlining the project so far. Continue working on the project and begin considering a design and implementation. 
	No meeting with supervisor this week 

	22/01/2021-29/01/2021
	Begin design and implementation chapter of the project. 
	No meeting with supervisor this week. 

	29/01/2021-05/02/2021
	Continue working on the project problem formulation and design diagram to solve the problem. 
	No meeting with supervisor this week. 

	05/02/2021-12/02/2021
	Continue to work on the project problem formulation and complete the mock design for the project. 
	Discussing the problem formulation and the design solution to solve the problem formulated. Supervisor gave feedback on improvements for the design formulated block diagram. 

	12/02/2021-19/02/2021
	Continue working on problem formulation and complete final design to solve the problem. 
	Discussing changes to the problem formulation and the completion of the design to solve the problem. The supervisor's instructions were to be less specific in the problem formulation design. 

	19/02/2021-26/02/2021
	Complete problem formulation and design for the problem formulated. Begin working on actual design. 
	discussing design created for the experiment. Supervisor made suggestions of changes to be made. 

	26/02/2021-05/03/2021
	Continue working on design. 
	Discussing completion changes for the design and laying out plan for testing. 

	05/03/2021-12/03/2021
	Complete work on the project design and begin configuring the devices. Some device says have not yet arrived for a project and they are still waiting to be delivered. 
	Disgusting configuration of the devices. Supervisor made suggestion of having a layout of a lab manual when conducting the experiments and testing the devices. 

	12/03/2021-19/03/2021
	Continue configuring devices. 
	Discussing device is configured and layout of the documentation. 

	19/03/2021-26/03/2021
	Continue configuring devices 
	Discussing testing and planning out how testing will be carried out. 

	26/03/2021-02/04/2021
	Plan out testing for devices and set devices up ready for testing and ensure all devices are connected. 
	No meeting with supervisor this week. 

	02/04/2021-09/04/2021
	Start working on testing the configured devices. 
	No meeting with supervisor this week. 

	09/04/2021-16/04/2021
	Complete testing of the configured devices. Evaluate the results and make recommendations and write a conclusion based off the findings. 
	No meeting this week.

	16/04/2021-23/04/2021
	Complete and submit final report by the end of the week. 
	Changes suggested by supervisor to be made on final report. Discussing layout and appendices section. Final report completed and ready to upload.

	23/04/2021-30/04/2021
	Prepare all work for final viva.
	

	30/04/2021-07/05/2021
	Complete all work on the project poster 
	






[bookmark: _Toc70038050]Appendices 4-Demonstration
Demonstration of DoS attack:
https://youtu.be/6bVrHSqItQA 
Demonstration of ARP attack:
https://youtu.be/nA3QXlxE-YY 
2
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Destination Protocol  Length

041451405  192.168 216.58.210.206 TCP 68 59076 — 443 [ACK] Seq=1 Ack=53 Win=1952 Len=@ TSval=373289797 TSecr=1817805421

109852815 1 1 uDP 96 44842 — 44842

122143515 uDP 88 44842 - 44842

124608669 uDP 96 44842 — 44842

135237052 uDP 1000 44842 - 44842

135245253 uDP 440 44842 — 44842

135247004 1 1 uDP 552 44842 — 44842

723801324  192.168.1.127 192.168.1.254 TCP 76 42102 — 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=1816107950 TSecr=0 WS=128

727688630  192.168.1.254 192.168.1.127 TCP 76 80 ~ 42102 [SYN, ACK] Seq=0 Ac MSS=1460 SACK_PERM=1 TSval=98156190 TSecr=1816107950 WS=4

727704209  192.168.1.127 192.168.1.254 TCP 68 42102 — 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1816107954 TSecr=90156190

727879051  192.168.1.127 192.168.1.254 HTTP 434 GET /index.cgi?rand=1616889115241&connection_status=1 HTTP/1.1

730136529  192.168.1.254 192.168.1.127 TCP 68 80 ~ 42102 [ACK]

749437033  192.168.1.254 192.168.1.127 TCP 291 80 - 42102 [PSH,

749444269  192.168.1.127 192.168.1.254 TCP 68 42102 — 80 [ACK]

749437055  192.168.1.254 192.168.1.127 HTTP 68 HTTP/1.1 200 OK (text/html)

749612314  192.168.1.127 192.168.1.254 TCP 68 42102 — 80 [FIN, ACK] Seq=367 Acl 816107976 TSecr=90156192

754024399 192.168.1.254 192.168.1.127 TCP 68 80 ~ 42102 [ACK] 9156193 TSecr=1816107976
23.755987119 192.168.1.127 192.168.1.254 TCP 76 42104 — 80 [SYN] Seq=0 Win=6424@ Len=0 MSS=1460 SACK_PERM=1 TSval=1816122982 TSecr=0 WS=128
23.759517017 192.168.1.254 192.168.1.127 TCP 76 80 ~ 42104 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=90157693 TSecr=1816122982 WS=4
23.759572341 192.168.1.127 192.168.1.254 TCP 68 42104 — 80 [ACK] 64256 Len=t 816122986 TSecr=90157693
23.759859641 192.168.1.127 192.168.1.254 HTTP 434 GET /index.cgi?rand=1616889130271&connection_status=1 HTTP/1.1
23.761565441 192.168.1.254 192.168.1.127 TCP 68 80 ~ 42104 [ACK] Ack=367 Wi TSval=90157693 TSecr=1816122986
23.767217161 192.168.1.254 192.168.1.127 TCP 366 80 ~ 42104 [PSH, ACK] Seq=1 Ack=367 Win=6864 Len=298 TSval=90157694 TSecr=1816122986 [TCP segment of a reassembled PDU]
23.767247213 192.168.1.127 192.168.1.254 TCP 68 42104 — 80 [ACK] 99 Win= TSval=1816122994 TSecr=90157694
23.767217277 192.168.1.254 192.168.1.127 HTTP 68 HTTP/1.1 200 OK (text/html)
23.767638358 192.168.1.127 192.168.1.254 TCP 68 42104 — 80 [FIN, ACK] Seq=367 Ack=300 Win=64128 Len=0 TSval=1816122994 TSecr=90157694
23.769161189 192.168.1.254 192.168.1.127 TCP 68 80 ~ 42104 [ACK] 68 Win=6864 Len=0 TSval=90157694 TSecr=1816122994
26.421469171 216.58.210.206 192.168.1.127 TLSvi.2 120 Application Data
26.421479943 192.168.1.127 216.58.210.206 TCcP 68 59076 — 443 [ACK] Sel 05 Win=1952 Len=0 TSval=373316177 TSecr=1817831617
26.421469198 216.58.210.206 192.168.1.127 TLSV1.2 99 Application Data
26.421492499 192.168.1.127 216.58.210.206 TCcP 68 59076 — 443 [ACK] Seq=1 Ack=136 Win=1952 Len= TSval=373316177 TSecr=1817831617
26.421469218 216.58.210.206 192.168.1.127 TLSvi.2 107 Application Data
26.421495330  192.168.1.127 216.58.210.206 TCP 68 59076 — 443 [ACK] Se: TSval=373316177 TSecr=1817831618

1 1
1 1
1 1
1 1

37 26.421676531 192.168.1.127 216.58.210.206 TLSv1.2 107 Application Data
38 26.426938234 192.168.1.127 216.58.210.206 TLSv1.2 608 Application Data
Frame 1: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface any, id 0
Linux cooked capture vi
Internet Protocol Version 4, Src: 216.58.210.206, Dst: 192.168.1.127
Transmission Control Protocol, Src Port Dst Port: 59076, Seq: 1, A
Transport Layer Security
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Tcp 88 47270 ~ 5432 [ACK] Seq=51593 Ack=145882 Win=12320 Len=0 TSval=1123978683 TSecr=1123978683
Tcp 124 47270 ~ 5432 [PSH, ACK] Seq=51593 Ack=145882 Win=12320 Len=36 TSval=1123978684 TSecr=1123978683 [TCP segment of a reassembled PDU]
Tcp 176 5432 ~ 47270 [PSH, ACK] Seq=145882 Ack=51629 Win=512 Len=88 TSval=1123978684 TSecr=1123978684 [TCP segment of a reassembled PDU]

R

186181056
186239244
186254174
186481744
186553286
186799599
3525 81.186816666
3526 81.187243781
3527 81.187484337

3528 81.187501405 TCcP 88 47270 — 5432 [ACK] Seq=51629 Ack=145970 Win=12320 Len=0 TSval=1123978684 TSecr=1123978684
3529 81.187774912 TCcP 124 47270 ~ 5432 [PSH, ACK] Seq=51629 Ack=145970 Win=12320 Len=36 TSval=1123978684 TSecr=1123978684 [TCP segment of a reassembled PDU]
3530 81.188013787 TCcP 176 5432 — 47270 [PSH, ACK] Seq=145970 Ack=51665 Win=512 Len=88 TSval=1123978685 TSecr=1123978684 [TCP segment of a reassembled PDU]
3531 81.188030755 TCcP 88 47270 — 5432 [ACK] Seq=51665 Ack=146058 Win=12320 Len=0 TSval=1123978685 TSecr=1123978685

3532 81.188385218
3533 81.188624402
3534 81.188641396
3535 81.189617879
3536 81.190090589

1
1
1
1
1
1
1
1
1
1
1
1 TCcP 124 47270 - 5432 [PSH, ACK] Sel 46058 Win=12320 Len=36 TSval=1123978685 TSecr=1123978685 [TCP segment of a reassembled PDU]
1
1
1
1

3537 81.190108939 ::1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

TCcP 176 5432 — 47270 [PSH, ACK] Seq=146058 Ack=51701 Win=512 Len=88 TSval=1123978685 TSecr=1123978685 [TCP segment of a reassembled PDU]
TCcP 88 47270 - 5432 [ACK] Seq=51701 Ack=146146 Win=12320 Len=0 TSval=1123978685 TSecr=1123978685

TCcP 228 47270 — 5432 [PSH, ACK] Sel 46146 Win=12320 Len=140 TSval=1123978686 TSecr=1123978685 [TCP segment of a reassembled PDU]
TCcP 553 5432 — 47270 [PSH, ACK] Seq=146146 Ack=51841 Win=512 Len 123978687 TSecr=1123978686 [TCP segment of a reassembled PDU]
TCcP 88 47270 - 5432 [ACK] Seq=51841 Ack=146611 Win=12320 Len=0 TSval=1123978687 TSecr=1123978687

3538 81.691982635 TcP 124 47270 - 5432 [PSH, ACK] Seq=51841 Ack=146611 Win=12320 Len=36 TSval=1123979189 TSecr=1123978687 [TCP segment of a reassembled PDU]
i 3539 81.692288260 uDP 440 44842 — 44842 Len=376
3540 81.692350614 TcP 176 5432 — 47270 [PSH, ACK] Seq=146611 Ack=51877 Win=512 Len=88 TSval=1123979189 TSecr=1123979189 [TCP segment of a reassembled PDU]

3541 81.692365890 TCcP 88 47270 — 5432 [ACK] Seq=51877 Ack=146699 Win=12320 Len=0 TSval=1123979189 TSecr=1123979189
3542 81.692688623 TCcP 124 47270 ~ 5432 [PSH, ACK] Seq=51877 Ack=146699 Win=12320 Len=36 TSval=1123979189 TSecr=1123979189 [TCP segment of a reassembled PDU]
3543 81.692967946 TCcP 176 5432 — 47270 [PSH, ACK] Seq=146699 Ack=51913 Win=512 Len=88 TSval=1123979190 TSecr=1123979189 [TCP segment of a reassembled PDU]
3544 81.692984937 TCcP 88 47270 — 5432 [ACK] Seq=51913 Ack=146787 Win=12320 Len=0 TSval=1123979190 TSecr=1123979190

3545 81.693404043
3546 81.693646391
3547 81.693928455
3548 81.694173802

TCcP 124 47270 - 5432 [PSH, ACK] Win=12320 Len=36 TSval=1123979190 TSecr=1123979190 [TCP segment of a reassembled PDU]
TCcP 176 5432 — 47270 [PSH, ACK] Win=512 Len=88 TSval=1123979190 TSecr=1123979190 [TCP segment of a reassembled PDU]
TCcP 124 47270 — 5432 [PSH, ACK] Seq=51949 Ack=146875 Win=12320 Len=36 TSval=1123979190 TSecr=1123979190 [TCP segment of a reassembled PDU]
TCcP 176 5432 — 47270 [PSH, ACK] 46875 Ack=51985 Win=512 Len=88 TSval=1123979191 TSecr=1123979190 [TCP segment of a reassembled PDU]

(R A A A G A A | A | I

3549 81.694509881 TCcP 124 47270 - 5432 [PSH, ACK] Win=12320 Len=36 TSval=1123979191 TSecr=1123979191 [TCP segment of a reassembled PDU]
3550 81.694756297 TCcP 176 5432 — 47270 [PSH, ACK] Win=512 Len=88 TSval=1123979191 TSecr=1123979191 [TCP segment of a reassembled PDU]
3551 81.695730291 TCcP 228 47270 ~ 5432 [PSH, ACK] Win=12320 Len=140 TSval=1123979192 TSecr=1123979191 [TCP segment of a reassembled PDU]
3552 81.696206314 TCcP 553 5432 — 47270 [PSH, ACK] Seq=147051 Ack=52161 Win=512 Len=465 TSval=1123979193 TSecr=1123979192 [TCP segment of a reassembled PDU]

737337926 TCP 88 47270 — 5432 [ACK] Seq=52161 Ack=147516 Wil 2320 Lel TSval=1123979234 TSecr=1123979193
Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface any, id ©
Linux cooked capture vi
Internet Protocol Version 6, Src: ::1, Dst: ::l
Transmission Control Protocol, Src Port: 47270 5432, Seq: 1, Ack: 1,

i

® B any: <live capture in progress> Packets: 3553 - Displayed: 3553 (100.0%)
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netsnift.udp
netsnift.udp
netsnift.udp
netsnift.udp
netsnift.udp
netsnift.udp
netsnift.udp
netsnift.udp
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
endpointnew

netsnift.udp

udp 169.254.56.31:netbiosns > 169.254.255.255netbios-ns 76 bytes

udp 169.254.56.31:netbiosns > 169.254.255.255netbios-ns 76 bytes

udp 169.254.56.31:netbiosns > 169.254.255.255netbios-ns 76 bytes

udp gateway:bootps > 255.255.255.255:bootpc 308 bytes

udp 0.0.0.0:bootpe > 255.255.255.255:h00tps 310 bytes

udp 0.0.0.0:bootpe > 255.255.255.255:h00tps 308 bytes

udp 0.0.0.0:bootpe > 255.255.255.255:h00tps 308 bytes

udp 0.0.0.0:bootpe > 255.255.255.255:h00tps 308 bytes

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

WARNING:

https.proxy error reading SNI: unexpected message.

https.proxy client does not support SNI

https.proxy client does not support SNI

https.proxy error reading SNI: read tcp 192.168.1.127:8083->192.168.1.102:59599: ifo timeout
https.proxy error reading SNI: read tcp 192.168.1.127:8083->192.168.1.102:59600: ilo timeou
https.proxy error reading SNI: unexpected message.

https.proxy client does not support SNI

https.proxy client does not support SNI

https.proxy client does not support SNI

https.proxy client does not support SNI

https.proxy client does not support SNI

Detected 192.168.1.102 FB:E9:4E:9F:03:68 ~ Apple, Inc.

udp HPFECAA7 lan lan.metbios-dgm > 192.168.1.255:netbios-dgm 217 bytes

Stack Overflow for
Teams —

-Alternatively, 1 would accept cl
This is also acceptable.

What | have done
Cleared my victim's chrome cache and de
restarted Chrome

1used a typical install method

apt-get install bettercap

t http.proxy.sslstrip true
t net.sniff.verbose fa
192.168.1
arp.spoof
http.proxy on
net.sniff

What IS working

ully redirect victim traffi
ully grab headers
lay the password w

s from mediaroc
correctly converted to http in html. Wooho
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“Level: 3,

"Message”: "\uB@1b[104m\u0@1b[30mNELps. proxy\uo@1b[Om\u6e1b[en client does not support SNI.”
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Destination Protocol  Length
1765 52.755012227 216.58.210.200 192.168.1.127 TCP 66 443 ~ 58398 [ACK] Seq=117699 Ack=1377 Win=69632 TSval=4034949943 TSecr=3067370244

1766 52.759609285 104.16.53.111 192.168.1.127 TCP 54 443 ~ 43680 [ACK] Se

1767 52.760487331 104.16.53.111 192.168.1.127 TCP 54 443 —~ 43684 [ACK] Seq: Ac! 64 Win=67584 Len=0

1768 52.764975015 104.16.53.111 192.168.1.127 TLSv1 421 Server Hello, New Session Ticket, Change Cipher Encrypted Handshake Message

1769 52.765011126 192.168.1.127 104.16.53.111 TCP 54 43680 — 443 [ACK] Seq=564 Ack=368 Win=64000 Ler

1770 52.765367909 192.168.1.127 104.16.53.111 TLSv1 105 Change Cipher Spec, Encrypted Handshake Message

1771 52.766038490 104.16.53.111 192.168.1.127 TLSv1 421 Server Hello, New Session Ticket, Change Cipher Encrypted Handshake Message

1772 52.766044801 192.168.1.127 104.16.53.111 TCP 54 43684 — 443 [ACK] Seq=564 Ack=368 Win=64000 Ler

1773 52.769088596 192.168.1.127 104.16.53.111 TLSv1 231 Application Data

1774 52.769371890 192.168.1.127 104.16.53.111 TLSv1 105 Change Cipher Spec, Encrypted Handshake Message

1775 52.772932016 192.168.1.127 104.16.53.111 TLSv1 248 Application Data

1776 52.776315891 192.168.1.254 192.168.1.127 DNS 121 Standard query response 0x9685 A gum.criteo.com CNAME gum.par.vip.prod.criteo.com A 178.250.0.157

1777 52.789160801 151.139.128.11 192.168.1.127 TCP 66 443 — 33546 [ACK] Seq=393903 Ack=7333 Win=64128 Len=0

1778 52.790640675 192.168.1.254 192.168.1.127 DNS 86 Standard query response ©x59dd A dnacdn.net A 178.250

1779 52.790936225 192.168.1.127 178.250.0.157 TCcP 74 33332 ~ 443 [SYN] Se Wi 4240 Le MSS=1460 SACK_|

1780 52.838541425 192.168.1.127 172.217.16.226 TCP 74 51646 — 443 [SYN] Seq: Wi MSS:

1781 52.843777174 192.168.1.127 157.240.1.23 TCP 74 34898 — 443 [SYN] Se Wi MSS:

1782 52.848501337 192.168.1.127 216.58.211.174 TCcP 74 48362 — 443 [SYN] Seq: Wil MSS:

1783 52.848566671 172.217.20.131 192.168.1.127 ocsP 767 Response

1784 52.848590234 192.168.1.127 172.217.20.131 TCP 66 52958 —~ 80 [ACK] Seq=378 Ack=702 Win=63616 Len=0 TSval=1358415703 TSecr=730851708

1785 52.849878969 192.168.1.127 142.250.187.228 TLSV1.3 130 Change Cipher Spec, Application Data

1786 52.850114621 192.168.1.127 142.250.187.228 TLSV1.3 236 Application Data

1787 52.889238577 192.168.1.254 192.168.1.127 DNS 550 Standard query response 0xddéd A ag.gbc.criteo.com CNAME gbc8.nl.eu.criteo.com A 178.250.6.250 A 178.250.6.243 A 178.250.6.246 A 17.
1788 52.889660323 192.168.1.127 178.250.6.250 TCP 74 55376 — 443 [SYN] i MSS=1460 SACK_PERM=1 TSval=3716482877 TSecr=0 WS=128

1789 52.950092641 192.168.1.127 104.16.53.111 TLSv1.2 296 Application Data

1790 52.962031537 172.217.16.226 192.168.1.127 TCP 74 443 - 51638 [SYN, ACK] Seq Ack=1 Win=65535 Len=0 MSS=1430 SACK_PERM=1 TSval=3211326126 TSecr=3150988714 WS=256
1791 52.962081256 192.168.1.127 172.217.16.226 TCP 66 51638 —~ 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3150989088 TSecr=3211326126

1792 52.962358885 157.240.1.23 192.168.1.127 TCP 74 443 ~ 34890 [SYN, Ack=1 Win=65535 Len=0 MSS=1392 SACK_PERI TSval=27564754 TSecr=3468230698 WS=256
1793 52.962401338 192.168.1.127 157.240.1.23 TCP 66 34890 — 443 [ACK] Wi 4256 Len=0 TSval=3468231067 TSecr=27564754

1794 52.963221839 216.58.211.174 192.168.1.127 TCP 74 443 ~ 48354 [SYN, Ack=1 Win=65535 Len=0 MSS=1430 SACK_PER! TSval=2282129671 TSecr=25297718 WS=256
1795 52.963258786 192.168.1.127 216.58.211.174 TCP 66 48354 — 443 [ACK] Wi 4256 Len=0 TSval=25298083 TSecr=2282129671

1796 52.963606004 178.250.2.130 192.168.1.127 TCP 74 443 ~ 44084 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=@ MSS=1448 SACK_PERM=1 TSval=75004441 TSecr=1872853497 WS=1024
1797 52.963637214 192.168.1.127 178.250.2.130 TCP 66 44084 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1872853875 TSecr=75004441

1798 52.967901186 192.168.1.127 172.217.16.226 TLSV1.3 579 Client Hello

1799 52.969864735 192.168.1.127 178.250.2.130 TLSV1.3 579 Client Hello

1800 52.971473137 104.16.53.111 192.168.1.127 TCP 54 443 —~ 43680 [ACK] Seq=368 Ack=615 Win=67584 Len=0

1801 52.971801292 192.168.1.127 157.240.1.23 TLSV1.3 579 Client Hello

1802 52.974057751 192.168.1.127 216.58.211.174 TLSv1.3 579 Client Hello

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface wlano, id ©
Ethernet II, Src: IntelCor_id:8 (8:ac:65:1d:8e:c2), Dst: 36:b8:03:b9 (36:b8:03:b9: fe:83
Internet Protocol Version 4, Src: 221.71.255.159, Dst: 192.168.1.121

Transmission Control Protocol, Src Port: 1295, Dst Port: 89, Seq: ©, Len

36 b8 4
00 b2 06 Ge e® dd 47 ff 9F c
79 05 48 f7 db b6 00 00 00 80 50 02
8d ed

wlan0: <live capture in progress> : 2810 - Displayed: 2810 (100.0%)
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545330853 33047 ~ 80 [SYN]

1448 20.545989667 221.71.255.159 192.168.1.121 TcP 54 55846 — 80 [SYN
1449 20.546714386 221.71.255.159 192.168.1.121 TcP 54 36190 — 80 [SYN
1450 20.547162967 221.71.255.159 192.168.1.121 TcP 54 46505 — 80 [SYN

1451 20.547520000 221.71.255.159 192.168.1.121 TcP 54 42709 — 80 [SYN
1452 20.547899217 221.71.255.159 192.168.1.121 TcP 54 53873 — 80 [SYN
1453 20.548212942 221.71.255.159 192.168.1.121 TcP 54 10402 — 80 [SYN

1454 20.548528177 221.71.255.159 192.168
1455 20.548941996 221.71.255.159 192.168

121 TcP 54 10648 — 80 [SYN]
121 TcP 54 19411 — 80 [SYN]

1456 20.549215108  221.71.255.159 192.168.1.121 TcP 54 49315 — 80 [SYN
1457 20.549481364 221.71.255.159 192.168.1.121 TcP 54 11671 — 80 [SYN
1458 20.549764656 221.71.255.159 192.168.1.121 TcP 54 53708 — 80 [SYN
1459 20.550033941 221.71.255.159 192.168 TcP 54 4372 ~ 80 [SYN] Seq=0 Win-|
1460 20.550307577 221.71.255.159 192.168.1.121 TcP 54 29298 — 80 [SYN] Seq=0 Win|

1461 20.550600008 221.71.255.159 192.168.1.121 TcP 54 30997 — 80 [SYN] win
1462 20.550891686 221.71.255.159 192.168.1.121 TcP 54 27562 — 80 [SYN] win
1463 20.551163587 221.71.255.159 192.168.1.121 TcP 54 44863 — 80 [SYN] win

1464 20.551442867 221.71.255.159 192.168.1.121 TcP 54 45896 — 80 [SYN] win
1465 20.551715173  221.71.255.159 192.168.1.121 TcP 54 1297 — 80 [SYN] Seq=0 Win=|
1466 20.551981936 221.71.255.159 192.168.1.121 TcP 54 15662 — 80 [SYN] Seq=0 Win|

1467 20.552256288 221.71.255.159 192.168
1468 20.552591052 221.71.255.159 192.168
1469 20.552930248 221.71.255.159 192.168
553170887
553423013

121 Tcp 54 51895 ~ 80 [SYN] Seq=0 Win
121 Tcp 54 699 ~ 80 [SYN] Seq=0 Win=9
121 Tcp 54 14542 ~ 80 [SYN] Seq=0 Win
3288 —~ 80 [SYN] Seq=0 Win=|
55482 — 80 [SYN] Seq=0 Win

RRRRRRRBRREPBRRBRREBRRERRRR R
N
IS
R

553930629 168.1 9795 — 80 [SYN] Seq=0 Win=|
554232332 168.1 5739 - 80 [SYN] Seq=0 Win=|

1475 20.554481865 221.71.255.159 192.168.1.121 TcP 54 15439 — 80 [SYN] Seq=0 Win|
1476 20.554754997 221.71.255.159 192.168.1.121 TcP 54 27168 — 80 [SYN] Seq=0 Win|
1477 20.555037344 221.71.255.159 192.168.1.121 TcP 54 54055 — 80 [SYN] Seq=0 Win|
1478 20.555320267 221.71.255.159 192.168.1.121 TcP 54 9026 —~ 80 [SYN] Seq=0 Win=|
1479 20.555611712 221.71.255.159 192.168.1.121 TcP 54 13437 — 80 [SYN] Seq=0 Win|
1480 20.555890000 221.71.255.159 192.168.1.121 TcP 54 33803 — 80 [SYN] Seq=0 Win|
556187339 168.1 5807 — 80 [SYN] Seq=0 Win=|

1 17968 — 80 [SYN] Seq=0 Winj

556476414 168
556888 168 s reused]

Frame 1: 550 bytes on wire (4460 bits), 550 bytes captured (4400 bits) on interface wlane, id ©
Ethernet IT, Src: IntelCor_1d:8e:c2 (f8:ac:65:1d:8e:c2), Dst: Sagemcom Oe:a8:62 (88:a6:C6:0e:a8:62)
Internet Protocol Version 4, Src: 192.168.1.127, Dst: 52.18.146.187

Transmission Control Protocol, Src Port: 53702, Dst Port: 443, Seq: 1, Ack: 1, Len: 484

Transport Layer Security

88 a6 c6 Oe a8 62 f8 ac 65 1d 8e c2 08 00 45 00 b e E
©2 18 cc 9d 40 00 40 ©6 e3 4d cO a8 01 7f 34 12 @e M

92 bb di c6 01 bb 61 7a 17 b9 c9 96 30 d9 80 18 az

©1 f5 8a ff 00 00 01 1 08 @a af 7a le 53 bb eb

da de 17 03 03 01 df @0 00 00 00 00 00 00 4e c6

wlan0: <live capture in progress> - Di :1483 (100.0%) | Profile: Default
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19 0ct 20 26 0ct 20 [02Nov'20  09Nov'20  |16Nov'20  23Nov'20  |30Nov'20 |07 Dec'20 14 Dec ‘20 21 Dec 20 28 Dec 20 04 Jan 21 [11Jan 21 [18Jan 21 25Jan 21 01 Feb21 08 Feb 21 |15 Feb'21 [22Feb21 01 Mar 21 08 Mar 21 |15 Mar 21 22 Mar 21 29 Mar 21 05 Apr 21 |12 Apr21 |19 Apr 21 26 Apr 21 03 May 21
Fi 15,1322 Add tasks with dates to the timeline e
Task | 2020 November 2020 December 2020 January 2021 February 2021 March 2021 April 2021 May 2021
© Mode - TaskName v Duration v Start v Finish v Piv lv 09 1419 24 29 03 08 13 18 23 28 03 08 13 18 23 28 02 07 12 17 22 /27 01 06 11 16 21 26 03 08 13 18 23 28 02 07 12 17 22 27 02 07
v » 1st project meeting. 1day Fri 16/10/20 Fri 16/10/20 1st project meeting-Discussing requirements for project. H
v » Project planning. 6 days Fri 16/10/20 Fri 23/10/20 Project planning. Begin work on chapter 1 and introduction. [—
v » 2nd project meeting. 1day Fri23/10/20 Fri 23/10/20 2nd project meeting-Discussing introduction, aim, objectives. H
v » Chapter 1, introduction, aim and objectives. 6 days Fri 23/10/20 Fri 30/10/20 Continue work on chapter 1. Complete introduction to project. Specify the project ——
aim and state objectives.
v » 3rd project meeting. 1day Fri30/10/20 Fri 30/10/20 3rd project meeting-Discussing improvements on aims of the project. Discussing H
start of literature review and what areas to look at. By next meeting to know if the
aim of the project is going to be monitoring information or attempting a security
attack.
v » Introduction, aim, objectives, start literature review. 6 days Fri 30/10/20 Fri06/11/20 Reword the project for content to be based on security attacks. Complete aim and ——
objectives of the project. Begin research on related academic papers for literature
review.
v » 4th project meeting. 1day Fri06/11/20 Fri06/11/20 4th project meeting-Discussing literature review. H
v » Continue literature review. 6 days Fri 06/11/20 Fri 13/11/20 Begin work on literature review. Critically review chosen academic papers on —
wearables, man in the middle attacks and denial of service attacks.
v » Sth project meeting. 1day Fri13/11/20 Fri 13/11/20 Sth project meeting-Meeting cancelled-Continue to work on literature review.
v » Continue literature review. 6 days Fri 13/11/20 Fri 20/11/20 Complete research on literature review. [—
v » 6th project meeting. 1day Fri20/11/20 Fri 20/11/20 6th project meeting-Discussing aim, objectives and literature review of the project H
v » Complete aim, objectivess and research for literature review. 6 days Fri20/11/20 Fri27/11/20 Redefine project aim and cut down on uneccessary objectives. Complete literature ——
review on wearables and begin work on loT security threats. Research related work
man in the middle attacks.
v » 7th project meeting. 1day Fri27/11/20 Fri27/11/20 7th project meeting-Discussing structure of literature review. Reconstruct
paragraphs by mext meeting.
v » Complete write up for literature review. 6 days Fri27/11/20 Fri04/12/20 Complete write up of literature review. Edit the paragraphs and break down large ——
paragraphs.
v » 8th project meeting. 1day Fri04/12/20 Fri04/12/20 8th project meeting-Meeting cancelled. Complete literature review by next meeting. H
v » Complete literature review. 6 days Fri 04/12/20 Fri 11/12/20 Complete final work onmm literature review. Research denial of service attacks and —
other related work for man in the middle attacks.
v » 9th project meeting. 1day Fri11/12/20 Fri11/12/20 9th project meeting-Discussing methodology, introduction to onion diagram. Begin H
work on methodology by next meeting.
v » Start methodology. 6 days Fri 11/12/20 Fri 18/12/20 Research onion diagram and begin work on methodology. Research methods to use —
for the project.
v » Continue work on methodology. 6 days Fri 18/12/20 Fri 25/12/20 Type up methods used in the project. Outline what tools and softwares are going to —
be used in the project.
v » Complete methodology. 6 days Fri25/12/20 Fri01/01/21 Complete final changes to methodology. Clearly state methods used in the project. ——
v » Ordering devices and begin work on design. 6 days Fri01/01/21 Fri08/01/21 Order devices needed for project and begin considering design ideas. Begin work on ——
the design, outline problems to be solved and how to solve them.
v » Complete work on design. 6 days Fri08/01/21 Fri15/01/21 Complete work on project design. [—
» Preperation for interim viva. Continue work on project. 6 days Fri15/01/21 Fri22/01/21 Preparation work for project interim viva. Prepare a powerpoint outlining the |
project so far. Continue work on the project. Begin considering design and
implementation.
» Begin implementing project design. 6 days Fri22/01/21 Fri29/01/21 Begin implementing project design. —
» Project design, implementation. 6 days Fri29/01/21 Fri05/02/21 Continue work on project design and implementation. —
» Project design, implementation. 6 days Fri05/02/21 Fri12/02/21 Continue work on project design and implementation. —
» Design. 6 days Fri 12/02/21 Fri 19/02/21 Continue working on design. —
» Design. 6 days Fri 26/02/21 Fri 05/03/21 Continue working on design. I
» Design complete and begin testing. 6 days Fri05/03/21 Fri12/03/21 Complete work on project design and begin testing the project. [—
» Continue testing. 6 days Fri 12/03/21 Fri 19/03/21 Test project. —
» Continue testing. 6 days Fri 19/03/21 Fri 26/03/21 Test project. —
» Complete design and testing. 6 days Fri26/03/21 Fri02/04/21 Work on completing final design and testing. —
» Complete design and testing. 6 days Fri02/04/21 Fri09/04/21 Complete final design and testing of the project. —
» Evaluation, recommendations and conclusion. 6 days Fri 09/04/21 Fri 16/04/21 Evaluate the results, make recommendations and write a conclusion. [0 ]
» Complete final report. 6 days Fri 16/04/21 Fri 23/04/21 Complete and submit final report. —
» Prepare work for exhibition. 6 days Fri 23/04/21 Fri 30/04/21 Prepare all work for exhibition. —
~ Complete all work for exhibition. 6 davs Fri 30/04/21 Fri07/05/21 Complete all work for project exhibition. Project exh I—

Fri 07/05/21
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Select alanguage

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.

Language:
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other
Country, territory or area:

your location is not listed.
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Ireland
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New Zealand
Nigeria 1
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network, you
can make something up here.

Hostname:

[AttackersLaptop ]
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that ends in .com, .net, .edu, or .org. I you are setti

g up a home network, you can make somet!
make sure you use the same domain name on all your computers.

The domain name is the part of your Internet address to the right of your host name. It is often something
Domain name:

g up, but
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Set up users and passwords

A user account will be created for you to use instead of the root account for non-adi

rative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails
sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[Attacker!
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Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start
with a lower-case letter, which can be followed by any combination of numbers and more lower-case letters.

Username for your account:

(attadear )
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Set up users and passwords

A good password will contain amixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose & password for the new user.

[attacker

I Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify

[attacker

I Show Password in Ciear.
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on disks

The installer can guide you through parti

you can do it manually. With guided parti
results.

ing a disk (using different standard schemes) o, if you prefer,
ing you will still have a chance later to review and customise the

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.

Partitioning method:

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual
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Par

on disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.

Select disk to partition:
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on disks

Selected for partitioning:

5C512 (0,0,0) (sda) - ATA VBOX HARDDISK: 8.6 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:
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This is an overview of your currently configured partitions and mount points. Select a partition to modify ts settings (file
system, maunt point, etc.), a free space to create partitions, or a device to initiaize its partition table.

Guided partitioning
Configure software RAID
Configure the Logical Volume Manager
Configure encrypted volumes
Configure isCSI volumes

< 5C512(0,0,0) (sda) - 8.6 GB ATA VBOX HARDDISK
>  #1 primary 64GB  f extd 1
>  #5 logical 21GB  f swap  swap

Undo changes to part

ioning and write changes to
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If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
5C512(0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI2 (0,0,0) (sda) as extd
partition #5 of SCSI2 (0,0,0) (sda) as swap

Write the changes to disks?
O No
® Yes
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Install the base system

LS e base system

Unpacking bsdmainutils.
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Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here. Otherwise,
leave this blank.

formation should be given in the standard form of *http://[luser]l:passl@lhostL: port]".

The proxy
HTTP praxy information (blank for none)

i
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Retrieving file 11 of 13
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Configuring libpamog: amd64

There are services installed on your system which need to be restarted when certain libraries, such as
libpam, libc, and libssl, are upgraded. Since these restarts may cause interruptions of service for the system,
you will normally be prompted on each upgrade for the list of services you wish to restart. You can choose
this option to avoid being prompted; instead, all necessary restarts will be done for you automatically so you
can avoid being asked questions on each library upgrade.

Restart services during package upgrades without asking?
O No
® Yes
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Configuring base-passwd

update-passwd has found a difference between your system accounts and the current Debian defaults. It is
advisable to allow update-passwd to change your system; without those changes some packages might not
work correctly. For more documentation on the Debian account policies, please see jusr/share/doc/base-
passwd/README.

The proposed change is:

Change the home directory of user *irc* from var/runjircd to /runfircd

If you allow this change, a backup of modified files will be made with the extension .org, which you can use if
necessary to restore the current settings. If you do not make this change now, you can make it later with the
update-passwd utility.

Do you want to change the home directory of user irc?
O No
® Yes

[scrsenshat [cosaic |
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Select and install software

[77) Select and install software

Preparing to configure libsemanagel (amd64)
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Software selection

At the moment, only the core of the system is installed. The default selections below will install Kali Linux
its standard desktop environment and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.

Choose software to install

Desktop environment [selecting this item has no effect]
Xfce (Kali's default desktop environment)

GNOME

[J ... KDE Plasma

Collection of tools [selecting this item has no effect]

top10 -- the 10 most popular tools

default -- recommended tools (available in the live system)

[J ... large -- default selection plus additional tools
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe to
stall the GRUB boot loader to the master boot record of your first hard drive.

g: d to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB can
be manually configured later to boot i

Install the GRUB boot loader to the master boot record?

© No
©®Ves
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Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do thi

Device for boot loader installation:

is to install GRUB on the master boot record of your first hard drive. If you

prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to afloppy.

Enter device manually

/dev/sda (at:

BOX_HARDDISK VBal7d073e-d2b1b575)
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sh the installation

Instalation complete

Installation is complete, so e to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.
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a attacker@attackerslaptop: ~ Q i -ox
attackeraattackerslaptop:~$ sudo apt-get install bettercapll
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a

attackeraattackerslaptop:~$ sudo apt-get install bettercap
Reading package lists... Done
Building dependency tree... Done
Reading state infornation... Done
The following additional packages will be installed:
bettercap-caplets bettercap-ui iw libnetfilter-queuel
The following NEW packages will be installed:
bettercap bettercap-caplets bettercap-ui i libnetfilter-queuel
0 upgraded, 5 newly installed, 0 to remove and 0 not upgraded.
Need to get 8,708 kB of archives.
l After this operation, 45.0 MB of additional disk space will be used.

attacker@attackerslaptop: ~

Do you want to continue? [¥/n] ||
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attackergattackerslaptop:~$ sudo bettercap
bettercap v2.30.2 (built for linux ands with go1.15.8) [type help® for a list
of conmands]
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gl L
Reading package Lists... done

Building dependency trec... Done

Reading state inforsation. .. oone

The folloving additionsl packages will be instalted:
bundler fonts-lato Javascript-comon Joh Jon-data 1ibalol Libjs-jasery Ubruby2.7 nasa
oracle-instantclient_basic rake ruby Fuby-bondler ruby-dev ruby-minitest ruby-et-telnet
Fuby-poner-asser. ruby-rubygens. ruby-Lest-unit ruby-sarpc Fiby2.7 Tuby2.7-dev TUby2.7-doc
rubygess-integration 2ip

suggested packages:
apachez | Vighttpd | hetpd python Java7-runtine-headiess clasav clasay-daemon ri

folloing New packages will be installed:

bundLer fonts-1ato Javascript-comon joh john-data 1ibaio Libjs-jauery librubyz.7
etasploit-franework nasm oracle-instantclient basic rake ruby Tuby-bundler ruby-dev ruby-minitest
Fuby-net-telnet. ruby-poser-assert.ruby-rubygens. Fuby-Lest-unit ruby-ialrpe. Fuby2.7 Fuby2.7-dev
Fiby2.7-doc rubygees-integration zip

o upgraded, 26 nesly installed, 0 to resove and 0 not wpgraded.

Need o get 227 W8 of archive

After this operation, 523 W8 of additional disk space will be used.

00 you . to continue? (v/n] |

[ 4

E

|
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a Terminal Q i -ox

> Executing “sudo msfdb init 66 msfconsole”
[sudo] password for attacker: ||
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a Terminal a

> Executing “sudo msfdb init 65 msfconsole”
[sudo] password for attacker:

[+] Starting database

[+] Creating database user ‘asf’

[+] creating databases ‘msf’

[(Hessage fron Kali developers)

This is a ninisal installation of Kali Linux, you likely
want to install supplesentary tools. Learn how:
= https: //wse. kai..org/docs/troubleshooting/comon-minisun-setup/

L(run “touch ~/.hushlogin” to hide this message)
[+] Creating databases "asf_test'
[(Hessage fron Kali developers)

This s a minisal installation of Kali Linux, you ikely
want to install supplesentary tools. Learn how:
= https: //wse. kai..org/docs /troubleshoot ing/comon-minisun-setup/

L(run “touch ~/.hushlogin” to hide this message)

[+] Creating configuration file */ust/share/netasploit-franework/config/database. yal"
[+] creating initial database schesa

User Nane: [ secrity ]
Password: [ 1
Loc]

=[ metasploit v6.0.35-dev
<[ 2106 exploits - 1134 auxiliary
<[ 592 payloads - 43 encoders - 10 nops.

357 post

8 evasion

Metasploit tip: Adapter names can be used for IP params
Set. LHOST eth

wte>
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a attacker@attackerslaptop: ~
attackeraattackerslaptop:~$ sudo apt-get install wiresharkfl
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a attacker@attackerslaptop: ~ Q i -aox

attackergattackerslaptop:-$ sudo apt-get install wireshark

[sudo] password for attacker:

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
1ibbcg729-0 libc-ares2 libminizipl libgtsmultimedias
Libgtsnultinedias-plugins libgtsnultinediagsttoolss libqtsmultinediawidgetss
Libgtsprintsupports libsmi2ldbl libwireshark-data libwiresharkis
libwiretap1l libwsutil12 wireshark-common wireshark-qt

Suggested packages:
‘snmp-mibs-downloader geoipupdate geoip-database geoip-database-extra
libjs-leaflet libjs-leaflet.markercluster wireshark-doc

The following NEW packages will be installed:
1ibbcg729-0 libc-ares2 libminizip libgtsnultinedias
1ibqt5multimedias-plugins libqtsmultimediagsttoolss libqtSmultimediawidgetss
libqtsprintsupport5 libsmi2ldbl libwireshark-data libwireshark14
libwiretapll libwsutil12 wireshark wireshark-common wireshark-qt

0 upgraded, 16 newly installed, 0 to remove and 0 not upgraded.

Need to get 23.3 MB of archives.

After this operation, 122 MB of additional disk space will be used. |

Do you want to continue? [v/n] ||
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Processing triggers
Processing triggers
Processing triggers
Processing triggers
Processing triggers
Processing triggers
Processing triggers

for
for
for
for
for
for
for

libc-bin (2.31-9) .
man-db (2.9.4-2) ...
shared-mime-info (2.0-1) ...
kali-menu (2021.1.4) ..
desktop-file-utils (0.26-1)
hicolor-icon-theme (0.17-2)
gone-nenus (3.36.0-1) ...

attackeraattackerslaptop:~$ sudo wireshark





image64.png
ireshark Network Analyzer
Ele Edt Vew Go Copture Analyze Statitics Tolephony  Wireless Tools Help

Am O™ REQ &=
N[icpi s diiay

Welcome to Wireshark

Capture
sing s iter: (N]Exier s coptue A=) Aliterfacesshown -

y

Loopback:fo

wiano

et

bluetootho

Bluetoothmonitor

g

niqueve

dbus-system

bus session
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a attacker@attackerslaptop: ~ Q i -ox
Iini(ke(dilti(kus\inwp:-S sudo apt-get install nnap]
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a attacker@attackerslaptop: ~ Q

attackeraattackerslaptop:-$ sudo apt-get install nmap
[sudo] password for attacker:
Reading package Lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
Uiblinear4 nmap-comnon
suggested packages:
Tiblinear-tools liblinear-dev ncat ndiff zenmap
The following NEW packages will be installed:
Liblinears nnap nnap-conmon
© upgraded, 3 newly installed, 0 to remove and 0 not upgraded.
Need to get 6,091 kB of archives.
After this operation, 26.4 M8 of additional disk space will be used.
Do you vant to continue? [¥/n] ||
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a attacker@attackerslaptop: ~ Q
attackerattackerslaptop:~$ sudo nnap| H
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Enter the password for "PLUSNET-PGZS"

Cancel Enter Password Join

Password

You can also access this Wi-Fi network by bringing your
iPhone near any iPhone, iPad or Mac that has connected
to this network and has you in its contacts.
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< Wi-Fi PLUSNET-PGZS

Forget This Network

Private Address

Auto-Join ()
O

Wi-Fi Address 36:B8:03:B9:FE:83

Using a private address helps reduce tracking of your
iPhone across different Wi-Fi networks.

Low Data Mode

Low Data Mode helps reduce your iPhone data usage
over your mobile network or specific Wi-Fi networks you
select. When Low Data Mode is turned on, automatic
updates and background tasks, such as Photos syncing,
are paused.

IPV4 ADDRESS

Configure IP Automatic

IP Address 192.168.1.121
Subnet Mask 255.255.255.0
Router 192.168.1.254
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Devices currently connected to your Plusnet Hub:

Network

2.4 GHz Wireless:
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Ethernet:
USB:

Device
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