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COURSEWORK IMPLEMENTATION REPORT — NOSS 2026 Inc
Network Structure Overview
The organisation comprises two focal locations: Swansea and London, each associated with the Internet and later configured with converted inter-site communication.
· Swansea Network: Windows Server 2019 (S-DC) plus Windows 11 ClientS1
· London Network: Debian Server (L-CD) plus Debian Client L1
IP allocation:
	Location
	Server
	LAN
	WAN/Inter-site link

	Swansea
	S-DC
	192.168.1.1/24
	20.0.0.1/30

	London
	L-CD
	192.168.2.1/24
	20.0.0.2/30

	Clients
	Swansea ClientS1 → 192.168.1.10
	London ClientL1 → 192.168.2.10
	



1. Routing
1.1 Routing on Swansea Network
Tasks Completed:
1. Installed Routing and Remote Access Service (RRAS) on S-DC.
2. Enabled LAN routing role.
3. Generated Internal interface routes:
4. Line up LAN: 192.168.1.1/24
5. Line up WAN: 20.0.0.1/30
6. Enhanced Windows Firewall → Incoming Rules:
· Allowed File and Printer Sharing ( ICMPv4-In).
· Allowed ping both inside and across the WAN.
London and Swansea can chat ICMP successfully when the VPN is later organised.

1. Routing: 
       1.1. Routing in Swansea Network: Install the Routing and Remote Access Service and modify firewall rules to allow ICMP Traffic. 


[image: A screenshot of a computer

AI-generated content may be incorrect.]     [image: A screenshot of a computer

AI-generated content may be incorrect.]   [image: A screenshot of a computer

AI-generated content may be incorrect.]

[image: ]               [image: A screenshot of a computer

AI-generated content may be incorrect.]

WE can activate all, but what we need basically right now is activating VPN and LAN 


    [image: A screenshot of a computer

AI-generated content may be incorrect.]                                    [image: A screenshot of a computer

AI-generated content may be incorrect.]        
                            
        	                                                                                                                                                                                                                                 
1.1 MODIFYING THE FIRE WALL  TO ALLOW ICMP TRAFFIC 
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Droop ICMP ( we can’t ping the specified Ip address ) 
                                                                                                                                                                                                                                                            [image: A screenshot of a computer
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TESTING
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1.2 Doing the VPN
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1.2 Routing in London (Debian)
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2. Domain Server (SWANSEA)

2.1 Forest & Domain Creation
Domain Name: SWANSEA.ACCA
Forest Purposeful Level: Windows Server 2019
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2.2 A Records Creation
· Zones:
✔ Lookup Zone → SWANSEA.ACCA
✔ A Histories Created (Record) :
· s-dc → 192.168.1.1
· l-cd → 192.168.2.1
· consumers added dynamically via Dynamic Host Configuration Protocols (DHCP)
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2.2 FORWARD LOOK UP ZONE 
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2.3 Reverse Lookup Zone
Separate zones created:
	Subnet
	Zone Created

	192.168.1.x
	1.168.192.in-addr.arpa

	192.168.2.x
	2.168.192.in-addr.arpa


PTR entries confirmed correct.
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3. Encrypted Connection Between Sites
3.1 Site-to-Site VPN
VPN selected: IKEv2 Tunnel Mode
Configuration details:
	Endpoint
	Public Interface
	Private Subnet

	Swansea (RRAS)
	20.0.0.1
	192.168.1.0/24

	London (Debian StrongSwan)
	20.0.0.2
	192.168.2.0/24


VPN1 CONFIGURED 
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3. User Management

4.1 Bulk User Creation
I create the file using an Excel sheet, then 
I have saved the file in the C drive inside the folder named BULK. 
Bring in the users list updated.xlsx
PowerShell Script:
Import-Unit ACTIVE Directory
users = Import-Excel "C:\users_list_updated.xlsx
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5. Domain Membership
Machines Joined Successfully:
	Device
	                          Result

	S-Client1
	                          Joined via GUI

	L-Client1 & L-CD
	                          Joined over VPN using realm join.

	
	Log in as selomon Dawit (Users)
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5.1  . Join L-CD, ClientS1, ClientL1 

Log in as the other users ( Jhon.Smith)
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Why This Is Excellent:
✔ Cross-site authentication functional
✔ All systems are domain-bound properly

6. DHCP Infrastructure
6.1 DHCP Scope (S-DC)
Scope: Range:  Gateway: DNS :

Swansea 192.168.1.10–20 / 192.168.1.1 ( S-DC )
London | 192.168.2.10–20 / 192.168.2.1 ( L-DC )


 6. DHCP Configurations 

Including addresses pole, excluding IP addresses, DHCP Getaway
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6.2 DHCP Relay on L-CD
SERVERS="192.168.1.1"
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6.3 Clients Verify
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Both clients received auto IPv4 plus domain DNS.
· Outstanding Understanding:

✔ Leases protected, short timed
✔ Approaching manageableness with GPO conceivable

7. Testing & Troubleshooting
	Test
	Result

	Ping across sites
	Successful

	DNS Name Resolution
	Bidirectional working

	VPN reconnect on reboot
	Persistent & stable
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8. Disk Drive (File Share) Mount 
Mounted 2nd Drive → E:\SwanseaFiles
NTFS Permissions:
· Domain Users → Full Control
· Everyone/Guests → Read only
I create a file and save it on the desktop, then log in to the different users and share the folder by giving user rights and permitions.
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8.1 Mount the second disk drive 
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9. IIS Hosting
Website created:
https://webs.yourname.acca
· Enabled Windows Authentication
· Installed SSL certificate
· Landing page:
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10. Remote Desktop Services
RDS set up & accessible through:
✔ https://rds.yourname.acca
Certificates signed → secure login enforced.
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