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[bookmark: _Toc69927123][bookmark: _Toc32315184]Introduction:

The main aim of this study is to determine the general differences between IPv4 and IPv6 as well as to ultimately determine which one is deemed superior in terms of overall performance.
The main question being as for this topic is “What are the actual differences between IPv4 & IPv6?”.
To achieve the desired result of said study/experiment, 3 to 4 objectives had to be completed before the result could be achieved and a list of each objective is listed below as the following.
1. Analyse: To analyse the meanings and facts behind each internet protocol.
2. Evaluate: To evaluate each protocol in its entirety. 
3. Design: To design a suitable plan/model in handling and finding out the differences of each protocol.
4. Develop: To develop a viable solution in achieving the desired result of said author for the project (create networks via simulation and benchmark).

[bookmark: _Toc39265648][bookmark: _Toc69927124]Outcomes
The expected outcomes/deliverables of this project will be a submission of recommendations based on the author's primary/secondary research as well as models and algorithms developed to address specific problems etc.
As well the authors own input with hard data provided from said experiment to give a better picture as to which Internet Protocol should be utilised as per recommendation.
Many studies have and continue to made/used for this topic or question in mind as the switch over to IPv6 over IPv4 has still not fully been put into effect all over the globe.
This literature review is a compilation of all the findings regarding or related to the topic at hand of which being the differences between IPv4 and IPv6 with their general performance and more. 
Each piece of literature has been reviewed with various aspects in mind such as conclusions to the sources read the ones as well from said sources, also any debates or notes are evaluated.
The project proposal chosen for this assignment was the Comparison of IPv4 and IPv6 in terms of general performance (throughput, delay, packet loss, jitter etc.).

Brief Description of following chapters goes here (Final paragraph)
[bookmark: _Toc69927125]Research & Review of Literature:

In this section of the report, all research pertaining to literature research can be found here.

Dalya Raad Al-Ani et al. / Procedia Computer Science 130 (2018) 1051–1056 
Abstract: 
The author of this paper considers IPv6 to be the answer to virtually all problems currently faced by IPv4, specifically with examples such as space exhaustion and security being provided with him going on to say that to test this theory, he created a virtual setting of a network to test the overall performance of both IPv4 and IPv6 with the focus being on the efficiency on sending messages from vendor to terminal with more focus on latency and end-to-end delay. Three different types of dynamic routing protocols were utilised, RIP (Routing Information Protocol), EIGRP (Enhanced Interior Gateway Routing Protocol) and OSPF (Open shortest Path First). The simulation used for this test with both IPV’s showed a clear advantage of IPv6 over IPv4 in terms of the percentage of messages lost which was less with IPv6 and delivery of messages was found to be faster with IPv6 as well.
Conclusion: 
The conclusion of this paper was that the performance of both IPV’s had been thoroughly investigated using various factors, size of packets, routing protocols and the distance among the routers etc. The virtual environment involved entirely of wired based network connections with said factors had been assembled at the same time to test the performance of both IPV’s Upon the author’s getting the results, it was their opinion that with all these factors considered post-test that IPv6 was concluded to be superior to IPv4. He mentions that the size of said packets can affect the amount of time it takes for it to reach its intended destination, he provides an example of the RIP protocol used with IPv4 mentioning that when the packet is small it causes the effect of slowdown regarding its speed to reaching its destination whereas other routing protocols show instead that the small size of said packet will affect the speed of the packet itself.
His final input mentions the possible future of more routing protocols being used for testing with both wired and wireless networks.
Opinions/Notes:
[bookmark: _Toc69927126]Research Methodology 

The planned research methodology is through experimentation as well as reliability and validity.
The data collected from said experiment will be in the form of observation followed by documentation of said data which will contain the information based on benchmarking of throughput, delay, packet loss, jitter etc.
Any risks/limitations will be dealt with the use of appropriate software monitoring documentation as well.
All data will be analysed and evaluated using appropriate software (benchmarking) based on the user requirements, objectives specified and user/software tests etc.
This form of research methodology was chosen because it was deemed the most suitable for the tasks required of the project which is experimentation of each (IPv4 and IPv6).
The advantages of using this form of methodology is that it involves the use of equipment and techniques that have already been utilised previously by said author thus past experience helped with the setup of this project with the use of equipment such as Hyper V, GNS3 and Wireshark.
The disadvantages of this approach however are that the limitations of said equipment are still not known so if a switch to another type of emulating program was required then this would take considerable time.
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[bookmark: _Toc69927127]Design & Implementation

[bookmark: _Toc69927128]Design

Regarding the design of the experiment/project, various decisions had to be made such as how it was going to be approached and what software was used etc.
Answers to possible questions in this regard are given below as the following bullet points.
Various ways were chosen in handling the project, such as possibly using Cisco Packet Tracer for network simulation instead of GNS3 with Hyper V however this idea was abandoned early due to issues with getting suitable test results that could be compared with IPv4 and IPv6 etc.
Certain protocols were left or unused due to being deemed unnecessary or not appropriately applicable to the task at hand for the project.
The factors most important for the project was what software was used, how it was used, what tests were done and providing an overall result to the main question.
Factors that were chosen to be ignored were mainly things like protocols used for Wireless networks which was not deemed applicable to the task required.

MY design will revolve around the use of tool/simulator called GNS3 with either Hyper V, VMware, or Virtual Box
The type of parameters I implemented were using the commonly used networking protocols RIP, EIGRP and OSPF
c.	Is this design compatible with the implementation aspect?

[bookmark: _Toc69927129]Implementation
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[bookmark: _Toc69927131]Analysis of the result

As for the testing and statistical analysis methods used these are listed below as the following bullet points.
Experimental Hypothesis

The experimental hypothesis of this project is that IPv6 is better than IPv4 in terms of general overall performance, both internet protocols however are each better in some areas than others. For example, ones of the reasons IPv4 is considered better than IPv6 is that it is simpler to understand with its 32-bit dotted decimal is much smaller and simple than IPv6’s hexadecimal numbers. This simplicity is easier for humans to read.[1]
Hardware

Hardware utilised was the author’s own personal computer.
Software

The software used for this was Microsoft Word, GNS3, Wireshark and Hyper V

Validity of experiment

This experiment is valid because it involves the investigation and conclusion of a topic that is still ongoing as of 2021.
Reliability of experiment

This experiment is reliable because it provides hard data that can be used to thoroughly or at least support the arguments made for and outside said project. This was done using a combination of realistic network simulation software (GNS3 with Hyper V) and Wireshark to measure the packets for things like latency or jitter etc.
General output of experiment


This experiment was conducted using research of various other papers using similar techniques to gain results and answers for their questions on the topic and software like GNS3. Hyper V and Wireshark to analyse the results.
The protocols RIP, EIGRP and OSPF were used to simulate the conditions required for appropriate results of differences between IPv4 and IPv6.

[bookmark: _Toc69927132]Conclusions & Recommendations
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In regard to any potential successors in the future, they should instead possibly use alternative software, different methods of handling protocols etc.
[bookmark: _Toc61814289]Figure 2 - ?
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