


Networks and Operating Systems A2:

Introduction:
I am required to maintain and manage this network by following the steps provided. These include configuring firewalls, applying network policies, packet forwarding and more. I will provide screenshots for each task to show their completion.


Swansea Network Tasks:

1.Install necessary routing and remote access service and configure firewall rules to allow ICMP traffic.
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As you can see the necessary services have been installed. And in the firewall setting a new rule was added. This new rule allowed for ICMP traffic to be sent to the network. Without this some devices may not have been able to ping this server. If there are more issues with connectivity in the future other rules can be added in order to fix the issue. For example, there may be an issue with outbound traffic and another rule may need to be added.
The necessary routing and remote access services have been installed from the server manager. That is where I will be able to change IP settings and add network interfaces.









2.Configure VPN 
VPN has been set up for secure connection to other network. Persistent Connection has been set.
[image: ]
The destination IP address has been set to 210.103.5.2 which is the external IP address of the Linux server. This creates a secure connection between the two servers. So when the Windows client wishes to send something to the Linux server or client it will be more secure.
Wireguard has been chosen as there were issues with the ‘pptpd’ method. There was an unsuccessful connection between the two servers which is why I have gone with this method. Even after configuring the Linux server the pptpd did not result in a successful connection. Wireguard was installed using a browser then was configured as shown by the screenshot below.
[image: ]



The interface is the internal network and the peer network is the Cardiff network. A private key and public key was made for the connection, another two keys will have to be generated when it comes to configuring the VPN on the linux side. As you can see the endpoint address is the external Linux server IP address. The address given for this VPN is ‘172.16.0.1’.




















3.Create forest named tom.acca
[image: ][image: ]
As you can see from the screenshots the domain has been created with the name ‘tom.acca’.  In this forest new users can be created and they will be under my domain. You can see the computers that are joined to the domain here as well. I have control of the devices and users in this domain. I can also create new users so they can access the domain with those login details. IP addresses can be given to these devices on the domain once the DHCP ranges have been configured. 

4. Create A records
[image: ]
In the screenshot you can see the IP addresses of devices hosting the domain.












5.Create reverse lookup zone.
[image: A screenshot of a computer
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A reverse lookup is when you give an IP address and then the corresponding host name is given.




6.Create user accounts using excel spreadsheet
As you can see the users have been added to the domain. The directory that the file was saved in was stored into a variable. This means the script knows which file to take the data from. They were added using a powershell script that saved the data from the spreadsheet into variables. These variables can then be used to create a new user. A for each loop was used to go through all the users in the spreadsheet and add them accordingly, which made the process quick and easy.
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These are the users that have been added. They have been given a default password of ‘dob19.03.05’ that can then be changed. These users can login with these details if they are using a computer that is on the domain. This will be tested once the client device is added to the domain. For now this has been tested on the server device and it works. There are different accounts for all these users. As admin I can also add these users or selected users to a group, so if I need to make a change with multiple users I can make the change to the group. A powershell script can be made again to change or add details of the users. Instead of going in individually to change them.

7.  Mount second disk drive to D:\\SwanseaFiles

[image: ]

A virtual hard disk was created in the settings of the virtual machine. It is successfully configured as you can see from the screenshot. This was done in the virtual machine settings, you can create multiple virtual hard disk drives from the settings of your virtual machine. Then in disk management that hard disk drive can be initialized.










8. Configure DHCP services. Range is 172.16.1.10 to 172.16.1.20

[image: ]
The DHCP services were successfully configured with the range given. A device on the domain can be given an IP from this range when requested. The server manager contains DHCP services that allow you to create these IP ranges. The amount of IP addresses in the range will differ for different networks.


9. Join client to tom.acca domain


[image: ]

The client device has been added to the tom.acca domain. This was done in the settings of the client device. There are options to find domains that are available and join them. Once you enter the admin login details the computer can be added to the domain. Now that the client has been added to the domain it can be given an IP address from the DHCP range. You do this by going to the network settings on the control panel. Then select the etherenet adapter you wish to apply the new IP address to. In the IPv4 settings for this adapter you select the ‘obtain IP address automatically’ option. Now it requests an IP address from the server and it applies instantly. The original IP address for the client was ‘172.16.1.10’ but after the DHCP request it is ‘172.16.1.14’.





Cardiff Network:
1. Install routing and remote access services, configure firewall to allow ICMP traffic
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The firewall has been configured to allow ICMP traffic. So this traffic can be sent to the Swansea network, and the Cardiff network can also receive this traffic. Both servers have configured their firewall to allow this traffic.
Iptables was installed to allow this configuration. It is a firewall program for Linux systems where you can change, add or delete firewall rules. In this case a rule was added to allow ICMP traffic to the server. There was successful pings between the two servers before this change but by having this tool we can troubleshoot potential connection issues in the future.














2. Configure site to site VPN
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Wireguard was installed using sudo commands. Then two new keys had to be generated, one private one public. As said previously the interface is the internal network and the peer is the opposite network which in the case is now the Swansea network. The VPN on the Linux side has an IP address of 172.16.0.2 which is in the same network as the Swansea’s VPN. The two 
networks that are in the allowed IP’s are the VPN’s network and the Swansea’s internal network. The public key for the peer is given to us from the Windows server as you can see from the screenshot below.
[image: ]
That also means that the public key we were given on the Linux server needs to be entered on the Windows server. This is because the PEER interface is the opposite network. So for the Swansea network the PEER network is Cardiff and for the Cardiff VPN the PEER interface is the Swansea network. You can have multiple PEER interfaces if there are multiple other networks you are trying to create a VPN for. 
The “listenport” is the local port where Wireguard will gather traffic from peers and where outgoing packets will be sent from.




3.Join devices to the Cardiff domain.

[image: ]
The realm command is used to discover domains and join them. As you can see in the image the domain was discovered and a list of packages were listed. These packages needed to be installed in order for the system to be added to the domain. Once they were installed the system was added to the domain. This was a simple way of adding the device to the domain which is why I chose this method. However there were issues when completing this step. I had changed the DNS settings before installing the packages so when I was running the necessary commands it led to errors. Once I began troubleshooting I found out what the issue was and resolved it accordingly. I reset the DNS settings, then installed the packages. When I had all packages installed I could then change the DNS settings and join the domain.


4.Configure DHCP services. The range is 10.1.1.10 to 10.1.1.20
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As you can see there are two DHCP ranges, one for the Cardiff network and one for the Swansea network. Once a domain on the network requested an IP address from one of these ranges they would be given one accordingly. Also the server has been added to the domain meaning it can be given a domain from this range. So under one domain there can be DHCP ranges for multiple networks. Which is needed if there are multiple locations under the same domain. There are also the options to make DHCP addresses for IPV6.
Reservations are another option that allows for the same device to be assigned the same IP address. This is because devices on the network will be given different IP addresses depending on how long the lease duration is. The reservation option will give the same IP address to the device again. So when a different device requests an IP address the reserved one will be kept safe and not be given away unless it is the correct device.






5. Join the client device to the domain and assign DHCP address.
[image: ]
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The client device also used the realm command to join the domain. Similar packages were needed in order for the client to join the domain. However, there were issues surrounding this task, and this was because there were connection issues from this client device to the Windows server. When I tried the ping test it was unsuccessful meaning there was troubleshooting, I had to commence. The problem was the default gateway on the Linux client device had not been set. This was a quick and easy fix which did allow for successful connections between the two systems. After the realm packages were installed the device was able to join the domain.
And now that this device has joined the domain it can be given an IP address from the DHCP range.
As you can see in the second image there are all the devices that have been added to the domain. I can move these devices to different parts of the tree, disable the device and add it to a group. For example you could make groups for the different networks on the domain and add the devices accordingly.




Test Connectivity:

There is a successful connection between the client and server between the two networks already. And there is a successful connection between the two servers. Routing has to be configured in order for more successful pings. For example, the Windows server cannot ping the internal Linux server adapter.
On the windows server a static route has to be created. This will allow us to ping the 10.1.1.0 network. We create this static route on the routing service, which is also where we can view the different IP addresses for our adapters. A static route is a manually set route that specifies where the traffic should go. In the static route we specify the gateway so it knows how to get to the network we specified. The gateway being the external IP address for the linux server. Now that the static route has been sent we can ping the linux servers internal address which is part of the 10.1.1.0 network.
IP routing has to be done on the Linux server to allow connection to the internal Windows server. This is done with another static route. With this static route the Linux server can ping the internal Windows server address.
There were issues when trying to ping the Linux client, for example from Windows client to linux client and vice versa. This issue was due to the default gateway on the linux client not being set. Without this there would not be successful ping to and from the device. I then set it to the internal IP address of the Cardiff server. After this change the two client devices can ping each other.









Sharing Disk Drive:

Security configurations have to be made on the virtual disk drive that was created earlier. These security permissions must allow domain users from the excel spreadsheet to have full control permissions over the hard drive. And other network users must have read only access on the hard disk. 
This can be done by adding all the domain users from the spreadsheet into a group. This means we do mot have to alter the security settings for every individual user. There is another group that contains all the domain users meaning we do not have to find all the other users on the network.
The advanced security tab on the hard drive is where we can set these rules. By selecting the groups mentioned we can edit the permissions they can have. This is where you can change the settings to restrict users to only have read privileges on files contained in the Swansea hard drive we created.

[image: ]


IIS:
[image: ][image: ]

In order for authentication to be done another package had to be installed from the server manager. With that installed and configured the user has to enter their login details when trying to access the site. This means that the users that were added from the excel spreadsheet can be authenticated here. And to display the message a simple HTML document was made. Those HTML documents replaced the default website documents that you get. I also had to go into the default documents and add the necessary documents. This was tested with multiple users from the domain and the result was successful. 
Different users on this domain can access what is put here. For example the companies personal website that users have to enter their details to access. 


6.  Remote Desktop Services
[image: ]
The necessary remote access service software has been installed on the windows server. Now on the client device you enter the IP address of the server to access the remote connection. You have to enter the admins password to enter the connection as well. As you can see in the screenshot the connection was successful.
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