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Executive Summary
This report examines the persistent workplace problem of phishing attacks and applies structured problem-solving and decision-making techniques to identify and implement an effective solution. Phishing continues to be one of the most common causes of security breaches, with severe financial, reputational, and compliance implications. The issue is complex because it involves not only technology but also human behaviour, organisational culture, and leadership priorities.
The problem was first defined in terms of scope, impact, constraints, and ownership. It was shown to affect multiple stakeholders, including employees, managers, IT teams, customers, and regulators. The impact was found to include financial loss, reputational damage, regulatory risks, and reduced morale. Constraints such as budget, time, and limited cybersecurity resources were also identified, while ownership of the issue was shared between IT, staff, and senior management.
Root cause analysis was carried out using the 5 Whys and Fishbone (Ishikawa) diagram, which highlighted causes such as insufficient training, weak reporting processes, limited leadership commitment, and outdated technology. From this analysis, three alternative solutions were proposed: deploying advanced anti-phishing technology, continuous employee training and phishing simulations, and strengthening organisational policies.
The solutions were then evaluated using Grid Analysis and Cost-Benefit Analysis. Training emerged as the strongest balanced solution, while technology provided valuable additional protection. Policies were cost-effective but less sustainable on their own. The best approach was therefore identified as a combined solution of technology and training.
An implementation plan was created using a Gantt chart and action plan, supported by a communication plan to keep stakeholders informed and a monitoring and review strategy to track progress. The report concludes that sustainable defence against phishing requires integrating people, processes, and technology through structured decision-making frameworks.









Introduction 
Cybersecurity has become one of the most pressing challenges for organisations in the digital era, with phishing attacks emerging as a persistent and costly problem. Phishing, in which attackers trick employees into disclosing sensitive information or clicking on malicious links, continues to bypass technical controls such as filters and anti-virus systems. Its frequency shows that this is not simply a technical issue but a complex organisational problem involving people, processes, and technology. Verizon (2023) reported that phishing accounted for more than one-third of data breaches worldwide, underlining its seriousness. Phishing emails use social engineering tactics such as “authority, urgency, and curiosity”, which makes them convincing and difficult to spot (Hadnagy & Fincher, 2021).
Despite investments in security tools, phishing remains a recurring workplace issue. It is complex because it involves multiple stakeholders and has no single definitive solution. Employees are expected to remain productive but must also comply with strict security rules. Managers must balance limited budgets with the need to protect sensitive data, while customers and regulators rely on the organisation’s ability to prevent breaches and maintain trust. The scope and impact therefore extend across the organisation, affecting financial stability, reputation, and compliance.
This assignment applies structured problem-solving and decision-making frameworks to the issue of phishing. It begins by defining the problem in terms of scope, impact, constraints, and ownership. Root causes are then analysed using the 5 Whys and Fishbone techniques. From this, alternative solutions are proposed and evaluated through Grid and Cost-Benefit Analysis. The best option is justified, followed by an implementation plan with a Gantt chart, communication strategy, and monitoring process. The report concludes by summarising findings and reflecting on the chosen solution.

Defining the complex problem
The chosen workplace problem is the persistent challenge of phishing attacks that continue to bypass security measures and cause repeated incidents within organisations. Phishing is not simply a technical fault but a human-centred issue that exploits weaknesses in behaviour, culture, and awareness alongside technological vulnerabilities. Its complexity arises because attackers continually adapt, while employees under pressure often prioritise efficiency over caution. As a result, even well-resourced organisations experience breaches. Proofpoint (2023) reported that 84% of companies worldwide faced at least one successful phishing attempt in the past year, illustrating the scale and persistence of the issue.
Scope
The problem is organisation-wide, affecting multiple stakeholders. Employees across departments are the first line of defence, while IT and cybersecurity teams manage detection and response but are constrained by resources. Senior management faces financial and reputational consequences, while customers and regulators are indirectly affected through data exposure or compliance failures. Phishing therefore influences decision-making and risk management across the whole organisation, not just the IT function.
Impact
The impact of repeated incidents is substantial. Organisations face direct costs such as fraudulent transfers, downtime, and investigations, as well as indirect costs including reputational damage, customer distrust, and loss of market share. The Ponemon Institute (2022) estimated the average cost of a phishing attack on a mid-sized organisation at USD 4.91 million. Beyond finances, phishing undermines morale as employees may feel blamed after being deceived. Repeated incidents also attract regulatory scrutiny, particularly under GDPR, which imposes significant fines for breaches caused by inadequate safeguards.
Constraints
Several constraints shape how the problem can be addressed. Budget is a major limitation, as advanced filters, awareness programmes, and incident response all require investment. Time is also constrained: staff often resist training they see as distracting from core duties. Skilled personnel are scarce, with ISC² (2022) estimating a 3.4 million global cybersecurity workforce gap. These factors explain why many organisations struggle to implement comprehensive solutions despite recognising the seriousness of phishing threats.
Ownership
While IT and cybersecurity teams carry primary responsibility, ownership is shared across the organisation. Technical staff can configure filters and monitoring tools, but employees must recognise and report suspicious emails. Senior leadership also plays a crucial role by funding initiatives, endorsing a security culture, and ensuring compliance. Addressing phishing is therefore a collective responsibility requiring collaboration between technical experts, staff, managers, and external stakeholders such as regulators and customers.
Summary
Phishing is a complex workplace problem with multiple causes, wide stakeholder impact, and no single solution. Its complexity lies in the intersection of human behaviour, technology, and organisational processes. Clarifying scope, impact, constraints, and ownership provides the foundation for structured analysis in the next stage of this report.

Analysing the Problem 
Analysing the phishing problem in depth is necessary to separate surface symptoms from the underlying causes that allow incidents to recur. Complex workplace issues are rarely resolved by quick fixes, and phishing is sustained by deeper systemic factors. This section applies the 5 Whys technique and the Fishbone (Ishikawa) diagram to identify root causes and link them to organisational impact.
5 Whys Analysis
The 5 Whys is a structured method to uncover root causes by repeatedly asking “why” (Serrat, 2017). Applied to phishing:
1. Why do employees fall victim? Because they click on malicious links or attachments.
2. Why do they click? Because they fail to recognise fraudulent messages.
3. Why not? Because training is insufficient, and attackers imitate legitimate communication.
4. Why is training insufficient? Because it is infrequent, lacks simulations, and competes with workload.
5. Why does it compete with workload? Because organisational culture prioritises productivity over security, and management has not embedded continuous awareness.
This shows employee error is a symptom, with deeper causes rooted in culture and priorities.
Fishbone (Ishikawa) Analysis
A Fishbone diagram groups causes into categories (Tague, 2004):
· People: low awareness, fatigue from repeated warnings, reliance on technology.
· Processes: unclear reporting, weak incident response, inconsistent enforcement.
· Technology: outdated filters, insufficient monitoring, lack of multi-factor authentication.
· Environment: high email volumes, tight deadlines, remote work challenges.
· Management/Leadership: limited budgets, weak commitment, lack of visible support.
Together, these show phishing stems from systemic vulnerabilities, not individual mistakes.
Linking Causes to Organisational Impact
The analyses reveal that phishing is as much organisational and cultural as technical. Employees are often labelled the “weakest link,” yet they are unsupported by training, processes, or leadership commitment. Parsons et al. (2017) emphasise that human error is shaped by organisational conditions rather than individual negligence.
The consequences are significant. Repeated incidents erode staff confidence, frustrate IT teams, and alarm management. Customers lose trust, while regulators apply greater scrutiny, exposing organisations to reputational damage and fines. These patterns reflect classic social-engineering techniques that manipulate cognitive biases to drive clicks (Hadnagy & Fincher, 2021). This confirms phishing is a multi-causal issue requiring integrated solutions across people, technology, and culture.
Conclusion of Analysis
The 5 Whys and Fishbone confirm that phishing incidents stem from insufficient training, misaligned organisational priorities, weak leadership, and outdated defences. The complexity lies in the interaction of behaviour, culture, and evolving threats. This analysis provides the foundation for developing alternative solutions that address root causes rather than symptoms.
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Figure 1: Fishbone diagram showing root causes of phishing incidents.
Proposed Alternative Solutions 
Following the root cause analysis, it is evident that phishing incidents persist due to a mixture of human, process, and technological weaknesses. Any viable solution must therefore address these root causes holistically. This section proposes three alternative solutions, each with different emphases, to tackle the problem of repeated phishing attacks in the workplace.

Option 1: Deploy Advanced Anti-Phishing Technology
One potential solution is to enhance the organisation’s technological defences by investing in advanced anti-phishing tools such as artificial intelligence (AI)-driven email filtering, sandboxing attachments, and real-time link analysis. These tools can significantly reduce the number of phishing emails reaching employees. This approach addresses the “technology” branch of the Fishbone analysis by strengthening detection mechanisms and reducing reliance on human judgment.
· Resources required: financial investment in new software licences and IT infrastructure upgrades.
· Risks/barriers: high cost may be a barrier in organisations with limited budgets; technology cannot fully eliminate phishing and may generate false positives that frustrate staff.
· Feasibility: feasible in larger organisations with established IT budgets but less accessible for small and medium-sized enterprises (SMEs).

Option 2: Continuous Employee Training and Phishing Simulations
A second solution focuses on addressing human factors through ongoing awareness campaigns and realistic phishing simulations. Unlike one-off training sessions, this approach embeds cybersecurity into the organisational culture and reinforces learning over time. Regular simulations allow employees to experience phishing attempts in a safe environment, helping to build recognition skills and resilience.
· Resources required: partnership with training providers or internal development of simulation tools, dedicated training time for staff.
· Risks/barriers: employees may resist additional training if it is perceived as burdensome, and without leadership endorsement training can lose priority.
· Feasibility: highly feasible across organisations of varying sizes, provided leadership supports the initiative and integrates it into professional development frameworks.
Option 3: Strengthen Security Policies and Access Controls
The third solution is to implement stricter organisational policies supported by technical enforcement, such as multi-factor authentication (MFA), tighter access privileges, and mandatory reporting of suspicious emails. This directly addresses process and leadership gaps identified in the analysis by enforcing secure behaviours and reducing opportunities for compromise.
· Resources required: technical configuration of systems, policy development, staff training on new requirements.
· Risks/barriers: employees may perceive new controls as inconvenient, leading to pushback, while enforcement requires consistent monitoring by IT.
· Feasibility: feasible for most organisations, though success depends on change management and leadership commitment.

Summary of Options
All three solutions address different dimensions of the phishing problem: technology (Option 1), people (Option 2), and processes/leadership (Option 3). Each has unique benefits and barriers, highlighting the complexity of the problem and the need for critical evaluation. The next section will apply structured decision-making techniques, including Grid Analysis and Cost-Benefit Analysis, to determine the most effective option or combination of options for implementation.

Evaluation of Options 
The three proposed solutions; advanced anti-phishing technology, continuous employee training and simulations, and stronger security policies with access controls, each offer benefits and challenges. To identify the most appropriate option, structured decision-making techniques are applied. This section evaluates the alternatives through Grid Analysis and Cost-Benefit Analysis, before justifying the recommended course of action.
Grid Analysis
Grid Analysis provides a structured way to compare solutions against weighted factors (Clegg & Birch, 2007). For this problem, the selected criteria were Cost, Effectiveness, Ease of Implementation, Staff Acceptance, and Scalability/Sustainability. The options were then evaluated using a weighted Grid Analysis, as shown in Table 1, enabling a clear comparison of the alternatives across these factors.
	Factors/ Criteria
	Cost
	Effectiveness
	Ease of Implementation
	Staff Acceptance
	Scalability
	Total 

	Weights
	5
	5
	3
	4
	3
	-

	Option : AI Filters
	4 = 20
	3 = 15
	3 = 9
	2 = 8
	3 = 9 
	15 = 61

	Option 2: Training
	4 = 20
	4 = 20
	4 = 12
	4 = 16
	2 = 6
	18 = 74

	Option 3: Policies
	2 =10
	4 = 20
	3 = 9
	2 = 8
	4 = 12
	15 = 59



Table 1. Grid Analysis comparing alternative solutions for phishing prevention.
Weighted scores were calculated by multiplying each option’s score by the weighting and summing the results.
The results indicate that Option 2 (Training & Simulations) scored highest (74), followed by Option 1 (AI Filters) at 61 and Option 3 (Policies) at 59. This suggests that training offers the strongest balance of effectiveness, cost, and staff acceptance.

Cost-Benefit Analysis (CBA)
While the Grid Analysis considers non-financial factors, the CBA quantifies costs and benefits in monetary terms (Proctor, 2005). Costs include software licences, training delivery, and staff time. Benefits are modelled as avoided breach costs of £250,000 per year. A five-year appraisal period is used. Results are shown in Tables 2 and 3. 

	Item
	Year 1 (£)
	Year 2 (£)
	Year 3 (£)
	Year 4 (£)
	Year 5 (£)
	Total (£)

	Costs
	
	
	
	
	
	

	Option 1: AI Filters
	120,000
	80,000
	80,000
	80,000
	80,000
	440,000

	Option 2: Training
	60,000
	40,000
	40,000
	40,000
	40,000
	220,000

	Option 3: Policies
	40,000
	20,000
	20,000
	20,000
	20,000
	120,000

	
Benefits
	
	
	
	
	
	

	Avoided breach costs 
	250,000
	250,000
	250,000
	250,000
	250,000
	1,250,000



Table 2. Cost-Benefit Analysis of proposed solutions with projected costs and benefits over five years.





	Year
	Option 1: AI Filters
	Option 2: Training
	Option 3: Policies

	Year 1
	250,000 – 120,000 = 130,000
	250,000 – 60,000 = 190,000
	250,000 – 40,000 = 210,000

	Year 2
	250,000 – 80,000 = 170,000
	250,000 – 40,000 = 210,000
	250,000 – 20,000 = 230,000

	Year 3
	170,000
	210,000
	230,000

	Year 4
	170,000
	210,000
	230,000

	Year 5
	170,000
	210,000
	230,000



Table 3 Net Annual-Benefit Analysis of proposed solutions over five years.
Benefit-Cost Ratios (BCR):
· Option 1: AI Filters; = 1,250,000 ÷ 440,000 = 2.84:1
· Option 2: 1,250,000 ÷ 220,000 = 5.68:1
· Option 3: 1,250,000 ÷ 120,000 = 10.4:1
Total net benefit (5 years)
Total net benefit = Total benefits − Total costs
· Option 1 AI Filters: 1,250,000 − 440,000 = £810,000
· Option 2 Training: 1,250,000 − 220,000 = £1,030,000
· Option 3 Policies: 1,250,000 − 120,000 = £1,130,000

Average annual net benefit = Total net benefit ÷ 5
· Option 1 AI Filters: 810,000 ÷ 5 = £162,000
· Option 2 Training: 1,030,000 ÷ 5 = £206,000
· Option 3 Policies: 1,130,000 ÷ 5 = £226,000












Interpretation and Evaluation of Results
The Benefit to Cost Ratios favour Policies (Option 3) because of low cost, but ratios do not reflect culture or behaviour. The Grid Analysis shows Training (Option 2) offers the best overall balance of effectiveness, cost, ease of implementation, and staff acceptance. AI filters (Option 1) provide strong technical protection, although recurring costs are higher and staff acceptance can be lower.
Taken together, the evidence supports a combined approach. Deploying advanced filtering reduces the number of malicious emails that reach users, while continuous training builds recognition skills and reinforces secure behaviour. This combination addresses the human and technical root causes identified earlier, improves resilience, and is more sustainable than any single option.
Conclusion of Evaluation
Financial metrics alone are not sufficient, and neither are technical metrics on their own. Phishing requires decisions that integrate human factors, organisational culture, and evolving threats. The recommended course is to implement AI-based filtering together with continuous training and simulations, which both lowers exposure and prepares staff to detect and report the attempts that bypass controls.
Implementation Plan 
With the combined solution of advanced anti-phishing technology and continuous training selected, a structured plan is needed to ensure effective delivery. The following phases set out how the solution will be rolled out, with clear responsibilities, timelines, and success indicators.
Phase 1: Preparation and Planning
Secure senior management approval and allocate budget. This includes selecting a vendor for filtering software and identifying a provider for training simulations. Objectives should be defined, such as reducing phishing click rates by 60% within twelve months.
Phase 2: Technology Deployment
The IT security team will install and configure AI-driven filters and sandboxing tools. A two-month pilot will precede full organisational rollout. Success indicators include stable integration and fewer phishing emails reaching inboxes.
Phase 3: Training Rollout
HR and IT will deliver awareness sessions and monthly simulations. Training will be mandatory for all staff, with results tracked to measure progress. Indicators include higher pass rates and improved reporting of suspicious messages.
Phase 4: Monitoring and Adjustment
The IT team will monitor performance through quarterly reviews against key indicators. Adjustments will be based on feedback, incident reports, and updated threat intelligence.
The detailed implementation activities, including tasks, responsibilities, timelines, and milestones, are outlined in Table 4.
	Activity / Task
	Responsible Person
	Timeframe (Months)
	Milestones / Success Indicators

	Secure approval & budget
	Senior Management
	Month 1
	Budget signed off; vendors selected

	Deploy AI filters (pilot)
	IT Security Lead
	Months 2–3
	Successful pilot completed

	Deploy AI filters (organisation)
	IT Security Lead
	Months 4–5
	90% coverage achieved

	Launch staff training
	HR & IT Security
	Month 4 onwards
	80% staff trained in first 3 months

	Run phishing simulations
	HR & IT Security
	Monthly (ongoing)
	Click rates reduced by 60% in 12 months

	Quarterly review & adjustment
	Security Team
	Quarterly
	KPIs reviewed, improvements made


Table 4. Implementation plan detailing tasks, responsibilities, timelines, and success indicators. 

The overall project timeline is illustrated in Figure 2 as a Gantt chart, providing a visual representation of sequencing and duration of activities. 
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Figure 2. Gantt chart illustrating the timeline for implementation of the phishing prevention strategy.
This structured implementation ensures that both technology and staff behaviour are addressed in parallel. By embedding milestones and regular reviews, the plan supports continuous improvement and sustainable defence against phishing.

Communication Plan 
Clear and effective communication is essential to ensure the successful implementation of the phishing prevention strategy. Since the solution involves both technological deployment and behavioural change, stakeholders must be kept informed, engaged, and supportive throughout the process. A structured communication plan helps align expectations, reduce resistance, and maintain transparency.
Stakeholder Identification and Needs
· Employees need to understand new security tools, policies, and their role in reporting phishing attempts.
· Management requires updates on progress, costs, and impact to ensure accountability and strategic alignment.
· IT and Security Teams must share technical updates and receive feedback from staff.
· Customers and Regulators expect assurance that the organisation is actively reducing risks of data breaches.
A structured communication plan ensures that all stakeholders are kept informed and engaged throughout implementation. The plan is outlined in Table 5, which identifies stakeholders, their information needs, the communication method, frequency, and responsibility. 

	Stakeholder Group
	Information Needed
	Method of Communication
	Frequency
	Responsible Person

	Employees
	Training schedules, phishing alerts
	Email, workshops, intranet
	Monthly
	HR & IT Security

	Management
	Progress reports, KPIs, budgets
	Reports, briefings
	Quarterly
	Security Lead

	IT/Security Team
	Deployment status, incident trends
	Team meetings, dashboards
	Weekly
	IT Security Lead

	Customers
	Assurance of security measures
	Public statements, website
	Annually
	Communications Team

	Regulators
	Compliance updates, breach reports
	Formal compliance reports
	As required
	Compliance Officer


Table 5. Communication plan for stakeholders involved in phishing prevention implementation.
This communication plan ensures the right information is delivered to the right people, in the right format, at the right time. By balancing internal and external communication, the organisation maintains both operational efficiency and stakeholder trust.

Monitoring & Review 
Monitoring and reviewing the phishing prevention strategy is vital to ensure that implementation stays on track and delivers the intended outcomes. Complex problems such as phishing require continuous oversight, as both attacker methods and organisational circumstances evolve. Effective monitoring provides early warning of slippage, allowing corrective action before risks escalate.
Monitoring Techniques
Progress will be tracked against the milestones in the Gantt chart, focusing on key indicators such as system deployment, training completion rates, and phishing simulation results. Run charts and dashboards will be used by the IT security team to track trends in reported incidents and staff response rates over time. Regular reports will also be submitted to management to provide transparency on progress and highlight areas requiring additional resources.
Review Mechanisms
Quarterly review meetings will be conducted to assess performance against predefined Key Performance Indicators (KPIs), such as a target reduction of phishing click rates by 60% within twelve months. Results from phishing simulations will be compared across departments to identify areas of weakness, enabling targeted reinforcement. Staff surveys will also be used to gauge cultural shifts in awareness and behaviour.
Corrective Action
If monitoring reveals underperformance—such as persistently high click rates or delays in technology rollout—corrective actions will be taken. These may include additional staff training, revising communication approaches, or escalating technical support requirements. Leadership will be engaged promptly to ensure accountability and resource allocation.
Through systematic monitoring and periodic review, the organisation can ensure that the chosen solution remains effective, adaptable, and aligned with both internal goals and external compliance requirements.

Conclusion 
Phishing remains one of the most persistent challenges for organisations, showing all the hallmarks of a complex workplace problem. It is not just a technical fault but a multi-stakeholder issue shaped by human behaviour, organisational culture, and constantly evolving threats.
This report defined phishing in terms of scope, impact, constraints, and ownership, highlighting financial, reputational, and compliance risks. Root cause analysis through the 5 Whys and Fishbone diagram revealed deeper issues such as inadequate training, weak processes, and limited leadership commitment, rather than simply employee mistakes.
Three solutions were proposed: advanced filtering technology, continuous training and simulations, and strengthened policies with access controls. Evaluation using Grid and Cost-Benefit Analysis showed that while policies were cheapest, they lacked sustainability if adopted alone. Training provided the strongest balance of cost, effectiveness, and acceptance, while technology added an essential layer of defence. A combined solution of technology and training was therefore recommended.
A detailed implementation plan outlined phases of preparation, deployment, training, and review, supported by a Gantt chart. A communication plan ensured stakeholder engagement, and monitoring mechanisms provided oversight with corrective measures when needed.
In conclusion, the report demonstrates that sustainable defence against phishing requires integrating people, processes, and technology. The chosen combined solution strengthens resilience by reducing exposure to phishing emails and equipping staff to respond effectively. Applying structured problem-solving and decision-making frameworks has ensured that the solution is evidence-based, practical, and adaptable. The process also shows the value of critical analysis and stakeholder engagement in addressing complex workplace challenges.
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