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1. [bookmark: _Toc85447229]Introduction
Handwritten signatures have a wide range of applications in daily life. For example, signing a check at a bank or signing a legal document at a law firm, etc., requires the signature of the client himself to pass the document smoothly. In the actual situation, some people may forge the customer's signature to cause the customer's property to be lost. Therefore, it is necessary to design a signature verification system to protect the safety of customers' property.
Handwritten signature verification has been comprehensively considered in this modern era [1]. According to different tools used to write signatures, signatures can be divided into offline signatures and online signatures. Offline signature means that the signer writes the name on paper with a pen, and then converts the signature into an image through a scanning device and transmits it to a computer for verification. Online signature means that the signer writes the signature on the electronic screen. The device can collect data such as coordinates and pressure during the signature process, and then obtain the time sequence of the signature for verification.
According to the proficiency of forging signatures, it can be divided into random forgery, simple forgery and skilled forgery. Random forgery means that the forger uses the signature of another person for forgery without knowing the true signature. Simple forgery refers to the forgery when the forger only knows the name of the real signature and has not seen it. Skilled forgery refers to the fact that the forger obtains the real signature and conducts the forgery after many forgery trainings. The focus of this paper is on simple forgeries and skilled forgeries, because random forgeries can usually be directly verified by the human eye.
This paper proposes an offline signature verification method based on combined features, extracts the local texture features and global geometric features of the offline signature image, and combines the two features to obtain a more representative feature vector. At the same time, the improved principal component analysis (PCA) technology is used to solve the influence of useless features on the effect of signature verification. In this way, we can get the optimized feature vector. Finally, this paper also uses the deformation of the real signature as a negative sample for training, to a certain extent, solves the problem of the inability to obtain forged signatures or the lack of training samples in daily situations.







2. [bookmark: _Toc85447230]Aim and objectives

[bookmark: _Toc85447231]2.1 Aim
The aim of this project is to design an offline signature verification method, which uses machine learning technology to compare the signature to be tested with a known reference signature, so as to determine whether the signature is genuine or forged.

[bookmark: _Toc85447232]2.2 Objectives
a. Review the literature in the field of signature verification
Understanding the research status at home and abroad, including preprocessing, features, languages, existing systems, etc., and propose our own offline signature research method based on optimized features through investigation. 
b. Design an offline signature verification method process.
The design process is critical to the implementation of the entire project and should include operations such as preprocessing, feature extraction, and verification.
c. Collect datasets
Collecting data is also a very important step, which should include the data set created by ourselves and the public data set used for comparison experiments. The paper should also give a detailed introduction to the data set.
d. Propose methods to extract signature features
Extracting scientific and effective signature features is critical to the verification effect, including texture features, geometric features, etc.
e. Propose methods to process feature vectors
The extracted feature vector may have useless features or the feature vector dimension is too large, so the feature vector needs to be processed.
f. Propose methods to verify signature to be tested
Using machine learning technology, select the appropriate classifier to achieve verification and achieve satisfactory accuracy.

3. [bookmark: _Toc85447233]Background to the Project

3.1 [bookmark: _Toc85447234]History
As a kind of information protection system, the biometric system has always been a research hotspot. Biological characteristics can be divided into physiological characteristics and behavioral characteristics. Physiological characteristics are static and unique, including fingerprints, iris, DNA and other characteristics. Behavioral characteristics are dynamic and will change with time, age, mood and other factors. Common behavioral characteristics include gait, signature, voice, etc. The study of behavioral characteristics is more difficult but also more profitable. Among the many biological identification systems, the most in demand is the handwritten signature verification system. Signatures are widely used in life, such as signing legal documents, checks, approval forms, etc., require the signature of the person or the relevant staff to successfully take effect or proceed with subsequent steps.
[image: ]
Fig 1. Biometric characteristics
Over the last 40 years, the interest in signature studies has grown steadily [2]. More and more academic institutions have conducted in-depth research on signature characteristics and verification methods, and published a large number of academic papers. The preprocessing, features, applications of various languages and some existing effective signature verification systems are described in detail later in this paper. By studying the development status of signature verification, it can be found that most of the research is to combine signature features or combine classifiers to achieve better verification results.
In the bank, there have been many things that caused property losses due to forged signatures. For example, a certain father forged his children’s signatures in order to use his children’s property to pass the check smoothly, causing the children to lose millions of dollars. Later, the children sued the father for this [3]. In law firms, it often happens that forged signatures cause losses to clients. On the issue of property disputes, the client even assaulted the lawyer in a fit of anger because of the forged signatures causing loss of privacy and property [4]. It can be seen that forged signatures will cause many adverse effects on society, so it is necessary to design an offline signature verification method to protect customer information security.
At first, for offline signatures, researchers mainly extracted geometric features of offline signature images, but did not study the local texture information of the images in depth [5], resulting in feature vectors that are not representative and the accuracy rate is not high. Later, with the development of machine learning technology, various feature extraction algorithms have been continuously proposed and improved. This paper extracts the local texture features and global geometric features of offline signatures. The combined feature vector is more representative, and a better verification effect has been achieved. There are also many researchers using deep learning for signature verification. However, due to the large deep learning data set, complex network structure, large amount of calculation, long time, and inconsistent with the actual application, it has not defeated the traditional signature verification method [6].

3.2 [bookmark: _Toc85447235]Elements of signature

3.2.1 [bookmark: _Toc85447236]Preprocessing

3.2.1.1 Enhancement
Moises et al. [7] proposed an offline signature replication algorithm based on cognitive inspiration to solve the problem of insufficient offline signature samples. The algorithm is based on a set of nonlinear and linear transformations, simulating human spatial cognition and movement and the intra-class variability within the system during the signature process. By artificially increasing the training sequence to evaluate the replicator and using two public databases to verify the performance of the four most advanced offline signature classifiers. Andreas et al. [8] proposed a user-centric signature verification system that verifies the identity of users by performing kinematics analysis based on direct comparisons of basic neuro muscles. 
Taking into account the number of strokes detected in the handwriting, the number of strokes, their similarity, and their time, the string edit distance was used to derive the dissimilarity measure. This neuromuscular analysis proved to be complementary on several baseline datasets, and was finally fully validated using dynamic time warping (DTW). By combining these two methods, the validator achieves good results. Moises et al. [9] proposed a signature verification method that uses only one reference signature method to train, including copying the signature and training a verifier with a signature result. The copying method includes copying according to strokes and copying according to target points. Experimental results show that the proposed method is similar to the training using five signatures. 
Miguel et al. [10,11] proposed the robustness of measuring gray scale features against complex background and proposed new and more stable features. In this paper, the image obtained after the signature background in MCYT and GPDS is mixed with a series of different checks is used as the data set to verify the true signature training of the model using white background. The experimental results show that the local binary pattern (LBP) and the local directional feature can achieve better results when the directional kernel support vector machine (SVM) is used as classifier. Mustafa et al. [12,13] proposed a classifier fusion method based on fractional fusion. Each classifier uses three different features, namely directional gradient histogram, local binary model and scale invariant feature for fusion. After getting the decision score, the classification results are fused, and the equal error rate (EER) 6.97% is obtained on the GPDS-160 dataset.
[image: C:\Users\A\Documents\Tencent Files\914730523\Image\C2C\~IGZGX[)U`B[YVFRNTZXKOC.png]
Fig 2. The flowchart of using OC-SVM to solve offline signature verification 

3.2.1.2 Size normalization
Ruben et al. [14] proposed that the purpose of preprocessing online signatures when acquiring data from different devices is to limit the signal to a smaller range. At the same time, they proposed that interoperability should be taken into consideration during the feature selection stage in order to make the features more robust. The experiment got EER 27.7%. Pirlo et al. [15] proposed to achieve verification by exploring the local stability of online signatures. First, the signature is divided into different parts according to the stability, and then the most valuable area in each part is detected. Finally, the authenticity of the signature is judged by comparing the area. This method is verified on the SUSIG database.

3.2.1.3 Structural
Elias et al. [16] proposed a signature verification method based on grid division, which achieved verification by effectively encoding the signature structure. At the same time, the team also evaluated the signature from the four aspects of stability, complexity, overall complexity and quality. The results show that the complexity and overall complexity have a greater impact on the result of signature verification.

3.2.1.4 No preprocessing
Andreas et al. [17] proposed a scoring fusion verification method based on DTW, and proposed a two-stage verification strategy. In the first stage, simple forgery is verified, and in the second stage, skilled forgery is verified. The proposed method is experimented on the MCYT and SUSIG data sets and a better effect was obtained.

3.2.2 [bookmark: _Toc85447237]Features

3.2.2.1 Function-features
Marta et al. [18] proposed an online signature verification scheme based on the theory of human rapid kinematics to improve the performance of the online signature verification system. This method combines the high performance of the dtw-based system in verification tasks and the high potential kinematic theory of rapid human motion in proficient forgery detection. The experiment has achieved good results on the BiosecurlD database. Javier et al. [19,20] proposed an online and offline signature verification method, which takes advantage of the performance improvement brought by the integration of online and offline signatures. 
In order to take advantage of the complementarity of these two modes, a method of generating enhanced synthetic static samples from online data is proposed. This synthetic offline signature is applied to a new online signature recognition architecture, which combines real online samples and artificial offline signatures synthesized from real data. This method has achieved good results on public data sets. Napa et al. [21] proposed a simple and effective signature verification method. The feature vector of the online signature is composed of multiple histogram attributes, which can be calculated in linear time. The generated signature template is compact and requires a fixed space. The algorithm has proved its effectiveness on MCYT-100 and SUSIG. Abhishek et al. [22] proposed an online signature verification system based on DTW. It is proposed to use the features obtained from the Gaussian Mixture Model (GMM) to align the signature through DTW. Using the proposed GMM feature, the warping path feature of DTW is discussed. At the same time, a score for a twisted path is derived and merged with the DTW score to verify the authenticity of the test signature. This method has achieved a high accuracy rate on the MCYT data set. 
Nesma et al. [2] used Hidden Markov Model (HMM) and DTW as two criteria for judging system performance. In addition, the concept of short-term time variation is proposed on mcyt-100, and the long-term time variation is studied using the BIOMET database. The experimental conclusions are as follows: the pen inclination is very unstable, and the only stable combination is to include only coordinates. It is not recommended to use pen pressure in long-term situations, although it may provide better performance results in short-term situations. 
Yishu et al. [23] proposed an online signature verification technology based on discrete cosine transform (DCT) and sparse representation. The fixed coefficients of DCT characteristics are used to obtain a compact representation of the online signature, which makes the matching process simple. On this basis, a new attempt is made to the application of sparse representation in online signature verification, and a task-based over-complete dictionary is proposed. Construct the method and extract the sparse features. Finally, concatenate the energy feature and the sparse feature to form a feature vector. Good results have been achieved on the SUSIG and SVC2004 data sets.
[image: ]
Fig 3. Deep learning approach for online signature verification 

3.2.2.2 Global parameters
Srikanta et al. [24] took Hindi signatures as the research object, and studied the performance of the Hindi offline signature verification system that is different from the Western style. Considering the gradient feature, Zernike moment feature and SVM for verification, an accuracy rate of 90.69% is obtained. Marianela et al. [25] evaluated the feasibility of using only the features of Forensic Handwriting Experts (FHEs) for automatic online signature verification. At the same time, the global feature wavelet transform feature based on the time function in the signature process is considered. Two combination methods based on global and time function FHE features are proposed. The experiment has achieved good results on a public database containing Western and Chinese signatures. 
Marianela et al. [26] studied several feature combinations and analyzed their relevance in online signature verification. Two different time function analysis methods are proposed, one is based on Legendre polynomial, and the other is based on wavelet decomposition. The coefficients of the orthogonal series expansion of these time functions are used as features to model them. It has achieved good results on signature data sets containing Western and Chinese. Mohammad et al. [27] mainly analyzed the influence of dynamic feature stability (DFS) on online signature verification. The experiment focused on the signature track. Since the main problem of the signature verification algorithm is that the angle related to the signature pad is different, this research uses the radon transform to convert the rotation effect into the translation effect. The experiment has achieved good results on the SVC2004 data set. 
Atefeh et al. [28,12] proposed a new offline Persian signature verification method. The method is based on the fractal dimension (FD) of the signature image for feature extraction, and the effectiveness of the method is verified on the local data set. Fierrez et al. [29] proposed an offline signature verification system based on the fusion of two image analysis methods. One is a method based on global image analysis and statistical distance measurement, and the other is a method based on local image analysis and hidden Markov model. The experiment has achieved good results on the MCYT data set, and it is concluded that the verification method based on local information is better than the verification method based on global analysis. 
Alireza et al. [30] proposed an efficient offline signature verification method based on interval symbol representation and fuzzy similarity measurement. In the feature extraction step, a set of LBP features are calculated from the signature image and its under-sampled bitmap. Then create interval value symbol data for each feature in each signature class. In this way, a model composed of a set of interval values is obtained. At the same time, a new fuzzy similarity measurement method is further proposed to calculate the similarity between the test sample signature and the corresponding interval value symbol model for verification. The experiment has achieved good results on the GPDS-300 and BUSig260 data sets. When the number of training samples is 8 or more, better results can always be obtained. 
Abhishek et al. [31] proposed an enhanced DTW-based online signature verification system using the code vector generated by the vector quantization (VQ) strategy. The corresponding pairs in the twisted path are scored by a set of code vectors constructed by VQ. Subsequently, through the commonly used score combination strategy, the score and the DTW score are merged to verify the test signature. The experiment has achieved good results on the SVC2004 and MCYT100 data sets.

3.2.2.3 Component oriented
Bradley et al. [32] proposed an offline signature verification and recognition system combined with global feature extraction. For each person, a centroid feature vector is obtained from a set of real samples. Then, the centroid signature is used as a template to verify the signature. In order to obtain the similarity measure between the template signature and the test signature, the Euclidean distance is used in the feature space, and an accuracy rate of 84.1% is obtained.
[image: ]
Fig 4. The centroid feature for signature

Ji jun et al. [33] proposed a new method for offline Chinese signature verification. This method is based on the feature extraction of each part segmented from the signature image. Divide the signature image into several segments. Since each type of feature has a different impact on signature verification, each type of weighting factor is very important for the similarity calculation of offline Chinese signature verification. Experimental results show that proper feature weights can effectively distinguish forged signatures from real signatures. In the feature extraction stage, Bertolini et al. [34] introduced a new graphic feature set, which takes into account the curvature of the most important part of the signature, uses Bezier curves to simulate the shape of the signature, and then extracts features from these curves. At the same time, the ensemble of classifiers based on graphical features is used to improve the reliability of classification. The integration is constructed using standard genetic algorithms, and different fitness functions are evaluated to drive the search. The experiment has achieved good results on the local data set. In Figure 5, a represents the original image, and b represents the signature contour obtained by using Bezier curve.
[image: C:\Users\A\AppData\Roaming\Tencent\Users\914730523\QQ\WinTemp\RichOle\WF8YJ3Q9$R{`RYJ%95DRL09.png]
Fig 5. Signature profile

3.2.2.4 Pixel oriented
Hao et al. [35] proposed that there is a certain correlation between the signature sample points. This correlation contains the habitual characteristics of the signature and can be used to determine the identity of the signer. This method first generates the correlation matrix of the signature sample points and converts it into a gray-scale image, and then uses the image matching method to verify the signature. Good results have been achieved on the SVC2004 data set. 
Muhammad et al. [36] proposed a stability analysis method based on signature local features. The speeded up local feature (SURF) is used for local analysis. Secondly, based on the results of local stability analysis, a new signature verification system is proposed, and the system is evaluated on the 4NSigComp2010 data set, and EER 15% is obtained. Anjan et al. [37] proposed hybrid features, considering the local features and global statistics of the image. This is achieved by creating a directional gradient histogram (HOG) and applying weights to local features. At the same time, a code for local paired features is created, and these features are represented as joint descriptors. The experiment has achieved good results on the CEDAR and GPDS300 data sets. 
Manabu et al. [38] proposed a KAZE feature verification method based on Fisher vector (FV) coding. Probabilistic visual vocabulary and high-order statistics are used to provide a more accurate spatial distribution. The experiment was carried out on the MCYT75 data set. The experimental results can be summarized as follows: 1) Compared with the new method based on Local Aggregate Descriptor Vector (VLAD), The performance of this method has been improved. 2) Using PCA on the original FV can provide a more compact dimensional vector without significant performance loss. 3) Compared with the existing offline signature verification system, the proposed method provides a lower error rate. 
[image: ]
Fig 6. Extract KAZE features to achieve offline signature verification

Muhammad et al. [39] proposed a signature verification system based on the local features of the signature. The system uses fast retinal key points (FREAK) to represent local features. In order to locate the local points of interest in the signature, this paper uses two local key point detectors, accelerated segment test feature (FAST) and speeded up robust feature (SURF), and compares their performance in terms of EER and time. The system achieved 30% EER on the 4NSigComp2010 data set. Walid et al. [40,41] studied the characteristics of travel length distribution and designed an effective offline signature verification system. By using each person's real signature for training, it can work in a real way without touching any forged samples. One-class support vector machine (OC-SVM) is used for classification, and good results have been achieved on the GPFS960 data set. 
Vargas et al. [42] used statistical texture features to measure the grayscale changes of the image at the global image level. Analyze and use the co-occurrence matrix and LBP as features. This method first removes the background and processes the histogram to reduce the influence of the signer using different ink pens. Real signatures and random forged signatures are used to train an SVM model, and random forgeries and skilled forgeries are used to test the model. Good results have been achieved in MCYT-75 and GPDS data sets. 
Yasmine et al. [43] proposed a descriptor based on the quadtree structure of the template histogram. At the same time, a robust implementation of artificial immune recognition system (AIRS) is proposed. This classifier is inspired by the natural immune system, which produces antibodies to protect the body against antigens. AIRS training develops new memory cells, and then recognizes the data through k nearest neighbor (KNN) classification. At present, in order to obtain a robustness verification, KNN classification is replaced by SVM, thus forming AIRSV classifier. The experiment has achieved good results on three data sets of MCYT-75, GPDS-300 and GPDS-4000. George et al. [44] proposed a hybrid WI-WD system. When a user logs in to the system, the author-dependent classifier will be used to verify his query. During the operation, user samples are collected, and the author-independent classifier is adapted according to the user's signature. After adjustment, the generated dependent classifier will replace this user's independent author classifier. Experiments on Brazil and GPDS databases show that the proposed hybrid system reduces classification complexity while also obtaining higher accuracy.

3.2.3 [bookmark: _Toc85447238]Language

3.2.3.1 Western
Manjunatha et al. [45] proposed a classifier based on author-related features. According to the error rate obtained by the training sample, the optimal feature suitable for the author and the classifier used to verify the author are determined. Assia et al. [46] proposed a single-category independent author system. The system uses a co-occurrence matrix of directional codes based on contourlet transform to extract features. Verification is achieved by automatically selecting thresholds using new signature stability criteria. Neguyen et al. [47] extracted two features that are based on the global characteristics of the signature boundary and its projection. The first global feature comes from the total energy used by the author to create the signature. The second feature is the use of information from the vertical and horizontal projections of the signature. These features are combined with improved direction features (MDF) and ratio features, and the average error rate (AER) obtained by using the SVM classifier is 17.25%. 
Donato et al. [48] studied the research status of automatic signature verification technology. It describes the most valuable results obtained so far and highlights the most profitable research directions so far. Rejean et al. [49] summarized the achievements of static and dynamic methods for solving signature verification, focusing on preprocessing techniques, feature extraction methods, comparison procedures, and performance evaluation. Rejean et al. [50] described the nature of handwritten language, how to convert it into electronic data, and the basic concepts behind written language recognition algorithms. Moises et al. [51] used neural motor equivalence theory to artificially expand the signature image for training a state-of-the-art static signature classifier. The results show that the cognitive heuristic model with the purpose of copying static signatures tends to discover the internal differences of signatures. 
Miguel et al. [52] proposed a new method of synthesizing handwritten signature images. Using the motion equivalent mechanism, human handwriting is divided into two steps. Experiments on MCYT offline and GPDS960 Gray Signature datasets show that only four parameters need to be adjusted to produce forged signatures with different stability and different techniques. Dangxiao et al. [53,54] developed a compact pen-type force sensor. A method for detecting the three-dimensional force between the pen tip and the paper based on the lever effect is proposed. The verification result shows that the EER is about 6.3%, indicating the potential of this pen in force-based signature verification. Barkoula et al. [55] studied the signature turning angle sequence (TAS) representation and turning angle scale space (TASS) representation and their applications in online signature verification. Good results have been achieved on the two databases of SVC2004 and SUSIG. Muhammad et al. [56] proposed an online signature authentication method based on speed segmentation. Use SVM to determine the decision boundary between true and false categories. 
[image: ]
Fig 7. Motor equivalence approach to synthetic off-line signature generation

Marcos et al. [57] studied the impact of the use of handheld devices on the performance of the automatic signature verification system. Comparing the identification capabilities of mobile devices and pen-type signature machines for global and local signature features, experiments show that the feature identification capabilities on handheld devices are reduced, and the verification error rate is increased. One of the main reasons is the upward trajectory information obtained when the pen tip is not touching the writing surface. Loris et al. [58,59] proposed an online signature verification system based on the integration of local and global matchers. Specifically, the following two matching methods are considered: a local method using DTW and a global method based on HMM. The experimental results show that when each user obtains only 5 real signatures during the registration process, he gets 3% EER. 
Christian et al. [60] integrated the Longest Common Subsequence (LCSS) detection algorithm into the kernel function of SVM, which can measure the similarity of signature time series. Experiments on the SVC2004 data set show that the virtual machine using the LCSS kernel authenticates people very reliably, and its performance is significantly better than that of the SVM using the DTW kernel. Ming et al. [61] used the method of combining support vector data description and genetic algorithm for online signature verification, and extracted the glyph and dynamic characteristics of the signature. This method obtained an EER of 4.93% on the SVC2004 data set. 
Krzysztof et al. [62] proposed a new identity verification method based on the analysis of dynamic signatures. Use the ability of fuzzy set theory and develop a flexible neuro-fuzzy system and an interpretable classification system on this basis for the final signature classification. Good results have been achieved on the SVC2004 data set. Krzysztof et al. [63] proposed a new method of signature verification using segmentation. The zones represent the speed of the signature and the pressure of the pen. In these partitions, the user signatures obtained during the training phase are more stable. This method has achieved good results on the SVC2004 data set. 
Guru et al. proposed a new method of expressing online signatures with interval-valued symbolic features. The global feature of the online signature is used to form an interval-valued feature vector. A signature verification and recognition method based on symbolic representation is proposed. This method has achieved good results on the MCYT data set. Guru et al. [64,65] studied how to use author-related parameters for online signature verification. Author-related parameters are features, decision thresholds and feature dimensions. Songxuan et al. [66,67] introduced a new recurrent neutral network system to improve the performance of online signature verification. At the same time, a new descriptor length-normalized path signature (LNPS) is proposed and applied to online signature verification. It reached an EER of 2.37% on the SVC2004 data set. Fernando et al. [68] studied the impact of the increase in forgery technology on the signature verification system.
[image: ]
Fig 8. Meta-learning for online signature verification

3.2.3.2 Chinese
Ji Jun et al. [69] proposed to extract features from each segment of the Chinese signature imag. After the signature image is preprocessed and divided, the signature image is divided into several segments. Each line segment is represented by a set of 7 features. Using these features, the similarity between the test signature and the reference signature is calculated. Experimental results show that this method can effectively distinguish between random signatures and simple signatures. 
Ji Jun et al. [70,71] proposed a new method to solve the problems of random forgery and simple forgery. The signature image is divided into several segments and several chains. Each line segment is represented by a set of 7 features, and each line segment contains a line segment chain, where the line segment chain contains a series of line segments. Using the characteristics of the signature segment and considering the influence of the signature segment chain, the similarity of the signature is calculated. The verification rate is 91%. Srikanta et al. [72] proposed a Chinese and English offline signature text recognition technology based on foreground and background. Two background information extraction techniques are used to generate the background component of the signature image. The system uses SVM as a classifier for signature recognition. Using 640 English signatures and 480 Chinese signature experiments, the recognition rate reached 97.70%. 
[image: ]
Fig 9. Chinese signature graphics

Li et al. [73] proposed to apply the Bayesian framework to solve the problem of signature verification. Marianela et al. [74] defined a consistency factor to quantify the verification ability of different feature combinations. Based on the expansion of Legendre polynomial series, a fixed-length representation of the time function related to the signature is proposed. Two new classifiers using Western signatures and Chinese signatures, namely SVM and Random Forest. The experimental results also show that the consistency factor can be used to select the optimal feature combination. Li et al. [75] tried to use electronic signatures on mobile devices to automatically authenticate users. According to the biometric data such as pressure and contact area when the user signs on the touch screen smart phone. Four different classification algorithms are used, SVM, logistic regression. AdaBoost and Random Forest establish a specific signature verification model for each user, and compare the verification accuracy of these algorithms. Among them, the Ada boost algorithm has the best verification effect, with an error rate of 2.375%. 
Zhili et al. [76] designed an online signature verification system based on recent template matching. A set of functional characteristics is used to compare the difference between the test signature and the template database. The difference in verification performance between using a common distance threshold for all signers and using a distance threshold that depends on the signer is studied. Two online databases Chinese and Subcorpus-100 MCYT were used for evaluation. Both databases have obtained good verification results. The EER was 1.69% and 1.77%, respectively. 
Wataru et al. [77] proposed a multi-language signature verification method based on split-verification. Extract three gray gradient features from the complete signature image and the segmented signature image, and calculate the Mahalanobis distance to the reference sample. The online feature matching technology uses the dynamic programming (DP) matching method to match the time series data of two segmented features and an overall feature. The three synthetic distance values and three similarity values of offline verification are input into the SVM, and the true and false judgments are performed. The EER on the two signature datasets of China and the Netherlands reached 1.02% and 4.29% respectively.

3.2.3.3 Japanese
Malik and others introduced the results of the ICDAR2013 online and offline technical false certificate signature appraisal and author appraisal competition jointly organized by public relations researchers and forensic handwriting appraisers (FHEs). Its purpose is to bridge the gap between recent technological developments and forensic cases [78]. Takashi et al. proposed a new method based on SVM offline feature and online feature signature verification. Offline feature-based technology uses gradient feature vectors to represent the shape of the signature image, and online feature-based technology uses dynamic programming (DP) matching technology for signature time series data. The final decision is executed by SVM based on offline and online output. In the evaluation test, the proposed technology achieved a verification accuracy of 92.96%, which is 1.4% higher than the better accuracy obtained by the single technology. The results show that SVM combined with multiple technologies significantly improves the accuracy of signature verification. 
Kamihira et al. [79,80] proposed a split verification signature technology based on the combination of offline features and online features. Three different offline features are extracted from the Japanese signature image. Calculate the Mahalanobis distance of each offline feature vector for signature verification. The feature-based online matching technology uses DTW for the time series data of the full name signature. The final decision is made by SVM, based on three Mahalanobis distances and three different DP matches. The proposed technology achieves an EER of 3.35%. Yuta et al. [81,82] proposed a combined signature verification technology based on three different offline features of Japanese signature images. By calculating the Mahalanobis distance of each feature vector, SVM is used to make the final decision based on these three Mahalanobis distances. In the evaluation test, the method obtained a verification accuracy of 94.30%.
[image: ]
Fig 10. Genuine and forged signatures of Japanese names

3.2.4 [bookmark: _Toc85447239]Existing systems

3.2.4.1 Template matching
Alisher et al. [83] proposed a new online signature library SUSIG. Both parts were signed by 100 people, and finally formed a database containing more than 3,000 true signatures and more than 2,000 skilled forged signatures. The real signature in the database is the real signature of the contributor. When collecting skillful fakes, the counterfeiter will see the signing process on the monitor and get the opportunity to practice. 
Aythami et al. discussed the improvement of automatic signature verification by manual intervention. In the past few decades, people have done a lot of work in order to improve the performance of the ASV algorithm [84]. The team analyzed how human behavior can be used to supplement automated systems. What measures should be taken, and to what extent these measures can help the most advanced automatic signature verification system achieve the ultimate goal. The experiment was carried out on a public database, including two most popular scenarios based on online, namely dynamic time series, including location and pressure, and offline, namely static image information signature verification scenarios. The research results show that manual intervention has great potential in feature extraction, that is, manual annotation of feature attributes, and encourages people to further study the ability of manual intervention to improve the performance of automatic signature verification. 
Abhishek et al. [85] discussed the utility of the information derived from the DTW cost matrix to the problem of online signature verification. The team designed a score that uses the cost matrix and the alignment information of the twisted path, and then used the summing rule combinator to fuse with the DTW score to verify the accuracy of the test signature. In addition, a spatial parameter is introduced for feature extraction, and its applicability in improving the separation of the user's authenticity signature distribution is demonstrated. This method has achieved good results on two data sets, SVC-2004 Task 2 and MCYT-100. 
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Fig 11. Signature verification system

3.2.4.2 Statistical measures
Yumiko et al. used the gradient features and the covariance matrix of the training samples to perform online signature verification. This matrix is not only suitable for users, but also for other users. Taking the movement speed of the pen as the gray scale, the gradient features are extracted from the signature image to realize the utilization of online and offline features [86,87]. Experimental results show that samples with different signatures are useful for training the intra-individual variation of specific users. 
Abdul et al. [88] proposed an online signature verification system based on fuzzy modeling of shape and dynamic features. This method performs segmentation at the geometric extreme points of the signature, and then performs feature extraction and fuzzy modeling for each segmentation point. The minimum distance alignment between two samples uses DTW technology to provide a segment-to-segment correspondence. The next step is to perform fuzzy modeling on the extracted features. The method proves the effectiveness of the system on the SVC2004 and SUSIG datasets

3.2.4.3 Statistical models
Rajesh et al. [89] proposed a wraparound feature set based on a signed binary image for offline signature verification. This feature set describes the shape of the signature according to the spatial distribution of the black pixels around the candidate pixels. It also provides a method to measure texture through the correlation between signature pixels in the neighborhood of the candidate pixel. This method is confirmed by multi-layer perceptron and SVM on GPDS300 and CEDAR data sets. 
Kian et al. proposed a new independent author's signature verification system. In experiments, the use of attention mechanism and application down sampling significantly improved the accuracy of the framework. The framework was evaluated on the Sig WiComp2013 Japan and GPDS synthetic online offline Signature datasets. On the SigWiComp2013 Japanese data set, the EER is 8.65%, and the accuracy rate is 95.67% on the GPD Synthetic online offline Signature data set. 
Ruben et al. [90] proposed an online signature verification system based on recurrent neural networks (RNNs) with independent authors, whose goal is to learn dissimilarity metrics from signature pairs. At the same time, long short-term memory (LSTM) and gated recurrent unit (GRU) systems and Siamese architecture are proposed. In addition, for systems based on LSTM and GRU, a two-way scheme is also considered. The system performance and the time spent in the training process of each cycle of Siamese network are analyzed in detail, and the method is confirmed on the BiosecurID data set.
Sounak et al. [91,92] established an offline independent author signature verification task model based on convolutional Siamese network. The Siamese network is a twin network with shared weights, which can be trained to learn the feature space. This is achieved by exposing the network to a pair of similar and different observations, minimizing the Euclidean distance between similar pairs and maximizing the Euclidean distance between different pairs. Experiments were conducted on cross-domain data sets to verify the network's ability to model different languages and handwriting forgeries. 
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Fig 12. Architecture of SigNet

Luiz et al. [4] proposed to use convolutional neural networks to learn representations from signature images in the form of independent authors. A new problem formula is also proposed to learn technical forgery knowledge from a subset of users in the process of feature learning, aiming to capture visual cues to distinguish between real signatures and forgeries regardless of users. The method was confirmed on the GPDS, MCYT, CEDAR and Brazilian PUC-PR datasets, and the best EER was 1.72%. Hannes et al. [93] proposed a new method for independent author verification of offline signatures. This method is based on deep metric learning. The system learns to embed signatures in high-dimensional space, and uses Euclidean distance as a measure of signature similarity in high-dimensional space. Good results have been achieved in ICDAR SigWiComp. This system is highly versatile. It not only accepts Latin signature training, but also outperforms other systems in Japanese signatures. 
Amir et al. [94] proposed a new deep multi-task metric learning (DMML) for offline signature verification. DMML learns knowledge from the similarities and differences between other types of true and false samples. DMML also uses the idea of multi-tasking and transfer learning, and at the same time trains the distance metric of each class together with other classes. The experiment was conducted on 4 offline signature data sets UTSig, MCYT-75, GPDSsynthetic, GPDS960GraySignatures, and compared with SVM, author-dependent and author-independent deep metric learning methods. Experimental results show that this method has achieved good results in the verification of authenticity signatures, skilled signatures and random signatures. 
Zehua et al. [95] use Deep Convolutional Generative Adversarial Networks (DCGANs) to learn features unsupervisedly instead of using hand-crafted features. The advantage of this architecture is that the system has robust generalization capabilities. In addition, in view of the conflict between convenience and accuracy, a hybrid independent writer and a writer-dependent classifier are used. This is a compromise between two different classifiers. This method has achieved good results on the GPD Ssynthetic Signature dataset. 
Emanuele et al. [96] proposed the concept of bioconvolution, which can ensure the safety and renewability of biometric templates. Specifically, a set of irreversible transformations is introduced, which applies the biological characteristics represented by a set of sequences to any template, thereby generating transformed versions of multiple templates. The system adopts the matching strategy based on HMM and has achieved good results on the MCYT data set. 
Yasmine et al. [3] proposed an OC-SVM based on independent authors, which only considers real signatures and the lack of counterexamples for forged signatures to design a signature verification system. When a large number of samples are available, OC-SVM is effective and can provide accurate classification. However, there are often fewer handwritten signature samples available, so OC-SVM produces inaccurate training and classification performance is not good. In order to reduce misclassification, a modified decision function in OC-SVM is proposed. By combining different distances into the OC-SVM core, the optimal threshold is carefully adjusted. Good results have been achieved on the CEDAR and GPDS data sets. Songlin et al. [78] used a support vector machine multi-classifier constructed by combined features to recognize offline handwritten Chinese signatures through a decision-making module based on data fusion.

3.2.4.4 Structural
Dominique et al. [18] proposed a new method of feature selection for offline signature verification. First, one or more existing technologies are used to extract features of different scales, and then a two-class transformation is applied for classification in the generated feature space. Finally, use enhanced feature selection to design a low-cost classifier, and automatically select relevant features during training.

3.2.4.5 Fusion
Luana et al. [30] proposed a hybrid generative-discrimination ensemble classifier (EoCs) method, which is used to design an offline signature verification system from a small number of samples, in which the selection process of the classifier is carried out dynamically. Experiments show that, compared with other EoCs formed using dynamic and static strategies, the proposed dynamic selection strategy can significantly reduce the overall error rate. Impedovo et al. proposed a new dynamic signature verification system. It is based on the consideration that each area of a handwritten signature can express different personal characteristics [40]. Therefore, consider the use of a multi-expert fusion method to evaluate the most advantageous representation area of each stroke of the signature. The experimental results verify the effectiveness of the method.
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Fig 13. Example of grid segmentation scheme





4 [bookmark: _Toc85447240]Research Methodology
We are using an experimental strategy with a positivism and deductive methodology. In chapter 5, the experimental process will be introduced in detail. The experimental process mainly includes five stages: data acquisition, pre-processing, feature extraction, feature optimization and classification. The experimental method we used has significantly improved the signature verification effect compared with other researchers.

4.1 [bookmark: _Toc85447241]Reliability
If the experimental method used in this paper is run a second time or run by other researchers, the same results will still be obtained. The only difference may be that the running time is different due to different computer equipment.

4.2 [bookmark: _Toc85447242]Validity
The method proposed in this paper is an appropriate way to research the offline signature verification. The data collected in this paper are also correct. All skilled forged signatures are collected after extensive pre-training, which is highly scientific and representative.

4.3 [bookmark: _Toc85447243]Generalizability
The method used in this paper has high universality and has certain guiding significance for the direction of offline signature verification. It can be widely used in banks, administrative agencies and other units to protect the information and property security of customers.

4.4 [bookmark: _Toc85447244]Project Resources
This paper needs to read a lot of literature to understand the current research status of offline signature verification. In terms of data collection, 20 authors are also needed to help build a local data set, including the author’s real signature and forged signatures. At the same time, it is necessary to obtain the public data set GPDS for comparative experiments. In terms of experiments, a computer and corresponding programming software such as MATLAB are required.










5 [bookmark: _Toc85447245]Experimental Methodology
This part mainly introduces the specific steps of the experiment in this paper, and gives a detailed introduction to the method and theory. The whole process includes data acquisition, preprocessing, feature extraction, feature processing and classification verification. The process is shown in figure 1.
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Fig 14. The overview of signature verification method

5.1 [bookmark: _Toc85447246]Data acquisition
This paper uses offline signature images for verification. Including local offline signature data and public offline signature data. The public signature data set is the GPDS-50 data set, which consists of 50 authors’ signatures, each author has 24 real signatures and 30 forged signatures. Forged signatures are all forged skillfully. The local signature data is composed of the signatures of 20 authors, each author has 30 real signatures, 40 skilled forged signatures and 40 simple forged signatures. All skilled forged signatures are imitated by forgers after extensive training, and the data sets used are scientific and reliable.

5.2 [bookmark: _Toc85447247]Preprocessing
The preprocessing stage is a very important step in the signature verification process, which not only helps to lay the foundation for the subsequent feature extraction steps, but also helps to remove the noise interference in the signature image and improve the accuracy of verification. The preprocessing methods used in this paper include grayscale processing, binary image processing and image normalization operations. Due to the difference in image quality between the local dataset and the public dataset, this paper also adopts different settings for normalization. The image size is set to 64*64 for the local database and 512* 512 for the GPDS-50 dataset [46]. Because this paper proposes a method of training using deformed real images instead of forged signatures to solve the problem of not being able to obtain forged signatures or the number of forged signatures is very small in actual situations. Therefore, in the preprocessing stage, this paper also deforms the real signature image in the local data set, including length stretching, width stretching, overall stretching, the image is tilted 30 degrees to the left and the image is tilted 30 degrees to the right. The preprocessing stage is shown in figure 15 and figure 16. The figure 16 on the left is the original real signature image, and from top to bottom on the right, the real image is stretched by length, broadband, and overall, the image is tilted 30 degrees to the left and 30 degrees to the right.
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[bookmark: _Toc82517970]Fig 15. From left to right are the original image, grayscale image, binary image and normalized image.
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Fig 16. Deformation signature image

5.3 [bookmark: _Toc85447248]Feature extraction
In the feature extraction stage, we separately extracted the local texture features and global geometric features of the offline signature. Texture features can effectively represent the local pixel information of the signature, and geometric features can effectively represent the global shape information of the signature.

[bookmark: _Toc85447249]5.3.1 Local features
As a regional feature, texture is a description of the spatial distribution of pixels in an image. Because texture can make full use of image information, it can be an important basis for describing and recognizing images, whether from theory or common sense. Compared with other image features, it can better take into account the two aspects of image macroscopic properties and fine structure. Therefore, texture becomes an important feature that needs to be extracted for target recognition. When the part of the image has a small variance, the gray value occupies a dominant position, and when the part of the image has a large variance, the texture occupies a dominant position. Texture is related to local gray scale and its spatial organization. Texture plays a very important role in identifying objects and regions of interest. The local features we extracted are divided into two parts: HOG and gray-level co-occurrence matrix (GLCM). 
HOG counts the times of direction gradient locally appearing in the image, and its purpose is to make the shape of the object detected be described by light intensity gradient or edge direction distribution [21]. The specific operation process is that the image is first processed in gray scale, and then divided into several cells and blocks. In this paper, after repeated experiments, according to the optimal accuracy, we set the cells to 20*20 for the local data set, and for the GPDS-50 data set, we set the cells to 80*80.
The direction gradient histogram of the cell is formed by counting the edge direction of the pixel in each cell, and then the direction gradient histogram of the cell in a block is obtained by connecting the direction gradient histogram of the cell in block in series. This step is mainly because the contrast of the foreground and background of the image changes greatly, resulting in a large range of gradient intensity changes. By setting the module, the gradient intensity can be normalized and the illumination, shadow and edge can be compressed.
Finally, we connect the directional gradient histograms of each block in series to get the descriptor of the image. Its advantages are that it can effectively represent the structural features of the image edge, and can well represent the relationship between local pixels in the image. At the same time, it can suppress the influence brought by translation and rotation. Its disadvantages are mainly that the generation speed of descriptor is slow, and it is easy to be affected by noise. The feature formula of HOG is shown in formulas (1) – (4), where (x, y) represents a pixel in the image, H(x, y) represents the pixel value, and Gx(x,y) and Gy(x,y) represent the horizontal and vertical gradient values of the pixel, G(x,y) and α(x,y) indicate the size and direction of the feature vector of the point. The HOG features in the offline signature image are shown in Figure 4. The picture on the left reflects the HOG features extracted from the offline signature, and the picture on the right shows the local details of the signature, and the gradient direction information of the local pixels of the offline signature can be clearly seen.
	 	(1)
	 	(2)
	 	(3)
	 	(4)
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Fig 17. Extract HOG features from signature

The repeated occurrence of pixel grayscale in the spatial position forms the texture of the image. GLCM obtains the co-occurrence matrix through the gray-scale image, and then obtains the partial eigenvalues of the matrix through the co-occurrence matrix to represent the texture characteristics of the image. It is a second-order statistic. GLCM reflects the joint probability distribution of the simultaneous appearance of two gray pixels separated by d in the image. It not only reflects the distribution characteristics of brightness, but also reflects the position distribution characteristics between pixels with the same brightness or close to the brightness. It defines a group of the basis of texture features. Its meaning is to use conditional probability to reflect the local texture information of the image, which is the performance of the gray-scale correlation of adjacent pixels.
In this paper, four co-occurrence matrices for an offline signature image are obtained from four directions of 0 degrees, 45 degrees, 90 degrees and 135 degrees, and based on the co-occurrence matrix, four features of correlation, contrast, energy and homogeneity are extracted. Contrast reflects the clarity of the offline signature image and the depth of texture grooves. The deeper the texture grooves, the greater the contrast, the clearer the image. On the contrary, the smaller the image, the more blurred the image is. The contrast of an image composed of constants is 0. Correlation measures the similarity of elements in the co-occurrence matrix in the row or column direction. When the matrix element values ​​are uniformly equal, the correlation value is larger, and vice versa, the correlation value ranges from -1 to 1. Energy is the sum of squares of all elements in the co-occurrence matrix, reflecting the uniformity of the image gray distribution and texture thickness. 
When all the values ​​of the co-occurrence matrix are equal, the energy is small, and the energy value is large, reflecting the existence of a more uniform sum in the image. Regularly changing texture mode, the value range of energy is from 0 to 1, and the energy of an image composed of constants is 1. Homogeneity indicates the tightness of the distribution of the elements in the co-occurrence matrix with respect to the diagonal of the matrix. It is used to measure the local change of the image texture. The greater the homogeneity, the lack of change between different regions of the image texture, and the locality is very uniform. The value range is also from 0 to 1, and the homogeneity of the diagonal co-occurrence matrix is ​​1. The formulas for the four features are as formulas (5)-(8). An example of GLCM is shown in Figure 5. The left side represents the original signature image, and the right side represents the co-occurrence matrix of the signature image in the four directions of 0°, 45°, 90° and 135° from top to bottom.

	 	(5)

	 	(6)

	 	(7)

	 	(8)
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Fig 18. Extract GLCM features from signature

[bookmark: _Toc85447250]5.3.2 Global features
The HOG and GLCM features mentioned above can effectively represent the local texture information of offline signatures, but from the overall image, they do not have a good representation effect. Therefore, this paper adds global geometric features on this basis, so that the feature vector is more representative and accurate. In this paper, 9-dimensional geometric features are extracted. First, the position and size of the smallest bounding box of the image are extracted. According to the bounding box, the length feature and the short axis of the long axis of the ellipse with the same normalized second-order central moment are obtained. According to the length characteristics of the long axis and short axis, the circularity of the image is calculated. Then the number of all pixels in the image is extracted as the third feature. At the same time, the perimeter characteristics of the image are obtained by calculating the distance between adjacent pixel pairs surrounding the boundary of the image area. The eccentricity of an ellipse with the same second moment as the image is also calculated. The mathematical definition of eccentricity is the ratio of the focal length of the ellipse to its major axis. The ratio of the number of pixels in the area to the total number of pixels in the bounding box is also calculated. We also calculated the proportion of pixels in the area of the convex hull. Finally, we calculated the shape parameters of the image based on the total number of pixels and perimeter obtained. The formulas for some geometric features are shown in Table 1. Examples of geometric features are shown in Figure 6. The left side is the original offline signature image, and the right side is the extracted geometric feature values.

Table 1 Overview of geometric features
	Feature
	Formula

	Area
	


	MajorAxisLength
	


	MinorAxisLength
	


	Perimeter
	


	Extent
	


	Solidity
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Fig 19. Extract geometric features from signature

5.4 [bookmark: _Toc85447251]Feature optimization
The local texture features of offline signatures mentioned in the previous paper, especially HOG features, due to their large feature vector dimension, there will be more useless features in them, that is, the feature vector value is 0. This paper uses PCA to optimize the features and achieved good results. PCA is a widely used method of data dimensionality reduction. It turns closely related variables into as few new variables as possible, so that these new variables are pairwise uncorrelated, that is, fewer comprehensive indicators are used to represent the existence of each variable. All kinds of information in, to achieve the effect of data dimensionality reduction. The specific method is to map n-dimensional features to k-dimensions. 
[bookmark: _GoBack]This k-dimension is a brand new orthogonal feature, also called principal component, which is a k-dimensional feature reconstructed on the basis of the original n-dimensional feature. What we have to choose is the axis with the largest sample spacing after mapping. In the process of using PCA in this paper, when the principal component coefficient matrix and principal component score matrix of the eigenvector matrix are obtained, the principal component score matrix is multiplied by the principal component coefficient transpose matrix, and the new result obtained is used as the eigenvector matrix. The meaning of the numbers in the new matrix is the result of centering the corresponding column of the original data by subtracting the column mean. For subsequent verification, compared with the original matrix, the eigenvector dimension of the new matrix obtained has not changed, but all the eigenvectors with a value of 0 in the original matrix have been replaced, and useless features have been removed. 
This operation has a good result for subsequent verification. Figure 7 lists the principal component distribution results of an offline signature picture. It can be seen from the figure that for the first principal component, variables 2, 8, 11 and 5 have positive coefficients, of which the coefficient of 8 variables is the largest, and for the second principal component of the vertical axis, there are four variables 1, 5, 4 and 10 which have a negative coefficient. The figure also includes 12 observed relative position information. The coordinates of the points in the figure represent the scores of the two principal components. Figure 8 shows the comparison of the feature vector matrix before and after feature optimization. It can be seen from the figure that after feature optimization, all the useless features in the feature vector matrix have been removed, making the signature verification result more reliable.
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Fig 20. The principal component distribution of an offline signature picture. 
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Fig 21. Comparison of feature vector matrix before and after feature optimization

5.5 [bookmark: _Toc85447252]Classification
This paper uses SVM for classification verification. SVM is a two-class model, it maps the feature vector to some points in the space, its purpose is to draw a line to best distinguish the two types of points. SVM is widely applicable to small and medium-sized samples, non-linear and high-dimensional classification problems. This line is also called the partitioning hyperplane. 
The partitioning hyperplane is determined by the support vector. It can maximize the interval between the two types of samples, so that the classifier is least affected by local disturbances, and the resulting classification results are the most robust and robust. The strongest generalization ability. Since the offline signature training samples used in this paper belong to the nonlinear classification problem, in SVM, for the nonlinear classification problem, the feature vector is mapped from the low-dimensional space to the high-dimensional space, and then the linear classification hyperplane is used for division. This operation is realized by setting different kernel functions. This paper chooses to use the radial basis kernel (RBF) function to map the data from low-dimensional space to high-dimensional space to achieve classification. SVM determines the classification of the signature to be tested according to the position of the sample to the divided hyperplane. 
In the training phase of SVM, we use 3, 5, 8 and 10 training samples respectively for training. For each author, we design a writer dependent SVM classifier. The positive sample selects the author's real signature training, and the negative sample we select the same number of fake signatures and deformed real signatures of the author for training. The test set selects the remaining real signatures and forged signatures for testing. In our experiment, we use SVM to obtain the verification score for each signature. When the score is greater than 0, it is judged as a forged signature, and when the score is less than 0 At the time, it is judged to be a true signature. Figure 9 shows the classification effect diagram of the SVM designed for a certain author.
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Fig 22. The classification effect image for a certain author in the GPDS-50 dataset

























6 [bookmark: _Toc85447253]Experiment
This paper uses the local data set and the GPDS-50 public data set for experiments. Experiments were performed on the local data set using skilled forged signatures and simple forged signatures, and the use of different features and whether to use feature optimization were compared. At the same time, we used 3, 5, 8 and 10 training samples for training, analyzed the effect of using different numbers of signatures for training, and analyzed the effect of using deformed real signatures for training. To a certain extent, this solves the problems of not being able to obtain forged signatures for training in actual situations and the number of forged signatures is small. For the public data set GPDS -50, we use 10 signatures for training, apply the method proposed in this paper to the public data set, and compare with the results of other researchers and institutions. The results show that the method proposed in this paper achieves a better effect. 
We use four evaluation indicators to judge the effect of the proposed method, namely False Acceptance Rate (FAR), False Rejective Rate (FRR), Average Error Rate (AER) and Accuracy. FAR represents the proportion of forged signatures that accept forged signatures as real signatures. FRR represents the proportion of real signatures that reject real signatures as forged signatures. AER is the average value of FAR and FRR, and Accuracy represents the proportion of the signatures in the test set that are correctly classified. In most practical scenarios, FAR has higher requirements, because accepting forged signatures often causes greater losses and impacts than rejecting real signatures. This article will also focus on Reduce FAR.

6.1 [bookmark: _Toc85447254]Results
Table 2-5 lists the verification results obtained using 3, 5, 8 and 10 training samples for simple forged signatures, and Table 6-9 lists the verification results obtained using 3, 5, 8 and 10 training samples for skilled forged signatures. Table 10 lists the results of training SVM using ten deformed real signatures as negative samples in the case of simple forgery and skilled forgery. All experiments were carried out 10 times to ensure the reliability and scientificity of the experimental results.

Table 2. Simple forgery signature verification results with three training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	7.84
	15.33
	11.60
	87.08

	Global
	30.13
	35.00
	32.56
	62.42

	Local+Global
	7.87
	16.50
	12.19
	86.50

	Local+Global+Feature Optimization 
	5.75
	14.17
	9.96
	89.08



Table 3. Simple forgery signature verification results with five training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	3.63
	13.67
	8.65
	90.75

	Global
	30.00
	12.83
	25.92
	69.08

	Local+Global
	3.63
	13.00
	8.31
	91.08

	Local+Global+Feature Optimization 
	3.63
	10.67
	7.15
	92.25



Table 4. Simple forgery signature verification results with eight training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	2.25
	6.50
	4.38
	95.25

	Global
	20.37
	18.33
	19.35
	77.25

	Local+Global
	2.00
	5.67
	3.83
	95.83

	Local+Global+Feature Optimization 
	1.75
	5.33
	3.54
	96.17



Table 5. Simple forgery signature verification results with ten training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	2.00
	3.83
	2.92
	96.75

	Global
	16.63
	14.50
	15.56
	81.67

	Local+Global
	2.81
	1.63
	2.81
	96.91

	Local+Global+Feature Optimization 
	1.50
	4.17
	2.83
	96.92



[image: ]
Fig 23. Verification effect with different number of training samples in simple forgery

By observing the verification results of simple forgery, it can be seen that when the number of training samples is 10. The accuracy rate is 96.92%. In terms of features, the method of using local features and global features combined with feature optimization proposed in this paper achieves the best verification effect

Table 6. Skilled forgery signature verification results with three training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	10.50
	14.17
	12.33
	85.91

	Global
	35.88
	38.00
	36.94
	57.08

	Local+Global
	10.50
	14.50
	12.50
	85.75

	Local+Global+Feature Optimization 
	10.75
	13.83
	12.29
	85.92



Table 7. Skilled forgery signature verification results with five training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	5.75
	14.17
	9.96
	89.08

	Global
	31.12
	32.00
	31.56
	63.25

	Local+Global
	6.75
	14.83
	10.79
	88.08

	Local+Global+Feature Optimization 
	7.50
	13.00
	10.25
	88.50



Table 8. Skilled forgery signature verification results with eight training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	6.00
	5.67
	5.83
	93.17

	Global
	28.13
	22.33
	25.23
	70.08

	Local+Global
	6.00
	6.50
	6.25
	92.75

	Local+Global+Feature Optimization 
	6.50
	6.50
	6.50
	93.12



Table 9. Skilled forgery signature verification results with ten training samples
	Method
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Local
	5.88
	3.50
	4.69
	94.33

	Global
	22.13
	23.67
	22.90
	73.42

	Local+Global
	6.12
	4.00
	5.06
	93.92

	Local+Global+Feature Optimization 
	6.12
	3.83
	4.98
	94.00
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Fig 24. Verification effect with different number of training samples in skilled forgery
By observing the verification results of skilled forgery, it can be seen that when the number of training samples is 10. The accuracy rate is 94.00% with the method proposed in the paper. In terms of features, the method of using local features and global features combined with feature optimization proposed in this paper does not achieve the best verification effect, which may be because there is a strong similarity between skilled forgery and real signature, especially in the aspect of global features. Therefore, adding global features has a negative effect on the verification effect. In the future, more in-depth research will be conducted on the local texture features of skilled forgery.

Table 10. When using ten deformed real signatures as negative samples for training, the verification results in the case of simple forgery and skilled forgery
	
	FAR (%)
	FRR (%)
	AER (%)
	Accuracy (%)

	Simple forgery
	7.50
	19.50
	13.50
	85.25

	Skilled forgery
	18.00
	19.50
	18.75
	78.25



Table 11. The results of this method on the GPDS-50 data set and comparison with other methods
	Database
	Method
	FAR
	FRR
	AER 
	Accuracy (%)

	GPDS-50
	HOG + SVM [37]
	11.21
	11.21
	
	88.79

	
	LBP, GLCM+ SVM [42]
	13.67
	8.08
	
	

	
	Centroid feature + Euclidean [32]
	17.80
	
	
	84.10

	
	Curvelet transform + Dissimilarity measures [46]
	24.10
	16.56
	20.30
	

	
	Surroundedness features + SVM [89]
	13.76
	13.76
	
	86.24

	
	Poset-oriented grid features [16]
	15.54
	6.82
	6.39
	

	
	HOT + AIRSV [43]
	11.96
	23.41
	16.68
	

	
	LBP based features [30]
	
	
	11.74
	

	
	Curvelet transform + OC-SVM [3]
	
	
	15.07
	

	
	Proposed Method
	5.07
	8.00
	6.53
	94.27



Table 11 lists the experimental results of the method used in this paper on the GPDS-50 public data set, and compares it with the methods proposed by other researchers. The experiment uses 10 real signatures and 10 forged signatures for training. The experimental results show that the method proposed in this paper has a better verification effect. The vacancies in the table are due to the fact that the corresponding evaluation indicators are not used in these papers.

6.2 [bookmark: _Toc85447255]Comparative analysis
From the analysis of the simple forged signature verification results in the local data set, it can be seen that the verification results obtained by using local texture features plus global geometric features and feature optimization are the best, reaching an accuracy of 96.92%. From the comparison results of the four features, it can be seen that the effect of using local texture features or global geometric features alone is not very good, especially when using global geometric features alone, because the feature vector dimension of geometric features is low, it cannot be extracted more global feature information, so the verification effect is poor, while the local texture information contains a large amount of gradient size and direction information, and the feature vector dimension is also large, so a better verification effect has been achieved. The feature obtained by combining the two contains both the local information of the offline signature image and the global information, so the obtained feature is more representative and the verification effect obtained is better. 
After the feature optimization operation is added, the useless features in the combined feature are processed. The features are processed so that each feature can effectively represent the information of the signature, and the verification effect has been further improved.
By observing the verification results of skilled forged signatures in the local data set, we can see that the best accuracy rate reaches 94.33%. This is because skilled forgery is closer to the real signature in terms of shape and size than simple forgery, so the difficulty of verification is greater. Since the global feature has a small feature dimension and cannot represent more global information, the verification effect obtained is still not good enough. On the contrary, the verification effect obtained by using the local texture feature is the best, even better than the combined feature and the optimized feature. This is because, in terms of skilled forgery signature verification, since skilled forged signatures are very similar to real signatures, the texture information of the image has achieved the dominant position in verification under particularly similar circumstances. Verification of the signature becomes the main comparison of the local texture information of the signature. 
On this basis, adding global geometric features is equivalent to adding redundant features for texture features, and it will affect the classification effect of the classifier. The feature optimization is based on the acquired features, the combination of features does not achieve better results, so feature optimization naturally does not achieve a higher verification effect.
As can be seen from figure 23 and 24, as the number of training samples increases, the verification accuracy is also continuously improving. The more training samples, the more features the SVM learns, and the easier it is to verify the authenticity of the signature. However, considering the actual situation and the training situation of most researchers, generally we not choose more than 10 signatures to train SVM. In the case of 10 training samples, the best verification effect can be achieved, and the problem of small sample training can be solved to some extent.
In this paper, ten deformed real signatures are used as negative samples on the local data set, and the verification accuracy rates of 85.25% and 78.25% are achieved for simple forgery and skilled forgery, respectively. In daily life, for the problem of signature verification, usually only enough real signatures can be obtained, but forged signatures cannot be obtained, or the number of forged signatures obtained is too small to achieve the purpose of training the classifier, so this paper proposes to use deformed real signature solves the problem of too few negative samples. 
By observing the forged signature, it is found that whether it is simple forgery or skilled forgery, the shape and size of the signature are mainly changed. Therefore, this paper focuses on the real signature and changes its size and direction, mainly including vertical stretching, horizontal stretching, overall stretching, and overall tilt 30° to the left and 30° overall to the right. Although the verification effect obtained is not as good as the effect of directly using forged signatures for training, it has certain guiding significance in solving practical problems. The deformation methods used in this paper are all adjustments to the real signature as a whole or on the surface. In the future, tt can be considered to modify the strokes of the signature, or to change the gray level of the image, so as to obtain a forged signature that is more in line with the actual situation in specific details.
The method used in this paper has achieved an accuracy of 94.27% on the public data set GPDS-50. After comparing with other verification methods, the verification effect of this method is better. With the development of deep learning, more and more researchers are trying to use neural networks to solve the problem of signature verification, but there are two serious problems in this respect. On the one hand, the neural network requires a large number of training samples, which is difficult to achieve in actual situations, so it does not have high practical value. On the other hand, the computational complexity of neural networks is too high. 
Training a neural network usually takes a lot of time, which does not meet the need to monitor the authenticity of signatures in real time in actual applications. Compared with other methods that use SVM verification, the feature extraction method used in this paper is more comprehensive and representative. It not only contains the local information of offline signatures, but also contains the global information of offline signatures. Moreover, the feature vector after feature optimization eliminates the influence of useless features on verification.
In summary, the contributions of this paper are mainly reflected in the following aspects. 1) By extracting the local texture features and global geometric features of the offline signature, a more representative and interpretable offline signature feature is obtained, This feature has achieved good results in verifying simple forged signatures and skilled forged signatures.2) Through the use of PCA technology, without reducing the dimensionality of the feature vector, the interference of useless features is eliminated, so that each feature vector has specific data to represent different signature information. The feature vector after eliminating the interference of useless features has a significant performance improvement in simple forgery verification. 3) Using deformed real signatures as negative samples to train the SVM classifier, to a certain extent, solves the problem of inability to obtain forged signatures or too few forged signatures in actual situations. When the number of deformed real signatures used in the training phase is large enough, we can Achieve better verification results. 
That is to say, as the number of training samples increases, the lower the verified FAR, FRR and AER, the higher the accuracy. However, by understanding the experimental process of other researchers and analyzing the actual situation, the number of training samples generally selected will not exceed 10 signatures, the method we designed achieves the best verification results in the case of 10 samples, and we also use the verification results under 10 samples as the final decision criterion.
7 [bookmark: _Toc85447256]Conclusion
Handwritten signature verification has important practical value in daily life. Designing an efficient and accurate signature verification method can effectively protect the safety of customers’ property. In recent years, with the continuous development of machine learning, more and more researchers and institutions have devoted themselves to researching an effective signature verification system.
Aiming at the problem of offline signature verification, this paper designs an offline signature verification method based on feature optimization. First, the feature extraction algorithm is used to extract the local texture features and global geometric features of the offline signature, and a more comprehensive and representative feature vector is obtained. Then because the feature vector has a large dimension and there are many useless features in it, this paper proposes to use PCA technology. In the process of obtaining the principal components and scores of the feature vector, the useless features in the feature vector are multiplied by matrix transposition. The useless features are replaced by a specific numerical value to represent the feature information of the signature, and the performance of the signature verification method is improved without reducing the dimensionality of the feature vector. Finally, because it is impossible to obtain enough forged signatures for training in actual situations, this paper proposes to use deformed real signatures as negative samples to train the SVM classifier. Although the accuracy rate is not as good as using the result of forged signature training directly, it plays a certain guiding significance for solving the problem of insufficient negative samples. The method proposed in this paper achieves 96.92% and 94.33% accuracy in simple forgery verification and skilled forgery verification of local data sets. An accuracy rate of 94.27% was achieved on the public data set GPDS-50, which is an improvement compared with other verification methods.
The future research process will mainly focus on extracting more effective signature features. At the same time, we will conduct in-depth research on the method of feature processing. For the problem of insufficient negative samples, we will continue to study the deformation of the real signature, and we can consider changing the local details of the real signature, such as the local pixel value or the gradient size, to solve the problem.









[bookmark: _Toc85447257]Personal Reflection
Through this project, I have a new understanding of the process of scientific research, including proposing hypotheses, determining research methods, and experiments. Have a deep understanding of offline signature verification, including preprocessing, feature extraction, verification, etc. 
In this process, I enjoy reading the literature very much, and I can understand the current status of domestic and foreign research in this direction. At the same time, during the experiment, I am also very happy when I have obtained satisfactory results.
The most difficult part of the project is to determine my own research methods and innovations, such as the combination of local features and global features mentioned in the paper, and the use of PCA to process feature vectors. The easiest part should be the writing of the paper, because a lot of work has been done before, so the process of writing is easier.
Through this process, my programming ability has been improved, and I have a clear understanding of the method and process of a goal in scientific research, which will be of great help to my future work and study. In terms of being a human being, I know how to communicate with people, especially with my teachers. I can correct my wrong ideas and improve my communication skills. In addition, scientific research is something that requires persistence, and my perseverance has also been exercised. In the past, I might look at things relatively simple. Through this project, I will look at things more logically and scientifically.
This paper promises that if the same experiment is repeated, the same effect will still be achieved. According to different experimental equipment, such as computer configuration or software version, the length of running time may be inconsistent, but the verification effect will not be affected.
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