Session Themes and Further Reading
This note summarises the main themes from the PHP2Shell session and suggests keywords for further reading. Use the keywords to search the library databases and Google Scholar.
Themes and keywords
1. Cyber risk as a strategic, board-level issue
Cyber risk is not only an IT problem. Corran’s exposure came from decisions about cost, acquisition and reporting lines.
Keywords: cyber governance, board oversight of cyber risk, enterprise risk management, risk appetite, cyber resilience, governance
2. Interdependence through shared digital infrastructure
One flaw in widely used software affected organisations in every country at once, which raises questions about who is responsible for maintaining it.
Keywords: systemic risk, concentration risk, digital supply chain, software supply chain security, open-source sustainability, digital public goods, weaponised interdependence
3. The value and limits of risk models
Models structure judgement but do not replace it, and they tend to miss what the team has not already recognised.
Keywords: risk matrix critique, risk heat maps, latent conditions, hindsight bias, systems thinking in safety, normal accidents, black swan events
4. Governance and control in multinationals
Groups had to decide where authority should sit between headquarters and subsidiaries, and who should provide independent assurance.
Keywords: headquarters-subsidiary relationships, integration-responsiveness framework, transnational strategy, centralisation and decentralisation, Three Lines Model, corporate governance in multinational enterprises
5. Working across jurisdictions
One incident triggered different legal duties, deadlines and expectations in each country, and some of these could conflict.
Keywords: regulatory divergence, extraterritorial regulation, Brussels effect, cross-border data transfers, data localisation, data sovereignty, breach notification requirements, institutional distance
6. Acquisitions and inherited risk
ViajaBem showed how deferring integration after an acquisition can leave hidden exposure.
Keywords: post-merger integration, cyber due diligence, acquisition integration risk, entry mode choice, liability of foreignness
7. Decision making under uncertainty
Groups had to act before they knew whether data had been taken.
Keywords: decision making under uncertainty, bounded rationality, sensemaking, crisis leadership, organisational resilience
8. The people dimension
Staff data, communication with employees and whether people feel able to raise concerns all shaped how the incident developed.
Keywords: employee data protection, organisational culture and risk, psychological safety, speak-up culture
Searching effectively
1. Combine a theme keyword with an international business term, for example "cyber due diligence" AND "cross-border acquisitions", to keep results relevant to the module.
1. Use the library’s business databases as well as Google Scholar, and filter for peer-reviewed journals.
1. Prioritise sources from the last five years, but cite seminal works where a concept originates with them.
1. For fast-moving topics such as regulation and the PHP2Shell event itself, check official sources such as regulators and government agencies, and note the date accessed.
