MAJOR PROJECT -   Final Report – 55%

	Student Name:
	Andom Alemayo

	Title of Project:
	Penetration Testing on Consumers Internet of Things (IoT) Devices

	Supervisor:
	Dr Carlene Campbell

	2nd marker: 
	Dr Kapilan Radhakrishnan

	Course:    
	Computing      BIS       DIS      CNC       EEE     Games Design
Games Development     SE     Web                                   (please indicate)

	Project Type:    
	Survey     Review     Experiment     Development          (please indicate)



		                           
	
	Mark %

	First Marker’s General Comments and Original Mark


An educational project conducting penetration testing on IoT home devices (smart bulbs, IP camera).


	


78.8

	Second Marker’s General Comments and Original Mark

Overall very good project from start to finish. 


	
80

	Comment After Consultation With Other Marker & Final Agreed Mark

Agreed
	

[bookmark: _GoBack]80




Signature: Carlene Campbell .........................……   Date: 27/4/2021...........…….....……..
	 
	Survey
	Review
	Experiment
	Development

	1.Research-informed Literature
	
	
	
	

	Introduction
	/5
	/5
	4/5
	/5

	Literature Review
	/20
	/35
	17/20
	/15

	Comments:
The abstract need improvement, it should be the last to be written to outline the key finding or contribution that would interest key players and not outlining what is expected but rather what was done.

The introduction gave a background to the work along with general research information of the subject areas, followed by what the rest of the report will include.
Clear aims and objectives were written. 

Your literature review has been critically analysed and evaluated.  You have also critically discussed related works.  You have appropriately researched and referenced your literature review using a wide range of appropriate references. Why did you have two main Literature review main headings, there is no need to a main heading for the related work. 
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	2. Knowledge and Understanding of Subject
	
	
	
	

	Methodology
	/5
	/5
	3.8/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:

The methodology was specific with details align to your project to be carried out. You have describe your method in sufficient detail to allow the reader to replicate your study. 
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	3. Analysis
	
	
	
	

	Results & Discussions
	/25
	/25
	20/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	7.5/10
	/10

	Comments:
Results and discussions were done by using screenshots from the experiment to discuss the outcome of each attack conducted on the IoT devices.  A further evaluation of the results were done.
  

The conclusion summarised key aspect from report and recommendations for future research was done. 
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	4. Practical Application and Deployment
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	12/15
	 -

	Comments:

The design section was discussed using a block diagram to formulate the problem. The design, was explained using a topology design and the actual set-up to be used to carry out the experiment.    .

The implementation section outline the step by step procedures of the software and configuration of the devices are all connected and configured to ensure they are working before the actual experiment are conducted. 
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	5. Skills for Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	7.5/10
	/10

	Quality of Report
	/10
	/10
	7/10
	/10

	Comments:

A reflection of the research carried out was done.  It reflects on positives, lesson acquired, obstacles experienced, etc.

The quality of the report was very good.  However, some areas to be improves such as:
· attention to formatting and sub-section numbering  
· All main headings should be on separate pages.
· Some figures need to be larger
· There were minor typo errors. 
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	78.8/100
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