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[bookmark: _Toc163829116][bookmark: _Toc196730545]Executive Summary
Fault Tree Analysis is a quantitative tool used for the failure analysis. It is used across multiple enterprises to determine weaknesses and where risk mitigations should be implemented in a system.
This report describes how a Fault Tree Diagram is created using basic events with compatible probabilities linked by logic gates to create pathways by which a top-level event may occur.
Calculations for AND and OR Gates were completed using a dataset in the context of making a hot drink. A final probability for successfully making the hot drink was calculated and compared to a similar calculation with minor changes to show the impact of Human Factors on overall success rates. 
This report concludes that HF should always be included in FTA to capture all possible sources of error.













[bookmark: _Toc196730546]1 – Introduction
Fault Tree Analysis (FTA) is a top-down quantitative approach to failure analysis. FTA was originally created by Bell Laboratories for the U.S. Air Force in the 1960s. It is now utilised across many industries including aerospace, defence and healthcare to identify and mitigate risks in systems [1].
[bookmark: _Toc196730547]2 – Background Theory
[bookmark: _Toc196730548]	2.1 – Construction
FTA defines a top-level event and works backwards to identify all the possible causes of the event. Each event is subsequently broken down into smaller sub-level events until the root cause of the line is identified. Events are grouped together using logic gates and a Fault Tree Diagram (FTD) can be generated.

[bookmark: _Toc196730549]2.2 – Compatible Probabilities
Some events have probabilities of success (PoS) whereas others have probabilities of failure (PoF). These probabilities are not compatible to perform calculations with as the final value would be undefined. To calculate an overall PoS or PoF, all lower-level events’ probabilities must be compatible.
To make probabilities compatible, Equation 2 - 1 is used.
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[bookmark: _Toc196730550]	2.3 – Logic Gates
Events in FTA utilise logic gates to show how low-level events interact and progress, leading to the final event. There are many types of logic gates but the most common are shown pictorially in Figure 1 - AND + OR Gates [2]. All logic gates have a set of inputs and outputs, the output is either True or False depending on the inputs.
[image: ].
[bookmark: _Ref196474284][bookmark: _Toc196608671][bookmark: _Toc196610862]Figure 1 - AND + OR Gates

[bookmark: _Toc196730551]		2.3.1 – AND Gates
AND Gates will have a True output if all its inputs are True. In the context of FTA, this is where all the sub-level events are True and thus the output of the AND Gate is True. The inputs to an AND Gate are processed by the Boolean algebra shown in Table 1 - AND Gate Truth Table. 






[bookmark: _Ref196576363][bookmark: _Toc196610868]Table 1 - AND Gate Truth Table
	Input 1
	Input 2
	Output

	True
	True
	True

	True
	False
	False

	False
	True
	False

	False
	False
	False



Figure 2 - Set Theory: Intersection [3] shows how the principle of AND gates connect to Set Theory as the intersection of sets of probability, highlighting the area common to sets A and B but not Set A, B or the Universal Set.

 [image: ]
[bookmark: _Ref196584896][bookmark: _Toc196608672][bookmark: _Toc196610863]Figure 2 - Set Theory: Intersection

Equation 2 - 2 shows the mathematical principle for this idea by multiplying the probabilities of Set A and B together to find the subset common to both Sets A and B [4].
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[bookmark: _Toc196730552]		2.2.2 – OR Gates
OR Gates have a True output if any single input or combination of inputs are True. In the context of FTA, this is when one, some or all the sub-level events are True to enable the OR Gate to be True. Inputs to an OR gate are subject to the Boolean algebra found in Table 2 - OR Gate Truth Table. 

[bookmark: _Ref196576365][bookmark: _Toc196610869]Table 2 - OR Gate Truth Table
	Input 1
	Input 2
	Output

	True
	True
	True

	True
	False
	True

	False
	True
	True

	False
	False
	False



Figure 3 - Set Theory: Union [5] shows how OR Gates connect to Set Theory as a Union of sets of probabilities, highlighting Sets P and Q and their intersection but not the universal set.
[image: Union of Sets Venn Diagram]
[bookmark: _Toc196610864]Figure 3 - Set Theory: Union

Mathematically, this principle is shown in Equation 2 - 3 by converting all individual event probabilities to their non-probability using Equation 2 - 1, accounting for Sets P and Q. The non-probabilities are multiplied together, calculating the overall non-probability and accounting for the Intersection of P and Q. Subtracting this from 1 gives the final non-non-probability or the overall probability [4]. 
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[bookmark: _Toc196730553]3 – Contextual Example
The context is making a hot drink. Using the methodology described above, Figure 4 - Fault Tree, Events Assigned was generated. The top-level event identified as the hot drink being made. Sub-level events required to make the drink were identified in the hot water, the cup and the ingredients. Lower-level events for this were further identified until root causes were reached. Events were joined together with logic gates and assigned notation to assist in the calculations.
The dataset in Table 3 - Raw Data was collected on the probabilities of the lowest level events required to make a hot drink.
[bookmark: _Ref196470137][bookmark: _Toc196610870]Table 3 - Raw Data
	Event
	Probability

	Tea availability
	0.8

	Coffee availability
	0.9

	Chance of leaky Kettle
	0.1

	Chance of water supply failure
	0.01

	Kettle reliability
	0.99

	Plug in operation reliability
	0.7

	Switch on reliability
	0.7

	Mains supply failure chance
	0.01

	Cup availability
	1

	Cup reliability
	0.7

	Milk availability
	0.9

	Milk freshness
	0.8

	Sugar availability
	0.6

	Sweetener Availability
	0.9
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[bookmark: _Ref196488848][bookmark: _Ref196600149][bookmark: _Toc196608674][bookmark: _Toc196610865]Figure 4 - Fault Tree, Events Assigned
The desired final value is a PoS of making a hot drink. To achieve this, all the low-level events must also be based on PoS. Some of the events in the dataset are based on PoF and must be converted. Using Equation 2 - 1 and the “Chance of water supply failure” event:



Table 4 - PoS Processed Data shows the new titles and probabilities of the effected events.
[bookmark: _Ref196605293][bookmark: _Toc196610871]Table 4 - PoS Processed Data
	Event
	Initial Probability 
	New Event Title
	New Probability

	Chance of leaky Kettle
	0.1
	Non-leaky Kettle Availability
	0.9

	Chance of water supply failure
	0.01
	Water Supply Availability
	0.99

	Mains supply failure chance
	0.01
	Mains Supply Availability
	0.99



Table 5 - Processed Data, Events Assigned shows the full processed data set which has been organised by the assignation value and the type of logic gate assigned.







[bookmark: _Ref196490232]
[bookmark: _Toc196610872]Table 5 - Processed Data, Events Assigned
	Event
	Probability
	Assignation
	Type of Gate

	Water Supply Availability
	0.99
	A1.1
	AND

	Non-leaky Kettle Availability
	0.9
	A1.2
	

	Plug in operation reliability
	0.7
	A2.1
	AND

	Switch on reliability
	0.7
	A2.2
	

	Mains Supply Availability
	0.99
	A2.3
	

	Kettle reliability
	0.99
	A2.4
	

	Cup reliability
	0.7
	B1.1
	AND

	Cup availability
	1
	B1.2
	

	Tea availability
	0.8
	C1.1
	OR

	Coffee availability
	0.9
	C1.2
	

	Sugar availability
	0.6
	C2.1
	OR

	Sweetener Availability
	0.9
	C2.2
	

	Milk availability
	0.9
	C3.1
	AND

	Milk freshness
	0.8
	C3.2
	



[bookmark: _Toc196730554]3.1 – AND Gate Calculation
Using Equation 2 - 2 and the C3 AND gate 




This analysis finds that there is a 72% chance of success that there is milk available to the operator and that the milk is fresh.


[bookmark: _Toc196730555]3.2 – OR Gate Calculation
Using Equation 2 - 3 and the C1 OR gate:





This analysis finds that there is a 98% chance of success that there is either tea, coffee or both available to the operator.

[bookmark: _Toc196730556]	3.3 – Completed Fault Tree Analysis
These equations were used in combination with the structure shown in Figure 4 - Fault Tree, Events Assigned to generate Figure 5 - Fault Tree: Complete which shows the completed Fault Tree Analysis for this data set. This analysis finds that the probability of successfully making a hot drink is 20.3%.
Full calculations for this Fault Tree can be found in Appendix A. 

[bookmark: _Toc196730557]	3.4 - Observations
For PoS, OR Gates are desirable as the most successful paths are created.
Conversely for PoF, AND gates are desirable to build lines of defence against potential failures. 
It is beneficial to introduce measures to achieve the desired outcome. In this context, regular deliveries of ingredients and maintenance of equipment and utilities would increase the likelihood of making the hot drink.

[image: ]
[bookmark: _Ref196495326][bookmark: _Toc196608675][bookmark: _Toc196610866]Figure 5 - Fault Tree: Complete
[bookmark: _Toc196730558]4 – Application of Human Factors
Previously, probability values were based upon reliability of functions or availability of materials. Considering that Human Factors (HF) can cause up to 90% of workplace accidents [6], they should always be considered when doing FTA.
Reconsidering the previous example, it has been assumed that the same operator is making another hot drink except in the new scenario, they are fatigued and are less reliable in three low-level events. Table 6 - Human Factors Effects on Events shows how the data has changed for this new scenario. 

[bookmark: _Ref196568618][bookmark: _Toc196610873]Table 6 - Human Factors Effects on Events
	Event
	Initial Probability
	Scalar
	New Probability

	Plug in operation reliability
	0.7
	0.75
	0.53

	Switch on reliability
	0.7
	0.75
	0.53

	Cup availability
	1
	0.9
	0.9



Table 7 - HFV Processed Data shows the full data set used for this scenario.








[bookmark: _Ref196568660][bookmark: _Toc196610874]Table 7 - HFV Processed Data
	Event
	Probability
	Assignation
	Type of Gate

	Water Supply Availability
	0.99
	A1.1
	AND

	Non-leaky Kettle Availability
	0.9
	A1.2
	

	Plug in operation reliability
	0.53
	A2.1
	AND

	Switch on reliability
	0.53
	A2.2
	

	Mains Supply Availability
	0.99
	A2.3
	

	Kettle reliability
	0.99
	A2.4
	

	Cup reliability
	0.7
	B1.1
	AND

	Cup availability
	0.9
	B1.2
	

	Tea availability
	0.8
	C1.1
	OR

	Coffee availability
	0.9
	C1.2
	

	Sugar availability
	0.6
	C2.1
	OR

	Sweetener Availability
	0.9
	C2.2
	

	Milk availability
	0.9
	C3.1
	AND

	Milk freshness
	0.8
	C3.2
	



Figure 6 - Fault Tree: Human Factors Variant Complete shows the completed Fault Tree Analysis for this new data set. Full calculations for this Fault Tree can be found in Appendix B. This analysis finds that the probability of successfully making a hot drink is 10.3%, a ~50% reduction from the previous example. 
The operator was fatigued during the making of the drink which influenced three probabilities. However, with consistent or prolonged fatigue, the PoS of other events may be affected. For example, the operator may forget to buy one of the ingredients.
This highlights the inextricable link that should exist from HF to FTA as well as the significance of HF in the workplace, especially in high hazard environments such as defence or aviation as, if a simple task such as making a hot drink could be greatly impacted by fatigue, then the effects on the probability of success of more complex tasks on weapon systems or aircrafts could be much more significant, leading to dire consequences.
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[bookmark: _Ref196495941][bookmark: _Toc196608676][bookmark: _Toc196610867]Figure 6 - Fault Tree: Human Factors Variant Complete
[bookmark: _Toc196730559]5 – Conclusion
In Conclusion, FTA is a quantitative tool used to identify weaknesses in systems. It requires the use of a top-down approach to identify root causes from a top-level event with probabilities which must be compatible. These events are joined together by logic gates to form a FTD. The type of logic gate determines if an output occurs and if True then what the probability is. 
Example calculations were completed, showing how low the overall probability of a basic task like making a hot drink might be when considering all the root causes of errors which may occur. 
Another set of calculations was completed considering the impact that HF has on a similar task and was found to have significant effects on the PoS. 
It is recommended that all FTA considers HF to capture every possible root cause due to the prevalence of incidents in the workplace caused by HF.
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[bookmark: _Toc196730562]	Appendix A – Full Calculations Initial
[bookmark: _Toc196730563]Calculation for A1: 





[bookmark: _Toc196730564]Calculation for A2: 
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[bookmark: _Toc196730572]Appendix B – Full Calculations (Human Factors Variant (HFV))
[bookmark: _Toc196730573]Calculation for HFV A2: 
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[bookmark: _Toc196730576]Calculation for HFV Overall Probability: 
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