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1. [bookmark: _Toc216024976]Introduction 
This report will investigate health and safety rules and regulations and discuss the importance of Personal Protective Equipment (PPE) within the engineering sector. Delve into any potential security risks and threats that may occur in the industry before discussing methods that could be put in place to prevent this from happening. This report will then go on to discuss an engineer’s role in society, specifically the responsibility towards all relevant sustainability and environmental issues. In addition, the report will research problem solving skills and how to efficiently sort these issues in an impactful way, before going on to conduct a personal review on a previous group project to reflect and further improve my skills as an engineer. 


2. [bookmark: _Toc216024977]Health and Safety with Risk Assessments
Engineering is one of the biggest job sectors in the world and is always at the forefront of any new technology. For the longest time, the conditions of workers and workplace accidents were of little concern to the owners, however, this began to change with the introduction of the “Factories Act 1833” (UK Parliament, 2025). 
The biggest change came about in 1974 with the introduction of the “Health and Safety at Work Act”. This act was the first to place responsibility on both the employer and employee. With (Gov.UK, 2025) stating in section 2.1 that it is the employer's responsibility to ensure the employees safety “so far as reasonably practicable”. This act can be considered the cornerstone for all health and safety regulations to date.
Nowadays health and safety hold a vital role in keeping things running smoothly with the Health and Safety Executive (HSE) ensuring that all relevant legislations are followed by companies.
2.1 [bookmark: _Toc216024978]Risk Assessment 
An example of a task where health and safety are paramount is when machining a part from a supplied technical drawing. The task required use of a milling machine, pillar drill and a variety of hand tools.
Before operating new machinery, a Provision and Use of Work Equipment (PUWER) risk assessment must take place. According to sources such as (Clarke, 2025) a PUWER risk assessment evaluates that.
· Equipment is suitable for the task.
· Equipment is well maintained. 
· Is only used by competent persons.
To comply with that, a code of conduct was supplied before proper training on the machines could take place, with constant supervision throughout completion of the task. Figure 1 below shows the risks that are present when using this type of machinery.
[image: A close-up of a chart
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[bookmark: _Toc216024995]Figure 1 - Risk Assessment for a Milling Machine

[bookmark: _Toc216025005]Table 1 - Key for the risk assessment
	 
	1
	2
	3
	4
	5

	LIKELIHOOD
	RARE
	UNLIKELY
	OCCASIONAL
	LIKELY
	ALMOST CERTAIN

	SEVERITY
	INSIGNIFICANT
	MINOR
	MODERATE
	MAJOR
	CATASTROPHIC




3. [bookmark: _Toc216024979]Security Risk Matrix
With the world constantly evolving and needing different products to be supplied for ease of life, an engineer’s job is to continually adapt with society to find solutions to any problems the public may present.
In the automotive sector one of the biggest changes has been the increase in demand for connected and autonomous vehicles. Due to this there has been a significant rise in security threats within the industry, both digitally and physically. Should a breach occur in either form the reputation of a business will be damaged. In some cases, this is severe enough to cause them to shut down.
3.1 [bookmark: _Toc216024980]Risk 1 – Toyota U.S 240GB Data Breach
In December 2022 a cybercriminal under the alias “ZeroSevenGroup” hacked into a third-party entity that worked with Toyota and went on to disclose 240GB of data to the dark web. It is said that this data contained information on contacts, financial reports, customer information and so on (SOC Radar, 2024).
[image: ]
[bookmark: _Toc216024996]Figure 2 - Toyota Data Breach (SOC Radar, 2024)
In a statement to (Gatlan, 2024) Toyota said “We are aware of the situation. The issue is limited in scope and is not a system wide issue.” They then went on to offer help to those effected.
This has not been the first data breach that Toyota has faced, with other incidents having occurred, with Toyota admitting themselves that 2.15 million vehicles location data had been leaking for over seven years (SOC Radar, 2024).
According to (Langley, 2024), Toyota have since gone on to monitor cloud environments and made configuration adjustments, with the aim to prevent future leaks from occurring.
3.2 [bookmark: _Toc216024981]Risk 2 – Volkswagen Subsidiary Exposition
In November of 2024, Volkswagen were informed that a data bases that had been storing their information, had been left unprotected. Due to this nearly 800,000 vehicle records under the Volkswagen Group brand had been leaked. Within this data was the location information for a the vehicles which (SOC Radar, 2024) reports to be accurate to within “a few centimetres”. This was a larger issue than once thought as many of the vehicles could be linked back to police, intelligence services and even some politicians. 
It was eventually found that the hackers got in via a memory dump form a subsidiary of the Volkswagen Group, which knowingly or unknowingly contained the cloud keys which allowed them access. 
3.3 [bookmark: _Toc216024982]Risk 3 – Keyless Car Theft 
With the technology surrounding vehicles having improved drastically over recent years as has the risk of potential theft. More recently, there has been a dramatic spike in the number of keyless car thefts in the UK, with the Office for National Statistics (ONS) stating that more than 100,000 vehicles were stolen in the last 12 months. With (Middleton, 2025) stating that “more than 9 in 10” recovered cars were keyless theft.
(Vardy, 2025), got a statement form Admiral insurance suggesting that “60-70%” of thefts are keyless models. This report also goes on to discuss how the devices work which is by capturing the signal from the key fob, sending that to a transmitter, before connecting to the car and unlocking in as little as 20 seconds.
3.4 [bookmark: _Toc216024983]Risk 4 – Employee Sabotage 
Sometimes the worst damage to a company can be done through employee sabotage, a good example for this is Tesla. In 2018 an employee of Tesla used his access to the company network to steal restricted data and sell it to wanting third parties. According to an article by (Vijayan, 2018) the employee had caused “extensive and damaging sabotage”, by editing manufacturing systems under false names before stealing highly sensitive data. It is not publicly known the true extent of damage this caused for the company as there is no way of knowing exactly what information was shared.
3.5 [bookmark: _Toc216024984]Risk Matrix and Response 
[bookmark: _Toc216025006]Table 2 - Security Risk Matrix
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[bookmark: _Toc216025007]Table 3 - Key for Risk Matrix
	LOW
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The highest risk was the Volkswagen data leak. To limit the chances of this occurring again, the vehicle records could be stored within a safe and separate location within the network, that has stronger passing mechanisms put in place. The employees that have access to this information should be limited to only those that need to know and when a memory dump is to take place, have someone go through and check that any cloud keys containing this information are not part of the dump.




4. [bookmark: _Toc216024985]Engineers Role in Society
Chartered engineers are held to a high standard within the industry and due to this many organisations will publish a code of conduct that all members/employees are expected to follow.
4.1 [bookmark: _Toc216024986]IMechE Code of Conduct
The IMechE is one such organisation. They publish a code of conduct that focuses on the four main principles they believe every engineer should follow, as shown in figure 3 below. They expect that all members use this code as something to constantly refer back to, so they can ensure that they are always acting in accordance, throughout all aspects of their lives, professional and personal.
[image: A screenshot of a computer
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[bookmark: _Toc216024997]Figure 3- IMechE Code of Conduct (IMechE, 2025)
4.2 [bookmark: _Toc216024987]Engineering Ethics Reference Group (EERG)
The Engineering Council and Royal Academy of Engineering (RAEng) worked together to create their own guide on the ethical principles that they believe all engineers should be adhering to throughout their careers. These are shown in figure 4 below.
[image: A screenshot of a computer
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[bookmark: _Toc216024998]Figure 4 - EERG Code of Conduct (Engineering Council, 2025)
(Engineering Council, 2025) discusses how the overall aim is for engineering to be viewed as “a trusted and ethical profession”. This joint statement went on to create the Engineering Ethics Reference Group (EERG), so that they could properly embed these ethical standards into industry.
4.3 [bookmark: _Toc216024988]Engineer’s Responsibility Towards Sustainability
For many years, engineers have had to show some thought towards how their work will affect the environment, but it hasn’t been until the last couple of years that the topic of sustainability has become a crucial factor in the decision-making process.
This initiative has since spread to motorsports where organisations such as the FIA have published their own strategic goals on how to tackle sustainability within the sport (Figure 5).
[image: A diagram of a climate change
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[bookmark: _Toc216024999]Figure 5 - FIA's Sustainability Goals (FIA Enviroment and Sustainability Commission, 2025)
These goals directly correlate towards principles that both the (IMechE, 2025) (figure 6) and (Engineering Council, 2025) (figure 7) have surrounding sustainability. As it “recognises the importance” of a sustainable future whilst also “taking account” for their personal impact like (IMechE, 2025) suggests. Along with “challenging the status quo” and “proactively engaging” with those affected, as suggested by (Engineering Council, 2025).
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[bookmark: _Toc216025000]Figure 6 - IMechE Sustainability (IMechE, 2025)
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[bookmark: _Toc216025001]Figure 7 - Engineering Council Sustainability (Engineering Council, 2025)


5. [bookmark: _Toc216024989]Problem Solving
The ability to solve problems is an essential skill for any engineer to ensure a successful career, with them facing new challenges and hold ups every day. It is crucial that when this occurs new solutions can be decided and implemented in a timely manner, as to keep the project on track. Figure 8 below shows the steps an engineer would typically take when solving an issue.
[image: A diagram of a process
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[bookmark: _Toc216025002]Figure 8 - Flow Chart on Problem Solving
A multitude of sources such as (University of Greater Manchester, 2023) and (Ross, 2023), suggest that the first and arguably most important step in solving any problem is identifying the root cause. It is important that when defining the issue specifics are used, pull up any useful data and be objective as to not let outside influences decide the route to take.
Once the problem is defined it (Ross, 2023) suggests breaking it down into “manageable” problems before then going on to brainstorm the potential solutions. (University of Greater Manchester, 2023) makes it clear that all ideas should be included during this stage of the process, as there needs to be as many options as possible to choose from.
From there the first-choice solution can be implemented and then analysing if the changes have had a positive or negative affect on the issue. If the issue hasn’t been fixed, then the team will go back to step 3 (brainstorming) to reevaluate the next steps based off the new data collected from the failed solution. 
On the other hand, if the new solution worked then the next step is to standardise the solution across all platforms and continually monitor it for a little while to ensure that it is in fact working as well as first produced.


6. [bookmark: _Toc216024990]Team Structure
An example of a time I worked within a team of more than three people was during a year long group project last year. At the beginning of the year, we started out by choosing a leader and dividing all the areas between us equally, we consistently held meetings that had clear objectives to be achieved by the next time we met. However, as the year continued motivation from some members dropped and consequently so did the work ethic.
This led to me and one other member carrying all the team’s workload so that we could complete this in a timely manner. During this time, I felt like I had not contributed enough to the project, so I tried to take on a large amount of the workload to balance it out. In hindsight I should’ve shared the work evenly amongst the others willing to help as I slowed down progress by trying to do it all.

6.1 [bookmark: _Toc216024991]Flat Team Structure
Having a structure to the team is a vital part of ensuring a team’s success. For this project we ended up using a flat structure. This structure uses minimal mangers with multiple subordinates reporting to them as shown in figure 9 below.
[image: Business organisational structures with a hierarchical/tall structure with people arranged in a pyramid shape and flat, with a row of people and one on top.][bookmark: _Toc216025003]Figure 9 - Flat Team Structure (BBC Bitesize, 2025)












In this case we had the team leader and that was it, from there all other members had their own section to work on. There were multiple pros and cons to using this type of structure and they are discussed in table 4 below. It contains things we experienced as a team which when researched shows that they are in fact common issues relating to this structure.
[bookmark: _Toc216025008]Table 4 - Pros and cons of a flat structure
	PROS
	CONS

	Clear responsibilities – 
Tasks won’t get lost as they will have less people to pass the blame on to if it is not done. There are fewer middle managers.
	Subsections may be needed – 
Less leaders make it hard to delegate large tasks to people as they may require a sub team to operate effectively.

	Better communication – 
Shorter/more direct chain of command, which in turn creates easier communication routes. This also means the information conveyed will be closer to the original message. (NI Business Info, 2025)
	Informal hierarchies – 
(Investors In People, 2019) tells us that having a lack of formal hierarchies can leave a “vacuum” for informal hierarchies to be built, this could lead to power struggles in the team.

	Efficient decision making – 
Less people to go through before a decision can be made, making decisions more efficient.
	Less leaders means less supervision – 
Having less managers means it’s more likely that small tasks will be forgotten as there aren’t multiple people checking things before they are finished.

	More chance to collaborate and exchange ideas – 
As there are less people in charge it allows for easier collaboration as the team members will have to work within their group to get it sorted.
	Lack of motivation –
Team members may feel unmotivated to complete tasks as there is no room for progression within the group. Or they may not agree with the team leader which will cause a reluctance to do the work.




6.2 [bookmark: _Toc216024992]Functional team Structure
Another form of structure that would have been suitable for this project would have been using a functional structure. This structure as shown in figure 10 below, makes use of multiple small groups working within the individuals’ specialised areas such as design, manufacturing and so on.
[image: A diagram of people with text
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[bookmark: _Toc216025004]Figure 10 - Functional Organisational Structure (Planyway, 2024)
The table 5 below discusses the common pros and cons that can be found when using this structure.











[bookmark: _Toc216025009]Table 5 - Pros and cons of a functional structure
	PROS
	CONS

	Clear structure – 
In most cases this structure makes it very clear who members need to go to when they have an issue or need a certain task to be complete. (Grainger, 2024)
	Less chance to learn – 
Due to people only working within their specialised area there are less opportunities to learn new things or collaborate as it will all be dealt within its respective area. (Grainger, 2024)

	Better Productivity – 
Due to people working in their chosen area this structure typically gives better productivity as they are doing something they are interested in. (Atlassian, 2025)
	Slower decision making – 
Due to it having to go between project areas any decisions needing to be made will take longer, as all leaders will need to discuss themselves decide and then go back and relay it to their teams. 

	Skill development – 
Due to it being in one specific area instead of working between multiple environments, team members are given the opportunity to develop specialist skills in their preferred area. (Grainger, 2024)
	Accountability – 
With their being multiple leads and sub team members it is harder to hold people accountable for any missed work or oversights as it will have had to go through multiple sources.

	Good communication in the sub team – 
Due to people working in their specialised areas, it makes the communication between team members easier as they all have similar knowledge on what they are doing. It also makes it easier to communicate between sub teams as the designated leads can go between each other. (Atlassian, 2025)
	Poor communication amongst the teams – 
Due to the teams sorting out their own individual sections, communication can break down across the group as they have no need to interact amongst each other. This can lead to misaligned goals; tasks being repeated and so on. (Atlassian, 2025)




7. [bookmark: _Toc216024993]Conclusion
In conclusion, this report has covered the importance of health and safety within the workplace and shown why PPE is such a necessity, discussed threats that the industry has faced in recent years in terms of security and how organisations can go about preventing this from occurring. Looked into an engineer’s role within society and the standard that they are held at, whilst also looking into an engineer’s responsibility towards sustainability. Before going on to research problem solving skills that will be a necessity in future years, then finally delving into team structuring whilst also conducting a personal review.

References
Atlassian. (2025, 12 05). Functional organizational structure explained [+ examples]. Retrieved from Atlassian: https://www.atlassian.com/work-management/team-management-and-leadership/team-management-strategies/functional-organizational-structure
BBC Bitesize. (2025, 12 04). Hierachical and flat organisational structures. Retrieved from BBC Bitesize: https://www.bbc.co.uk/bitesize/guides/z6v847h/revision/1
Clarke, A. (2025, 02 11). What is the purpose of a PUWER risk assessment. Retrieved from Praxis 42: https://praxis42.com/resources/health-and-safety/purpose-puwer-risk-assessment/?srsltid=AfmBOopbHQNK08tFdk9Ap9dS29BY_QIu-ztZqiD7jXDwrYbjYg5Bchjx
Engineering Council. (2025, 12 07). Guidance on Ethical Principles. Retrieved from Engineering Council: https://www.engc.org.uk/resources-and-guidance/guidance-for-the-profession/ethical-principles
FIA Enviroment and Sustainability Commission. (2025, 12 07). FIA ENVIRONMENTAL STRATEGY 2020-2030. Retrieved from FIA : https://www.fia.com/sites/default/files/fia_environmental_strategy_v4_web.pdf
Gatlan, S. (2024, 08 19). Toyota confirms third-party data breach impacting customers. Retrieved from Bleeping Computer: https://www.bleepingcomputer.com/news/security/toyota-confirms-third-party-data-breach-impacting-customers/
Gov.UK. (2025, 12 4). Health and Safety at Work Act 1974. Retrieved from legislation.gov.uk: https://www.legislation.gov.uk/ukpga/1974/37/section/2
Grainger, C. (2024, 08 13). Functional organisational structure pros & cons. Retrieved from Top CV: https://topcv.co.uk/career-advice/functional-organisational-structure-pros-and-cons
IMechE. (2025, 12 6). Code of Conduct Explained. Retrieved from IMechE: https://www.imeche.org/about-us/imeche-governance/governance-and-finance-reviews/code-of-conduct-explained
Investors In People. (2019, 01 28). Flat hierachies: do you understand the pros and cons? Retrieved from Investors In People: https://www.investorsinpeople.com/knowledge/flat-hierarchies/
Langley, M. (2024, 08 21). Toyota Data Breach Confirmed After 240GB of Stolen Data Leaked on Hacking Forum. Retrieved from Security Daily Review: https://dailysecurityreview.com/security-spotlight/automotive-giant-toyota-data-breached/
Middleton, N. (2025, 11 21). Call for new laws to be fast-tracked as keyless thefts soar. Retrieved from FLeetworld: https://fleetworld.co.uk/call-for-new-laws-to-be-fast-tracked-as-keyless-thefts-soar/
NI Business Info. (2025, 12 05). Business Organisational Structure (Flat Organsiational Structure). Retrieved from NI Business Info: https://www.nibusinessinfo.co.uk/content/flat-organisational-structure
Planyway. (2024, 03 28). The Role of Functional Organizational Structure and Its Alternatives in Project Management. Retrieved from Planyway: https://planyway.com/blog/organizational-structure
Ross, G. (2023, 07 28). Problem Solving: A Structured Approach. Retrieved from University of Strathclyde, Glasgow: https://www.strath.ac.uk/workwithus/trainingconsultancy/continuousimprovementforyourorganisation/ourblogs/problemsolvingastructuredapproach/
SOC Radar. (2024, 08 16). Major Cyber Attacks Targeting the Automotive Industry 2025. Retrieved from SOC Radar: https://socradar.io/blog/major-cyber-attacks-targeting-automotive-industry-2025/
UK Parliament. (2025, 12 4). The 1833 Factory Act. Retrieved from UK Parliament: https://www.parliament.uk/about/living-heritage/transformingsociety/livinglearning/19thcentury/overview/factoryact/
University of Greater Manchester. (2023, 11 15). BREAKING DOWN COMPLEX ENGINEERING PROBLEMS: A STEP-BY-STEP GUIDE. Retrieved from University of Greater Manchester: https://greatermanchester.ac.uk/blogs/breaking-down-complex-engineering-problems-a-step-by-step-guide
Vardy, E. (2025, 11 17). Keyless car theft devices used by criminals sell for £20k online. Retrieved from BBC News: https://www.bbc.co.uk/news/articles/c74jgvp1x49o
Vijayan, J. (2018, 06 19). Tesla Employee Steals, Sabotages Company Data. Retrieved from Dark Reading: https://www.darkreading.com/cyberattacks-data-breaches/tesla-employee-steals-sabotages-company-data




2

image1.png
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





image2.PNG
POTENTIAL HAZARDS

PEOPLE AT RISK AND HOW

Flying Debris

« Swarf, dust, chippings

« Operator and surrounding persons

« Eye injuries

Entanglement
* Hair, loose clothing, jewellery

+ Operator
« Can get caught up and pulled into the machine

Cuts and Lacerations
« Contactwith sharp edges or tooling

+ Operator
« Cuts and metal splinters

Ejection of Workpiece
« Machined part not being clamped

« Operator and surrounding persons
« Cuts, lacerations from sharp parts
« Concussion
*Broken toes

Slips, trips and falls
«Oil or debris on the floor surrounding

« Operator and surrounding persons
*Breaks, sprains, fractures
+ Head injuries.

Noise

* Loud machinery

« Operator and surrounding persons
* Hearing damage

LIKELIHOOD | SEVERITY

PPE

CONTROL MEASURES REQUIRED | RESPONSIBILITY
« PPE demanded «Glasses The operator/yourself
* Steel toe
* Guard added to machine, acts as a barrier caps
* Steel toe
* Hair tied back caps The operator/yourself
«Nojewellery
« Keep loose clothing and gloves clear
* Steel toe
« Skin covered caps The operator/yourself
«Only touch when turned off *Dust jacket
* Use a brush to remove swarf
* Steel toe
« Check thevice is secure caps The operator/yourself
« Guard added to machine, acts as a barrier * Dust jackets
« Clean up spills immediately «None The operator/yourself
+ Puta caution sign out
« Ear defender signs up « Ear defender | The operator/yourself

* Close the doors to muffle the sound for others





image3.png
BY:

& TOYOTA

Hello Everyone
We have hacked a branch in United State to one of the biggest automotive manufacturer in the world ( TOYOTA ).
We are really glad to share the files with you here for free.
‘The data size: 240 GB
Contents: Everything like Contacts, Finance, Customers, Schemes, Employees, Photos, DBs, Network infrastructure, Emals, and a lot of perfect data .
Data:1,2,3
We also offer you AD-Recon for all e target network with passwords
Hidden Content (o]




image4.PNG
Code of Conduct - four principles

1 Practise competently and maintain up-to-date knowledge and skills

2 Act with integrity and respect for others

3 Promote sustainability

4 Exercise engineering leadership

v




image5.PNG
The Statement of Ethical Principles is underpinned by four fundamental principles:

Honesty and integrity

Respect for life, law, the environment and public good

Accuracy and rigour

Leadership and communication





image6.PNG
3 STRATEGIC GOALS

I CLUMATE ACTION

Accelerate net-zero transformation E

2 TECHNOLOGY & INNOVATION
Foster sustainable
& innovative solutions

3 SUSTAINABLE PRACTICES

Drive sustainable change

NETWORK

IMPACT ++

CHAMPIONSHIPS

MEMBERS

g
]
1
s
&

MRACT +





image7.PNG
3 Promote sustainability

We should engage responsibly with the environment

Recognise the importance of socioeconomic and environmental factors
Comply with obligations for health and safety and environmental protection

Take account of the needs of a diverse environment, while never knowingly or deliberately
exploiting natural resources

Balance the needs of the present with the needs for future generations




image8.PNG
These principles support professional engineers and technicians when making decisions for clients, employers and society that
affect sustainability:

Contribute to buil

ng a sustainable society, present and future v

Apply professional and responsible judgement and take a leadership role v
Do more than just comply with legislation and codes: be prepared to challenge the status quo v
Use resources efficiently and effectively v
Seek multiple views to solve sustainability challenges v

Manage risk to minimise adverse impact and maximise benefit to people and the environment v





image9.PNG
Step1— Step2 — Step 3 — Step 4 —
— — —
Define the Problem Breakdown the Problem Brainstorm Ideas Implement Countermeasures
No
Step 7 — Yes Step 6 — Step5 —

Standardise the Solution |

Is it fixed?

Evaluate the Solution





image10.png
Hierarchical/tall




image11.png
. o
Functional M

Director No project management,

Orgdnizqtionql just coordination
Structure ¢

Head Head Head
of Department 1 of Department 2 of Department 2




