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Abstract: Modern organisations operate in distributed digital environments shaped by cloud adoption, hybrid work, supply chain dependencies, and advanced cyber threats. Perimeter-based security is increasingly ineffective against lateral movement, credential misuse, and insider risks.
Zero Trust Architecture (ZTA) has emerged as a strategic model based on continuous verification, least-privilege access, and micro-segmentation. This paper critically evaluates Zero Trust principles, implementation challenges, and effectiveness compared to traditional network security, while examining how organisations can anticipate, protect, detect, and automatically respond to threats within a Zero Trust framework.
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Task 1 – Research in Data Security and Compliance
I. Introduction
Digital transformation has changed security systems. Cloud services, remote work, mobile devices, SaaS platforms, and global supply chains have weakened the traditional network perimeter.
The idea that internal networks are safe and external ones are risky is no longer reliable. Modern threats such as advanced attacks, credential theft, ransomware, and insider misuse can spread quickly across distributed systems after the first breach.
Zero Trust Architecture (ZTA), defined in NIST SP 800-207, removes implicit trust and requires continuous verification of every access request regardless of location [1]. It is not a single technology but an architectural paradigm integrating identity governance, device assurance, segmentation, behavioural analytics, and automated response.
Literature shows growing adoption across sectors due to improved lateral movement control and breach containment [2]. However, debate remains over cost, feasibility, and long-term effectiveness. This paper critically examines Zero Trust’s theoretical basis, architecture, advantages, challenges, and regulatory alignment within contemporary governance frameworks.
 
II. Theoretical Foundations of Zero Trust
Zero Trust Architecture shifts security from network-perimeter defence to identity-based verification.
Traditional security used layered tools like firewalls, IDS, and VPNs and often trusted users inside the network.
Zero Trust removes this trust. According to National Institute of Standards and Technology, every access request must be verified using identity, device status, and security policies [3].
It aligns with adaptive risk-based security, where decisions are dynamic, and with ISO/IEC 27001:2022’s risk-based governance, emphasising continuous assessment and proportionate controls against identified threats.
Governance-wise, Zero Trust replaces perimeter confidence with continuous assurance, adopting an assume-breach approach requiring ongoing validation rather than one-time authentication [4].
Justification by Theoretical Foundations:
a. Perimeter Defence Theory (Defence-in-Depth Model)
Justified in the opening paragraph: the description of layered controls, hardened boundaries, and implicit internal trust directly reflects traditional defence-in-depth assumptions. The critique of broad post-authentication access highlights the theoretical limitation of perimeter reliance.
b. Zero Trust Architecture, NIST SP 800-207
Every access request is verified using identity, device status, and context. This follows the National Institute of Standards and Technology (NIST) Zero Trust principle of “never trust, always verify.”[1]
c. Adaptive Risk-Based Security Theory:
Access decisions change based on context and risk signals, rather than relying only on fixed security policies.
d. Risk-Based Governance Theory
Justified in the third paragraph: continuous evaluation, proportional controls, and governance alignment correspond directly with ISO’s risk treatment and continual improvement principles.
f. Continuous Assurance / Assume-Breach Principle
Justified in the final paragraph: the shift from episodic authentication to ongoing validation reflects continuous assurance theory and the assume-breach security mindset foundational to modern resilience models.
III. Core Principles of Zero Trust Architecture
Zero Trust Architecture follows several key principles. All data and services are treated as protected resources. Communication is secured no matter where it happens. Access is given for each session only, and security policies are applied based on context.
Fifth, continuous monitoring improves security posture over time.
Micro-segmentation is a particularly critical principle within Zero Trust implementation. By logically isolating workloads and restricting east-west traffic flows, organisations significantly reduce lateral attack propagation. Empirical research examining segmented cloud-native environments demonstrates measurable reductions in breach spread compared to flat network topologies [5].
Identity-centric control is equally central. Multi-factor authentication, behavioural profiling, device posture validation, and conditional access policies collectively form the enforcement backbone. The CISA Zero Trust Maturity Model further categorises implementation into identity, device, network, application workload, and data pillars, emphasising holistic integration rather than isolated deployment [6].
However, scholars caution that identity centralisation introduces systemic risk. If identity providers or policy decision engines fail or are compromised, broad access disruption or exposure may occur. Therefore, resilience and redundancy planning are essential architectural considerations.
 
IV. Architectural Components and Operational Structure
A comprehensive Zero Trust environment includes several core components working in coordinated fashion. The Identity Provider manages authentication through multi-factor verification and federated identity services. The Policy Decision Point evaluates contextual access rules, while the Policy Enforcement Point executes these decisions at the resource interface. Continuous monitoring engines aggregate behavioural data, and Security Information and Event Management or Extended Detection and Response platforms provide advanced analytics and anomaly detection capabilities.
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Figure 1: Operational Structure, Zero Trust

Operationally, Zero Trust transforms access control into a continuous feedback loop. When a user requests access, identity attributes, device health signals, geolocation, behavioural patterns, and risk scores are assessed. If contextual risk increases during a session, access privileges may be reduced or terminated dynamically. Research analysing Extended Detection and Response integration demonstrates enhanced anomaly detection accuracy within Zero Trust ecosystems compared to perimeter-based systems [7].
Nonetheless, implementation complexity increases significantly in multi-cloud environments where identity federation and policy synchronisation across heterogeneous platforms must be maintained. Gartner’s market analysis indicates that integration cost and configuration complexity remain primary barriers to rapid enterprise-wide adoption [8].
 
V. Comparative Evaluation with Traditional Security Models
A clear comparison between traditional perimeter-based security and Zero Trust Architecture shows major differences in their design.
Traditional models rely on network location as a trust determinant, whereas Zero Trust bases trust decisions on identity and contextual validation. In perimeter-based systems, lateral movement often remains insufficiently monitored once access is granted. In contrast, Zero Trust restricts east-west traffic through granular segmentation and session-based controls.
Incident response capabilities also differ significantly. Traditional architectures often respond reactively after breach detection. Zero Trust environments integrate automated response workflows that can revoke credentials, isolate devices, or modify access privileges dynamically. According to the IBM Cost of a Data Breach Report, organisations that use mature Zero Trust strategies usually face lower breach costs than those using only traditional perimeter security [9].
	Feature
	Traditional Perimeter Model
	Zero Trust Architecture
	Secure Access Service Edge (SASE)

	Trust Assumption
	Trust the internal network
	Never trust, always verify
	Cloud-delivered secure connectivity

	Access Control
	Network-based
	Identity & context-based
	Cloud policy-based access

	Lateral Movement Risk
	High
	Low (micro-segmentation)
	Moderate

	Verification Method
	One-time authentication
	Continuous verification
	Policy-based validation

	Automation Level
	Limited
	High (SOAR integration)
	Moderate

	Regulatory Alignment
	Partial
	Strong (GDPR, NIS2, DORA)
	Connectivity-focused



However, critics argue that long-term empirical longitudinal studies are still limited. Some academic reviews emphasise that while breach containment improves, full elimination of systemic risk is unrealistic without complementary governance controls such as secure software development practices and workforce awareness training [10].
Furthermore, earlier identity-based frameworks such as BeyondCorp pioneered perimeter-less access but lacked comprehensive segmentation and policy orchestration integration found in formalised NIST ZTA models [11]. Therefore, Zero Trust can be viewed as an evolution rather than an isolated innovation.
 
VI. Anticipate, Protect, Detect and Respond Integration
Zero Trust Architecture strengthens security through four stages: anticipation, protection, detection, and response.
Anticipation: continuous risk assessment using behavioural analytics and threat intelligence to predict attacks.
Protection: controls such as multi-factor authentication, encryption, device checks, and just-in-time access enforce least-privilege security.
Detection: integration with Extended Detection and Response helps identify unusual activity across endpoints, networks, and cloud systems.
Response: automation allows faster isolation of threats and removal of compromised access.
However, automated responses must be carefully configured to avoid disruption from false alerts.
 
VII. Implementation Challenges and Organisational Barriers
Despite its strategic advantages, Zero Trust implementation presents several significant challenges. Legacy infrastructure often lacks compatibility with identity federation protocols or API-based policy enforcement mechanisms. Retrofitting such systems can be financially and technically demanding [12].
Cost is a major challenge when adopting Zero Trust Architecture. Tools such as identity governance, segmentation, and endpoint detection can be expensive for small and medium organisations. Although they reduce breach costs in the long term, initial investment can be difficult.
Organisational resistance is another issue. Staff used to broad access may resist least-privilege controls, so cultural change is needed along with technical changes.
Policy management can also become complex. Very strict policies reduce productivity, while weak policies reduce security. Studies suggest aligning Zero Trust with frameworks like ISO/IEC 27001 for better governance.
Finally, centralised identity systems create risk. If authentication services fail or are compromised, many operations can stop. Backup systems and resilience planning are therefore necessary.
 
VIII. Regulatory and Compliance Alignment
Zero Trust Architecture demonstrates strong alignment with contemporary regulatory frameworks. Simplified and shorter version:
The General Data Protection Regulation requires organisations to protect data by design and limit access to only what is necessary (least privilege).
The NIS2 Directive requires strong cybersecurity risk management for important organisations in the EU. Zero Trust supports this by using continuous monitoring and proactive risk control.
[13].
The Digital Operational Resilience Act emphasises ICT risk management, incident reporting, and resilience testing for financial institutions. Zero Trust’s integrated monitoring and automated response capabilities enhance regulatory conformity within such contexts.
In addition, ISO/IEC 27001:2022 requires systematic risk assessment and control implementation, which Zero Trust operationalises through contextual policy enforcement and adaptive access governance. Consequently, Zero Trust can strengthen regulatory posture when embedded within structured compliance frameworks.
 
IX. Critical Limitations and Scholarly Debate
While Zero Trust significantly reduces lateral movement and improves visibility, it does not eliminate cybersecurity risk. Systematic reviews conclude that Zero Trust improves breach containment but must operate alongside secure development practices, vulnerability management, and workforce awareness initiatives.
Operational complexity may increase administrative burden. Additionally, increased authentication prompts may reduce user experience quality if not optimised. Some researchers caution that excessive reliance on AI-driven behavioural analytics may introduce algorithmic bias or false positives requiring manual oversight.
Moreover, Zero Trust cannot fully mitigate social engineering attacks where legitimate credentials are voluntarily disclosed. Therefore, human-centric risk remains a persistent vulnerability regardless of architectural sophistication.
 
X. Future Directions
Future studies suggest that Zero Trust Architecture may combine with Secure Access Service Edge to merge network and security services in cloud systems.
AI-based adaptive access control could also improve decision accuracy by analysing user context [14].
Post-quantum cryptographic research may further influence Zero Trust architectures as encryption standards evolve. Additionally, decentralised identity frameworks may reduce centralised authentication bottlenecks.
Zero Trust is therefore best understood as an evolving architectural philosophy rather than a static implementation blueprint.

XI. Conclusion
Zero Trust Architecture represents a major shift in cybersecurity governance, replacing implicit network trust with identity-based continuous verification to overcome the limits of perimeter models in distributed environments.
Despite challenges such as implementation complexity, cost, and organisational resistance, evidence shows improved breach containment, greater visibility, and stronger regulatory alignment when applied within mature governance structures.
Zero Trust is not a product but a comprehensive transformation strategy requiring architectural integration, cultural change, and continuous refinement. When systematically governed, it provides a strong foundation for resilient data protection and compliance in modern enterprises.
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Zero-Trust-Aligned Security Programme for MediTrust Analytics Ltd
[bookmark: _Toc221787858][bookmark: _Toc221787859]1. Introduction
MediTrust Analytics Ltd works in a digital healthcare environment using AI systems, multi-cloud infrastructure, and remote teams. It processes sensitive medical and health data while expanding into the EU.
This creates regulatory duties under the General Data Protection Regulation, Digital Operational Resilience Act, and NIS2 Directive.
Traditional perimeter security is insufficient because risks come from identities, supply chains, and cloud workloads. The paper proposes a Zero Trust Architecture program combining governance, risk management, AI security, cloud control, legal compliance, and operational resilience.
2. Strategic Design of the New Information Security Unit
The security unit is designed as a centralised yet federated function embedded across engineering, AI research, and cloud operations. The architecture adopts a Zero Trust model, where identity, device posture, workload integrity, and contextual risk determine access decisions rather than network location [1].
[bookmark: _Toc221787860]2.1 Organisational Structure
The structure integrates governance, architecture, engineering, and resilience oversight:
[image: A diagram of security and risk management
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Figure 2: Risk Management Structure
The Cloud Security Architect designs secure multi-cloud architecture, ensures CSPM implementation, and aligns cloud controls with DORA resilience requirements [2]. The DevSecOps Lead embeds security controls into CI/CD pipelines, manages software supply chain integrity, and enforces secure coding and dependency management [3].
This structure ensures clear accountability, regulatory oversight, and continuous security integration within product development.
[bookmark: _Toc221787861]3. Governance and Strategy Based on NIST CSF 2.0
Effective Zero Trust adoption within MediTrust’s EU expansion requires a clearly defined governance structure aligned with NIST Cybersecurity Framework (CSF) 2.0 and regulatory accountability obligations under DORA and NIS2 [4].
[bookmark: _Toc221787862]3.1 Proposed Organisational Structure
The EU Information Security Unit should operate under board-level oversight to ensure strategic alignment and regulatory accountability.
Proposed Reporting Model:
 [image: A diagram of a company]
Figure 3: Organisational Design

This structure ensures separation of architectural design, secure development integration, operational monitoring, and regulatory compliance functions.
[bookmark: _Toc221787863]3.2 Role Justification
Chief Information Security Officer
Manages overall security strategy and regulatory reporting under NIS2 Directive. Also oversees system resilience required by Digital Operational Resilience Act.
Cloud Security Architect
Designs Zero Trust Architecture in cloud systems, manages micro-segmentation and cloud security configuration to reduce misconfiguration risks.
DevSecOps Engineer
Ensures secure coding, protects CI/CD pipelines, and manages software supply-chain risks.
Security Operations Manager
Manages security monitoring tools to detect threats and respond to incidents quickly.
Compliance & Risk Officer:
Coordinates GDPR documentation, DORA resilience testing evidence, NIS2 reporting workflow, and ISO 27001 alignment.
[bookmark: _Toc221787864]3.3 Governance Alignment with NIST CSF 2.0
Under NIST CSF 2.0, the “Govern” function requires executive accountability and integration of cybersecurity into enterprise risk management. This structure ensures:
· Clear reporting lines
· Separation of duties
· Defined accountability
· Regulatory defensibility
By embedding architectural, operational, and compliance roles within a unified framework, MediTrust reduces fragmentation and enhances cross-functional coordination.
The governance model aligns directly with NIST Cybersecurity Framework 2.0, which emphasises governance as a core function [5].
	CSF 2.0 Function
	Application to MediTrust

	Govern
	Board oversight, regulatory alignment, and risk appetite definition

	Identify
	Asset inventory of AI datasets, cloud workloads, and third-party APIs

	Protect
	Zero Trust access controls, encryption, CSPM, DevSecOps

	Detect
	SIEM with AI-based anomaly detection

	Respond
	Automated containment and regulatory notification workflows

	Recover
	Tested disaster recovery and operational resilience plans



Security strategy is explicitly linked to business goals by ensuring regulatory compliance to enable EU market entry, protecting intellectual property to maintain competitive advantage, and preserving clinical trust through resilient operations.
[bookmark: _Toc221787865]4. Regulatory Compliance Mapping and Operational Alignment
MediTrust’s EU expansion requires structured compliance integration with GDPR, DORA, and NIS2. Rather than treating compliance as a separate activity, the proposed Zero Trust programme embeds regulatory obligations within governance and operational processes.
[bookmark: _Toc221787866]4.1 Regulatory Mapping
These rules require organisations to protect data and manage cyber risks.
The General Data Protection Regulation limits data access and requires strong protection. The NIS2 Directive requires cyber incident reporting within 24 hours. The Digital Operational Resilience Act ensures systems are tested for resilience. The ISO/IEC 27001 requires risk assessment and security documentation.

	Regulation
	Key Requirement
	Zero Trust Alignment
	Responsible Role

	GDPR
	Data protection by design & access minimisation
	Least privilege enforcement, encryption, and identity verification
	CISO / Compliance Officer

	NIS2
	24-hour incident notification
	Automated SIEM alerts + predefined incident classification workflow
	SOC Manager

	DORA
	ICT risk management & resilience testing
	Continuous monitoring, DR testing, RTO/RPO validation
	CISO / Cloud Architect

	ISO 27001
	Risk assessment & control documentation
	Integrated risk matrix + policy governance
	Compliance Officer



This structured mapping ensures accountability and traceability across regulatory domains.
[bookmark: _Toc221787867]4.2 NIS2 Incident Reporting Workflow
To meet NIS2 notification obligations, MediTrust should implement:
1. Automated anomaly detection via SIEM
2. Incident classification within 6 hours
3. Executive notification within 12 hours
4. Regulatory reporting within 24 hours
5. Post-incident root cause analysis report
This workflow reduces legal exposure and ensures regulatory defensibility.

[bookmark: _Toc221787868]4.3 DORA Operational Resilience Integration

DORA requires operational resilience testing and defined (RTO) and (RPO).
The Zero Trust-aligned design ensures:
· Continuous telemetry collection
· Periodic resilience simulation exercises
· Immutable backup validation
· Third-party risk oversight
By embedding these controls into operational governance, MediTrust aligns architectural enforcement with regulatory resilience expectations rather than relying on reactive compliance measures [6].
6. [bookmark: _Toc221787869]Quantitative Risk Assessment and Prioritisation

A structured risk assessment framework is required to address MediTrust’s exposure across multi-cloud infrastructure, AI systems, and software supply chains. In alignment with ISO 31000 risk evaluation principles, risks are assessed using a simplified Likelihood (1–5) and Impact (1–5) scoring model.
[bookmark: _Toc221787870]5.1 Risk Scoring Model

Risk Score = Likelihood × Impact
· 1–5 = Low
· 6–12 = Moderate
· 15–25 = High
[bookmark: _Toc221787871]5.2 High-Level Risk Matrix

	Risk Category
	Description
	Likelihood (1–5)
	Impact (1–5)
	Risk Score
	Risk Level
	Risk Owner

	Cloud Misconfiguration
	Exposure of patient data due to incorrect cloud settings
	4
	5
	20
	High
	Cloud Security Architect

	Software Supply Chain Compromise
	Vulnerable third-party libraries or malicious dependency injection
	3
	5
	15
	High
	DevSecOps Lead

	AI Model Poisoning
	Corruption of training datasets affecting clinical outputs
	2
	5
	10
	Moderate
	DevSecOps Lead

	Phishing & Credential Theft
	Hybrid workforce credential compromise
	4
	4
	16
	High
	SOC Manager

	Ransomware on Code Repositories
	Encryption of source code and AI datasets
	3
	5
	15
	High
	CISO


 
[bookmark: _Toc221787872]5.3 Risk Prioritisation Rationale
Cloud misconfiguration and credential compromise represent the highest probability risks within hybrid and multi-cloud environments. Software supply chain compromise carries a systemic impact due to inherited vulnerabilities within AI pipelines.
Although AI poisoning demonstrates a lower statistical likelihood, its clinical consequences justify elevated strategic monitoring.
Risk ownership allocation ensures accountability and aligns mitigation controls with designated security roles [7].
[bookmark: _Toc221787873]5.4 Residual Risk Management
Following mitigation measures such as CSPM implementation, dependency scanning, SBOM validation, phishing-resistant MFA, and immutable backups, residual risk should be reassessed quarterly.

[image: A diagram of a risk management
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Figure 4:rish Management
Risk reviews must be integrated into board-level governance reporting under NIST CSF 2.0 “Govern” function.
A high-level risk analysis identifies the following critical risks:
	Risk Category
	Threat Example
	Impact
	Mitigation Strategy

	AI Supply Chain
	Poisoned training data
	Corrupted diagnostics
	Dataset validation & integrity hashing

	Open-Source Dependencies
	Vulnerable libraries
	Code compromise
	Software Bill of Materials (SBOM) & dependency scanning

	Cloud Misconfiguration
	Public storage buckets
	Data breach
	Continuous CSPM scanning

	Third-Party APIs
	Compromised vendors
	Lateral infiltration
	Third-party risk assessment under DORA

	Credential Theft
	Phishing
	Unauthorized access
	Phishing-resistant MFA


[bookmark: _Toc221787874]6. AI Lifecycle Security and Usage Governance
MediTrust’s AI-powered clinical systems introduce risks beyond conventional IT infrastructure, including data poisoning, adversarial manipulation, and model integrity compromise [8]. Therefore, AI security must be embedded across the entire development and deployment lifecycle.
[bookmark: _Toc221787875]6.1 AI Security Lifecycle Controls
The proposed Zero Trust-aligned AI governance framework includes:
1. Secure Data Acquisition
· Cryptographic hashing of training datasets
· Access restriction via least privilege controls
· Data provenance verification
2. Secure Model Development
· Version-controlled repositories
· Secure CI/CD integration
· Mandatory peer code review
· Dependency scanning and SBOM documentation
3. Model Validation & Testing
· Adversarial robustness testing
· Dataset integrity verification
· Bias and explainability validation
4. Deployment & Monitoring
· Runtime monitoring for model drift
· Behaviour anomaly detection
· Controlled access via Zero Trust Network Access
These controls reduce exposure to model manipulation and unauthorised access.
[bookmark: _Toc221787876]6.2 AI Usage Policy
To formalise governance, MediTrust must implement an AI Usage Policy containing the following enforceable statements:
· AI training data must be stored in encrypted repositories with role-based access control.
· Third-party datasets must undergo integrity verification before integration.
· All AI models must be version-controlled and subject to documented validation procedures.
· No AI system may be deployed without security review approval by the DevSecOps Lead.
· AI-generated clinical outputs must remain auditable and traceable.
The DevSecOps Lead is accountable for lifecycle security integration, while the Compliance Officer ensures alignment with GDPR data protection obligations and ethical AI standards [9].
[bookmark: _Toc221787877]6.3 Governance Justification
Embedding AI security within DevSecOps pipelines ensures continuous validation rather than post-deployment correction [10]. By integrating cryptographic integrity controls, secure repositories, and controlled deployment mechanisms, MediTrust strengthens both regulatory defensibility and clinical reliability.
AI governance must therefore function as a continuous assurance process aligned with Zero Trust verification principles rather than a static technical safeguard.
[bookmark: _Toc221787878]7. Cloud Security Governance and Identity Architecture
MediTrust’s reliance on multi-cloud infrastructure increases exposure to configuration errors, identity misuse, and lateral attack propagation. A Zero Trust-aligned cloud governance model must therefore prioritise identity-centric enforcement, configuration monitoring, and segmentation controls.
[image: A person holding a computer

AI-generated content may be incorrect.]
Figure 5: Top skills for cybersecurity Engineers
[bookmark: _Toc221787879]7.1 Cloud Security Control Framework
These security controls help protect systems and respond to threats effectively. CSPM checks cloud settings to find mistakes or compliance issues. ZTNA limits users to only the specific applications they need. Phishing-resistant MFA (FIDO2) stops attackers from stealing or reusing passwords. SIEM collects and analyses security data to detect threats. EDR monitors devices for suspicious behaviour and isolates infected systems. SOAR automates response actions to quickly contain security incidents.
The proposed protection architecture includes the following modern controls:

	Control
	Purpose
	Responsible Role

	Cloud Security Posture Management (CSPM)
	Detects misconfiguration and compliance drift
	Cloud Security Architect

	Zero Trust Network Access (ZTNA)
	Restricts access to specific applications instead of full network access
	Cloud Security Architect

	Phishing-Resistant MFA (FIDO2)
	Prevents credential theft and password replay attacks
	CISO / SOC

	Security Information and Event Management (SIEM)
	Aggregates and correlates security telemetry
	SOC Manager

	Endpoint Detection & Response (EDR)
	Detects behavioural anomalies and isolates compromised endpoints
	SOC Manager

	Security Orchestration, Automation and Response (SOAR)
	Automates incident containment workflows
	SOC Manager



This layered yet identity-driven approach integrates detection and automated response capabilities consistent with Zero Trust principles.
[bookmark: _Toc221787880]7.2 Identity Resilience Architecture
Because identity systems become central enforcement points in Zero Trust environments, resilience mechanisms are required:
· Distributed identity provider nodes
· Failover authentication services
· Segmented identity domains
· Continuous authentication validation
These controls reduce concentration risk and prevent systemic disruption if the authentication infrastructure is compromised [11].
[bookmark: _Toc221787881]7.3 Micro-Segmentation and Workload Isolation
Cloud workloads processing patient data must be logically segmented based on the sensitivity level. East-west traffic restrictions ensure that compromise of one application environment does not expose AI training repositories or clinical data systems.
Segmentation combined with CSPM monitoring significantly reduces lateral movement opportunities within hybrid cloud ecosystems.
[bookmark: _Toc221787882]7.4 Strategic Justification
Cloud governance under Zero Trust shifts control emphasis from perimeter defence to workload-level and identity-level verification. By integrating configuration monitoring, phishing-resistant authentication, telemetry aggregation, and automated containment, MediTrust strengthens both regulatory compliance and operational resilience.
[bookmark: _Toc221787883]8. Detection, Automation and Incident Response Framework 
Continuous detection and automated containment are essential to ensure operational resilience and regulatory compliance under NIS2 and DORA.
[bookmark: _Toc221787884]8.1 Detection Architecture
MediTrust’s detection model integrates:
· SIEM for real-time telemetry aggregation
· EDR for endpoint behavioural monitoring
· Cloud-native logging across multi-cloud platforms
· Identity monitoring for anomalous authentication attempts
These systems correlate logs across endpoints, AI repositories, identity platforms, and cloud workloads to identify suspicious patterns.
[bookmark: _Toc221787885]8.2 Automated Response Workflow
To reduce attacker dwell time, the following automated containment sequence should be implemented:
1. Detection of anomaly (via SIEM/EDR correlation)
2. Automatic risk scoring of the event
3. Immediate isolation of affected endpoint or workload
4. Temporary credential suspension
5. Notification to SOC and CISO
6. Incident classification (within 6 hours)
7. Regulatory notification trigger (if required under NIS2)
This workflow integrates SOAR orchestration to ensure rapid and consistent response.
[bookmark: _Toc221787886]8.3 Regulatory Integration
Under NIS2, significant incidents must be reported within 24 hours. Automated logging and classification mechanisms ensure evidence preservation and audit traceability.
Under DORA, resilience testing must validate response effectiveness [12]. Therefore, quarterly incident simulation exercises should be conducted to test automation efficiency and escalation processes.
[bookmark: _Toc221787887]8.4 Strategic Justification
Traditional perimeter models often rely on manual investigation after compromise. In contrast, Zero Trust detection integrates real-time telemetry with automated containment, reducing recovery cost and limiting breach propagation.
However, automation must be carefully calibrated to prevent operational disruptions caused by false positives. Human oversight remains necessary for high-impact decisions.
[bookmark: _Toc221787888]8.5 Disaster Recovery and Operational Continuity Plan:
A ransomware attack targeting AI training datasets and source code repositories represents a high-impact scenario for MediTrust. The Disaster Recovery (DR) plan must therefore ensure rapid containment, system restoration, and regulatory defensibility.
[image: A of a security system]
Figure 6: Operational Continuity Plan
 
[bookmark: _Toc221787889]9. Ransomware Response Phases
The proposed recovery model follows five structured phases:
1. Containment Phase
· Immediate endpoint isolation via EDR
· Credential suspension of affected accounts
· Segmentation of impacted workloads
2. Eradication Phase
· Malware removal
· Forensic analysis to determine entry vector
· Dependency validation within CI/CD pipelines
3. Recovery Phase
· Restoration from immutable, air-gapped backups
· Cryptographic integrity verification of restored data
· Controlled system reactivation
4. Validation Phase
· Functional testing of AI models
· Code integrity review
· Cloud configuration reassessment
5. Post-Incident Review
· Root cause analysis
· Board-level risk report
· Policy refinement and control enhancement
[bookmark: _Toc221787890]9.1 Recovery Objectives
To align with DORA operational resilience requirements [13].
· (RTO): 24 hours
· (RPO): 1 hour
These thresholds balance operational continuity with realistic technical recovery capability.
[bookmark: _Toc221787891]9.2 Backup and Resilience Controls
· Immutable storage backups
· Geographically separated recovery zones
· Offline backup replication
· Quarterly disaster simulation exercises
Regular resilience testing ensures procedural readiness and compliance documentation.
[bookmark: _Toc221787892]9.3 Strategic Justification
Zero Trust limits lateral spread during initial compromise; however, disaster recovery planning ensures business continuity if preventive controls fail.
By integrating structured recovery phases, defined RTO/RPO thresholds, and periodic resilience testing, MediTrust strengthens both operational stability and regulatory compliance under DORA and NIS2.
[bookmark: _Toc221787893]10. Comparative Evaluation of Security Models
While Zero Trust prioritises identity-centric verification and least privilege enforcement, traditional defence-in-depth strategies rely on layered perimeter controls such as firewalls and network segmentation. Defence-in-depth enhances redundancy but often assumes internal trust once access is granted.
Secure Access Service Edge (SASE) integrates networking and cloud-delivered security services into a unified architecture. However, SASE primarily optimises secure connectivity rather than governance-level access control.
For MediTrust’s hybrid, AI-driven, and multi-cloud environment, Zero Trust provides stronger containment of lateral movement and identity misuse. Nevertheless, defence-in-depth segmentation remains valuable as a complementary control layer. A hybrid strategy integrating Zero Trust identity enforcement with layered segmentation and cloud-delivered security services offers balanced resilience.
Therefore, Zero Trust should be implemented as an architectural foundation rather than an exclusive replacement for existing security principles.
[bookmark: _Toc221787894]11. Economic and Strategic Considerations
[bookmark: _Toc221787895]Implementing Zero Trust Architecture requires investment in identity systems, monitoring tools, secure development, and staff training. The initial cost can be high, but it helps avoid breach losses, fines, and reputational damage.
A phased rollout reduces risk and cost pressure. Focusing first on high-risk data, such as AI systems and patient records, ensures better use of resources. It can also improve investor trust and regulatory compliance in the EU healthcare sector.
12. Strategic Integration Framework:
The proposed programme integrates governance accountability, structured risk assessment, AI lifecycle protection, cloud configuration control, automated detection, and disaster recovery within a unified Zero Trust framework.
By aligning organisational roles, regulatory compliance obligations, and technical controls, MediTrust establishes a security architecture that reduces breach blast radius, enhances visibility, and strengthens operational resilience.
Security governance is therefore embedded into enterprise strategy rather than treated as a technical afterthought [14].
[bookmark: _Toc221787896]13. Conclusion
MediTrust’s EU expansion requires a governance-led cybersecurity transformation aligned with Zero Trust. By establishing clear roles, quantitative risk prioritisation, AI lifecycle oversight, cloud security controls, automated detection, and structured disaster recovery, the organisation can meet GDPR, DORA, and NIS2 requirements while strengthening operational resilience.
Zero Trust is not merely a technical model but a strategic governance framework combining identity-based verification, continuous monitoring, and adaptive response. Its effectiveness depends on governance maturity, calibrated policies, executive accountability, and ongoing risk oversight; without these, technical controls alone cannot ensure resilience or regulatory defensibility.
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