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ABSTRACT
The result of accelerated digital transformation necessary to meet the needs of a huge number of clients flying into the digital era, AeroLink Logistics (ALL) is now facing attackers due to its significant cybersecurity gaps. The company depends heavily on an 88% outsourced, cloud-based infrastructure and faces a significantly larger attack surface by deploying IoT sensors and remote access from all over the world using unmanaged devices. Their architectural weaknesses, combined with not having a centralised risk management program and a lack of formal compliance audits, are some of the reasons why they are a source of major Personally Identifiable Information (PII) and client shipment data breaches. 
These extremely varied operational vectors can be achieved only by one instrument, if any, and this is why, in this document, an instrument tailored and hybrid is requested. The proposed architecture brings together COBIT 2019 (top-down executive governance), NIST CSF 2.0 (technical defence, take proactive steps), ISO/IEC 27001 (formal regulatory compliance), and ITIL 4 (third-party service management, provide strict services). By combining this multi-layered approach with its ongoing security monitoring initiative, ALL will be able to create accountability at the Board level, protect its decentralised endpoints, force key vendor compliance and secure the continuation of operations of the ALL’s supply chain, globally.
The purpose of this report is to assess possible information security governance models and propose a hybrid governance model that will be able to deal with the information security issues of AeroLink Logistics. For this purpose, this report follows a qualitative analysis through scenarios, where different information security governance models such as COBIT 2019, NIST CSF 2.0, ISO/IEC 27001 and ITIL 4 are compared against the requirements of the case.
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[bookmark: _Toc234931839]1. Introduction
Due to accelerated digital transformation in the world's supply chains, it has resulted in a proliferation of the corporate cyber-attack surface on a global scale. AeroLink Logistics (ALL), one of the best examples of this transformation is a global company that serves the supply chain and logistics for worldwide operations via innovative technology including cloud-based systems, IoT (Internet of Things) tracking sensors and evaluation by Artificial Intelligence (AI) to streamline the logistics of its worldwide operations. These modern versions are fast and good to expectations due to real time distribution tracking, and frustratingly complex in others due to vectors of vulnerability. The fact that approximately 88% of ALL's critical IT infrastructure, including its most sensitive information and data, is outsourced via Infrastructure-as-a-Service (IaaS) and Software-as-a-Service (SaaS), makes this situation even worse. 
These exposures of a system insecurely operating sequentially to each other have lately been seen in high-profile security breaches, and members of the decentralised system have secure access to actual customer shipping records, and the customers' Personally Identifiable Information (PII) was revealed.
In this context, the aim of the strategic report is to deb ultrasound each model of international Information Security (IS) frameworks (historic, NIST CSF 2.0, ISO/IEC 27001 and COBIT 2019 and ITIL 4) and understand the implications of their application in the ALL environment to identify a hybrid framework that fits their needs and requirements and is aligned to the different models. This report sets out to define and delineate an appropriate trajectory towards full alignment of ALL's security program with the current governance mandate, formalisation of the Data Protection regulatory mandate (including GDPR), and mitigation of potential risks in the supply chain from third parties' interactions. 
[bookmark: _Toc234931840]2. Assumptions  
To define the context of a proposed security architecture, several assumptions about the context of AeroLink Logistics (ALL) operations need to be defined: 
· Organisational Size and Budget: All of them count as large, multinational organisations that have various nodes in the chain, and have a limited, moderate security budget, which requires that security spending be risk-driven and cost efficient. 
· Security Maturity: The present security maturity level is LOW due to the lack of common technical security control mechanisms, non-existent policies documented in the organisation, and lack of coordination between departments. 
· Outsourced Infrastructure: ALL doesn't have physical control of its primary data infrastructure, which is assumed with 88% of all IT systems using an IaaS/SaaS stack, so the primary, effective control approach is the contract-driven third-party governance. 
· Regulatory Environment: Assuming that ALL is a company managing distribution networks worldwide, it is assumed that the company processes citizen data from the EU and/or UK, and compliance obligations will apply to this under the General Data Protection Regulation (GDPR), in addition to the data sovereignty laws of countries along the supply chain.
2.1 Methodology
The current report employs a qualitative scenario analysis approach. Instead of gathering primary quantitative data, the report analyzes the cyber security issues presented in the AeroLink Logistics case study by comparing the recognized frameworks for information security governance such as COBIT 2019, NIST CSF 2.0, ISO/IEC 27001, and ITIL 4.
[bookmark: _Toc234931841]3. Case Problem Analysis
One critical area of misalignment in the business lives with AeroLink Logistics (ALL) and is its approach to information technology (IT) security that has failed to keep up with its fast pace of growth. The recent leaks of Personally Identifiable Information (PII) and client shipment information are not simply one-off technical errors, but indicators of fundamental, systemic issues around governance, compliance and vendor management.
[bookmark: _Toc234931842]3.1 Vulnerability Categorisation
The next table summarises ALL's primary weaknesses in areas of operation, including the issues identified and the risk concerns: 
	Problem Area
	AeroLink Issue
	Risk Created

	Governance
	Lack of an overall security structure and undefined security roles. 
	Leadership vacuum that has no accountability, which impedes strategic decision making, and which has not been able to force implementation of security standards. 

	Compliance
	The lack of a structured regime of formal, periodic audits against well-known standards such as GDPR and ISO/IEC 27001. 
	Extremely high risk of fines, liability or damage due to data breaches. 

	Cloud/Vendor Risk
	High dependency on outsourcing operations – 88% of IT infrastructure is hosted through third party IaaS/SaaS products. 
	Total loss of control, with less visibility of third-party vendors' security posture. 

	Access Control
	Allowing access over a worldwide network from owned non-business personal devices. 
	Removing the network perimeter, which inevitably makes it easier to gain access and move data outside of bounds as frictionless channels. 

	Incident Response & Continuity
	Uncoordinated response to recent incidents and inadequate formal BCP as a whole.
	The potential failure to effectively manage active threats, leading to a higher likelihood of events with the same impact and disruption of global logistics operations more widely. 


[bookmark: _Toc234931843]3.2 Critical Analysis
The vulnerabilities of ALL can be very interrelated as is illustrated in the above examples. The root cause is that there is not a consistent security governance group. Security roles are not well-defined resulting in a lack of clear leadership within the organisation to proactively manage enterprise risk and/or seek a robust Vendor Security Service Level Agreements (SLAs) and vendor cloud service [1]. 
In addition, the cloud world that provides most of their infrastructure services is one where most of services are outsourced, and flexibility that remote access has granted to telecommunications providers (specifically: handling unmanaged devices) has greatly broadened their attack surface. Accessibility follows a decentralised approach without any conventional compliance management system to regulate such a lax environment would inevitably bring about the recent examples of data breaches [2].
[bookmark: _Toc234931844]4. Framework Review and Comparison
A thorough assessment of known industry frameworks in light of a company's operational realities is essential to effectively tackle the multi-dimensional vulnerabilities perceived at AeroLink Logistics (ALL). However, ad hoc implementations will not lead to a highly distributed ecosystem with 88% cloud outsourcing and ubiquitous IoT sensors and the ability to access these from all around the world [3]. 
[bookmark: _Toc234931845]4.1 Comparative Evaluation of Frameworks
As summarised below, there are four key frames of work that have different focuses, strengths and limitations in regard to ALL's operations: 
	Framework
	Core Focus
	Strengths for AeroLink Context
	Limitations for AeroLink Context

	NIST CSF 2.0
	Cybersecurity risk management lifecycle (Govern, Identify, Protect, Detect, Respond, Recover). 
	Provides a great process for organising technical incident response procedures [4]. The new "Govern" function explicitly addresses an ALL-leadership void and guides' action. 
	It is a voluntary technical outcomes/risk-based framework and not a certifiable regulatory standard. 

	ISO/IEC 27001
	Information Security Management System (ISMS) Specifications and Formal Control levels. 
	Defines an auditable, internationally recognised, formalised ISMS baseline [6]. 
	Very prescriptive and documentation intensive, potentially causing significant administrative pain in ALL's low matures security team. 

	COBIT 2019
	Enterprise governance, strategic alignment and management of information and technology. 
	Clearly addresses the lack of leadership by putting IT security under the senior level accountability [7]. 
	Primarily works at the strategic and managerial level, not necessarily having granular technical playbooks for real-time threat detection. 

	ITIL 4
	IT Service Management (ITSM) and IT alignment to the changing business requirements.
	Especially important for Information Technology and Infrastructure (IT & ITI) Managers of ALL's 88% outsourced IaaS/SaaS presentation and project-based business model [8] to often-underestimated and unique disciplines of Service Level Agreement (SLA).
	In-centric and not comprehensive cyber security framework; puts a strong emphasis on service delivery and vendor management, research into defence against advanced attack less prevalent.


[bookmark: _Toc234931846]4.2 Framework Suitability in ALL's Operational Reality
· NIST CSF 2.0: This framework offers the details of technical playbooks to safeguard unmanaged endpoints remotely and to secure wide IoT deployments of sensors located in multiple time zones [9]. 
· Semi negotiable (ISO/IEC 27001): This is a must-have to avoid the overwhelming litigation, shareholder and public relations fabricating risks created by recent data leaks. An ISO/IEC 27001 risk treatment plan provides clients worldwide with an auditable trail of due diligence [10]. 
· COBIT 2019: ALL's uncoordinated response from the different departments is due a failure of foundations: governance. COBIT 2019 considers this gap by making Cyber Security a core concept in the Enterprise Risk Management and under command of the Executive Management [11] and no longer an "orphaned" part of the IT infrastructure. 
· ITIL 4: ALL does not own the physical infrastructure that the majority of their applications reside on, so traditional (boundary) controls are not effective. ITIL provides a framework to ensure a strict adherence to security clauses, to notify third parties when a breech has occurred and to coordinate business continuity across third-party hosts. 
[bookmark: _Toc234931847]4.3 Justification for a Hybrid Governance Model
Sticking to one truth model, will leave some key arch elements not covered. To overcome these gaps and achieve full maturity in the cyber space we need a multi-layered hybrid model in a strategically required way [12]. Combining these frameworks, ALL can use COBIT 2019 for the executive sponsorship, map the mandates to an ISO/IEC 27001-compliant auditable compliance layer, adopt NIST CSF 2.0 as a frontline operational playbook and cover the entire set of frameworks with a layer of ITIL 4 incident management and service frameworks [13].
[bookmark: _Toc234931848]5. Proposed Security Governance Model
This would provide visibility on the development of ‘AeroLink Integrated Security Governance and Compliance Model' (AISGCM) – which is a customised architectural solution, that could cater to various gaps identified in the operational and regulatory system within AeroLink Logistics (ALL). With strategic and technical aspects covered by CObit 2019, NIST CSF 2.0, ISO/IEC 27001 and ITIL 4, ALL will be able to move beyond the disjointed and ad hoc path towards protecting a vast array of cloud and remote render sites in a uniform and proactive way. Strategic and technical activities covered by CObit 2019, NIST CSF 2.0, ISO/IEC 27001, and ITIL 4 will allow ALL to move beyond an ad hoc and disjointed journey toward protecting a myriad of cloud and remote render sites in a uniform and proactive fashion [14].
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Figure 1: Figure 1. AI-enabled Security Governance Process
(Source: Self-developed)
The architecture of the proposed system is a six-layered structure, where each layer is dependent on the other.

Figure 2: Proposed Security Model Diagram
(Source: Self-developed)
[bookmark: _Toc234931849]5.1 Governance and Strategy 
This layer allows the enterprise down to enterprise accountability based on the tenets of COBIT 2019 and helps mitigate a pandemic leadership challenge. The challenge for ALL is to come up and running from the beginning at a high level, and to ensure via a Security Governance Committee that the cybersecurity goals are in line with the logistics strategy at the global level of an organisation [15]. Importantly, new roles will be established, such as a Chief Information Security Officer (CISO), and a Data Protection Officer (DPO), to help establish security policies consistently throughout the enterprise and ensure that there is no segmentation, friction or lack of cooperation between departments and consistent implementation of security measures throughout the geographic enterprise. 
[bookmark: _Toc234931850]5.2 Risk Management 
All needs risk management life cycle (formalise and ongoing) not ad occurred responses. This layer mandates establishment of one central dynamic risk register, which has to keep an updated list of all IT assets, as well as of tracking sensors and data repository in cloud. Risk treatment plans have to be developed and established consistent with the ISO/IEC 27001 format and prioritised on the protection of the most important assets: "the customer's Personally Identifiable Information (PII)" and "shipment manifests" [16]. 
Table 1: Risk Register
	Risk ID
	Asset
	Threat
	Impact
	Likelihood
	Risk
	Mitigation
	Owner

	RSK-01
	PII & Manifests 
	Unmanaged remote access 
	Critical
	High
	Critical
	Zero-Trust, MFA, ISO/GDPR audits 
	CISO / DPO

	RSK-02
	Cloud Infra (88%) 
	Poor vendor visibility 
	High
	High
	High
	Strict SLA security & audit terms 
	Sec. Comm.

	RSK-03
	IoT Sensors 
	Firmware exploits 
	High
	Medium
	High
	Network segmentation, monitoring 
	IT Ops

	RSK-04
	AI Analytics 
	Data poisoning 
	High
	Low
	Medium
	Threat modelling, integrity audits 
	CISO

	RSK-05
	Supply Chain 
	No formal BCP/DR 
	Critical
	Medium
	High
	Formal BCP & DR table-top tests 
	Ops Dir.


[bookmark: _Toc234931851]5.3 Protection and Access Control 
This layer tackles numerous severe risks associated with devices everywhere and unmanaged, and is the “Protect” and “Detect” of the NIST CSF 2.0. ALL needs to provide Multi-Factor Authentication (MFA) that natively works with Zero-Trust conditional access architecture [17]. 
Table 2: Control Mapping Table
	Security Control
	NIST CSF 2.0 Alignment
	Risk Addressed
	Implementation Detail

	MFA & Zero-Trust Architecture
	Protect 
	Unmanaged remote access 
	Continuous assessment of context, device health, and identity. 

	Network Segmentation
	Detect / Protect 
	Compromised IoT sensors 
	Isolate sensors from corporate databases to minimize blast radius. 


[bookmark: _Toc234931852]5.4 Compliance 
ALL needs to follow the due course of formalisation of their regulatory alignment to address the drastic legal and financial liability suffered due to the above data breaches. In this layer immediate action is required including thorough gap assessments, in line with ISO/IEC 27001, and thorough audits of GDPR alignment [15]. This ensures that all European supply chain PII processing is clear and lawful and will provide an audit trail reassuring all stakeholders and logistics partners around the world. 
[bookmark: _Toc234931853]5.5 Vendor and Service Level Agreement (SLA) Management 
The single most important attack vectors are external IaaS providers, and SaaS providers with 88% of ALL's infrastructure relying on these. To be able to control and standardise the IT related services, it is essential to have this layer there to govern and standardise the ITIL service management disciplines subject to signed vendor contracts [14]. All existing SLAs would need to be renegotiated and tightened up with explicit security obligations, audit rights, data encryption requirements, and the penalties imposed to announcement of data breaches. These SLA terms are ALL's main technical perimeters as physical control of servers is out of the question; the burden falls back on hosting providers.  
[bookmark: _Toc234931854]5.6 Contingency and Business Continuity 
ALL must have Business Continuity Planning (BCP) and incident response plans in place to make its global value chains operational resilient. This means that disaster recovery programs are in writing and are carried out based on ‘table-top exercises' regularly. With this preparation in place, crucial logistics tracking information can be quickly restored from these secure and perpetually stored backup files that provide a snapshot of the most recent copy of the data at a point when that data is not accessible, during time of severe cyber incidents or even during outages by third party logistics vendors.
5.7 AI-Enabled Security Governance
As far as making the proposed governance model more efficient, it is recommended that AeroLink Logistics incorporates the capabilities of AI-driven cyber security along with the chosen models [14]. The usage of Artificial Intelligence will have a great effect on threat detection, response, and compliance monitoring. 
[bookmark: _Toc234931855]5.8 Implementation Roadmap and Control Mapping
	Timeframe
	Identified Risk / Vulnerability
	Priority Action & Control Implementation
	Expected Outcome

	0–3 Months
	Forbidden access through uncontrolled worldwide devices; Zero governance. 
	Appoint CISO/DPO, implement corporate risk register and enterprise-wide MFA and Zero Trust [17]. 
	Quick control of any compromised network access and the creation of an accountability structure. 

	3–6 Months
	Failure to meet regulations; Lack of accountability and oversight of vendors. 
	ISO 27001 & GDPR Gap Assessments; Renegotiate cloud vendor SLAs with high security and audit clauses. 
	Structured levels of governance maturity, third party accountability and compliance with laws. 

	6–12 Months
	Compromise of IoT sensors; Poor incident response. 
	Enable IoT network segmentation; Do SIEM monitoring; Formal BCP and DR tests. 
	A consistently high level of operational improvement and proven incident response/recovery resilience. 

	12+ Months
	Changes in the abuse of the supply chain; Security for the long-term. 
	Plan for formal ISO/IEC 27001 certification; Conduct regular policy reviews and Continuous AI/IoT threat modelling. 
	Continued operation reliability and recognised compliance government audit.


[bookmark: _Toc234931856]6. Continuous Updates to Regulations and Standards
In the digital economy these days, cybersecurity governance and regulatory compliance is more than a 'checkbox' exercise in administration. In the context of an organisation such as AeroLink Logistics (ALL), where the digital sphere continually evolves, compliance needs to be thought of not just as a regulatory hurdle but as a day-to-day operational imperative that safeguards client trust, upholds legal standing and ensures supply chain continuity around the globe. 
[bookmark: _Toc234931857]6.1 Inadequacy of Static Audits 
Normally, companies have implemented a one-year security audit to confirm their security measures. But once a year approach is fundamentally wrong when it comes to ALL's dynamic operating environment. ALL has around 88% of its IT infrastructure outsourced to cloud and a workforce, globally accessing the systems using unmanaged remote devices means the network perimeter, and attack surface, change on a daily basis. A Static audit only measures at one time and one look at security. After audit, for example, a new zero-day vulnerability on a SaaS app or incorrect configuration of an RDP system, may not be identified or patched for several months and compromise the integrity of PII data for clients and hackers for shipment data. [19] 
[bookmark: _Toc234931858]6.2 Impact of Emerging Technologies and Evolving Threats 
New technologies in all the logistics improve logistics processes but put ALL under new security demands. One important drawback of wide-spread adoption of IoT tracking sensors is the lack of total built-in security features and having to rely on them to be continuously monitored and update their firmware in order to prevent attack on the network [20]. 
Moreover, the use of AI-powered analytics by ALL opens up new attacks such as data poisoning, allowing those with bad intentions to corrupt the data, and adversarial manipulation, which may tamper with AI algorithms to take automated decisions out of control or misroute logistics. Meanwhile, the regulatory landscape is shifting all over the world in response to developments in technology. Data protection regulatory frameworks like the GDPR have requirements for the use of personal data in AI models, whilst the security in the complex digital supply chain is controlled by data protection authorities, who will enforce it and regularly update the regulations to keep pace with new products, markets and applications [21]. 
[bookmark: _Toc234931859]6.3 Continuous Monitoring and Framework Alignment 
In this ever-evolving threat landscape, however, ALL needs to be transformed from a reactive auditing and compliance auditing process to continuous monitoring and proactive risk management. Therefore, it is important to welcome flexible and evolving and to involve ideas like those of the NIST Cybersecurity Framework (CSF) 2.0. On the other hand, modernised frameworks, which are more concerned about how companies need to navigate the intricacies of digital supply chains, distributed IT environments and so much granularity over cloud security [22], are more in this part of their evolution. Constant monitoring has become part of ALL's culture and ensures verification of technical controls against a constant risk. 
[bookmark: _Toc234931860]7. Conclusion
AeroLink Logistics (ALL), moving from a disjointed, reactive IT environment towards a centralised and strategic approach to security governance today. The fact that ALL is a complex fabric of digital as per the examples in this report with an 88% outsourced cloud, a multitude of unmanaged remote endpoints and vulnerable IoT deployments cannot be secured by any single industry standard. 
Therefore, there is a greater need for hybrid system of governance. This multi-layered blueprint brings together COBIT 2019 for Executive accountability, NIST CSF 2.0 to manage the front lines of your technical operations to third parties, ISO/IEC 27001 for legally auditble compliance and ITIL 4 for strict third-party Service Level Agreement (SLA) management, and these all work together to systematically tackle your organisation's vulnerabilities. 
Overall, it can help to ensure continued good governance of the unmanaged endpoints throughout the world and strong liability can be placed on external cloud vendors. Moving forward, ALL is prepared to leverage the framework to sustain its global supply chain and logistics activities, as well as increase its future security and contain the ever-evolving threat and regulatory environment. Future research should be oriented towards developing AI-driven cybersecurity governance via threat intelligence, automatic compliance checks and security posturing in the cloud.
[bookmark: _Toc234931861]
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