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3.1 Introduction

The brief requires student to create a report on a malicious computer virus Ransomware. This report will include information about Ransomware and will explain everything from what Ransomware is to initially be explaining how to prevent it and how significantly dangerous it can become. 


3.2 Abstract 

This report is aimed to provide important information to people who might not have a complete full understanding in the computer virus technological side. This report could help in understanding and preventing the Ransomware virus and should give a broad range of information aimed to improve understanding in this technological area. Individuals or small companies don’t always have a complete understanding of what damage this virus can really do to their systems and what could be the real potential cost to re-access the lost files. 


3.3 What is Ransomware

Ransomware is a type of computer virus that infects and encrypts a computer user files to a level that is almost impossible to de-encrypt the encrypted files. Ransomware is very malicious and will demand a specific sum of money from the user in order to regain access back to the files. The type of currency that the Ransom creator wants to receive the money is by Bitcoin which is almost impossible to track and detect, another word for this is cryptocurrency. https://www.malwarebytes.com/ransomware/  [1]

3.4 When was Ransomware first recognised and mass implemented?

The birth of Ransomware first initially appeared in 1989. Since then Ransomware has become more powerful and more malicious. Ransomware actually pre-dates the internet. One of the main first attacks of Ransomware wasn’t through the internet but by using 20,000 infected floppy disc’s which were infected with Ransomware. https://www.cbronline.com/news/the-history-of-ransomware  [2]

3.5 How Ransomware affects and infects your computer

Modern Ransomware is able to infect your computer by simply getting into your files. The virus will sit dormant and wait until the user of the specific PC has decided to do a certain task that has launched the malicious virus. Ransomware is incredibly capable of accessing your files on your computer. This virus is capable of damaging or even destroying files on the computer hard-drive. Ransomware will most likely encrypt your files to “military grade” which is almost impossible to remove unless you pay the Ransom a specific sum of money through crypto-currency such as Bitcoin. This type of currency is significantly hard and sometimes impossible to track down. Even if the Ransom receives the money the procedure is not guaranteed that it will revert your encrypted files back to how they were initially.
https://www.mcafee.com/enterprise/en-gb/security-awareness/ransomware-infections.html  [3]


4.1 What is Crypto-wall

Crypto-wall is simply a form of Ransomware. This version of Ransomware is more malicious and dangerous than the standard form of Ransomware. The reason why Crypto-wall is more malicious is because this will stay dormant in the background when a PC is active. To be more specific this version implements itself on the machines start-up folder.   https://www.varonis.com/blog/cryptowall/   [4]


4.2 How to prevent your PC from the Crypto-wall Ransomware

To prevent your PC from getting Ransomware you can implement the Microsoft Windows group or local policy which should initially block executables from operating when these files are in specific places in the PC. Ransomware can be prevented by creating path rules which will not allow the executable files to launch. There are two ways that this can be done. The first way is by using the Crypto-wall preventing tool called CryptoPrevent. Users can also add policies manually or using a local security policy editor. https://www.bleepingcomputer.com/virus-removal/cryptowall-ransomware-information#prevent  [5]


4.3 Mac Ransomware 

Apple Macintosh computers are not left out when it comes to Ransomware. Although Mac computers don’t get viruses as often as Windows machines they are still at risk. A very new attack in 2016 was done through using the program Transmission which contained the malicious virus. When this program was launched the program copied the files and remained silent for three days until they were detonated. https://www.avg.com/en/signal/mac-ransomware-remove-protect  [6]

4.4Ransomware also affects mobiles

Mobile technology is not prevented from Ransomware. Even mobiles can get this malicious virus especially Android devices. On mobiles Ransomware locks your device down and takes the sensitive data away from the user. On mobiles people are scammed by thinking it’s a legitimate software to download which in fact its very dangerous. This process is most commonly done by download from social media websites. https://uk.norton.com/internetsecurity-mobile-what-is-mobile-ransomware.html   [7]



5.1 Who gets Ransomware 

The simple answer to this is that nobody is safe from Ransomware and that anyone can get it if security measures are not implemented. Small to medium sized businesses are also a target. Bigger businesses are harder to infect as they have much better and advanced security measures in place. In most situations the vulnerability to Ransomware also depends on how attractive your data and information is and how easy it is to get to. https://www.csoonline.com/article/3208111/security/who-is-a-target-for-ransomware-attacks.html  [8]  
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