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With the growth of the digital age and everything becoming more available but as a drawback it make society more reliant on computers. As Guillermo and Keion comments:
[1] The pervasiveness and the convenience of information technology tend to make most of society deeply dependent on the availability computers and network systems. As our reliance on such systems grows, so does our exposure to its vulnerabilities. Day after day, computers are being attacked and compromised. These attacks are made to steal personal identities, to bring down an entire network segment, to disable the online presence of businesses, or to completely obliterate sensitive information that is critical for personal or business purposes. It is the responsibility of every organization to establish a reasonably secure system to protect its own interests as well as those of its customers. And as computer crime steadily grows, so does the need for computer security professionals trained in understanding computer crimes, in gathering digital forensic evidence, in applying the necessary security tools, and in collaborating with law enforcement agencies. 
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[2] Computer forensic science was created to address the specific requirements of law enforcement that would leverage this new form of electronic evidence. Computer forensic science is the science of acquiring, retrieving, preserving and presenting data that has been processed electronically and stored on computer media.
Computer forensics science is different from most traditional forensic disciplines. The computer media and material that is examined and the techniques available to the examiner are products of market-driven private sector. In contrast to a traditional forensic analysis where examination of evidence are performed in controlled laboratory settings, there is often a requirement to perform in controlled laboratory settings, there is often a requirement to perform computer examinations at virtually any location.
Forensics is using technology and science to investigate and determine facts in criminal, or courts of law. The goal is to recover this data, to analyse it and present it in a way for it to be used as evidence. 
In computer forensics, there is not one specific tool that does everything. Therefore, different tools are needed depending on the type of information or data that needs to be extracted and from the type of source. Forensic data can be found and obtained from the registry files, memory (RAM), Hard Drives on mobile devices, such as Android and Apple as well as the local storage on laptops and desktop computers.
Due to the diverse range of different forensics tools and the uses they each have, I will be researching some of these tools, multiple tools will be chosen but only a select few will be chosen to go into more detail.
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As mentioned on the infosec website:
[3] Digital evidence can exist on a number of different platforms and in many different forms. Forensic investigation often includes analysis of files, emails, network activity and other potential artifacts and sources of clues to the scope, impact and attribution of an incident.
Due to the wide variety of potential data sources, digital forensics tools often have different specialties. This list outlines some of the most common and widely used tools for accomplishing different parts of a computer forensics investigation.

I have researched some forensics tools, which have different functions. Please see the table below.

	Tool Name
	Function
	Open Source or Commercial
	Price

	Disk Drill
	Data Recovery
	Commercial
	Basic - Free, 
Pro - £84.84,
Enterprise - £475.70

	Caine
	provides tight security and built-in forensic investigation tools
	Open-source
	Free

	Encase
	memory analysis
	Commercial
	$3,594

	FTK Imager
	data preview and imaging tool that lets you quickly assess electronic evidence
	Commercial
	Free

	Wireshark
	Network analyser
	Open Source
	Free

	Registry Recon
	A tool used to extract, recover, and parse registry data from Windows systems
	Commercial
	$599


	Cellebrite UFED
	A solution for accessing digital forensics data, with unsurpassed capabilities to extract and decode the most data from the widest range of devices and applications.
	Commercial
	$6,000

	Autospy
	An Open-source forensics platform, which is fast, easy to use, and capable of analysing all types of mobile devices and digital media.
	Open Source
	Free

	Volatility
	Volatility is an open-source memory forensics framework for incident response and malware analysis
	Open Source
	Free



Out of the tools that I have researched and investigated. The tools that I chose to fully investigate and analyse are Registry Recon, Disk Drill, FTK Imager and Volatility. 
These tools will be a good toolkit to start as a Forensics professional.
Registry recon is a forensics tool which is used to search for registry data which is deep into the device’s operating system, on the device. To do this manually would be very time consuming and use the time that the expert may not have. The software will look for the information whether the data is currently active, backed up or has been deleted. With this data, it puts it into a useful format where it can be analysed, the output will show the registries for current and previous installations as well as showing how they have changed over time, giving a very detailed visual of any data or registries that could be incriminating.
Disk Drill is a forensics tool that scans for lost data from a range of different storage devices, such as Computers including both laptops and desktops, USB Drives, Android Devices, iOS devices and more. The software can do this regardless of whether the drive is failing or unreadable. It can reconstruct 200+ different file types. This software is very handy if someone has tried to delete an incriminating piece of data from any device, the software can scan it and recover it. Allowing for the data to be used as evidence.
FTK Imager is a tool that takes an exact copy of local hard drives, Zip disks, DVDs, entire folders etc. This is essential when undertaking an investigation, so the original data does not get changed so multiple copies are taken in case the data on the disk becomes corrupted, which would normally stop an investigation. These images can then be mounted and run in a safe environment, to avoid viruses infecting equipment. Once the drive has been mounted relevant tools can be used to extract relevant data or folders. The image can then be worked on and other specialist tools can be used to extract specific data or files.
Volatility is a tool that extracts data from the memory or Random Access Memory (RAM) dumps, the memory is a volatile memory so the information that is stored within it, can easily be overwritten, or wiped as soon as the computer is turned off. Within the memory, there can be important information contained within. This software is needed to extract that information but can take a long time. The information contained can be highly valuable as it can show what processes were running at any specific time. This data can be invaluable and used as evidence.
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In conclusion, there are multiple forensics tools each with its own function that range from free to thousands of pounds/ dollars. Even if the tool appears similar to another, there may be a benefit that the other tool might not have, this could be a better output format or interpreting the data in a better way. This demonstrates that both tools may be used to get alternative data meaning that two tools can be used to get evidence using different methods. 
Investigating some of these tools explains the uses that they have in the forensics industry and why there is no such thing as a single tool that does everything. There are multiple tools, all of which extract important data they can analyse and obtain to use as evidence. 


[bookmark: _Toc101902177]Task 2 - Case Study

[bookmark: _Toc101902178]Introduction

A case study about a company based in Swansea Wales who designs Samsung Galaxy phones, in the scenario that I have been given to investigate. The company had been sabotaged by a previous employee Rob Jengelly who sold the phone designs to CEC Mobiles competitor Samtech, which has cost the company, this is a common practice. Therefore, forensic tools can be used to restore the data back to the company.
To begin with, Barry Lynch will need to do is note down where Rob’s computer was. Take a copy of the drive with the forensic tool ‘FTK imager’, the original drive must not be altered in any way and work with the copy that was taken. After a copy of the computer was taken secure the evidence. Check the office area for any other storage devices, as well as Rob’s work phone and make copies of those also. 
The forensic tool ‘Registry recon’ can be used to search for registry data, there are a lot of files within the registry as it appears like a large storage location. For example, one of the folders contains all the profiles that use the computer, as well as the profile of the last known user who used the computer, in this instance would be Rob. What would be the most interesting is, the most recently used software which could indicate if he used software or a tool to wipe or alter the Samsung phone designs, It would also show if any USB devices or phone was mounted to the system at the time, showing what device Rob transferred the plan onto. Some of the files may not have any forensic value, but there are some pieces of information that will be useful in locating or recovering the sabotaged data. 
The forensic Tool ‘Volatiliy’ can be used to investigate the volatile data which gets lost every time the computer or device gets powered off. In this case, would be the memory (RAM), within this data could be commands that have been run, passwords, encryptions keys, internet history. All this data would be invaluable in potentially recovering the sabotaged data.
Once the hard drive has been copied, hard drives are classed as non-volatile meaning data is always available. The image can be mounted and the forensic tool ‘disk drill’ can be used, this software will scan all the information on the hard drive to retrieve any lost data, even if the hard drive has been tampered with or Rob has tried to sabotage the information. Once ‘disk drill’ has been run, the data can then be checked to see if it has been recovered.
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To conclude, using multiple forensic tools and techniques in this scenario data can be retrieved. While all data may not be able to be restored, there is a strong possibility that given the state of the computer some if not all data can be retrieved and returned back to the owners, or used as evidence.
Recommendations going forward is to implement an automatic back up, so computers back up to a central server or cloud server, such as ‘Microsofts OneDrive’.
With any computer forensic investigation, different tools are always welcome and may become useful in specific scenarios. The data could be used with another forensics tool, then comparing the results. Taking both output and critiquing them to get the best possible results. However, this would be more expensive, a lot more time consuming and use a lot more computing power and resources.

Please see additional documents for the invoice and report.
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