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This report will look at malware with a specific in depth focus on Cryptoware Trojan as a detailed example. The report will also outline the dangers of this type of malware and the threat it presents to companies if they are not protected correctly.
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Malware is malicious software that can also be known as malicious code. Trojans, viruses and worms are all designed specifically with destruction, disruption or theft in mind. The majority are installed by an unintentional user action which can allow the infected file or link to be downloaded on to the user’s computer [1]. 
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Viruses are a type of malware that spreads itself from one file to the next on a user’s computer and can infect as they travel from one place to the next. Most viruses are spread when infected files are shared from one place to another using the network to spread the infection widely. Unlike viruses, worms infect a user’s computer by exploiting vulnerabilities within systems and by replicating themselves. Trojans are damaging and user detonated by appearing to be something else, like an advertisement, for example. They infect the computers of those who may have clicked a certain link and are a type of malware [1].


[bookmark: _Toc11710564]Ransomware

[bookmark: _Toc11710565]3.1. General Overview

Ransomware is a form of malware that infects and affects a user’s computer and demands a ransom in order to regain access to the affected files. Ransomware can infect the computer of a user in many ways but the most favoured method of attackers seems to be from malicious mail where a user may click on a link in an email or even from an advert that can then begin the encryption of personal and data files too [2]. The suer may not even be aware that this type of encryption ahs begun.

There are varying degrees of Ransomware severity which also present varying degrees of danger to a computer user or company. The dangers range from inconvenience from pop up ads to the total encryption of data, followed by a demand for payment for the encryption key [2]. 

The first Ransomware appeared in the 1980s but has significantly developed in to the sophisticated blackmail tool that it is today; by holding people’s files ransom. Ransomware is cheap and effective and according to the 2018 Verizon Data Breach Investigation Report, incidents now make up about 40% of all reported malware incidents. Ransomware is used by Cyber Criminals globally and has proven to be very lucrative for those deploying the malware [3]. 
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In the case of a cure, experts believe that prevention is definitely the best cure. Computer users have to be proactive in protecting their files from attack and should always invest in a security shield in the form of malware protection programmes. In addition to this, regular and routine backups are key, especially if an attack occurs and the user wants to regain access to their folders [4], [5].
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The CryptoWall Ransomware first appeared in April 2014 as a particularly malignant form of ransomware [3]. CryptoWall works by infecting the user’s computer and encrypting the files to lock them, preventing the useraccessing, backing up or further saving copies of the file without an encryption key. The infected user is then held to ransom until they meet the demands of the hackers and pay for the encryption key and the release of their files [4]. It is usually the most sensitive files attacked as these are the ones that users will be most likely to pay a significant sum to retrieve. If a user decides not to pay the ransom for the encryption key, it is highly unlikely that the victim will ever retrieve these files again.

 “Ransomware has been known to cause irreparable damage to both individual users and large corporations alike.” [5]

CryptoWall will add itself, as part of the attack, to a victim’s computer and inject code which will allow it to install itself and to delete and encrypt files. This type of attack can be instigated in a number of ways, each as potentially devastating to 

a personal computer or company as the next. Computers are vulnerable to this type of attack from: 

· phishing emails which encourage the user to click on to a link which will initiate the attack;
· malicious ads can allow malware to be downloaded without the knowledge of the sure as they try to hack advertisements from the internet;
· Exploit kits are most commonly used by attackers to exploit the security systems and computers of users, detecting vulnerabilities and deploying the malware [3].

The threat from CryptoWall has continued to grow as developers have continued to develop the malware. Since its inception in 2014, the malware has continued to be refined and updated to include redesigned ransom notes, encrypted files and an even more sophisticated approach to achieving payment from an infected user. It is an incredibly effective and cheap way for attackers to make money and just as effective in the way that it is spread to further victims. Further developments have been made making it even harder to detect, remove and protect against [3].
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According to U.S. Middle Market Business Index Cyber Security Report, as reported in the Internal auditor [6], ‘41% of organisations see themselves as likely targets of a ransomware attack in the next 12 months.’ There are steps that can be taken in order to neutralise the viable threats from Crypto Wall Malware in order to protect users and companies against this form of ransomware.

· Train all employees about the dangers of ransomware and the implications of clicking on an unknown link or attachments received
· Ensure Computers are up to date and have a robust backup strategy in place in order to ‘roll back’ to before the encryption
· Anti-virus software is turned on and up to date
· Use a firewall as a barrier against threats
· Encourage safe browsing habits
· Consider a least privilege model for a company wide approach to protection. This would ensure that employees only have access to the files they need to perform their role and so as access is limited, so is the potential reach of a malware attack
· A security analytics protection approach which could catch potential attacks in progress

The investment in robust training, backup strategies and anti-virus software will ensure the company remains less vulnerable to attack and the implications of such an attack [3], [6], [5, p. 52]. Whilst the above steps will improve protection, there are other steps that can be taken by firms in order to protect themselves further. 

If infected with the CryptoWall Malware, users should ‘immediately scan your computer with an anti-virus or anti-malware program’ although it is often not until the computer is already infected that a user is aware of it. Quite often, the first sign of infection is the appearance of the ransom note. At this point, it is not possible to decrypt the infected files without paying the ransom and so next steps should always be to secure open shares to only the necessary users to prevent further spread of infection. There may be opportunities to restore files that have been encrypted by restoring from backups and so, along with a robust security system in place, a resilient backup strategy is critical and also a clear plan in place for when an attack is successful [4], [6].
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In conclusion, not only is malware destructive and debilitating, it is also becoming a relatively easy and very affordable intrusion that can infect the computer of a victim and make the attacker a lot of money if the ransom is paid. There are some very basic ways to protect a computer but also to protect computers that are part of a wider network too. Taking a proactive approach to protecting the computers that are part of an organisation or wider network will ultimately ensure that files are recoverable should the worst happen and will also minimise the threat faced. 


[bookmark: _Toc11710571]Recommendations
This report has identified that companies should accept that with technological advancements and the sophistication of malware attacks, they should be of the mind-set of when and not if, this will happen. Plans should be in place to make systems as impenetrable as possible but also a plan for recovery should an attack occur. Further to the suggestions listed above, companies could also:

· Sign up to McAfee labs Threats Advisory to receive up to date and detailed advice and guidance as to the extent of a threat, how to recognise the threat and how to mitigate the danger for your company [7].
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