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Over the past months I have been studying the various aspects of cyber-security the threats and solutions to different aspects of said subject. This assignment is culmination of my knowledge and research when answering the questions given to me for this assignment. In this assignment I have explored various aspects of cyber-security including analysis of different types of cyber-security threats e.g. malware, ransomware and phishing attacks and how to prevent/ mitigate the effects.
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The NIST cybersecurity framework provides 5 key stages that act as guidelines to help prevent, defend and mitigate against cyber-attacks. These categories are Identify, Protect, Detect, Respond and Recover. Each category defines steps that should be followed in order to best protect the integrity of your data and computer systems. Stages one and two should be regularly revisited and re implemented in order to maintain the highest level of preparedness if an incident where to occur. Stages three through five are only to be implemented in the event of a cyber-attack. 
The first and arguably most important step Is the identification stage. This is the first step when it comes to ensuring the integrity of personal and sensitive data. The key characteristics of the identification stage include reviewing all of ones existing infrastructure and policies to identify potential vulnerabilities in the system, this could come in the form of identifying known software/ hardware vulnerabilities or searching for potential weak points like passwords that do not meet policy requirements. [1] 
The second stage is simply the process of actioning the issues discovered during the identification stage of the process. This can come in the form of applying patches to discovered vulnerabilities or implementing different solutions that do not require the compromised software/ hardware, but this stage can also simply be the process of updating passwords and educating people on the best security practices. 
For the third and fourth stages, Detect and Respond I will combine them for ease of explanation as they are closely linked. Stage three is all about detecting when/ if and attack has occurred, if an active attack is identified through a method like traffic monitoring, then the response would be to shut down the attack method/ vector as soon as is possible to prevent further data compromise. The other type of identification is when an attack has been discovered after it has occurred, the main method of doing this is through digital forensics. When an attack of this nature is discovered, the response is similar to the other situation, but urgency is of less importance as the data has already been compromised and the main task is to identify what data that is. 
Finally, the recovery stage is implemented, this stage is the process of identifying the lessons that have been learned from the incident how did it happen, what changes need to be made and what damage has been caused. One of the main aspects of the recovery stage Is communicating to others what the consequences of the breach may be if their personal data has been compromised. [2]
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Reconnaissance is the first stage in seven of the cyber kill chain a process developed by Lockheed Martin [3]. It is the process of discovering and probing potential vulnerabilities in a network or computer system. There are many tools that can be used to aid in this stage two, examples are Wireshark and Nmap (network mapper). Wireshark is a versatile network packet scanner that can detect all packets being sent on a network this can be combined with Nmap which is a network scanner that can be used to scan a network for devices and a device for common ports that may have been left open, this is a crucial part of reconnaissance as open ports are a common vulnerability that can be exploited by an attacker. Nmap can also be used with Zenmap which provides a graphical representation of a scanned network, this can be useful when planning an attack as it allows an attacker to save the results of a scan in a visual format. Wireshark can be used in reconnaissance to eavesdrop on a network and the communication between various devices this can allow an attacker to capture any unencrypted data being transmitted over a network, this can be used to gather keys or other authentication information that may be useful when commencing a potential attack. [4] [5]
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The WannaCry malware is an example of Ransomware that was one of the most prolific of its kind in 2017 and the years following. Ransomware is a type of malware that when it infects a device it will use an exploit, in the case of WannaCry the SMB (Server Message Block) exploit to encrypt all of the user data and request that the user pay the attacker (usually in cryptocurrency) in order to de-encrypt the data otherwise it threatens to delete it. However, there is no way to know if the attacker will honour their promise to unlock the data. Wanna cry was also notorious for having a worm component that allowed it to self-propagate throughout a network and infect multiple hosts. 
In the case of WannaCry one of the most effective mitigation tactics is to install the latest windows security updates that have patched the SMB exploit that WannaCry uses to spread and execute. But as this is only exclusive to older ransomware other mitigation techniques need to be employees for more modern ransomware attacks. And example of some methods would be to use software that is built to detect such threats, segment your network to limit spread and create regular data backups and airgap these backups form the wider network. [6]
TeleRat is more modern malware that is present on devices running on the Android operating system. It is a malware that once installed uses the Telegram Bot API as a CNC (command and control) server. This allows the malware to extract the data that it collects from the device. TeleTat does not rely on an exploit to spread rather it infects devices by tricking users into downloading it unknowingly this is done using various social engineering methods. Once downloaded it collects data about the device itself and the personal data stored on it such as contacts, personal files and cache data. It then uses the aforementioned API to transmit the stolen data to the attacker and receive further commands such as activating services that can act as spyware. The use of the API makes it more difficult for it to be detected as the API by itself is not harmful. 
The best way to avoid and mitigate against TeleRat is to practice good online security by only downloading trusted applications and files, furthermore some more modern antiviruses can detect the component files of TeleRat and provide warning of its presence. [7]
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One of the most common methods that is used to steal information especially personal information is through the use of Phishing. Phishing is the process of impersonating a trusted source in order to trick someone into handing over personal data. This is usually done through the use of Email as it is easy to create a fraudulent email address that at first sight might be legitimate. [8] 
A Whaling attack is a form of phishing attack that aims to impersonate more senior members of an organization such as CEOs, other executive officers and managers in an attempt to deceive members of an organization into sharing confidential information with an attacker. Although stealing data is not the only objective, this type of attack can also be used to spread malware such as aforementioned ransomware. This is a very effective method of spreading malicious files as the attacker can leverage the trust associated with a company executive or peer to increase the chances that someone may run the malicious program. Whaling is one of the hardest phishing attacks to defend against as it leverages trust and can use very convincing deception tactics as it tends to be more targeted whereas phishing is more general and relies on volume to achieve results. The best way to protect against this is to implement robust anti-spam services and educating staff on best practices when being asked to share data. [9] 
Pharming is one of the most of the most technically sophisticated phishing attacks as it relies on malware to be installed on a device in order for it to properly function. Once installed the malware will use one of two main methods to redirect web traffic so that the user can be tricked into entering information into a fraudulent website. These two methods are DNS hijacking and DNS poisoning. Once the malware has carries put the attack the attacker can redirect the user to any webpage that they wish. This can be especially dangerous if the redirected website has been recreated faithfully, this means that the user will have a very difficult time differentiating it with the real one. The main target of these attacks are fanatical websites so they can steal people’s financial information. The best way to protect against pharming attacks is to implement and use good anti malware programs and to ensure that strong passwords are used on network devices. [10]
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Above is my example of a network that has limited the points of failure. I have done this using a Mesh network topography, this means that all of the end devices (The PCs) can access the network even if one of the switches fail, all of the switches are connected to each other ensuring there is always a route for the data to take. In the event of a switch failure only the PC that is directly connected to that switch will lose connection, but all the other PCs will be able to communicate as another route can be found using the other switches. [11]
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One of the most important pieces of software that can be used to protect a network is the firewall. Fire walls are present on all networks and devices, they act as a monitor for incoming and outgoing traffic to ensure no malicious information passes through. Another common use for firewalls is as content filters, this feature is used to block specific content that the administrator wants to restrict e.g adult content. Firewalls usually act as shields between two networks in most cases the internet and the internal network, but they can be set up to monitor internal network traffic, this is done primarily in large WANs (wide area networks). A firewall is run as software but for larger networks dedicated firewall devices can be installed in the network infrastructure, this provides more bandwidth and enhanced security. [12] 
Whereas firewalls protect the network the second type of software is anti-malware / antivirus software. This is software that sits on local machines and monitors the device for potentially dangerous programs/ processes. Whereas a firewall will monitor network traffic a antivirus will monitor the devices on the network. The most common method for detecting threats is the use of signatures, this is the process of scanning programs and identifying known dangerous code, when such a program is identified the software will then block that program and prompt the administrator for action. [13]
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