


What is Ransomware?
Ransomware is a variant of malware with the intended purpose of blocking a users access to private files on the users system. The attacker will then charge a ransom to decrypt the affected files. Ransomware was initially used in the 80s, with the most notorious example from the time being the AIDS Trojan, released on floppy disk. 
How does Ransomware get into a system?
Ransomware can be delivered physically as seen previously in the AIDS Trojan, in which distributed drives would lock a users computer after a set number of resets. It can also be delivered digitally, over attachments in emails, or downloaded over websites.
There are five particularly common types of Ransomware:
· Lockers – Lockers will lock a user out of their home system, not encrypting the files, but preventing the user from being to able to access their computer at all
· Scareware – Software that acts as if it has detected a virus on a user system that is in need of getting rid of, when the user buys the software it goes straight to the attacker
· Ransomware as a Service – Groups payed to attack a certain systems, being provided with software and equipment needed to pull off an attack
· Crypto Ransomware – Will encrypt a users personal within the system under attack, with the user being provided with the decryption key when they pay the specified ransom. This model is the most common, and can be delivered in a variety of ways
· Doxware – Will threaten to leak personal data and information if the attacker is not specified with the attackers defined ransom
How is Ransomware delivered?
· Email Phishing – The most common form of delivery, Ransomware will be delivered to a users system through email attachments or links that they are spammed with.
· Physical Media – USB Drives, floppy disks, CDs or any form of physical media can host ransomware software, which would then deliver any form of the mentioned ransomware
· Pirated Software – Attackers could hide ransomware through the delivery of pirated software
How is Ransomware avoided?
Ransomware is avoided by being cautious and taking the necessary steps to be as safe as possible and not make yourself an easy target.
· [bookmark: _GoBack]Antivirus and Firewalls – capable of scanning and detecting and responding to cyber threats
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