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[bookmark: _Toc59148906]Worksheet 1
“A) State the benefits of using Type 2 Hypervisor Virtualization software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network.”
	The benefits of Type 2 Hypervisor Virtualisation software such as VirtualBox platform have the ability to create Virtual Machines that are instantly used on T1 version by uploading the right files, that makes it very easy to handle for VM prototyping. VirtualBox strength is that allow to the user to access multiple and different operating systems at the same time. Another main strength of VirtualBox is being a driver support. Using VirtualBox to create a NOS infrastructure using Active Directory helps you to simulate a virtual network created from multiple computers on a single machine. 
“B) Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.”
	Active Directory Forests
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Fig 1: Active Directory Forest
		
In fig 1 you have illustrated an Active Directory Forest formed from Parents and Child domains. In Tree 1 Training.com is a parent domain and Kitchen.Training.com/Bar.Training.com is a subdomain called child domain same as Tree 2.
“C). Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.”

The main roles are to respond to authentication request and verify the users on the networks. Anther main role of the Domain Controller keeps the data safe a well-organized.

“D). What actions could we take in the event of a Domain Controller becoming unavailable.”
This happen when you disable the IPv6 on the network card on DC and as solution to this is to add or change the registry entry. 
First you need to open the registry editor by typing in windows search filed followed by enter key.
Step two is to open the file: “HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters\”
Step three open the DiableComponents item and if it’s not there than create one (DWORD (32-bITS)) value.
Step four give it one of the next values:
Insert 0 to enable the all IPv6 components.
Insert 0xffffffff to disable IPv6 components, apart from the IPv6 loopback interface [1]
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“1). Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.”
The “modern Network Operating System implementations password complexity” needs to meet certain requirements:
· To have a minimum number of characters with different types (mixed case, special characters and numerals);
· The password to do not be similar with previous once;
· To do not be similar with the user name;
· Must contain uppercase and lowercase letters;
· Base 10 digits (0-9); non-alphanumeric characters (*&^%#@! ~|” :); [2]

“2). State the advantages and disadvantages of using Groups in Active Directory.”
The advantage of using Groups in Active Directory is to collect users, computers and other groups into manageable areas accounts. [3] good scalability for environments with many users as you can add faster more administrator accounts to the group
The disadvantage is that if the AD is not accessible, the AD accounts will not be able to authenticate and login.
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“a). Discuss the two different types of permissions in use within windows network environments.”
There are 3 types of permissions:
· Full Control that allows to the users to read, change and edit permissions and to take the ownership of files.
· Change which means that the user can delete, write, read, execute folders while they are shared.
· Read allow to the user view the file’s contents.[4] 
“b). Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems”
NTFS supports file compression when there is no more disk space, very large files, automatically restores consistency, limit the space that the user can use which FAT32 (another network operating system’s file system) can only support files with a value up to 4GB size and volumes to max 2TB. [5]
“c).  Identify the main benefits of using groups in an Active Directory domain.”
The benefits are:
1. It allows to customize how data is organized to meet the company’s requirements.
2. You can access from any computer from the network
3. Provides built in redundancy and replication so if one DC fails the other one will pick up the load.[6]
“d). Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources.”
	The benefits of using organisation units is when you want to set the setting of the group policy to a subset of users, computers and groups withing your domain. OU offer you the possibility to give admin tasks to the users or groups without making them administrators of the directory. The tasks can be to modify group membership, manage groups and group policy links, to reset the user’s password and to manage the users. [7]
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“Q). State some principal advantages of using the DHCP service in network infrastructures.”
It helps to configure the IP addresses to more than one computer at the same time and reduce the configuration errors. It also helps in reducing the network administration and IP address management.
“Q).  With the aid of diagrams, explain the 4-stage process involved with assigning DHCP 
       Clients with IP addresses. You should describe the stages that both client and server 
       enter, and the processes involved.”
[image: ]
Fig 2: DHCP process

1. To discover DHCP servers on the network a DHCP client need to send a broadcast packet (DHCP Discover)
2. For step two once the DHCP server receive the broadcast packet will respond with a DHCP offer packet offering information to DHCP client about IP addressing.
3. In step 3 if there is more than one server on the network segment and the client receives multiple DHCP offers packets, the DHCP client will take the first DHCP offer packet. The DHCP client will request network parameters from DHCP server responding to DHCP request packet broadcasts.
4. Stage four is when DHCP server approves the lease with a DHCPPACK (Acknowledgement) which includes configuration options and lease duration.
5. 
“Q).  What are some of the potential threats/dangers that could occur when using a DHCP 
       service.”
· DNS resources can be created by DHCP without defined ownership
· DHCP clients can get IP address on the network without authorisation
· The server can create incorrect IP configuration information to the clients [8]
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“Q1) Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?”

The Recursive query resolve DNS client requests by sending a query from DNS client to DNS server for name resolution.
The interactive Processes resolve the DNS Client when the server provides the best answer to the client who asked for name resolution. 

“Q2) Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?”
The DNS server can use root hints (“list of the DNS servers on the internet”) to resolve queries for names that it doesn’t know. [9]

“Q3) We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:

      (1). What is the exact FQDN for this host?
      (2).  Illustrate how the Domain Name System breaks up this FQDN into Host and  
             Domain Namespace.”
The Fully qualified domain name (FQDN) of the host is subcontA.nwtraders.msft
[image: ]
Fig 3: FQDN format
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