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Understanding Cryptography, Cryptanalysis and
Cryptology

Information plays a vital role in the running of business, organizations, military operations etc.
Information in the wrong hands can lead to loss of business or catastrophic results. To
secure communication, a business can use cryptology to cipher information. Cryptology
involves transforming information into non human readable format and vice versa.

In this article, we will introduce you to the world of cryptology and how you can secure
information from falling into the wrong hands.

Topics covered in this tutorial

* What is cryptography?

* What is cryptanalysis?

* What is cryptology?

* Encryption Algorithms

* Hacking Lab Activity: Hack Now!

What is Cryptography?
Cryptography is the study and application of techniques that hide the real meaning of
information by transforming it into non human readable formats and vice versa.

Let’s illustrate this with the aid of an example. Suppose you want to send the message “I LOVE
APPLES”, you can replace every letter in the phrase with the third successive letter in the
alphabet. The encrypted message will be “K NQYG CRRNGV”. To decrypt our message, we
will have to go back three letters in the alphabet using the letter that we want to decrypt. The
image below shows how the transformation is done.

hey: Replace every letter with 34 successive letter
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Figure 1: Basic Cryptographic concept.
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The process of transforming information into non human readable form is called encryption.

The process of reversing encryption is called decryption.

Decryption is done using a secret key which is only known to the legitimate recipients of the
information. The key is used to decrypt the hidden messages. This makes the communication
secure because even if the attacker manages to get the information, it would not make sense to
them.

The encrypted information is known as a cipher.

What is Cryptanalysis?

Cryptology encrypts messages using a secret key. Cryptanalysis is the art of trying to
decrypt the encrypted messages without the use of the key that was used to encrypt the
messages. Cryptanalysis uses mathematical analysis & algorithms to decipher the ciphers. The
success of cryptanalysis attacks depends on;

* Amount of time available
» Computing power available
» Storage capacity available

The following is a list of the commonly used Cryptanalysis attacks;

» Brute force attack— this type of attack uses algorithms that try to guess all the possible
logical combinations of the plaintext which are then ciphered and compared against the
original cipher.

» Dictionary attack- this type of attack uses a wordlist in order to find a match of either
the plaintext or key. It is mostly used when trying to crack encrypted passwords.

* Rainbow table attack— this type of attack compares the cipher text against pre-
computed hashes to find matches.

What is Cryptology?

Cryptology combines the techniques of cryptography and cryptanalysis.

Encryption Algorithms

MD5- this is the acronym for Message-Digest 5. It is used to create 128 bit hash values.
Theoretically, hashes cannot be reversed into the original plain text. MD5 is used to encrypt
passwords as well as check data integrity. MD?5 is not collision resistant. Collision resistance
is the difficulties in finding two values that produce the same hash values.

* SHA- this is the acronym for Secure Hash Algorithm. SHA algorithms are used to
generate condensed representations of a message (message digest). It has various
versions such as;

. SHA-0: produces 120 bit hash values. It was withdrawn from use due
to significant flaws and replaced by SHA-1.
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. SHA-1: produces 160 bit hash values. It is similar to earlier versions of
MD?5. It has cryptographic weakness and is not recommended for use since the
year 2010.

. SHA-2: it has two hash functions namely SHA-256 and SHA-512,
SHA-256 uses 32 bit words while SHA-512 uses 64 bit words.

. SHA-3: this algorithm was formally known as Keccak.

» RC4-this algorithm is used to create stream ciphers. It is mostly used in protocols such
as Secure Socket Layer (SSL) to encrypt internet communication and Wired
Equivalent Privacy (WEP) to secure wireless networks.

» BLOWFISH-this algorithm is used to create keyed, symmetric blocked ciphers. It can
be used to encrypt passwords and other data.

Hacking Lab Activity: Hack Now!

In this practical scenario, we will create a simple cipher using the RC4 algorithm. We will then
attempt to decrypt it using brute-force attack. For this exercise, let us assume that we know the
encryption secret key is 24 bits. We will use this information to break the cipher.

We will use CrypTool 1 as our cryptology tool. CrypTool 1 is an open source educational tool
for crypto logical studies. You can download it from https://www.cryptool.org/en/ctl-
downloads

Creating the RC4 stream cipher

We will encrypt the following phrase. Don't include the quotation marks. “Never underestimate
the determination of a kid who is time-rich and cash-poor” We will use 00 00 00 as the
encryption key.

* Open CrypTool 1
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https://www.cryptool.org/en/ct1-downloads
https://www.cryptool.org/en/ct1-downloads

CrypTool 1.4.31 Beta 6 [V52008] - startingexample-en.tit E=E

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

D[ QS| »[8 =] 2%
_E-f- startingexample-en.tet EI@

rting example for the CrypTool version family 1.x (CT1)

rypTool 1 (CT1) is a comprehensive free educational program .
bout cryptography and cryptanalysis Renlace this text
ffering extensive online help and many visualizations.

his is a text file, created in order to help you to make your first steps with CT1.

m

) As a first step it is recommended you read the included online help. This will provide a useful oversight of

Il available functions within this application. l
he starting page of the online help can be accessed via the menu "Help -= Starting Page" at the top right of

he screen or using the search keyword "Starting page” within the index of the online help.
ress F1 to start the online help everywhere in CT1.

) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu |
Crypt/iDecrypt -» Symmetric (Classic)”.

) There are several examples (tutorials) provided within the online help which provide an easy way to gainan §
nderstanding of cryptology. These examples can be found wia the menu "Help -= Scenarios (Tutorials)".

) You can also develop your knowledge by:
Mavigating through the menus. You can press F1 at any selected menu item to get further information.
Reading the included Readme file (see the menu "Help -» Readme").

iewing the included colorful presentation (This presentation can be found on several ways: e.g. in the S~

Press F1 to obtain help. L1 C1 P

i:igure 2: Cryptool 1 Window.

* Replace the text with the phrase “Never underestimate the determination of a kid who
Is time-rich and cash-poor”

G startingexample-en.be o[ B |

MNever underestimate the determination of a kid who is time-rich and cash-poa

Figure 3: Text Window.

* Click on Encrypt/Decrypt menu as shown below in Figure 4.
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File Edit Vi Mhgital Signatures/PKI  Indiv. Procedures  Analysis Options  Window  Help

D3| |R|¢ _ Symmetiic (classi
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Mever underesti

DES (ECB)...
DES (CBC)... i
Triple DES (ECB)... "
Triple DES (CBC)... |
AES (CBO).n Shift + Strg + R

Further Algorithms

AES (self extracting)...

Encryption / decryption with RC4 |L:1 C:78 P78
N S — e o

Figure 4: Encrypt/Decrypt Functions.

* Point to Symmetric (modern) then select RC4 as shown above

» The following window will appear

Figure 5: Selecting encryption bits.
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» Select 24 bits as the encryption key

 Set the value to 00 00 00
* Click on the Encrypt button
* You will get the stream cipher as shown in Figure 6 below

gooooooo Eo 7D FF 24 D1 17 28 54 EE 63 6C 02 24 5 Tzl %
oooooooD 1A FB 00 Ae BE 14 83 84 A4 BE BV 21 4E PP PR )
oooooola 39 57 55 FB 36 FO C9 B2 1C 68 03 BF Dg WU 6., k...
ooooooz? A3 el 1B 85 A0 59 958 02 6E E3 5B BS 44 a...¥Y..n. [.D
ooonoo3d C8 42 EA A9 26 24 A6 77 C9 12 50 70 F3 B, &% ow. "D
oooooo4l  CE A7 78 29 29 37 CB 27 49 14 ES BF 3 I I R

Figure 6: Stream Cipher.

Attacking the stream cipher

* Click on Analysis menu as shown below in Figure 7.

le-en. 0 e c———— ——
oced pticns  Window Help J

Tools for Analysis »

g
Asymmetric Encryption »

Hash »
Analyze Randomness

DES (ECE)...

DES (CBC)...
. Triple DES (ECB)...
cooon o] .
1C 68 03 EF D6 9WU. 6. .. .h. .. Triple DES (CBC)...
6E EI B ES 44 a...¥..n. [.D AES (CBC)...

C9 12 60 70 F3 B, &% w. "p.
Further Algarithms

Figure 7: Analysis Menu.

* Point to Symmetric Encryption (modern) then select RC4 as shown above in Figure 7.
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* You will get the window as shown in Figure 8 below

- ]
Brute-Force Analysis of RC4 ‘ g

The zearch space can be lmited in order to reduce the zearch time. To do this,
enter known parts of the key in hexadecimal notation, unknown az <%,

Example: Enter <00 = AB ** . **3 to zearch all keys starting with a zero byte,
followed by an unknown byte, the byte <AB> . and an unknown tail.

Hir: The zearch time will be in the order of minutes to hours if you uze B or
fewer azterizks [leaving a 24-bit zearch space].

K.ey length; 'l :

Analysis Ophions Cancel

Figure 8: Brute-Force Analysis.

* Remember the assumption made is the secret key is 24 bits. So make sure you select 24
bits as the key length.

* Click on Start button, you will get the following window

* Remember the assumption made is the secret key is 24 bits. So make sure you select 24
bits as the key length.

* Click on Start button, you will get the following window

.~ ™
Brute-Force Analysis of RC4 ﬁ
il

Cancel

Figure 9: Brute-Force Analysis Progress.

* Note: the time taken to complete the Brute-Force Analysis attack depends on the
processing capacity of the machine been used and the key length. The longer the key
length the longer it takes to complete the attack.
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* When the analysis is complete, you will get the following results.

' il
8 ' Brute-Force Analysis - Results Iﬁ

After a brute-force analysis of the given dphertext decrypted with all possible keys in the selected key space, the entropy value of
each decryption was calculated. This list contains the decrypted messages with the lowest entropy values. Itis possible that the

decryption with the smallest entropy is not the correct decryption, espedally for very short dphertexts. You can choose here which
candidate you believe to be the correct decryption {note that only the first 77 characters are decrypted and displayed).

‘EhS?bbS?ZZI}?ShEMhSTZb

.................................. F5E00T ‘E
EIDGFEIEIZDEC A?BD 93E9AEBGB... 0. ........L...P..'.N.Pp} 'I,F' eD..... 2DES23 R
5.5398 F& 10D494 75241126 05SEB 32F... S 8L 2L T H, e, kD (.0..... 908045
5.5424 B7 &7 3A 1D BE &7 AGDSEE 35BA ... R S— - T N..h][ DD"}-‘u..‘B ........... E&3C3D
5.5475 SAEG7IZ3CSD7CS3EAAALAL... Zs3i..=..=. "~ M... AA13B4
5.5509 FO84ED D& 518D 82 AF 57T ATOA ... ....Q...'u.f'.n'.....?"...&...?..m.......'}{?... ESABE4A
5.5522 GEADED 21010590 36EAFS 47 6., nm.!...6..G6H...... m..D.. % ... i 93531AB
5,5522 TRCAZF 7R 7948BCFDAB 78 24 ... X fxyH. . ™ pvbbepbannnnn, P ly... CFID47
5.5573 21BF 25 C2C1A4609ESOFB 1A 0... 1.%... .P...%.%..xIP.Z.;v!...5[...h... E&41CD
5.5586 2161 A14F 55DA 11F2858F B 3., la.0U,..e a8 Tk 80 e, 11E4FD
5.5586 05592346 324C 7T8BF 206E 5C A... Y“"FZLJ( nl.+.[m.e...._x..MMe..e<.,, 349826
5.5608 2363C00427 21 27FACF A4 2B 9,., P N T o R [ l.ga# 0IR.... FAQ/DY

Accept selection Cancel

i:igure 10: Brute-Force Analysis Results.

» Note: a lower Entropy number means it is the most likely correct result. It is possible a
higher than the lowest found Entropy value could be the correct result.

» Select the line that makes the most sense then click on Accept selection button when
done

Conclusion

* Cryptography is the science of encrypting and decrypting messages.

» Acipher-text is a message that has been transformed into a non human readable format.

» Decrypting is reversing a cipher-text into its original form.

» Cryptanalysis is the art of decrypting cipheer-text without the knowledge of the key
used to encrypt them.

* Cryptology combines the techniques of both cryptography and cryptanalyst.

Credit: The Lab exercises is adapted from Guru 99.
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